Troubleshooting de Erro de Certificado
"Importacao de certificado de identidade
necessaria" no FMC
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Introduction

Este documento descreve como solucionar problemas e corrigir o erro "Importacao de certificado
de identidade necessaria" nos dispositivos Firepower Threat Defense (FTD) gerenciados pelo
Firepower Management Center (FMC).

Prerequisites

Requirements

A Cisco recomenda que vocé tenha conhecimento destes topicos:
- Public Key Infrastructure (PKI)
- CVP

- FTD
- OpenSSL

Componentes Utilizados
As informacdes usadas no documento sdo baseadas nestas versbées de software:

- MacOS x 10.14.6
- CVvP 6.4



- OpenSSL

The information in this document was created from the devices in a specific lab environment. All of the devices used in this
document started with a cleared (default) configuration. If your network is live, make sure that you understand the potential impact
of any command.

Informacgoes de Apoio

Note: Em dispositivos FTD, o certificado da Autoridade de Certificagdo (CA) é necessario
antes que a CSR (Certificate Signing Request, Solicitagdo de Assinatura de Certificado) seja
gerada.

- Se 0 CSR for gerado em um servidor externo (como o Windows Server ou o OpenSSL), o
método de registro manual falhara, pois o FTD nao oferece suporte ao registro manual de
chave. Um método diferente deve ser usado, como PKCS12.

Problema

Eimportado um certificado no FMC e é recebido um erro que indica que é necessario um
certificado de identidade para prosseguir com a inscrigao do certificado.

Cenario 1

- Ainscricdo manual esta selecionada
- O CSR é gerado externamente (Windows Server, OpenSSL, etc.) e vocé n&do tem (ou sabe)
as informacgdes da chave privada
- Um certificado de CA anterior € usado para preencher as informacodes do certificado de CA,
mas nao se sabe se esse certificado é responsavel pelo sinal do certificado
Cenairio 2

- Ainscricdo manual esta selecionada
- O CSR é gerado externamente (Windows Server, OpenSSL)
- Vocé tem o arquivo de certificado da CA que assina nosso CSR

Para ambos os procedimentos, o certificado é carregado e uma indicagao de progresso € exibida
como mostrado na imagem.

4 W FPR1k-172.204.204.66

wildcart-cert-2020 Global Manual £+ In progress

Apos alguns segundos, o FMC ainda declara que € necessario um certificado de identificagcao:

4 Wl FPR1k-172.204.204.66

wildeart-cert-2020 Global Manual Identity certificate import required =l

O erro anterior indica que o certificado CA nao corresponde as informacgdes do emissor no
certificado ID ou que a chave privada ndo corresponde aquela gerada por padréo no FTD.

Solugao

Para fazer com que essa inscrigao de certificado funcione, vocé deve ter as chaves
correspondentes para o certificado de ID. Com o uso do OpenSSL, um arquivo PKCS12 é gerado.



Etapa 1. Gerar um CSR (Opcional)

Vocé pode obter um CSR junto com sua chave privada com o uso de uma ferramenta de terceiros
chamada gerador de CSR (csrgenerator.com).

Depois que as informacoes do certificado forem preenchidas, selecione a op¢ao Generate CSR.

CSR Generator security github

Generate a Certificate Signing Request

Complete this form to generate a new CSR and private key.
Country
us
State

lexas

Fat

Locality

San Antonio
Organization

Big Bob's Beepers

Organizational Unit

Marketing

Common Name
example.com

Key Size View CSEs List

© 2048 4096
Generate CSR

Isso fornece a CSR + Chave privada para que possamos enviar a uma Autoridade de certificacao:



=====BEGIN CERTIFICATE REQUEST
MIICrDCCAZQCAQAWE ZELMAKGA lUEBhMCVVMXFDASBgNVBAMMCyouY212Y28uY29t
MROWEQYDVOROHDAL TYWSgOWS 0b2 Spbz EOMAWGA LIUEC W02 L 2Y 2 8xD JAMBgHVEAGH
BVRLeGF zMWwCg Y DVEOLDANKUE4wggE iMADGCSgGS ThIDOERAQUAAL IBDWANg gER
AcIBAQDRYnzQEYiGuofAleshAnulATSThOYASY 4 jzDGLIVla jLLokREUpErOOx
¥bqqRxKIMOSWE+xWBAFVELS4TE11i9nhl ISURKIkuShEEX0L 9/ 60kThCwx IWydX ey
AC9xhpLty LIt TCheDBeGWevTDh jgr iod IWBUEMIBSEIY L 1 XodwinTX9Ful hydL
An+0TpID/BCPEXEf2XgzSI++bE+Y2aEJ2GHPABZINPdR] 8 £ 2r THGOZR j yCBEnWw+gD
EZXuT+iGSPrZ4MYcGinleGBayadzEtBIPWEm 28 IVFYIqwl0z6Tx 1 3K+ BuMEPOOM
OoslbasduHALDTININSeAZmBodgqMIAgHBAAGGADANBgkghk LGI9WIBADS FPAROCAQEA
KH+X05uwYuYs jh 1l KE+HIN+ 105y TLE JycdANGImT TIEYROWEZXALSeHz tVRzh /QCH
Hikc+teJPRaPeY  Pmonlib2QA2z6+31D2cGdNeqqigll kY BacX YEY ETmulwbhGi /G
WgLHaw TwqnAPOGTEHUBIS 2z THEHS 1 ZuR+ 25 PkwCOhHOLC S snedKyVnod LIFP fmFVF
g2q45Tho7 6p5S0bi0rrEY koM T EGonEGECISUE 32k {H2 2AUQRPEXORCYISTVX £ HE
SwSPLEW/WAQqRwuT4mOQdMCYyVPI9yg/vALulgef POHa kh+ 1vEvE/BP+0TE f jgqol
GgedcglalTxENYIYCPY jxwes

====-END CERTIFICATE REQUEST

=====-BEGIN PRIVATE EEY

MIIEvwIBADANBgkqhkiGOwOBAQEFAASCEKkwggS LAQEARCTIBAQDRYnzQEY iGu09A
OeshAnulA7S5ThOYASYi4 j2zDGLIVi0a  LLaKRHUPErOOx X baqRKIMOSWY + XWBEFV
£1547£1i9nhl ISURKTIkuShEExoi 9/ 60k ThCwx IWydXev4 COxhpLtyElItTCheDle
GXWavTDhjgriodlWBUEMIbSEIY] 1 XedwinTX9FulhydLAn+0TpEDS/BcPEXfzXg25
I++bE+Y2aEJIGHPAOZINPpdBl s f2r THGOZBjyCBEZnw+gDEZXUT+LiGSPrE4MXcGtml

eGEmyaQzEtBIPWZmIZs LVFYJqw00z6 7 x L Ik+BuMEFOOMOos 0bSQUHAEDTINT XS A
EmBcdgMIAgHBARECGgEBAKpSal+oAf dpa2yX T RKAVHEBSdY gOHENECBByEC /Ot Xy
hp6GiGiI99t PrgAGYECO2ZPEY 16t Vbg+d] mpwdg Tx080WVe I 2uIpEDoGMMD 2y Ley
T71GBsE+/ nAnad 9 nEERSEvFeldea+/S5zHxqgt SP/EvV+ KNS5 250 /eM jwd LT
ZL717ZRwtgrxrNdkRre+e TRASWWXSNEBFZhalirlLbd+e s ImADeUnvnIs6TITIvV1O
aloigRumfonwe INbdPLZMIGEOAd]l 9955 6bezdED0/LSxs / JgQBnRucOnIdU 0 Bewe
palsEnzFgquod 26 LgSEqURK2h 9 Tmed 9x XgnTU62pleECgYEARSG/ agRAe S Thgnya
yoTlBjLriDesY IYvpTElaViwwyiwAiLabLl T6bWkgZIitnWhoncPEZZLdhPHINlg
alr+k+1BrRIgErd]l IMvOUtgpf4VOZI02 ip/ 2dRelUz 1 4ARnbaFvytOamUexMypLog
zQkAQ+{ {ERTZEJeBEWeOnk0+HLUCGYEAITxEzk1JzMc X { phRGYRUOMXBvgOl TmLs
43tvmHINItS e imTgz2WiHod £ /vBRBOBNhSA18IN 21 PRIV tm2bad Takwaalimad
DiyFebXkvaUs5SncSAgoNYAzZn/ DOLD /LT poAIVITE+Vives cobs Lt (IERET TgwSpIdNG
GeGFPeEBOpWhCgYEAZFAZZAvRez2BNanaWEiNdbI zkLxendhIdSgenTmhkA4hDoZT
VEgLlOWlgxMHE tCod VT SRdrCY Iy 4WDxUUwIRIdEANCOLShiwBYay+wgl tTELCKYXH
SVoN+HeNUI+Q5zrbuEBiNICRERDN TR lad9qyJiYpIGvE 1 XVud Z200BLOKVECGYBY
ezFICFeALREZpwyBE/ kdX 1JTfx0h4 IDENU+eCIJgFS L6FBTYCcCVOH TG0 Joypaghp
GIU/BvI9kadx2UkSgRodiidMgY JTpl 2Y EveFSWISORMG2 T20FtxLDyCIClorb 70
FTeifSXsKIPY LimyQC2 TygSpMOhKtHkhSoBvSvy JA0QKBgOCFEITHIP26/ 2 TY Tng2
eXCO/0PqalgdiTIT0TilvIBESbed /164 ib/eXTThED2/ faZec L d0HB/dISHVD ] xe
ccRgiCmbeJAKIC ] filatgHcAykEZHfgxroXabkPvlobgTinSkliGlUStEAVrebdY
vaggTYBGE2BUuSE P15 IS EgrHEge=

=====END PRIVATE KEY=====

Etapa 2. Assinar o CSR

O CSR precisa ser assinado por uma CA de terceiros (GoDaddy, DigiCert), uma vez que o CSR é
assinado, um arquivo zip é fornecido, que contém, entre outras coisas:

- Certificado de identidade
- Pacote CA (certificado intermediario + certificado raiz)

Etapa 3. Verificar e Separar os Certificados

Verifique e separe os arquivos com o uso de um editor de texto (por exemplo, bloco de notas).
Crie os arquivos com nomes facilmente identificaveis para a chave privada (key.pem), o
certificado de identidade (ID.pem), o certificado de CA (CA.pem).



Para o caso em que o arquivo de pacote de CA tem mais de 2 certificados (1 CA raiz, 1 sub CA),
a CA raiz precisa ser removida, o emissor do certificado de ID é a sub CA, portanto, ndo é
relevante ter a CA raiz neste cenario.

Conteudo do arquivo denominado CA.pem:

Bag Attributes

localKeyID: 4B ED BA 56 76 3A C9 22 C3 75 54 A7 BA 1A F1 7D 3B 5E Be D8
subject=/C=US/ST=Texas/L=San Antonio/0=Cisco/OU=VPN/CN=%.cisco.com
issuer=/C=MX/ST=CDMX/0=Ungu Corp/0OU= Corp Certificate Authority/CN=Corp Intermediate CA

BEGIN CERTIFICATE
MIIFojCCA4qgAwIBAgICEBowDQYJKoZIhvcNAQELBQAwTJELMAKGALIUEBhMCTVgx
DTALBgNVBAgMBENETVgxEjAQBgNVBAoMCVVuZ3UgQ29ycDEoMCYGALUECWWTVWSN
dSBDb3JwIENlcnRpZmljYXR1IEF1dGhveml@eTEIMCAGALUEAWWZVWSndSBDb3Iw
IE1ludGVybWVkaWF@ZSBDQTAeFwByMDAyMjcwNjE1MjRaFweyMTAzMDgwNjE1MjRa
MGcxCzAJBgNVBAYTALVTMQ4wDAYDVQQIDAVUZXhhezEUMBIGALUEBwWwWLU2FUIEFu
dGuaW8xDjAMBgNVBAoMBUNpc2NvMQwwCgYDVQQLDANWUE 4x FDASBgNVBAMMCyou
¥21zY28uY29tMIIBIjANBgkghkiG9weBAQEFAAOCAQBAMIIBCgKCAQEAsrPghHA3
7r/ShqU7Hj016muESBwmeDYTb0OSBDzAT30E9STA7Ey@ra8/sxyorCMzTHSPréadF
o7xbrjmlonhneelv+6sUbF1FnZnyNjrjAd/6uBBCIcXPdHESp4kvFGvBTuNAERLs
gjfuj+ApliPbWUjsxs1CD1q208H/NyPn+mvu2KvolsJZ1s5VAAk6D2FxSpwosatV
sXUn71lymzyArhDMQ@sGib8s800PqgnBYPhy12+AWECqHTccMbsVYxC3S11hHQMPC1
LAEC/1jQeISMOxdR/p4CpjbuNJITIQQwWBCRq]jSvkY2DGZs3s1Lo56RrHpRIdcukDS
zKGRLrKCt0jvyQIDAQABo4IBPzCCATswCQYDVROTBAIWADARBglghkgBhvhCAQEE
BAMCBkAWMwY JYIZIAYb4QgENBCYWIEQWZWSTUBwWgR2VUZXIhdGVkIFN1cnZ1eiBD
ZXJ0aWZpY2FOZTAdBgNVHQ4EFgQUzEDACQ5uU/weK7y+GYz9ccDkrUigwgaEGA1Ud
IwSBmTCBloAUTS8MBVNLJISgdOEG3GW+KnUvRMRCihegR4MHYxCzAJBgNVBAYTAKLY
MQewCwYDVQQIDARDRE1YMRIWEAYDVQQKDA1Vbmd1IENvcnAxKDAmBgNVBAsSMHLVu
Z3UgQ29ycCBDZXJ0aWZpY2FeZSBEBdXRob3JpdHkxGjAYBgNVBAMMEVVUZ3UgQ29y
cCBSb29@IENBggIQADAOBgNVHQBBATS8EBAMCBaAWEWYDVRO1BAwWwCgYIKwYBBQUH
AwWEwWDQYJKoZIhvcNAQELBQADggIBAJuAihWxJ44ug/vEhZaUapUtYSqKWzMLZbBr
un1IMsL8IBAhuWM93PPmHX2Tm2XwQlo9PBN3aNacUz/FneZ /NNfQwC1GfICTHIVE
K4+GWDNIeVznY7hbMppt5iJNuBMR/EoYoQ@xdqPtnLEqt92WgGinékvjVLwéelKB
Ph75RDyr5DQz86Agnl/JzjvpelLR10egqMTCxgQIbYOeUrZCRNDWaV/ahpvmZ9xPVé
MB1labéGipTS5EcFeléWPNiqQa+3f+y8nsnsMDNEBUXWBNSqZwd TdABTHxkpogcPTh
iswBa?9CkindzZhIértoCIRQXmgkwbuXPWewS5PNTTO8TnSQoMInC/Hvaa/tiiFA3F
dkaPLePgDScFZED2nPIFsbXfb2zFRCN2YLirose/kOwcBrX1Z4639uVCXNLyYmxPb
ADrqgQdkUXCGCGrQjXzWRNCORZihfTKg+ANoEaWgBsgIngtV5R/nsSkeibva9rBG
yHPUkZB70Xz2AuINod70aPDiQCabEpVTcV5dr8+r9L1h5UQCIim+wPgBAQzG9Bz9
JM5RHriNhdmKQkvjDbgcKx8V3tjYpDNHgWAlwnaoICEoDKbSoildWgaPt4F1kipW
2RImd7X9wPetswGeOpI3g39mBtgQleAARXVB373112WvxEWn]j fBa9V4GAZcoM]px
92xpoxS1

END CERTIFICATE

Conteudo do arquivo chamado key.pem:



Bag Attributes
localKeyID: 4B ED BA 56 76 3A C9 22 C3 75 54 A7 OA 1A F1 7D 3B 5E Be D8
Key Attributes: <No Attributes>

MIIFDjBABgkqhkiG9wBBBQOWMzAbBgkqhkiGoweBBAwwDgQI9vQUkrE1@MMCAggA
MBQGCCgGSIb3DAMHBAINRVIYTIYsSwSCBMjqflLhs3vORLODHkvi7yvWSd3xWLMn
Jt1hgOLsU1TDmBAWp/LXpgSP27c4XCQ1Zc0eiFDgmBaKw?xTDjgkEUBVactZs+Sz
yCE1lgcG6NRHI1ZFiw0Yy+MCRA4EPYh86DIPQ+MxLvtJJHrErruyX1AlywfAtrAcQk
E5tIniCaNTppwfVOfLpd/oHa2tFOkBMVV]S3HyxAXEfNThmzMwKRygsLPUKShtfb
1vebuB8zI&fVIB4db3]/FjqikoiCHKXbWetm/GewZ071H3DWOHamtPw3InUuvYuzyv
SMO8x+NJibuo7gtrQbR1d2z5FN6vTtAW3x10AH] xm+vTfOxt95zXhABYkMg2zHaQg
8dj THYFWdHwpdmSSNWMBhWnYBAvFxdjXURp/5MNP+vé6ty5SW/ETVebo+Dhlsa91i7v
PzUwIDWsékt@rxpBv82081mgSKD6CAUND1VT2hH7 AyMuwRpYamOEIuPtg8GgeiH]
6vxpIl3dY9/sPeyElkvKimZgiXpexBV/nDnksCLITGyROBAES6iq2+XiBkwIoUai
QTZN13S+PmPf8glHFtVKRBV6Zk4uBxov3reNTTmKXxXcH3mHPaMU/Nhd1ldn8fpx+
phTzULmdtIpD3rlHknhBuMv]rwBRYTLp1lWGiEo5DU1SyISjrMCYa@mhufQI7vtPp
rQgXNoéJleXuBteWSIHDgFynrtIdLyUVhKSQwF40m9+0vGkXNugMDv4fHA+7nvol
KqK2NS4yUXW1KjbAFe+Cxz9E7stt4Nyvwx561/FpYLHymYDjQASKFTC3tPHeULST
fp95fJ+6g2ROnr4yKerHbVEBAa10V3rRVpBWhgzBKS503w4+C+QIH6tgD1f2Ip9YA
TZL3j/BDxIc40Q6A0RATJWcbELfvuNmNvMEQpDFMOgP8mlgnnBGzc5mwxC1xTNcQD
nmaFYykWVxYCzsvQAgwkvyzzZw2mPNQp]31VIOVRdZy8NWVkKCBLpg2XTSAGKAQIK
mnJLY+rSAE16miVnHeUW683unB8KND9+HQL1YZbpKDK+JGcwkP/KhEHKmipEoHS8b5
MLby4tL7qrA3sfddMoolJYsCC372WYrdBxPrDZ9kYJONb64ks9sYhvRUxRMIaxgaY
Int7bép9011rdLlpielhUUrEvbu0CudM4sLDyXq8Fgf2G5u8dMuchCjXTrEPGhmf4Y
ZhTFfQF3xxQYtLBbLfWeQUFt&6GBs IMLGZFTFPMB6/e3vToRu/Opw4Z9hrAbzBfQWa
bcT868DNME+UQx0oT8255LwsFFPcjOpixn21FSmbébaigbQWvTV9+5797+AEPNG231
1x/KKsvTEuwyHGgAX6p9Z@bfPOVcikMZkO9MvMDUSMOUmM@1lbnb@zINrrb1GegmRX
SYNNoL71]3j0AKzvB56KURWAMK9tQEBhAe fWAZHS1PacwgUIWx0SAszRMkneptiR
VCm5UvzbYiMIAOr]jx6PTakuPIhdfokLyWfMI74ETao@H17KdDD11/wll1fAWFqtN
2gzfPw7Q02F71ZiYtxV9ryVBnH4wqut9pFjPYGu20XC5q4Y71J1DxrMzc879vAchM
CldBcallLWdpdTmrg2WNiao/rv3A20]jP0zAOeUwR09r50S00F9ezlghBpAAtehyi

Conteudo do arquivo chamado ID.pem:



I————BEGIN CERTIFICATE
MIIFtzCCAS5+gAwIBAgICEAEWDQYJKoZIhvcNAQELBQAwWgZIxCzAJBgNVBAYTAKLY
MQOwCwYDVQQIDARDRE1YMRIWEAYDVQQKDALlVbmd1IENvcnAxMjAwBgNVBAsMKUFu
eWNvbm51Y3QgaG9sZ3VpbnMgQ2VydGlmaWNhdGUgQXVeaG9yaXR5EMSwwKgYDVQQD
DCNBbnljb25uZWN@IGhvbGd1laWs5zIEludGVybWVkaWFBZSBDQTAe Fw@yMDAGMDUYy
Mj I3NDhaFw@yMDABMjUyMj I3NDhaMGcxCzAJBgNVBAYTA1VTMQ4wDAYDVQQIDAVU
ZXhhczEUMBIGA1UEBwwLU2FUuIEFudG9uaw8xDjAMBgNVBAoMBUNpc2NvMQwwCgYD
VQQLDANWUE4xFDASBgNVBAMMCyouY21zY28uY29tMIIBIjANBgkqhkiG9weBAQEF
AAOCAQBAMIIBCgKCAQEAxcrtoc7qbNIqPD5jwxTZRZPTQJbDESY /WIySZWQBCELY
AWFSziHOsuXpivM4Q5Lx1TOPhHaPS711ligmIfca4m2/5E6n4kMgUMN1PTR+7QGT7
j+B8872AABRrOtag7XmdBSw7Vé66aTodkYhrJoUxHsCdey5D1xdapyvz1l2hHcYgemi
HZtXthVqlXTfeC2LGESvzlcb®++MKcraeZgykM6Ho3aa0G52wlxzF1FGUe2nkKaT
I6WecuD4dnQLXFiWDGmh7 foQ38biFyJ4MjT4QZBCQdWABRaxeYCQbR38GN28tFzuU
/x333kUKyExuJeSFuZoKcuwhrPgwekcvYxw4NzMOuQIDAQABo4IBPzCCATswCQYD
VROTBAIwWADARBglghkgBhvhCAQEEBAMCBKkAWMWYJYIZIAYb4QQENBCYWIEOWZWST
UewgR2VuZXJhdGVkIFNlcnZ1lciBDZXJ0aWZpY2F@ZTAdBgNVHQ4EFgQURWLKSNOS
K1NN/LPUGEGQ/SVp/KBwgaEGALUdIWSBmTCBloAUzMVIA+G1XbnwtEZX0syJQGUqg
jeaheqR4MHYxCzAJBgNVBAYTAk1YMQOwCwYDVQQIDARDRELYMRIWEAYDVQQKDALV
bmd1IENvcnAxKDAmBgNVBAsMH1VuZ3UgQ29ycCBDZXJ@aWZpY2F@ZSBBdXRob3Jp
dHkxG3jAYBgNVBAMMEVVuZ3UgQ29ycCBSb29@IENBggIQAjAOBgNVHQSBAFSEBAMC
BaAwEwYDVR@1BAwwCgYIKwYBBQUHAWEWDQYJKoZIhvcNAQELBQADggIBAJtmMncK
3iF+q31fE8/m3gghNjfkqrvyCkILnwuw2vx2CHCMgGzU4MT5A0dGITIJZNg2Chhy
VaPGm7/X@18gwWsdfbeHPLvyWgdK4nQLtw2krlpRznoeEk16qumPBrHVmWUZQoWpV
elDzSiqzhbv+vFMP40FO1bMYHDSAcolLedCS7KuQ/c®soGNR1oGSAZhUYM&SBMELW
ezBgT7R/XK+Rh5zwlok4mje8R1rY7qUIn/hrKUDf/JINiBNFUvD6VDYLHJIA3W2s10
ou3vdLy7z57Lj4WbtheHXQsmD&n9N+ANxmHpqpWPPD94YRalvpDbefU2ZhYrHx7fn
1jSdpzyOmwé6J1luxWbWOkp+BER+5Ya3rqIpBtljfbhZ18C17Hhb501xSqBwLé0Ga?
vOubmhVHQBrPLeg+A/Pfkmpwg/wrl19iUOLW+tJI8Lc7/Qlst7kCEjncub4SNvbécx
RRzi53fE3MVVqL6pBpBm4Pgt552ku7Lr3254haAmIczQéLxhq28Wo/SqébND1XBh
Wg8ZfjpwraAloKStUPYPQyHuz6POuPGybaBjyjChkToo03CkBpllYIZdttZMtFHC
bmKIMQ45LsaF5aGcul@sr4YB2EyIBVU4VAWNVI771SZOnntPFNebfRKV/hjZ4k+g
Viwh56mceXBbcTQ7wbVxpbYFnXtYge780zUz

Etapa 4. Mesclar os certificados em um PKCS12

Mescle o certificado CA com o certificado ID e a chave privada em um arquivo .pfXx. Vocé deve
proteger este arquivo com uma senha.

openssl pkcsl2 - - . - i . - . pem - out new- cert. pfx
(HOLGUINS-M-Q3UV:tshoot hugoolguin$ openssl pkcs12 -export —-in ID.pem -certfile ca.pem -inkey key.pem -out new-cert.pfx
[Enter pass phrase for key.pem:

[Enter Export Password:

(Verifying - Enter Export Password:

HOLGUINS-M-Q3UV:tshoot hugoolguin$ l

Etapa 5. Importar o certificado PKCS12 no FMC

No FMC, navegue até Device > Certificates e importe o certificado para o firewall desejado:




Add Cert Enrollment

Name* new-cert-pfx

Description

m Certificate Parameters  Key

Revocation

Enrollment Type: PKCS12 File
PKCS12 File*: new-certlpfx
Passphrase: sasnsnan

Allow Overrides

Verificar

Browse PKCS12 File

Save

Cancel

Para verificar o status do certificado junto com as informacgdes de CA e ID, vocé pode selecionar

os icones e confirmar se ele foi importado com éxito:

<« Wl FPR1k

new-cert-ph Global PKCS12 file

Selecione o icone ID:

2o

a



Identity Certificate

= Serial Number : 101a

m [ssued By :
Common Name : Ungu Corp Intermediate CA
Organization Unit : Ungu Corp Certificate Authority
Organization : Ungu Corp
State : CDMX
Country Code : MX

m Issued To :
Common Name : *.cisco.com
Organization Unit : VPN
Organization : Cisco
Locality : San Antonio

State : Texas

Close
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Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



