Configurando IPSec - Cisco Secure VPN Client
para acesso de controle do roteador central
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Introduction

A seguinte configuracdo nao seria de uso geral, mas foi projetada permitir a terminacao do tunel
de IPsec do Cisco Secure VPN Client em um roteador central. Enquanto o tunel é ativado, o PC
recebe seu endereco IP do conjunto de enderecos IP do roteador central (no nosso exemplo, o
roteador esta nomeado como "moss"), entdo o trafego do conjunto pode chegar a rede local por
tras do moss ou ser roteado e criptografado para a rede por tras do roteador afastado (em nosso
exemplo, o roteador estd nomeado como "carter"). Além disso, o trafego da rede privada
10.13.1.X a 10.1.1.X é criptografado; os roteadores estdo executando a sobrecarga NAT.

Prerequisites

Requirements

Nao existem requisitos especificos para este documento.

Componentes Utilizados

As informacdes neste documento sao baseadas nestas versdes de software e hardware:

. Software Cisco 10S® verséo 12.1.5.T (c3640-i03s56i-mz.121-5.T)
- Cisco Secure VPN Client 1.1

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is



live, make sure that you understand the potential impact of any command.

Conventions

Para obter mais informacgdes sobre convengdes de documento, consulte as Convencdes de dicas
técnicas Cisco.

Configurar

Nesta sec¢ao, vocé encontrara informagdes para configurar os recursos descritos neste
documento.

Observacgao: para encontrar informagdes adicionais sobre os comandos usados neste
documento, use a ferramenta Command Lookup Tool (somente clientes registrados).

Diagrama de Rede

Este documento utiliza a seguinte configuragao de rede:
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Este documento utiliza as seguintes configuracdes:

. Configuracao moss
. Confiquracao do carter

Configuragao moss

Version 12.1

no service single-slot-reload-enable

service timestamps debug uptime

service timestamps log uptime

no service password-encryption

!

hostname moss

!

logging rate-limit console 10 except errors
enable password ww

!

ip subnet-zero

!

no ip finger

!

ip audit notify log

ip audit po max-events 100

!

crypto isakmp policy 1

hash md5

authentication pre-share

crypto isakmp key ciscol23 address 99.99.99.1
crypto isakmp key ciscol23 address 0.0.0.0 0.0.0.0
crypto isakmp client configuration address-pool local

RTP-POOL
1

crypto ipsec transform-set rtpset esp-des esp-md5-hmac
1

crypto dynamic-map rtp-dynamic 20

set transform-set rtpset
1

crypto map rtp client configuration address initiate
crypto map rtp client configuration address respond
lcrypto map sequence for network to network traffic
crypto map rtp 1 ipsec-isakmp

set peer 99.99.99.1

set transform-set rtpset

match address 115

I -—— crypto map sequence for VPN Client network traffic.
crypto map rtp 10 ipsec-isakmp dynamic rtp-dynamic
!

call rsvp-sync

!

interface Ethernet2/0

ip address 172.18.124.154 255.255.255.0

ip nat outside

no ip route-cache

no ip mroute-cache

half-duplex

crypto map rtp

!

interface Serial2/0

no ip address

shutdown




1
interface Ethernet2/1
ip address 10.13.1.19 255.255.255.0
ip nat inside
half-duplex
!
ip local pool RTP-POOL 192.168.1.1 192.168.1.254
ip nat pool ETH20 172.18.124.154 172.18.124.154 netmask
255.255.255.0
ip nat inside source route-map nonat pool ETH20 overload
ip classless
ip route 0.0.0.0 0.0.0.0 172.18.124.1
ip route 10.1.1.0 255.255.255.0 172.18.124.158
ip route 99.99.99.0 255.255.255.0 172.18.124.158
no ip http server
1
!--- Exclude traffic from NAT process. access-list 110
deny ip 10.13.1.0 0.0.0.255 10.1.1.0 0.0.0.255
access-list 110 deny ip 10.13.1.0 0.0.0.255 192.168.1.0
0.0.0.255
access-list 110 permit ip 10.13.1.0 0.0.0.255 any
!--- Include traffic in encryption process. access-list
115 permit ip 10.13.1.0 0.0.0.255 10.1.1.0 0.0.0.255
access-list 115 permit ip 192.168.1.0 0.0.0.255 10.1.1.0
0.0.0.255
route-map nonat permit 10
match ip address 110
!
dial-peer cor custom
!
line con 0
transport input none
line aux 0
line vty 0 4
login
1

end

Configuragao do carter

Current configuration : 2059 bytes

!

version 12.1

no service single-slot-reload-enable
service timestamps debug uptime
service timestamps log uptime

no service password-encryption

!

hostname carter

!

logging rate-limit console 10 except errors
!

ip subnet-zero

!

no ip finger

!

ip audit notify log

ip audit po max-events 100

!

crypto isakmp policy 1

hash md5

authentication pre-share

crypto isakmp key ciscol23 address 172.18.124.154




crypto ipsec transform-set rtpset esp-des esp-md5-hmac
1

!--- crypto map sequence for network-to-network traffic.
crypto map rtp 1 ipsec-isakmp

set peer 172.18.124.154

set transform-set rtpset

match address 115

!

call rsvp-sync

1

interface Ethernet0/0

ip address 99.99.99.1 255.255.255.0

ip nat outside

half-duplex

crypto map rtp

1

interface FastEthernet3/0

ip address 10.1.1.1 255.255.255.0

ip nat inside

duplex auto

speed 10

!

ip nat pool ETHO00 99.99.99.1 99.99.99.1 netmask
255.255.255.0

ip nat inside source route-map nonat pool ETHO00 overload
ip classless

ip route 0.0.0.0 0.0.0.0 99.99.99.2

no ip http server

1

!--- Exclude traffic from NAT process. access-list 110
deny ip 10.1.1.0 0.0.0.255 10.13.1.0 0.0.0.255
access-list 110 deny ip 10.1.1.0 0.0.0.255 192.168.1.0
0.0.0.255

access-list 110 permit ip 10.1.1.0 0.0.0.255 any

!--- Include traffic in encryption process. access-list
115 permit ip 10.1.1.0 0.0.0.255 10.13.1.0 0.0.0.255
access-list 115 permit ip 10.1.1.0 0.0.0.255 192.168.1.0
0.0.0.255

route-map nonat permit 10

match ip address 110

!

line con 0

transport input none

line aux 0

line vty 0 4

password ww

login

1

end

Verificar

Esta secéo fornece informagdes que vocé pode usar para confirmar se sua configuragao esta
funcionando adequadamente.

A Output Interpreter Tool (somente clientes registrados) oferece suporte a determinados
comandos show, o que permite exibir uma analise da saida do comando show.

- show crypto ipsec sa — Mostra as associagdes de segurancga da fase 2.
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- show crypto isakmp sa — Mostra as associagdes de seguranga da fase 1.

Troubleshoot

Esta secao fornece informagdes que podem ser usadas para o troubleshooting da sua
configuragao.

Comandos para Troubleshooting

A Output Interpreter Tool (somente clientes registrados) oferece suporte a determinados
comandos show, o que permite exibir uma analise da saida do comando show.

Observagao: antes de inserir o comando debug, consulte Informacées importantes sobre os
comandos debug.

- debug crypto ipsec —Mostra as negociagdes de IPSec da fase 2.

- debug crypto ipsec - Exibe as negociagoes ISAKMP da fase 1.

- debug crypto engine —Mostra o trafego que esta criptografado.

- clear crypto isakmp — Limpa as associa¢des de seguranca relacionadas a fase 1.
- clear crypto sa — Limpa as associagdes de seguranca relacionadas a fase 2.

Informacdes Relacionadas

- Configuragido da seguranca de rede IPSec

- Configurando o protocolo de seguranca do intercambio chave de Internet
- Pagina de Suporte do Cisco VPN Client

- Pagina de suporte do IPSec

- Suporte Técnico - Cisco Systems
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