Tunel IPSec de LAN para LAN entre um
exemplo de configuracao de dois Roteadores
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Introducéao

Este documento fornece uma configuragdo de exemplo de como permitir que usuarios de VPN
acessem a Internet enquanto conectados através de um tunel de IPsec LAN a LAN (L2L) a outro
roteador. Esta configuragdo é conseguida ao habilitar o tunelamento dividido. O tunelamento
dividido permite que os usuarios de VPN acessem recursos corporativos através do tunel de
IPsec enquanto ainda permite o acesso a Internet.

Pré-requisitos
Requisitos
Nao existem requisitos especificos para este documento.

Componentes Utilizados

A informagao neste documento é baseada em um Cisco 3640 Router com liberagdo 12.4 do Cisco
IOS ® Software.

As informacoes neste documento foram criadas a partir de dispositivos em um ambiente de
laboratdrio especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma
configuracéo (padréo) inicial. Se a sua rede estiver ativa, certifique-se de que entende o impacto
potencial de qualquer comando.

Convengbdes



Consulte as Convencdes de Dicas Técnicas da Cisco para obter mais informacdes sobre
convengodes de documentos.

Configurar

Nesta sec¢ao, vocé encontrara informagdes para configurar os recursos descritos neste
documento.

Diagrama de Rede

Este documento utiliza a seguinte configuracao de rede:

Encrypted traffic betwesn end-to-end

— Unencrypted traffic for Intermet

0 LZL - IPsec Tunnel {}
10.1.1.0024 — 17216207 24
|:| # o 10,0.000/24

17216.1.0/24 = —

1 2

Routers,

Nota: Os esquemas de enderecamento IP usados nesta configuragdo nao sao legalmente
roteaveis na Internet. S3o os enderecos da RFC1918 que foram usados em um ambiente de
laboratério.

Configuragdes
Este documento utiliza as seguintes configuracoes:

- Router A
. Router B

Router A

Rout er A#show runni ng-confi g
Bui | di ng configuration...

Current configuration : 1132 bytes

!

version 12.4

service tinmestanps debug dateti ne nsec
service timestanps |og datetinme nsec
no service password-encryption

!

host nane R9

!

boot - start - mar ker


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
http://www.ietf.org/rfc/rfc1918.txt?number=1918
http://www.ietf.org/rfc/rfc1918.txt?number=1918

boot - end- mar ker

!

!

no aaa new nodel

!

resource policy

!

!

I--- Create an | SAKMP policy for Phase 1

I--- negotiations for the L2L tunnels. crypto isaknp policy 10 hash nd5 authentication pre-share !--- S
the pre-shared key and the renote peer address

l--- to match for the L2L tunnel. crypto isaknmp key vpnuser address 10.0.0.2 ! !--- Create the Phase 2

for actual data encryption. crypto ipsec transformset nyset esp-des esp-nd5-hmac ! !--- Create the act

crypto map. Specify
I--- the peer IP address, transform

l--- set, and an access control list (ACL) for the split tunneling. crypto map nymap 10 i psec-isaknp se
10.0.0.2 set transformset nmyset match address 100 ! ! ! | interface Ethernet0O/0 ip address 10.1.1.2
255.255.255.0 hal f-duplex ! !--- Apply the crypto map on the outside interface. interface Serial2/0 ip
address 172.16.1.1 255.255.255.0 crypto map nymap ! ip http server no ip http secure-server ! ip route
0.0.0.0 0.0.0.0 172.16.1.2 ! !--- Create an ACL for the traffic to

I--- be encrypted. In this exanple

l--- the traffic from10.1.1.0/24 to 172.16.2.0/24

I--- is encrypted. The traffic which does not match the access |i st

l--- is unencrypted for the Internet. access-list 100 permt ip 10.1.1.0 0.0.0.255 172.16.2.0 0.0.0. 255
control-plane ! line con O line aux O line vty 0 4! ! end

Router B

Rout er B#show runni ng-confi g
Bui | di ng configuration..

Current configuration : 835 bytes
!

version 12.4

service timestanps debug uptinme
service timestanps | og uptine

no service password-encryption

!

host nane R2

!

!

i p subnet-zero

!

!

l--- Create an | SAKMP policy for Phase 1

l--- negotiations for the L2L tunnels. crypto i saknp policy 10 hash nd5 authentication pre-share !--- S
the pre-shared key and the renote peer address

I--- to match for the L2L tunnel. crypto isaknp key vpnuser address 172.16.1.1 ! !--- Create the Phase
policy for actual data encryption. crypto ipsec transformset nyset esp-des esp-nd5-hmac ! !--- Create

actual crypto map. Specify
I--- the peer IP address, transform
l--- set, and an ACL for the split tunneling. ! crypto map mymap 10 i psec-isaknp set peer 172.16.1.1 se

transformset nyset match address 100 ! ! ! I interface EthernetO ip address 172.16.2.1 255.255.255.0

Apply the crypto map on the outside interface. interface Ethernetl ip address 10.0.0.2 255.255.255.0 cr
map nmymap ! interface Serial 0 no ip address shutdown no fair-queue ! interface Seriall no ip address sh
I ipclassless ip route 0.0.0.0 0.0.0.0 10.0.0.1 ip http server ! I--- Create an ACL for the traffic to

I--- be encrypted. In this exanple

l--- the traffic from172.16.2.0/24 to 10.1.1.0/24

I--- is encrypted. The traffic which does not match the access |ist

I--- is unencrypted for the Internet. access-list 100 pernmit ip 172.16.2.0 0.0.0.255 10.1.1.0 0.0.0. 255
line con O line aux O line vty 0 4! end



Verificar

Esta secao fornece informagdes que vocé pode usar para confirmar se sua configuragao esta
funcionando adequadamente.

O Cisco CLI Analyzer (somente clientes registrados) aceita alguns comandos show. Use o
analisador de Cisco CLI para ver uma analise do emissor de comando de execugao.

- mostre ipsec cripto sa - Mostra os ajustes usados pelas associagbes de seguranga atual
(SAs).

Rout er A#show crypto i psec sa

interface: Serial2/0
Crypto map tag: nymap, |ocal addr 172.16.1.1

protected vrf: (none)
| ocal ident (addr/mask/prot/port): (10.1.1.0/255.255.255.0/0/0)
renote ident (addr/mask/prot/port): (172.16.2.0/255.255.255.0/0/0)
current _peer 10.0.0.2 port 500
PERM T, flags={origin_is_acl,}
#pkts encaps: 43, #pkts encrypt: 43, #pkts digest: 43
#pkts decaps: 43, #pkts decrypt: 43, #pkts verify: 43
#pkts conpressed: 0, #pkts deconpressed: O
#pkts not conpressed: 0, #pkts conpr. failed: O
#pkts not deconpressed: 0, #pkts deconpress failed: 0O
#send errors 4, #recv errors O

| ocal crypto endpt.: 172.16.1.1, renpte crypto endpt.: 10.0.0.2
path mtu 1500, ip ntu 1500, ip nu idb Serial?2/0
current outbound spi: 0x267BC43(40352835)

i nbound esp sas:
spi: OxD9F4BC76(3656694902)
transform esp-des esp-nd5-hmac ,
in use settings ={Tunnel, }
conn id: 2001, flow_.id: SW1, crypto nap: nynap
sa timng: remaining key lifetime (k/sec): (4558868/3550)
IV size: 8 bytes
replay detection support: Y
Status: ACTI VE

i nbound ah sas:
i nbound pcp sas:

out bound esp sas
spi: 0x267BC43(40352835)
transform esp-des esp-nd5-hmac |,
in use settings ={Tunnel, }
conn id: 2002, flow_.id: SW2, crypto nap: nynap
sa timng: remaining key lifetime (k/sec): (4558868/3548)
IV size: 8 bytes
replay detection support: Y
Status: ACTI VE

out bound ah sas:

out bound pcp sas:

- mostre isakmp cripto sa - Mostra todo o IKE atual SAs em um par.
Rout er A#show crypto isakmp sa


http://cway.cisco.com/go/sa/
//tools.cisco.com/RPF/register/register.do

dst src state conn-id slot status
10.0.0.2 172.16.1.1 QM | DLE 1 0 ACTI VE

Troubleshooting

Esta secéao fornece informagdes que podem ser usadas para o troubleshooting da sua
configuragédo. O exemplo de debug é mostrado igualmente.

Comandos para Troubleshooting

O Cisco CLI Analyzer (somente clientes registrados) aceita alguns comandos show. Use o
analisador de Cisco CLI para ver uma analise do emissor de comando de execuc¢ao.

Nota: Consulte Informacoes Importantes sobre Comandos de Depuracao antes de usar
comandos debug.

- debug crypto isakmp — Exibe as negociag¢des ISAKMP da Fase 1.
- ipsec do debug crypto - Indica as negociac¢des de IPSEC de fase 2.

Exemplo de debug

Roteador

Rout er A#debug crypto isaknp

*Sep 29 22:50:35.511: | SAKMP: received ke message (1/1)

*Sep 29 22:50:35.511: | SAKMP: (0: 0: N A:0): SA request profile is (NULL)

*Sep 29 22:50:35.511: | SAKMP: Created a peer struct for 10.0.0.2, peer port 500

*Sep 29 22:50:35.511: | SAKMP: New peer created peer = 0x64COEF54 peer_handle = 0

x8000000C

*Sep 29 22:50: 35.515: | SAKMP: Locki ng peer struct Ox64C0EF54, |KE refcount 1 for
i sakmp_initiator

*Sep 29 22:50: 35.515: | SAKMP: local port 500, renpte port 500

*Sep 29 22:50: 35.515: | SAKMP: set new node 0 to QM I DLE

*Sep 29 22:50:35.515: | SAKMP: Find a dup sa in the avl tree during calling isadb

_insert sa = 64CDBF3C

*Sep 29 22:50: 35.515: | SAKMP: (0: 0: N A: 0): Can not start Aggressive node, trying M

ai n node.

*Sep 29 22:50: 35.515: | SAKMP: (0: 0: N A: 0) : found peer pre-shared key matching 10.0
.0.2

*Sep 29 22:50: 35.515: | SAKMP: (0:

*Sep 29 22:50:35.519: | SAKMP: (0:

*Sep 29 22:50:35.519: | SAKMP: (0:

*Sep 29 22:50:35.519: | SAKMP: (0:

_w

*Sep 29 22:50:35.519: | SAKMP: (0: 0: NVA:0):dd State = | KE_READY New State = | KE_
I _vmL

:NA:0): constructed NAT-T vendor-07 ID
:NA:0): constructed NAT-T vendor-03 ID
:NA:0): constructed NAT-T vendor-02 ID
:N A 0):Input = | KE_ MESG FROM | PSEC, | KE_SA REQ

O O oo

*Sep 29 22:50:35.519: | SAKMP: (0: 0: N A: 0) : begi nning Main Mode exchange

*Sep 29 22:50:35.519: | SAKMP: (0: 0: N A 0): sending packet to 10.0.0.2 ny_port 500
peer _port 500 (1) MMV _NO _STATE

*Sep 29 22:50:38.451: | SAKMP (0:0): received packet from 10.0.0.2 dport 500 spor

t 500 G obal (1) MV .NO _STATE

*Sep 29 22:50:38.451: | SAKMP: (0: 0: N A: 0) : I nput = | KE_MESG _FROM PEER, | KE_MM EXCH

*Sep 29 22:50:38.451: | SAKMP: (0:0: NVA:0): A d State = IKE_I_MML New State = | KE_
I _Mwe


http://cway.cisco.com/go/sa/
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*Sep 29 22:50: 38. 455: | SAKMP: (0
*Sep 29 22:50: 38. 455: | SAKMP: (0
.0.2
*Sep 29 22:50: 38. 455: | SAKMP: (0
*Sep 29 22:50: 38. 455: | SAKMP
*Sep 29 22:50: 38. 455: | SAKMP: (0
ority 10 policy
*Sep 29 22:50: 38. 455: | SAKMWP,
*Sep 29 22:50: 38. 455: | SAKMWP,
*Sep 29 22:50: 38. 455: | SAKMWP,
*Sep 29 22:50: 38. 455: | SAKMWP,
*Sep 29 22:50: 38. 459: | SAKWP,
*Sep 29 22:50: 38. 459: | SAKWP,
*Sep 29 22:50: 38.459: | SAKWP: (O:
*Sep 29 22:50: 38.547: | SAKWP: (0O:
Al N_MODE
*Sep 29 22:50: 38.547: | SAKWP: (0O:
_Mw
*Sep 29 22:50: 38.551: | SAKWP: (O:
peer _port 500 (1) MM _SA SETUP
*Sep 29 22:50: 38.551: | SAKWP: (O:
OVPLETE
*Sep 29 22:50: 38.551: | SAKWP: (O:
_Mv3
*Sep 29 22:50:42.091: | SAKWMP (0O
500 sport 500 G obal (1) MV .SA_
*Sep 29 22:50:42.095: | SAKWP: (0
*Sep 29 22:50:42.095: | SAKWP: (0
_Mva
*Sep 29 22:50:42.095: | SAKWP: (0O:
*Sep 29 22:50:42.203: | SAKWP: (0O:
0
*Sep 29 22:50:42.203: | SAKWP: (0O:
0.2
*Sep 29 22:50:42.207: | SAKWP: (0O:
*Sep 29 22:50:42.207: | SAKWP: (0O:
*Sep 29 22:50:42.207: | SAKWP: (0O:
*Sep 29 22:50:42.207: | SAKWP: (0O:
Al N_MODE
*Sep 29 22:50:42.207: | SAKWP: (0O:
_Mva
*Sep 29 22:50:42.211: | SAKWP: (O:
*Sep 29 22:50:42.215: | SAKWP: (0O:
n using id type | D_| Pv4_ADDR
*Sep 29 22:50:42.215: | SAKMP (O:

next - payl oad : 8

type 1

addr ess 172.16. 1.

pr ot ocol 17

port 500

I ength 12
*Sep 29 22:50:42.215: | SAKWP: (0O:
*Sep 29 22:50:42.215: | SAKWP: (0O:
peer _port 500 (1) MMV _KEY_EXCH
*Sep 29 22:50:42.219: | SAKWP: (0O:

OWPLETE

*Sep 29 22:50:42.219:

MVb

| SAKMP: ( 0:

:0: N A 0): processing SA payl oad. nmessage ID =0
:0: N A 0):found peer pre-shared key matching 10.0

:0:NA0): local preshared key found
Scanning profiles for xauth ...
:0: N A 0): Checking | SAKMP transform 1 agai nst pri

encrypti on DES- CBC
hash MD5

default group 1

aut h pre-share

life type in seconds

life duration (VPI) of 0Ox0 Ox1 0x51 0x80

0: N A:0):atts are acceptable. Next payload is O
4: SW1):Input = | KE_ MESG | NTERNAL, | KE_PROCESS M
4:SW1):dd State = IKE_I_MW New State = I KE_I
4: SW 1): sending packet to 10.0.0.2 my_port 500

4:SW1):Input = | KE_MESG | NTERNAL, | KE_PROCESS C

4:SW1):dd State IKE_| _MW2 New State I KE_|I

:134217732): received packet from 10.0.0.2 dport
SETUP

:4:SW1):Input = | KE_MESG FROM PEER, | KE_MMV EXCH
:4:SW1):Ad State = IKEI_MVB New State = | KE_I
4: SW 1): processing KE payl oad. message ID = 0
4: SW 1): processi ng NONCE payl oad. message ID =
4: SW 1) : found peer pre-shared key nmatching 10.0.
4: SW 1) : SKEYI D st ate generated

4: SW 1): processing vendor id payl oad

4: SW 1): speaking to another |GCS box!

4: SW1):Input = | KE_ MESG | NTERNAL, | KE_PROCESS M
4:SW1):dd State = IKE_I _MV New State = I KE_I
4:SW1):Send initial contact

4: SW1): SA is doing pre-shared key authenticatio
134217732): | D payl oad

1

4: SW 1): Total payload length: 12

4: SW 1): sending packet to 10.0.0.2 my_port 500
4: SW1):Input = | KE_ MESG | NTERNAL, | KE _PROCESS C

4:SW1):dd State IKE_| MW New State I KE_|I



*Sep 29 22:50:42.783: | SAKWMP (0:134217732): received packet from 10.0.0.2 dport
500 sport 500 G obal (1) MV _KEY_EXCH
*Sep 29 22:50:42.783: | SAKMP: (0:4: SW1): processing |D payl oad. nmessage ID =0
*Sep 29 22:50:42.783: | SAKWMP (0:134217732): 1D payl oad

next - payl oad : 8

type 1

addr ess : 10.0.0.2
pr ot ocol : 17

port : 500

I ength : 12

*Sep 29 22:50:42.783: | SAKMP: (0:4: SW 1):: peer matches *none* of the profiles
*Sep 29 22:50:42.787: | SAKMP: (0:4: SW1): processing HASH payl oad. nessage ID =0
*Sep 29 22:50:42.787: | SAKMP: (0:4: SW1): SA aut hentication status:
aut henti cated

*Sep 29 22:50:42.787: | SAKMP: (0: 4: SW 1): SA has been authenticated with 10.0.0.2
*Sep 29 22:50:42.787: | SAKMP: Trying to insert a peer 172.16.1.1/10.0.0.2/500/,

and inserted successfully 64COEF54.
*Sep 29 22:50:42.787: | SAKMP: (0: 4: SW1):Input = | KE MESG FROM PEER, | KE_MM EXCH
*Sep 29 22:50:42.787: | SAKMP: (0:4:SW1):Add State = IKE_I|_Mwb New State = | KE_|I
_Mvb
*Sep 29 22:50:42.791: | SAKMP: (0:4: SW1):Input = | KE MESG | NTERNAL, | KE_PROCESS M
Al N_MCDE
*Sep 29 22:50:42.791: | SAKMP: (0:4:SW1):Add State = IKE_|_Mw New State = | KE_|I
_Mvb
*Sep 29 22:50:42.795: | SAKMP: (0: 4: SW1):Input = | KE_ MESG | NTERNAL, | KE_PROCESS C
OVPLETE
*Sep 29 22:50:42.795: | SAKWMP: (0:4:SW1):dd State = IKE_|_MW New State = |KE_P
1_COWPLETE

*Sep 29 22:50:42.799: | SAKMP: (0: 4: SW 1): begi nni ng Qui ck Mode exchange, M ID of -
966196463

*Sep 29 22:50:42.803: | SAKMP: (0:4: SW1): sending packet to 10.0.0.2 my_port 500
peer _port 500 (1) QV.IDLE

*Sep 29 22:50:42.803: | SAKMP: (0: 4: SW1): Node -966196463, |nput = | KE_MESG | NTERN
AL, IKE_INT_QM

*Sep 29 22:50:42.803: | SAKMP: (0:4:SW1):dd State = | KE QW READY New State = | K

EQMI_Qvi

l--- | KE Phase 1 is conpleted successfully. *Sep 29 22:50:42.803: | SAKMP: (0:4: SW1):I|nput =
| KE_MESG | NTERNAL, | KE_PHASE1_CO
MPLETE
*Sep 29 22:50:42.803: |SAKMP: (0:4:SW1):AOd State = | KE_ P1_COWLETE New State =
| KE_P1_COWPLETE

*Sep 29 22:50:43.907: | SAKMP (0:134217732): received packet from 10.0.0.2 dport
500 sport 500 G obal (1) QV.IDLE

*Sep 29 22:50:43.911: | SAKMP: (0:4: SW1): processing HASH payl oad. nessage ID = -
966196463

*Sep 29 22:50:43.911: | SAKMP: (0:4: SW1): processing SA payl oad. nmessage ID = -96
6196463

*Sep 29 22:50:43.911: | SAKMP: (0: 4: SW 1): Checking | PSec proposal 1

*Sep 29 22:50:43.911: | SAKWMP: transform 1, ESP_DES

*Sep 29 22:50:43.911: | SAKMP: attributes in transform

*Sep 29 22:50:43.915: | SAKMP: encaps is 1 (Tunnel)

*Sep 29 22:50:43.915: | SAKMP: SA life type in seconds

*Sep 29 22:50:43.915: | SAKMP: SA life duration (basic) of 3600

*Sep 29 22:50:43.915: | SAKMP: SAlife type in kil obytes

*Sep 29 22:50:43.915: | SAKMP: SAlife duration (VPI) of 0x0 0x46 0x50 OxO0
*Sep 29 22:50:43.915: | SAKMP: aut henticator is HVAC MD5

*Sep 29 22:50:43.915: | SAKMP: (0:4: SW 1):atts are acceptable.
*Sep 29 22:50:43.915: | SAKMP: (0: 4: SW1): processi ng NONCE payl oad. message ID =
- 966196463



*Sep 29 22:50:43.919: | SAKMP: (0:4: SW1): processing |ID payl oad. nmessage ID = -96
6196463

*Sep 29 22:50:43.919: | SAKMP: (0:4: SW1): processing |ID payl oad. nmessage ID = -96
6196463

*Sep 29 22:50:43.923: | SAKMP: Locki ng peer struct Ox64C0EF54, |PSEC refcount 1 f
or for stuff_ke

*Sep 29 22:50:43.923: | SAKMP: (0:4: SW1): Creating |PSec SAs

*Sep 29 22:50:43.923: i nbound SA from10.0.0.2 to 172.16.1.1 (f/i) 0/ O
(proxy 172.16.2.0 to 10.1.1.0)

*Sep 29 22:50:43.923: has spi 0x84E11317 and conn_id O and flags 2

*Sep 29 22:50:43.923: lifetinme of 3600 seconds

*Sep 29 22:50:43.923: lifetime of 4608000 kil obytes

*Sep 29 22:50:43.923: has client flags 0x0

*Sep 29 22:50:43.923: out bound SA from 172.16.1.1 to 10.0.0.2 (f/i) 0/0
(proxy 10.1.1.0 to 172.16.2.0)

*Sep 29 22:50:43.923: has spi -65483228 and conn_id 0 and flags A

*Sep 29 22:50:43.923: lifetinme of 3600 seconds

*Sep 29 22:50:43.923: lifetime of 4608000 kil obytes

*Sep 29 22:50:43.923: has client flags 0x0

*Sep 29 22:50:43.927: | SAKMP: (0:4: SW1): sending packet to 10.0.0.2 nmy_port 500
peer _port 500 (1) QV.IDLE

*Sep 29 22:50:43.927: | SAKMP: (0:4: SW 1):del eting node -966196463 error FALSE rea
son "No Error"

*Sep 29 22:50:43.927: | SAKMP: (0: 4: SW1): Node -966196463, |nput = | KE_MESG FROM P
EER, | KE_QM EXCH

I--- | KE Phase 2 is conpleted successfully. *Sep 29 22:50:43.927: | SAKMP: (0:4:SW1):Ad State

IKEQM | _QML New State = IK

E_QM PHASE2_COWPLETE

*Sep 29 22:50:43.931: | SAKMP: Locki ng peer struct Ox64C0EF54, |PSEC refcount 2 f
or fromcreate_transforms

*Sep 29 22:50:43.931: | SAKMP: Unl ocki ng | PSEC struct Ox64COEF54 from create_tran
sforns, count 1

Rout er A#debug crypto ipsec
*Sep 29 22:46:06.699: | PSEC(sa_request): ,
(key eng. nmsg.) OUTBOUND | ocal = 172.16.1.1, renmpte= 10.0.0. 2,
| ocal _proxy= 10.1.1.0/255. 255. 255.0/0/0 (type=4),
renot e_proxy= 172.16. 2. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
protocol = ESP, transfornr esp-des esp-nd5-hmac (Tunnel),
|'i fedur= 3600s and 4608000kb,
spi = OxDOF4BC76(3656694902), conn_id= 0, keysize= 0, flags= 0x400A
*Sep 29 22:46:12.631: | PSEC(val i date_proposal _request): proposal part #1,
(key eng. nmsg.) INBOUND |l ocal = 172.16.1.1, renote= 10.0.0. 2,
| ocal _proxy= 10.1.1.0/255. 255. 255. 0/0/0 (type=4),
renot e_proxy= 172.16. 2. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
protocol = ESP, transfornr esp-des esp-nd5-hmac (Tunnel),
|'i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x2
*Sep 29 22:46:12.631: Crypto mapdb : proxy_match

src addr : 10.1.1.0
dst addr : 172.16.2.0
pr ot ocol 0

src port 0

dst port 0

*Sep 29 22:46:12.639: | PSEC(key_engine): got a queue event with 2 kei nessages
*Sep 29 22:46:12.639: IPSEC(initialize_sas): ,
(key eng. msg.) INBOUND |l ocal = 172.16.1.1, renote= 10.0.0. 2,

| ocal _proxy= 10.1.1.0/255. 255. 255. 0/0/0 (type=4),

renot e_proxy= 172.16. 2. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),

protocol = ESP, transfornr esp-des esp-nd5-hmac (Tunnel),

|'i fedur= 3600s and 4608000kb,

spi = OxDOF4BC76(3656694902), conn_id= 0, keysize= 0, flags= 0x2
*Sep 29 22:46:12.639: IPSEC(initialize_sas): ,



(key eng. msg.) OUTBOUND | ocal = 172.16.1.1, rempte= 10.0.0.2
| ocal _proxy= 10.1.1.0/255. 255. 255. 0/0/0 (type=4),
renot e_proxy= 172.16. 2. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
protocol = ESP, transfornr esp-des esp-nd5-hmac (Tunnel),
|'i fedur= 3600s and 4608000kb
spi = 0x267BC43(40352835), conn_id= 0, keysize= 0, flags= OxA
*Sep 29 22:46:12.639: Crypto mapdb : proxy_match

src addr : 10.1.1.0
dst addr : 172.16.2.0
pr ot ocol 0

src port 0

dst port 0

*Sep 29 22:46:12.643: | PSEC(crypto_i psec_sa_find_ident_head): reconnecting with
t he same proxies and 10.0.0.2

*Sep 29 22:46:12.643: | PSec: Flow switching Allocated flow for sibling 80000006
*Sep 29 22:46:12.643: | PSEC(policy_db_add_ident): src 10.1.1.0, dest 172.16.2.0
dest_port O

*Sep 29 22:46:12.643: | PSEC(create_sa): sa created
(sa) sa_dest= 172.16.1.1, sa_proto= 50,
sa_spi = 0xD9F4BC76(3656694902),
sa_trans= esp-des esp-nd5-hmac , sa_conn_id= 2001
*Sep 29 22:46:12.643: | PSEC(create_sa): sa created
(sa) sa_dest= 10.0.0.2, sa_proto= 50,
sa_spi = 0x267BC43(40352835),
sa_trans= esp-des esp-nd5-hmac , sa_conn_id= 2002
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