Perda de pacote em um tunel Dot1Q/L2P
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Introduction

Este documento discute sobre a solugado de problemas de perda de pacotes em um tunel
Dot1Q/L2P devido a um projeto de rede ruim no Cisco 10S® com um estudo de caso.

Prerequisites

Requirements

A Cisco recomenda que vocé tenha conhecimento destes topicos:

. Conhecimento basico sobre tunelamento Dot1Q
. Conhecimento basico do OSPF

Componentes Utilizados

Este documento nao é restrito a versdes de software ou hardware especificas.
The information in this document was created from the devices in a specific lab environment. All of

the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Conventions

Consulte as Convencoes de Dicas Técnicas da Cisco para obter mais informacoes sobre
convencoes de documentos.



/c/pt_br/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html
/c/pt_br/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html

Diagrama de Rede

Nessa configuragao de rede, a interface Gi1/44 e Gi 1/43 do roteador 7600-Core possuem um
roteador em uma configuragao de stick com Fa0/13 e Fa0/12 do roteador 3400-Metro-1,
respectivamente. No switch 7600-Dot1Q, as interfaces Gi9/44 e Gi 9/45 estao habilitadas com o
modo de tunel Dot1q. As interfaces de vlan SVI sao criadas na borda 3400-Metro e Fa0/13 e
Fa0/12 séo configuradas como portas de tronco. Os roteadores usam o OSPF para se comunicar
entre si.

7609 Core

/609-Dotl1Q ol

Configuragdes

- Nucleo 7609

. 7609-Dot1Q

- Metro-1 3400

- Borda de 3.400 metros




Nucleo 7609

]
version 15.0
host nane 7609- CORE
interface G gabitEthernetl/43
nu 9216
no i p address
no ip redirects
no i p proxy-arp
| oad-interval 60
carrier-delay 2
fl owmcontrol send off
stormcontrol broadcast |evel 1.00

nterface G gabitEthernet1/43.3503
encapsul ati on dot 1Q 3503

ip address 172.16.41.17 255. 255. 255. 252

no ip redirects

no i p proxy-arp

ip nmu 1500

i p ospf authentication-key 7 072COE6B6B272D
i p ospf network point-to-point

ip ospf hello-interval 3

ip ospf dead-interval 10

nterface G gabitEthernetl/ 44

nmu 9216

no i p address

no ip redirects

no i p proxy-arp

| oad-interval 60

carrier-delay 2

fl omcontrol send off

stormcontrol broadcast |evel 1.00

nterface G gabitEthernet1/44.3803
encapsul ati on dot 1Q 3803

ip address 172.16. 73. 137 255. 255. 255. 248 secondary
ip address 172.16.41.21 255. 255. 255. 252

no ip redirects

no i p proxy-arp

ip nmu 1500

i p ospf authentication-key 7 072COE6B6B272D
i p ospf network point-to-point

ip ospf cost 5

ip ospf hello-interval 3

ip ospf dead-interval 10

!I-—- Output omitted. ! end

7609 DOT1Q

!

version 12.2

!

interface G gabitEthernet9/44
sw t chport

swi tchport access vlan 24
swi tchport node dot 1g-tunne
nu 9216




| oad-interval 60

carrier-delay 2

flowmcontrol send off

stormcontrol broadcast |evel 1.00
| 2pr ot ocol -tunnel cdp

| 2pr ot ocol -tunnel stp

| 2pr ot ocol -tunnel vtp

no cdp enabl e

spanni ng-tree portfast disable
spanni ng-tree bpdufilter enable

nterface G gabitEthernet9/45
swi t chport

swi tchport access vlan 24
swi t chport node dot 1g-t unnel
ntu 9216

| oad-interval 60

carrier-delay 2

flowmcontrol send off
stormcontrol broadcast |evel 1.00
| 2pr ot ocol -tunnel cdp

| 2pr ot ocol -tunnel stp

| 2pr ot ocol -tunnel vtp

no cdp enabl e

spanni ng-tree portfast disable
spanni ng-tree bpdufilter enable
|

!I-—- Output omitted. ! end

Metro-1 3400

!
version 12.2
!
i nterface FastEthernet0/3
port-type nni
switchport trunk allowed vlan 1052, 3503
swi tchport node trunk
| oad-interval 60
!
i nterface FastEthernet0/4
port-type nni
switchport trunk allowed vlan 1052, 3803
swi tchport node trunk
| oad-interval 60
!
!
i nterface FastEthernet0/12
port-type nni
switchport trunk allowed vlan 2-4094
swi tchport node trunk

!

i nterface FastEthernet0/13
port-type nni

switchport trunk allowed vlan 2-4094
swi tchport node trunk

!

end

Borda de 3.400 metros




!
version 12.2
!
i nterface FastEthernet0/12
port-type nn
swi tchport node trunk
| oad-interval 60
stormcontrol broadcast |evel 1.00
spanni ng-tree portfast disable
spanni ng-tree bpdufilter disable

nt erface FastEt hernet0/13
port-type nn

swi tchport node trunk

| oad-interval 60

stormcontrol broadcast |evel 1.00
spanni ng-tree portfast disable
spanni ng-tree bpdufilter disable

nterface VI an3503

ip address 172.16.41. 18 255. 255. 255. 252

no ip redirects

no i p proxy-arp

i p ospf authentication-key 7 072C0E6B6B272D
i p ospf network point-to-point

ip ospf hello-interval 3

i p ospf dead-interval 10

nterface VI an3803

i p address 172.16. 73. 139 255. 255. 255. 248 secondary
ip address 172.16.41.22 255. 255. 255. 252

no ip redirects

no i p proxy-arp

i p ospf authentication-key 7 072C0E6B6B272D

i p ospf network point-to-point

ip ospf cost 5

ip ospf hello-interval 3

i p ospf dead-interval 10

!
!-—- Output omitted. ! end

Observacao

Quedas aleatodrias de ping ocorrem quando o pacote atravessa o tunel Dot1Q. Mas nao ha
descartes de entrada/saida nas interfaces e também nao ha sintomas de problemas na camada
fisica. Emita o comando show interface <interface> para verificar as quedas de entrada/saida na
interface:

7609- Dot 1Q¥show interface gi9/44

!-—— Output omitted. Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
0 input errors, 0 CRC, 1 frane, 0 overrun, O ignored
0 output errors, 0 collisions, 1 interface resets
O lost carrier, 0 no carrier, 0O PAUSE output

!I-—— OQOutput omitted.

Quando um trafego ICMP de cerca de 100 pings é enviado do Metro-Edge, somente 95 Ecos sao
recebidos no Nucleo, o que sugere que os pacotes ICMP estao sendo descartados no caminho.


//www.cisco.com/en/US/docs/ios/interface/command/reference/ir_s4.html#wp1215572

Met r o- Edge#ping 172.16.41.21 re 100

Type escape sequence to abort.

Sendi ng 100, 100-byte | CWP Echos to 172.16.41.21, timeout is 2 seconds:
EERNRRERN R RN RN R R R RN RN R R R RN RN R R RN R RN RN AR

Success rate is 95 percent (95/100), round-trip min/avg/max = 49 ns

Observagao: o comando show ip traffic no 7609 mostra que somente 95 echos sao recebidos,
enquanto no Metro-edge e mostra que 100 Echos sao enviados.

show ip traffic

Em Metro-Edge
I CMP statistics:
Rcvd: O format errors, O checksumerrors, O redirects,
0 unreachabl e
0 echo, 95 echo reply, 0 nask requests, O nask
replies, 0 quench
0 parameter, O timestanp, O info request, O

ot her
O irdp solicitations, O irdp advertisenents
Sent : redirects, O unreachable, 100 echo, 0 echo

reply

o

0 mask requests, O nask replies, 0 quench, 0
ti mest anp
0 info reply, O tine exceeded, O paraneter
probl em
O irdp solicitations, O irdp advertisenents
! -—-- The above output shows that 100 echos are sent !---
but received 95 replies from 7609-Core.

No 7609-Core
I CMP statistics:
Rcvd: O format errors, O checksumerrors, O redirects,
0 unreachabl e
95 echo, 0 echo reply, 0 mask requests, 0 mask
replies, 0 quench
0 parameter, O timestanp, O info request, O
ot her
O irdp solicitations, O irdp advertisenents
Sent: O redirects, O unreachable, 0 echo, 95 echo
reply
0 mask requests, O nask replies, 0 quench, 0
ti mestanp
0 info reply, O tine exceeded, O paraneter
probl em
O irdp solicitations, O irdp advertisenents

Troubleshooting

Verifique se os enderegcos MAC sao aprendidos corretamente para solucionar problemas de
queda de pacotes.

Use o comando show mac address table para verificar as entradas do endereco MAC.

Para Ping bem-sucedido

7609- DOT1g#sh mac-address-table address EO05F.B972.1F00 all


//www.cisco.com/en/US/docs/ios-xml/ios/ipswitch/command/isw-s2.html#GUID-3CD7F283-BE98-42C1-AA70-20BF835360A5

Legend: * - primary entry

age - seconds since |ast seen

n/a - not avail able

vlan mac address type |earn age ports

Active Supervisor:
* 24 e05£.b972.1£f00 dynamic Yes 0 Gi9/44

!-—- This output displays the MAC address learnt !--- and its associated port, in this case the
associated !--- port for successful ping is Gi9/44.
Ping de falha

7609- DOT1g#sh mac-address-table address EO5F.B972.1F00 all
Legend: * - primary entry

age - seconds since |ast seen

n/a - not avail able

vlan mac address type |learn age ports

Active Supervisor:

* 24 e05f£.b972.1f00 dynamic Yes 5 Gi9/45

!--- This output displays the MAC address learnt !--- and its associated port, in this case, !--
- the port number is Gi9/45.

Para ver a programacao detalhada do indice MAC , use o comando show mac-address-table.

7609- DOT1qg#sh mac- address-tabl e address EO5F. B972. 1FO0 det

MAC Tabl e shown in details

Pl _E RM RVA Type AlwLrn Trap Modified Notify Capture Flood Mac Address Age Pvlan SWits | ndex
XTag
Lk R I e O R T Fommm - Fommma - Fommm - R R S Fommm -
Fo - - -

Active Supervisor:

Yes No No DY No No Yes No No No e05f.b972.1f 00 OXE0O 24 0 o0x22c O

Emita os comandos Remote login switch e test mcast Itl-info index <Index number> para saber
qual numero de porta o valor HEX anterior indica.

7609- DOT1Q- sp#test mcast ltl-info index 22B

index 0x22B contain ports 9/44

7609- DOT1q- sp#test ntast Itl-info index 22C

index 0x22C contain ports 9/45

! --- The output shows that hex number 22B !--- points to 9/44 port and hex 22C points to 9/45.
Para o ping com falha, o indice de origem e destino sdo a mesma porta e, portanto, a queda.
Quando habilitado para Mac-move com o comando mac-address-table notification mac-move no
7600, ele mostra os flaps MAC entre duas portas diferentes e esta é a mensagem de erro:

Observagao: como o 6500/7600 usa um enderegco MAC comum para o switch, o mesmo endereco
MAC atribuido entre portas diferentes. O comando show catalyst 6000 chassis-mac-address
mostra o endereco MAC do switch reservado.

* Jul 2 10:29:44.011: %MAC_MOVE-SP-4-NOTIF: Host e05£.b972.1£f00 in
vlan 24 is flapping between port Gi9/45 and port Gi9/44


//www.cisco.com/en/US/docs/ios/lanswitch/command/reference/lsw_m1.html#wp1142649
//www.cisco.com/en/US/docs/ios/lanswitch/command/reference/lsw_m1.html#wp1142649
//www.cisco.com/en/US/docs/switches/lan/catalyst6500/ios/12.2ZY/command/reference/show1.html#wp2064633

! -—- The previous error message indicates !--- that the same MAC address is assigned between !--

- two different ports: Gi9/45 and port Gi9/44.

Solugao

A rede anterior é uma configuracédo de rede de malha completa que tem terminais de tunel
DOT1Q no mesmo switch. Nesse tipo de configuragédo de rede, sdo esperados oscilagbes de
MAC. Para evitar a oscilacdo de MAC, uma dessas solu¢des pode ser implementada.

- Mova o endpoint do tunel para um switch diferente, por exemplo, o encapsulamento € o

desencapsulamento devem ocorrer em um switch diferente.
- Aremocao de VLAN pode ser feita de modo a regular as VLANS em qualquer uma das

portas de tronco.

Informacoes Relacionadas

- Configurando o encapsulamento IEEE 802.1Q
- Suporte Técnico e Documentacao - Cisco Systems
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