SIP de H.323 na ponte de atendimento
CMS/Arcano
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Introduction

Este documento descreve como configurar o gateway H.323 em um Cisco Meeting Server (CMS)
ou em uma implantagéo do servidor Acano. O gateway H.323 foi adicionado na versdao R1.7 e
permite receber/enviar chamadas do H.323.

Prerequisites

Requirements
Nao existem requisitos especificos para este documento.
Componentes Utilizados

Este documento nado se restringe a versdes de software e hardware especificas.

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Configurar

Diagrama de Rede
A solucao Acano € muito modular, vamos discutir duas implantagées comuns:

- Implantag&o do servidor combinada Unica:



- Implantagéo escalavel e resiliente:

Configuration Steps

Etapa 1. Na interface de linha do comando (CLI) do servidor Acano
1. Aplique Secure Shell (SSH) ao MMP usando as credenciais do admin.

2. Configure a interface a qual o gateway H.323 devera escutar em busca de atendimentos do
H.323:

Por exemplo, se vocé escolheu a interface que sera a interface de escuta, entdo use este
comando:

h323_gateway h323_interfaces a

3. Configure a interface na qual o gateway escuta atendimentos de chamadas de SIP recebidas
da ponte do atendimento:

Note: O gateway pode escutar na mesma interface chamadas de SIP e H.323 da ponte do
atendimento.

sip_interfaces a h323_gateway

4. Configure a porta para a interface SIP para escutar conexdes do SIP da ponte do atendimento;
por padrao, o gateway escuta na porta 6061:

sip_port 6061 h323_gateway

Note: Se a ponte do atendimento e o gateway de H.323 s&o coimplantados no mesmo servidor,
vocé pode mudar a porta SIP do gateway de 6061 para outros valores diferentes de 5061.

Erecomendado implantar o gateway de H.323 com um Gatekeeper. Isto ocorre porque o
Gatekeeper € responsavel pelos demais roteamentos de chamada, e o gateway é limitado nesta
funcionalidade.

Se sua implantagao nao inclui um Gatekeeper, omita esta etapa.

5. Configure o nexthop do gateway de H.323. O nexthop deve ser o enderego IP do Gatekeeper
(por exemplo, VCS-C):

<IP_address> h323_gateway h323_nexthop

6. Configurar o proxy do SIP. O proxy do SIP é parte da implantacéo que lida com o trecho de



chamada do SIP no atendimento do SIP H.323.

Se o gateway e o proxy do SIP estdo no mesmo server, o endereco |IP usado deve ser 127.0.0.1,
por exemplo:

sip_proxy 127.0.0.1 h323_gateway

Caso contrario, este deve ser o endereco IP da ponte do atendimento usada como o proxy do
SIP.

<|P_address> do sip_proxy h323_gateway

7. Atribua o certificado a ser usado pelo gateway de H.323. Isto é exigido porque o gateway
sempre conecta a e aceita a conexao da ponte do atendimento com seguranga. Por esse motivo,
o gateway precisa verificar o certificado da ponte de atendimento, e isso precisa estar no
repositério de confianga do gateway de H.323.

"[<cert-bundle>]" no comando permite adicionar o certificado CB no repositério de confianga do
gateway. Se vocé tem varias pontes de chamada, este pacote de certificagdes precisa ter os
certificados de todas as pontes de atendimento na implantacgao.

Use este comando para configurar os certificados a serem usados:

h323_gateway certs <key-file> <crt-file> [<cert-bundle>]

8. O dominio do SIP de H.323 é adicionado a chamadas de trabalho interligadas de saida do
gateway de H.323. Se isto ndo estiver definido, a ponta oposta consideraria a URL de chamada
do SIP como o nome de usuario/endereco DN@IP do gateway de H.323.

Defina o dominio do SIP de H.323 com este comando:

h323_gateway sip_domain <domain>

9. Habilite o componente do gateway de H.323 com este comando:

h323_gateway enable

Etapa 2. Na IlU da Web da ponte do atendimento:
1. Conecte a IU da Web da ponte do atendimento usando as credenciais do admin.
2. Implantagéo do servidor combinada unica:

a Ir para Configuragdo > Chamadas de saida

b. Configure o dominio de destino, por exemplo h323.vc.alero.local

c. No proxy do SIP a ser usado, defina o IP de loopback e a porta SIP configurada, por exemplo
127.0.0.1:6061

d. No Local do dominio use o dominio da ponte do atendimento.



3. Implantacao escalavel e resiliente:

a Ir para Configuragdo > Chamadas de saida

b. Configure o dominio de destino, por exemplo h323.example.com

c. No proxy do SIP a ser usado, defina o IP e a Porta de SIP configurada, por exemplo
10.48.36.76:6061

d. Em Local do dominio, use o dominio da ponte do atendimento

Outbound calls

Filter| Submit Query

SIP proxy to use Local contact domain Local from domain Trunk type

| | h323.vc.alero.local 10.48.54.76:6061 | cluster.alero.aca Standard SIP Stop 0 ||
T T T T LIL}

Exemplo de fluxo de chamada

Este exemplo detalha um fluxo de chamadas tipico em uma implantacao escalavel e resiliente. O
mesmo é verdadeiro para uma unica implantagao de servidor combinada, a exce¢ao do enderecgo
de proxy do SIP que é 127.0.0.1.

Detalhes do fluxo de chamadas:

1. Os VC enviam a configuragao de H225 ao gateway de H.323:

h323_gateway: : rx H225 setup 10.48.36.247:15121->10.48.54.75:1720
2. O gateway de H.323 responde com uma continuagao do atendimento:

h323_gateway: : tx H225 callProceeding 10.48.54.75:1720->10.48.36.247:15121
3. A ponte de atendimento 1 (gateway de H323) se conecta a ponte de atendimento 2 com
seguranca (proxy do SIP):

acanosrv03 host:server: INFO : SIP trace: connection 98: is incoming secure connection from
10.48.54.75:45169 to 10.48.54.76:5061

4. Depois envia um CONVITE DE SIP para oferta atrasada por TLS ao proxy do SSIP:

acanosrv03 host:server: INFO : SIP trace: connection 98: incoming SIP TLS data from
10.48.54.75:45169, size 547:

2016-06-07 03:18:14 User.Info acanosrv03 Jun 7 10:18:20 acanosrv03
host:server: INFO : SIP trace: INVITE sip:joshua@cluster.alero.aca SIP/2.0
2016-06-07 03:18:14 User.Info acanosrv03 Jun 7 10:18:20 acanosrv03

host:server: INFO : SIP trace: Via: SIP/2.0/TLS
10.48.54.75:45169;branch=z9hG4bK1£f974d0a0fe300a22eb9e8488702690b

2016-06-07 03:18:14 User.Info acanosrv03 Jun 7 10:18:20 acanosrv03
host:server: INFO : SIP trace: Call-ID: 364ac547-7bb3-4073-bb41-00f4bcd018d6
2016-06-07 03:18:14 User.Info acanosrv03 Jun 7 10:18:20 acanosrv03

host:server: INFO : SIP trace: CSeqg: 1711591119 INVITE



:18:

:18:

:18:

:18:

:18:

:18:

:18:

:18

2016-06-07 03:18:14 User.Info acanosrv03 Jun 7 10:
host:server: INFO : SIP trace: Max-Forwards: 70
2016-06-07 03:18:14 User.Info acanosrv03 Jun 7 10:
host:server: INFO : SIP trace: Contact: <sip:10.48.54.75:6061;transport=tls>
2016-06-07 03:18:14 User.Info acanosrv03 Jun 7 10:
host:server: INFO : SIP trace: To: <sip:joshua@cluster.alero.aca>
2016-06-07 03:18:14 User.Info acanosrv03 Jun 7 10:
host:server: INFO : SIP trace: From: "Chambre 1"
<sip:joshua.ex90@10.48.54.75>;tag=7a70e72401001572
2016-06-07 03:18:14 User.Info acanosrv03 Jun 7 10
host:server: INFO : SIP trace: Allow:
INVITE, ACK,CANCEL, OPTIONS, INFO, BYE, UPDATE, REFER, SUBSCRIBE, NOTIFY, MESSAGE
2016-06-07 03:18:14 User.Info acanosrv03 Jun 7 10
host:server: INFO : SIP trace: Supported: timer
2016-06-07 03:18:14 User.Info acanosrv03 Jun 7 10
host:server: INFO : SIP trace: Session-Expires: 1800
2016-06-07 03:18:14 User.Info acanosrv03 Jun 7 10
host:server: INFO : SIP trace: User-Agent: Acano H.323 Gateway
2016-06-07 03:18:14 User.Info acanosrv03 Jun 7 10
host:server: INFO : SIP trace: Content-Length: 0

5. O proxy do SIP envia para 100 tentativas de volta:
2016-06-07 03:18:14 User.Info acanosrv03 Jun 7 10
host:server: INFO : SIP trace: SIP/2.0 100 Trying
2016-06-07 03:18:14 User.Info acanosrv03 Jun 7 10
host:server: INFO : SIP trace: Via: SIP/2.0/TLS
10.48.54.75:45169;branch=z9hG4bK1£974d0a0fe300a22eb9e8488702690b
2016-06-07 03:18:14 User.Info acanosrv03 Jun 7 10:
host:server: INFO : SIP trace: Call-ID: 364ac547-7bb3-4073-bb41-00£f4bcd018d6
2016-06-07 03:18:14 User.Info acanosrv03 Jun 7 10:
host:server: INFO : SIP trace: CSeqg: 1711591119 INVITE
2016-06-07 03:18:14 User.Info acanosrv03 Jun 7 10
host:server: INFO : SIP trace: Max-Forwards: 70
2016-06-07 03:18:14 User.Info acanosrv03 Jun

2016-06-07 03:18:14 User.Info acanosrv03

2016-06-07 03:18:14 User.Info acanosrv03
host:server: INFO : SIP trace: Allow:

Jun

Jun

INVITE, ACK, CANCEL, OPTIONS, INFO, BYE, UPDATE, REFER, SUBSCRIBE, NOTIFY, MESSAGE

2016-06-07 03:18:14 User.Info acanosrv03 Jun 7 10:
host:server: INFO : SIP trace: Server: Acano CallBridge
2016-06-07 03:18:14 User.Info acanosrv03 Jun 7 10:
host:server: INFO : SIP trace: Content-Length: 0

6. Depois 180 chamadas:
acanosrv03 host:server: INFO : SIP trace: connection 98: outgoing SIP TLS data
10.48.54.75:45169, size 437:
2016-06-07 03:18:14 User.Info acanosrv03 7 10:18:
host:server: INFO : SIP trace: SIP/2.0 180 Ringing
2016-06-07 03:18:14 User.Info acanosrv03 7 10:18:
host:server: INFO : SIP trace: Via: SIP/2.0/TLS
10.48.54.75:45169;branch=z9hG4bK1£974d0a0fe300a22eb9e8488702690b
2016-06-07 03:18:14 User.Info acanosrv03 7 10:18:
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18:

18:

18:

18:

18:

20 acanosrv03

20 acanosrv03

20 acanosrv03

20 acanosrv03

20 acanosrv03

20 acanosrv03

20 acanosrv03

20 acanosrv03

20 acanosrv03
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20 acanosrv03

:20 acanosrv03

7 10:18:20 acanosrv03
host:server: INFO : SIP trace: To: <sip:joshua@cluster.alero.aca>;tag=dc34d0c04£392db6

7 10:18:20 acanosrv03
host:server: INFO : SIP trace: From: <sip:joshua.ex90@10.48.54.75>;tag=7a70e72401001572

7 10:18:20 acanosrv03

host:server: INFO : SIP trace: Call-ID: 364ac547-7bb3-4073-bb41-00f4bcd018d6

2016-06-07 03:18:14 User.Info acanosrv03

host:server: INFO : SIP trace: CSeqg: 1711591119 INVITE
2016-06-07 03:18:14
host:server: INFO : SIP trace: Max-Forwards: 70
2016-06-07 03:18:14

User.Info acanosrv03

User.Info acanosrv03

7 10:18:

7 10:18:

7 10:18:

18

18

to

20

20

20

20

20

20
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host:server:
2016-06-07 03:
host:server:
2016-06-07 03:
host:server:

2016-06-07 03:
host:server:
2016-06-07 03:
host:server:

2016-06-07 03:
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3235:
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2016-06-07 03:
host:server:
2016-06-07 03:
host:server:

2016-06-07 03:
h323_gateway:

7 10:18:20 acanosrv03

7 10:18:20 acanosrv03

7 10:18:20 acanosrv03
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acanosrv02

INFO SIP trace: To: <sip:joshua@cluster.alero.aca>;tag=dc34d0c04£392db6
18:14 User.Info acanosrv03 Jun
INFO SIP trace: From: <sip:joshua.ex90@10.48.54.75>;tag=7a70e72401001572
18:14 User.Info acanosrv03 Jun
INFO SIP trace: Allow:
INVITE, ACK,CANCEL, OPTIONS, INFO, BYE, UPDATE, REFER, SUBSCRIBE, NOTIFY, MESSAGE
18:14 User.Info acanosrv03 Jun
INFO SIP trace: Server: Acano CallBridge
18:14 User.Info acanosrv03 Jun
INFO SIP trace: Content-Length: 0
7. Seguido de 200 Ok com SDP:
18:17 User.Info acanosrv03 Jun
INFO SIP trace: connection 98: outgoing SIP TLS data to 10.48.54.75:45169,
18:17 User.Info acanosrv03 Jun
INFO SIP trace: SIP/2.0 200 OK
18:17 User.Info acanosrv03 Jun 7 10:
INFO SIP trace: Via: SIP/2.0/TLS
10.48.54.75:45169;branch=z9hG4bK1£974d0a0fe300a22eb9e8488702690b
18:17 User.Info acanosrv03 Jun 7 10:
INFO SIP trace: Call-ID: 364ac547-7bb3-4073-bb41-00£f4bcd018d6
18:17 User.Info acanosrv03 Jun 7 10:
INFO SIP trace: CSeqg: 1711591119 INVITE
18:17 User.Info acanosrv03 Jun 7 10:
INFO SIP trace: Max-Forwards:
18:17 User.Info acanosrv03 Jun 7 10:
INFO SIP trace: Server: Acano CallBridge
18:17 User.Info acanosrv03 Jun 7 10:
INFO SIP trace: Contact: <sip:10.48.54.76; transport=tls>
18:17 User.Info acanosrv03 Jun 7 10:
INFO SIP trace: To: "Joshua Alero"
<sip:joshua@cluster.alero.aca>; tag=dc34d0c04£392db6
18:17 User.Info acanosrv03 Jun
INFO SIP trace: From: <sip:joshua.ex90@10.48.54.75>;tag=7a70e72401001572
18:17 User.Info acanosrv03 Jun
INFO SIP trace: Allow:
INVITE, ACK, CANCEL, OPTIONS, INFO, BYE, UPDATE, REFER, SUBSCRIBE, NOTIFY, MESSAGE
18:17 User.Info acanosrv03 Jun 7 10
INFO SIP trace: Supported: timer
18:17 User.Info acanosrv03 Jun 7 10
INFO SIP trace: Require: timer
18:17 User.Info acanosrv03 Jun 7 10
INFO SIP trace: Session-Expires: 1800;refresher=uas
18:17 User.Info acanosrv03 Jun 7 10
INFO SIP trace: Min-SE: 90
18:17 User.Info acanosrv03 Jun 7 10
INFO SIP trace: Content-Type: application/sdp
18:17 User.Info acanosrv03 Jun 7 10
INFO SIP trace: Content-Length: 2629
8. O gateway de H323 envia Conectar ao Gatekeeper:
18:17 User.Info acanosrv02 Jun 7 10
tx H225 connect 10.48.54.75:1720->10.48.36.247:15121
9. Gateway e Gatekeeper de H323, troca TCS, mensagens MSD:
18:17 User.Info acanosrv02 Jun 7 10:18:

2016-06-07 03:
h323_gateway:

tx H245 terminalCapabilitySet 10.48.54.75:44466->10.48.36.247:

24 acanosrv02
15123



AnABBgAIgXUAD4AwWgAD6AAEAAAEAAAEABATDLAIATIAAIBCcQAAAAD+OAGACIFXAAAAAT6QCXz+BmMABAAGAEYAAACQWIXAABWAT
gXUBAQBAAOACACIAAGBSAAEDAAMAGAAQADMAF4AAASFAJ4AAA I QWEWAABgAHUDUBAEBY9AAEAEGACgAADIDARYAAGAAEANQEA
QF3AAQASAAKAAAQgWCeAAAUgQCeAAAYiQCeAAACMACFgAACACIFXAAABQE4eBQKR +

2016-06-07 03:18:17 User.Info acanosrv02 Jun 7 10:18:24 acanosrv02
h323_gateway: : tx H245 terminalCapabilitySet 10.48.54.75:44466->10.48.36.247:15123
QAKiACSAMgPTAEIAHWDSF3CAAAgMACFgAACACIFXAAABQE4eBQKRQAKIACSAMgPTAEIAHWDSF3CAAAKJT3AAAQEAJAHBQAQATL
1AAAAEAA/wC/APSAVOAAATS8ASWE /ALNAADGBAATIAATIAACONCAABAThOAUEABATAACWIWAEY /ATABATIAADAWIMOABgCFgAACA
CIFXAAABQE4eBQKRQAKIACSAMgICAEIAIWDSC7gBIAAGAAIBbwECAQARAYAADQWI +

2016-06-07 03:18:17 User.Info acanosrv02 Jun 7 10:18:24 acanosrv02
h323_gateway: : tx H245 terminalCapabilitySet 10.48.54.75:44466->10.48.36.247:15123
MOABgCFgAACACIFXAAABQE4eBQKRQAKIACSAMgICAEIATIWDSC7gBIAAGAAI BbwECAQARAYAADgwIOOABO4AACEAJAHBQAQAT
1AAAAEAA/wC/APSAVOAAATS8ASWE /ALNAADGBAATIAAAEGAAYACIFVAQIBABEBgAAPDAGLQAE7gAATIThOAUEABAAEgGAAYACIFV
AQIBABEBgAAQUWFAGAARhgkAAAYACIFVAQEAGAEEBgAAAAEAAGADAAQABQAGBAAH +

2016-06-07 03:18:17 User.Info acanosrv02 Jun 7 10:18:24 acanosrv02
h323_gateway: : tx H245 terminalCapabilitySet 10.48.54.75:44466->10.48.36.247:15123
AAgACQAKAAsSDAAWADQAOAABAABAAABE=

2016-06-07 03:18:17 User.Info acanosrv02 Jun 7 10:18:24 acanosrv02
h323_gateway: : tx H245 masterSlaveDetermination 10.48.54.75:44466->10.48.36.247:15123
AQAYgGbMEA==

2016-06-07 03:18:17 User.Info acanosrv02 Jun 7 10:18:24 acanosrv02
h323_gateway: : rx H245 terminalCapabilitySet 10.48.36.247:15123->10.48.54.75:44466

AnABBgAIgXUADYAOQAASAAEAAAEfgAEfhATbAwgI fAGSFBATAAIBCcQAAAAAQCAATIGgXEAAAABB2ADEABAAQABABI AAAAKMCFwW
AACACIF1AQEAQAKAAGgAIAATAUgABAWADABgAEAAZABeAAAEKMCFWAACACIF1AQEAQATIWAGAIAATAUgABAWADABgAEAAZABeA
AATKMCFwWAACACIF1AQEAQAHgAgAIAATAUgABAWADABgAEAAZABeAAAMKMCFWAACA +

2016-06-07 03:18:17 User.Info acanosrv02 Jun 7 10:18:24 acanosrv02
h323_gateway: : rx H245 terminalCapabilitySet 10.48.36.247:15123->10.48.54.75:44466
CIF1AQEAQAUAAGgAIAATAUgABAWADABKAEAAZABeAAAQiQBOAAAUhQCeAAAYKMBFgAAYAB7glAQBAfQABABIAACAABYQWEWAA
BgAHUDUBAEBAWAEAEgACGAATIIOATgAAJIsATgAAKIJAGBE4AAACYBAJ4AADCDAJ4AADWWALWAABWAIGXEAAAFA6TATADFAAQIA
OQAYANgAQQAPAGIAYABYANgAOhdwAKIAEIAAEANCAABAThSACFABAGOIAAABWABX +

2016-06-07 03:18:17 User.Info acanosrv02 Jun 7 10:18:24 acanosrv02
h323_gateway: : rx H245 terminalCapabilitySet 10.48.36.247:15123->10.48.54.75:44466
ADsSAVWA7QCBAAKSAAwWCVAHAATIEAANWB3AJT8AdOAgAADHAJUAXWCVQCAAAPSAVWD /ALI9ATAABPWCZAT8AS0IgAAB/AECAfWBH
QCAAAPSAjwD/AI9BIABWAQACAACAABEJ3AAAQEAfAHBAAQCAABIISABK/SAAFAWIPOABgC1gAACACIFXAAABQOIACAKRQAKIL
ADKAMgDYAEIADWBiAMgACgDYANIXcACiABABIAAGAAIBbwECAQARAYAAFQWILOAB +

2016-06-07 03:18:17 User.Info acanosrv02 Jun 7 10:18:24 acanosrv02
h323_gateway: : rx H245 terminalCapabilitySet 10.48.36.247:15123->10.48.54.75:44466
O4AACE4fAHBQAQB]jiAAAACAAVWA7AFCcAOOAGQACVAHCATWB3QCBAATSAdAwC fAHAATAAAXWCVAMCAl1UAgAAD/ALSA/wC/QCAA
AT8AsSWE/ALNCIAAAfwBHAHS8AROAgAAD/AIBA/WCPQSAACAEAAgGAAASAABgATIgWSBAGEAEQGAABYMCBtAATUAAANOHWBWQAEA
ASAABgAIgWSBAGEAEQGAABCMCBVAARYASV+AASAABgGATIgWS BAGEAEQGAABhIXOAC +

2016-06-07 03:18:17 User.Info acanosrv02 Jun 7 10:18:24 acanosrv02
h323_gateway: : rx H245 terminalCapabilitySet 10.48.36.247:15123->10.48.54.75:44466
gIAAGOUBQIAAGAAEgGABAIAAHYYJAAAGAA I BbwEBAIABAWWAAAABAATAAWAEAAUABgAHAAGACQAKAASADAMADWAQABEAEgMA
FgAXABQAFQAAGA==

2016-06-07 03:18:17 User.Info acanosrv02 Jun 7 10:18:24 acanosrv02
h323_gateway: : h3230nReceivedCapabilitySet bw 1999872 enc 0 (3)

2016-06-07 03:18:17 User.Info acanosrv02 Jun 7 10:18:24 acanosrv02
h323_gateway: : h3230nReceivedCapabilitySet not ready for olc (3)

2016-06-07 03:18:17 User.Info acanosrv02 Jun 7 10:18:24 acanosrv02
h323_gateway: : tx H245 terminalCapabilitySetAck 10.48.54.75:44466->10.48.36.247:15123 IYAB
2016-06-07 03:18:17 User.Info acanosrv02 Jun 7 10:18:24 acanosrv02
h323_gateway: : rx H245 terminalCapabilitySetAck 10.48.36.247:15123->10.48.54.75:44466 IYAB
2016-06-07 03:18:17 User.Info acanosrv02 Jun 7 10:18:24 acanosrv02
h323_gateway: : rx H245 masterSlaveDetermination 10.48.36.247:15123->10.48.54.75:44466
AQC+gANnFXQ==

2016-06-07 03:18:17 User.Info acanosrv02 Jun 7 10:18:24 acanosrv02
h323_gateway: : tx H245 masterSlaveDeterminationAck 10.48.54.75:44466->10.48.36.247:15123 IIA=
2016-06-07 03:18:17 User.Info acanosrv02 Jun 7 10:18:24 acanosrv02
h323_gateway: : rx H245 masterSlaveDeterminationAck 10.48.36.247:15123->10.48.54.75:44466 IKA=

10. Para terminar o dialogo do SIP, o proxy do SIP envia um ACK que contenha SDP ao
gateway:



2016-06-07 03:18:17 User.Info acanosrv03 Jun 7 10:18:22 acanosrv03
host:server: INFO : SIP trace: connection 98: incoming SIP TLS data from 10.48.54.75:45169,
size 1000:

2016-06-07 03:18:17 User.Info acanosrv03 Jun 7 10:18:22 acanosrv03
host:server: INFO : SIP trace: ACK sip:10.48.54.76;transport=tls SIP/2.0
2016-06-07 03:18:17 User.Info acanosrv03 Jun 7 10:18:22 acanosrv03

host:server: INFO : SIP trace: Via: SIP/2.0/TLS
10.48.54.75:45169;branch=z9hG4bKc85679d1b5d9¢c93d2¢c36d94209417163

2016-06-07 03:18:17 User.Info acanosrv03 Jun 7 10:18:22 acanosrv03
host:server: INFO : SIP trace: Call-ID: 364ac547-7bb3-4073-bb41-00£f4bcd018d6

2016-06-07 03:18:17 User.Info acanosrv03 Jun 7 10:18:22 acanosrv03
host:server: INFO : SIP trace: CSeqg: 1711591119 ACK

2016-06-07 03:18:17 User.Info acanosrv03 Jun 7 10:18:22 acanosrv03
host:server: INFO : SIP trace: To: <sip:joshua@cluster.alero.aca>;tag=dc34d0c04£392db6
2016-06-07 03:18:17 User.Info acanosrv03 Jun 7 10:18:22 acanosrv03

host:server: INFO : SIP trace: From: "Chambre 1"
<sip:joshua.ex90@10.48.54.75>;tag=7a70e72401001572

2016-06-07 03:18:17 User.Info acanosrv03 Jun 7 10:18:22 acanosrv03
host:server: INFO : SIP trace: Max-Forwards: 70

2016-06-07 03:18:17 User.Info acanosrv03 Jun 7 10:18:22 acanosrv03
host:server: INFO : SIP trace: User-Agent: Acano H.323 Gateway

2016-06-07 03:18:17 User.Info acanosrv03 Jun 7 10:18:22 acanosrv03
host:server: INFO : SIP trace: Content-Type: application/sdp

2016-06-07 03:18:17 User.Info acanosrv03 Jun 7 10:18:22 acanosrv03

host:server: INFO : SIP trace: Content-Length: 1388
11. OLC/OLCACcks sao enviados, entéo, entre o gateway e o gatekeeper, com o canal H.245
TCP estabelecido apés o mensagem de conexao:

2016-06-07 03:18:17 User.Info acanosrv02 Jun 7 10:18:24 acanosrv02
h323_gateway: : tx H245 OLC-101 10.48.54.75:44466->10.48.36.247:15123
AWAAZAYygJ4ALDQABAAOWNkvVS3QA=

2016-06-07 03:18:17 User.Info acanosrv02 Jun 7 10:18:24 acanosrv02
h323_gateway: : rx H245 OLC-1 10.48.36.247:15123->10.48.54.75:44466
AwWAAAA4YM3AABWAIGXUBAQBAAOACACIAAGBSAAEGAAMAGAAQADMAFWBUAIYHQQFzGgARAACWAWAAATAQhEABAAOKIYNC+WAO
AXAAQA==

2016-06-07 03:18:17 User.Info acanosrv02 Jun 7 10:18:24 acanosrv02
h323_gateway: : tx H245 OLCack-1 10.48.54.75:44466->10.48.36.247:15123
ISAAAAKAE1wAAAOWNkvVvS3AAKMDZL7NOBAQA=

2016-06-07 03:18:17 User.Info acanosrv02 Jun 7 10:18:24 acanosrv02
h323_gateway: : rx H245 OLCack-101 10.48.36.247:15123->10.48.54.75:44466
ISAAZAaAFFWAAAOKIYNC+AAKCVIWDQVKDAAEA

2016-06-07 03:18:17 User.Info acanosrv02 Jun 7 10:18:24 acanosrv02
h323_gateway: : tx H245 OLC-102 10.48.54.75:44466->10.48.36.247:15123

AWAAZQOAKWAABWAIGXEAAAFAW1AHAPFAAQIAOQAYANGAQUAPAGIAYABYANgAOhdwgBgNYAIAC]A2S+2z fAGALUAGACIFXAAAA
AMA=

2016-06-07 03:18:17 User.Info acanosrv02 Jun 7 10:18:24 acanosrv02
h323_gateway: : tx H245 OLC-103 10.48.54.75:44466->10.48.36.247:15123
AWAAZgOEOOABgClgAACACIFXAAABOMNOBWKRQAKIADKAMgDYAEIADWBiAMgACgDYANIXCAEgAAYACIFVAQIBABEBGBGNYAAA
CjA2S+zhCgALUAGACIFXAAAAAMQ=

12. Neste ponto, o Proxy do SIP (terceiro 0) envia midia para o gateway:

2016-06-07 03:18:17 User.Info acanosrv02 Jun 7 10:18:24 acanosrv02
h323_gateway: : media stream 7F50040213F0 party 0 stream 0 local udp 10.48.54.75 60642
2016-06-07 03:18:17 User.Info acanosrv02 Jun 7 10:18:24 acanosrv02
h323_gateway: : media stream 7F50040213F0 party 0 stream 1 local udp 10.48.54.75 60643
2016-06-07 03:18:17 User.Info acanosrv02 Jun 7 10:18:24 acanosrv02
h323_gateway: : media stream 7F5004021740 party 0 stream 0 local udp 10.48.54.75 60644
2016-06-07 03:18:17 User.Info acanosrv02 Jun 7 10:18:24 acanosrv02
h323_gateway: : media stream 7F5004021740 party 0 stream 1 local udp 10.48.54.75 60645
2016-06-07 03:18:17 User.Info acanosrv02 Jun 7 10:18:24 acanosrv02



h323_gateway: : media stream 7F5004021A90 party 0 stream 0 local udp 10.48.54.75 60646
2016-06-07 03:18:17 User.Info acanosrv02 Jun 7 10:18:24 acanosrv02
h323_gateway: : media stream 7F5004021A90 party 0 stream 1 local udp 10.48.54.75 60647

13. E midia do endpoint (terceiro 1) ao gateway:

2016-06-07 03:18:17 User.Info acanosrv02 Jun 7 10:18:24 acanosrv02
h323_gateway: : media stream 7F5004021A90 party 1 stream 0 local udp 10.48.54.75 60640
2016-06-07 03:18:17 User.Info acanosrv02 Jun 7 10:18:24 acanosrv02
h323_gateway: : media stream 7F50040213F0 party 1 stream 0 local udp 10.48.54.75 60636
2016-06-07 03:18:17 User.Info acanosrv02 Jun 7 10:18:24 acanosrv02
h323_gateway: : media stream 7F5004021740 party 1 stream 0 local udp 10.48.54.75 60638

14. E OLC/OLCACck entre o gateway e o proxy do SIP:

2016-06-07 03:18:17 User.Info acanosrv02 Jun 7 10:18:24 acanosrv02
h323_gateway: : h3230penChannel mt 1 (3)

2016-06-07 03:18:17 User.Info acanosrv02 Jun 7 10:18:24 acanosrv02
h323_gateway: : h3230penChannel mt 0 (3)

2016-06-07 03:18:17 User.Info acanosrv02 Jun 7 10:18:24 acanosrv02
h323_gateway: : sipOpenChannelAck mt 1 10.48.54.76 34936 (3)

2016-06-07 03:18:17 User.Info acanosrv02 Jun 7 10:18:24 acanosrv02
h323_gateway: : sipOpenChannelAck mt 0 10.48.54.76 34934 (3)

15. Finalmente, vocé vera que os fluxos de midia entre o gateway e o endpoint de H.323:

2016-06-07 03:18:17 User.Info acanosrv02 Jun 7 10:18:24 acanosrv02
h323_gateway: : media stream 7F50040213F0 party 1 dest 10.10.245.131 17144 pt 9 ept 9
2016-06-07 03:18:17 User.Info acanosrv02 Jun 7 10:18:24 acanosrv02
h323_gateway: : media stream 7F5004021740 party 1 dest 10.10.245.131 17146 pt 96 ept 97

Tipo de payload (PT).

16. E do gateway para o proxy de SIP:

2016-06-07 03:18:17 User.Info acanosrv02 Jun 7 10:18:24 acanosrv02
h323_gateway: : media stream 7F5004021740 party 0 dest 10.48.54.76 34936 pt 97 ept 255
2016-06-07 03:18:17 User.Info acanosrv02 Jun 7 10:18:24 acanosrv02
h323_gateway: : media stream 7F50040213F0 party 0 dest 10.48.54.76 34934 pt 107 ept 255
2016-06-07 03:18:17 User.Info acanosrv02 Jun 7 10:18:24 acanosrv02
h323_gateway: : media stream 7F50040213F0 party 0 dest 10.48.54.76 34934 pt 107 ept 255
Verificar

Use esta sec¢ao para confirmar se a sua configuragao funciona corretamente.

Verifique a configuragao na CLI com este comando:

h323_gateway
As saidas de exemplo deste comando sé&o:

a. Implantagéo do servidor combinada unica:



b. Implantacédo escalavel e resiliente:

Troubleshoot

Esta secéao fornece informagdes uteis para a solugao de problemas de configuragéo e possiveis
falhas de chamada.

1. Os registros para o trecho de chamada do SIP podem ser recolhidos no CB usado para o proxy
do SIP:

a. Conecte-se ao Administrador da Web (interface da Web)
b. Acessar Registros > Rastreamento detalhado

c. Habilite o rastreamento de trafego do SIP para a duragéo desejada:

Detailed tracing
SEP gralfe traceng
SI trafes tracng siatus Dbl

Enebis for 1 minute Erable for LD minutes Ercybie: for 30 mimifes Encabie for 24 haours Db

d. Quando a chamada tiver sido reproduzida, recolha os registros ao acessar Registros >
Registros de eventos e faga download como texto

2. Como no momento ndo haja nenhuma possibilidade de mudar os niveis de registro e a colegao
de registros relativos ao H.323 na interface da Web ,como com o SIP, isso, e a coleta de registros
s6 pode ser tomada através do CLI.

Para obter registros relacionados ao H.323 para solucionar problemas de uma chamada com
falha, siga estas etapas:

a. Aplique o SSH ao CB usado como o servidor de gateway de H.323

b. Altere o nivel de registro relacionado ao H.323 com o comando h323_ gateway trace_ level
<level>

0 - rastreamento desativado

1 - rastreamento ativado

2 - inclui depuragdo de memdria a cada dois minutos
3 - adiciona a descarga dos pacotes de H.225/H.245

Note: Os rastreamentos de H.323 nao sao desabilitados automaticamente, como com o SIP,
porque ndao ha nenhum temporizador aqui, assim, vocé precisara definir de volta para 0 para
desativar esses rastreamentos apds a coleta de registros.




c. Execute o acompanhamento do syslog para exibir os logs atuais
d. Para interromper o registro, pressione ctrl+C

e. Copie o resultado para o Bloco de notas++ para analise
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