IPsec tussen twee Cisco VPN 3000-connectors
met overlappende particuliere netwerken
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Inleiding

Dit document beschrijft hoe u de Cisco VPN 3000 Concentrator in een site-to-site IPSec VPN kunt
configureren met overlappende netwerkadressen achter de VPN-gateways. De uitgebreide NAT-
optie (Network Address Translation) die in VPN 3000 Concentrator versie 3.6 is geintroduceerd,
werd in dit voorbeeld gebruikt om de overlappende netwerken aan elke kant van de IPSec VPN-
tunnel te vertalen om de adressen in het niet-overlappende bereik te wijzigen.

Voorwaarden

Vereisten
Zorg er voordat u deze configuratie probeert voor dat u aan deze vereisten voldoet:

. Kennis van Cisco VPN 3000 Concentrator
. Kennis van IPSec VPN

Gebruikte componenten

De informatie in dit document is gebaseerd op de volgende software- en hardware-versies:



- Cisco VPN 3000 Concentrator versie 3.6 of hoger

De informatie in dit document is gebaseerd op de apparaten in een specifieke
laboratoriumomgeving. Alle apparaten die in dit document worden beschreven, hadden een
opgeschoonde (standaard)configuratie. Als uw netwerk live is, moet u de potentiéle impact van
elke opdracht begrijpen.

Netwerkdiagram

Het netwerk in dit document is als volgt opgebouwd:

14.38.80.x 14.38.100.x
14.38.100.100 172.18.124.132 o 172.18,124.131 14.38.100.3
- <o - P
Private LAN % % rivata LAN
Cisco VPN 3000 Cisco VPN 3000
Concenirator Conceniraior
1438, 100.x 14,38 200 x

Zowel privé LAN 1 als privé LAN 2 hebben een IP SUBNET van 14.38.100.0/24. Dit simuleert de
overlappende adresruimte achter elke kant van de IPSec-tunnel.

In dit voorbeeld voert de VPN 3000 Concentrator een bidirectionele NAT-vertaling uit zodat de
twee particuliere LAN’s kunnen communiceren via de IPSec-tunnel. De vertaling betekent dat
privé LAN 1 "ziet" privé LAN 2 als 14.38.200.0/24 door de IPSec-tunnel en privé LAN 2 "ziet"
Private LAN 1 als 14.38.80.0/24 door de IPSec-tunnel.

Conventies

Raadpleeg Cisco Technical Tips Conventions (Conventies voor technische tips van Cisco) voor
meer informatie over documentconventies.

VPN-Concentrator A configureren

Gebruik de volgende procedure om de VPN 3000 Concentrator A te configureren.

1. Configureer de LAN-to-LAN sessievoorstellen en -parameters voor LAN-to-LAN op VPN-
Concentrator A onder Configuration > System > Tunneling-protocollen > IPSec > LAN-to-
LAN > Wijzigen.Typ onder de sectie Local Network 14.38.80.0/24 in het veld IP-adres.Typ
onder het gedeelte Remote Network 14.38.200.0/24 in het veld IP-adres.Klik op Toepassen
wanneer u klaar
bent.


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

Modify an [PSec LAN-to-LAN comection

Samme VPN TURNSEL Enter the same for this LAN 0 LAN comection
[t e | thermet 2 (Pubie ) (172 B2} =] Select the mserface for this LAN-10-LAN connection.
Fﬂm Enter the IF address of ihe remote peer lor fhis LANS0-LAN comeoiion
Digitad Certificate |Hors (Lo Presharsd Keys) =) Select the digitall certificate ro wee
: Certificate © t;:r;:"f::;';::lz Choaise bow 1o send the digital conificats 15 the TKE peer.
Preshared Koy figwpn Ender the presbared key for this LAN-15-1AN connection.
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IKE Proposal [KE3DES MDS =) Select ibe IE Proposal to use for this LASN-te-LAN commeciion.
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¥ ou must aleo emabde [PSec over NAT-T mder NAT Trosparency.
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Wikdcard Munk 028 poaEitions b ignore, 0 in bil positions to mach, For exsmple, 10,1001.0/00000255 = all 10.10,1.500

mbbrisrs
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2. Maak de statische NAT voor privé LAN 2 dat voor privé LAN 1 is bestemd door naar
Configuration > Policy Management > Traffic Management > NAT > LAN-to-LAN regels >
Wijzigen.Typ in de IP-adresrij 14.38.100.0/24 in het veld Bron-netwerk, 14.38.80.0/24 in het
veld Vertaald netwerk, 14.38.200.0/24 in het veld Afstandsnetwerk en klik op
Toepassen.
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3. Selecteer Configuration > Policy Management > Traffic Management > NAT > Schakel deze
optie in om NAT-regels voor LAN-to-LAN-tunnels in te schakelen. Klik op Apply
(Toepassen).



Thiz section lets vou enable svstem-wide NAT rules.

Interface NAT Bules Enabled © Check to enabhle MAT rules on interfaces.
LAN-te-LAN Tunnel NAT Rule Enabled ¥ Check to enable WAT rules on LAN-to-LAN tunnels.

Apply Cancel

Cisco VPN 3000 Concentrator B configureren

Gebruik de volgende procedure om Cisco VPN 3000 Concentrator B te configureren.

1. Configuratie van de LAN-to-LAN sessievoorstellen en parameters voor LAN-to-LAN op VPN
Concentrator B door Configuration > System > Tunneling Protocols > IPSec > LAN-to-LAN >
Wijzigen.Typ onder de sectie Local Network 14.38.200.0/24 in het veld IP-adres.Typ onder
het gedeelte Remote Network 14.38.80.0/24 in het veld IP-adres.Klik op Toepassen wanneer
u klaar
bent.
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2. Maak de statische NAT voor privé LAN 1 dat voor privé LAN 2 is bestemd door Configuration
> Policy Management > Traffic Management > NAT > LAN-to-LAN regels > Wijzigen.Typ in
de IP-adresrij 14.38.100.0/24 in het veld Bron-netwerk, 14.38.200.0/24 in het veld Vertaald
netwerk, 14.38.80.0/24 in het veld Afstandsnetwerk en klik op
Toepassen.




Modly o LAN-pe=LAN MAT mele

T Smdic Siutic- maps e [P addresses fo troans lated [P addresees on n one-to-one basie. Stabhc mappings apply fo both ibound and
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Saree Merwark Transkued Merwark Remare Metwark
IF Address [14.38.1000 : [azszoon T
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3. Selecteer Configuration > Policy Management > Traffic Management > NAT > Schakel deze
optie in om NAT-regels voor LAN-to-LAN-tunnels in te schakelen. Klik op Apply
(Toepassen).

Thiz section letz vou enable svstem-wide NAT rules.

Interface NAT Rules Enabled T Check to enable WAT rules on interfaces.
LAN-to-LAN Tunnel NAT Rule Enabled ¥ Check to ennble WAT rules on LAN-to-LAN tunnels.

Apply Cancel

Verifiéren

Controleer VPN 3000 Concentrator A-configuratie

Deze sectie verschaft informatie die u kunt gebruiken om te bevestigen dat uw configuratie correct
werkt.

Bepaalde opdrachten met show worden ondersteund door de tool Output Interpreter (alleen voor
geregistreerde klanten). Hiermee kunt u een analyse van de output van opdrachten met show
genereren.

- Om de tunnel te openen, kunt u een ping van een privé LAN 2 apparaat (14.38.200.10) naar
een |P-adres op privé LAN 1 (14.38.80.200)
verzenden.


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

Ble Edt Wew Cal Transfer Help

D|&| 58] 0|5 =
PrivatelLANZH -]
Privatel AN2#
Privatel AN2H
Privatel AN2#
Privatel AN2H
PrivatelAN2#
Privatel AN2H
PrivatelLAN2#
Privatel AN24H
PrivatelLANZ2#
Privatel ANMping 14,38, 80.200

Iype escape sequence to abor

§$T?}nq 9, 100-byte ICHP EEhDE to 14.38.80.200, timeout is 2 seconds:

Success rate 1s 100 percent (5/9), round-trip min/avg/max = &/5/8 ms

Privatel AN2H

Privatel AN2H

Privatel AN2H

Privatel AN2H

Privatel AN2H

Privatel ANZH

Privatel AN2H

Privatel AN24_ :I
e

[Conrectad 020024 Auto detect  TCR/P

- Bevestig dat de zittingen Internet Key Exchange (IKE) en IPSec van privaat LAN 1 en privé
LAN 2 met NAT tonen door Administratie > Bewerkingen > Detalil te

selecteren.
L vnifle
Pack ia Sessions
it £ o1 M aine IF Addiwas Prastidal Enciypiisn Lagin Tmae Thiag-al o Byiea Tx Bytes Hx
VI TUNNEL 1T IR 124,131 PSec LAN-fo-1AN IES-168 Aang 06 153-20:24 25840 1456 (R =10}
IRE Sesulons: |
IFher Sevvdon; |
IKE Session
Sewslon 11D 1 Encrypilon Alperitban SDES-168
lusking ‘lgeeithm W1 Do Helmun CGrosp Croap 2 {1004 i)
Amibentication Made Pre-Shared Keys [LE Megotlstisn Mode Mun
Bekey Thue Inferyval 26000 sreonds
IFSec Sesshon
Sesslon [ 2 Remoie Address 14 78 2000000255
Lacal Addrees 14 38 800000, 152 Encrypiisn Algarithon A0ES-168
Iushing Adgsedihm VI? SEP |
Encapsslation Made Tmnel Rekey T Interval 23800 orconds
Bytes Recelved 1040 Bytes Transusliied 1436

Controleer de VPN 3000 Concentrator B-configuratie

Deze sectie verschaft informatie die u kunt gebruiken om te bevestigen dat uw configuratie correct
werkt. Raadpleeg voor informatie over het instellen en opnieuw bekijken van logbestanden
wanneer u problemen hebt met de verbinding met VPN 3000 Concentrator, de
verbindingsproblemen met probleemoplossing in de VPN 3000 Concentrator.

Bepaalde opdrachten met show worden ondersteund door de tool Output Interpreter (alleen voor
geregistreerde klanten). Hiermee kunt u een analyse van de output van opdrachten met show
genereren.



//www.cisco.com/warp/customer/471/vpn3k-conn.html
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Bevestig dat de IKE- en IPSec-sessies het privé LAN 2 en privé LAN 1 met NAT tonen door
Administratie > sessies > Detail te selecteren.

LRk 10 SEFslH

o Lo N e

RTF MAT TUNNE] 173 08.0134.133

IKE Seuninam: 1
[FSes Soesnboms: |

Seisdan IIF |
Haiskdng Algoribes 01
Awibvewilemiion Wade Pre-Shared Feys
Rekey Thne Interval 6100 seoonds

Sexion 1D 2
Lastal Addresy 1438 200.0:00.0.0.253
Hushking Algorithes %04
Fiigapamlation Yads T ot |
Bytes Receiod 1456

I Address Pradscal
IPSee AN -So-LAN

F- i
Emcrypllon Lagin 1isne Dyl B Byies Ix Eyies Hx
I IHES-1 68 Aiag 0F 1F:17:22 231915 1EA 1456

IKE Session

Eneryprion Algsrithm FDES- 168

IMMe- Helmss Greap Srosp 2 (1024-kit)

IKE Segoarion Mede Man
[PSec Sessbon

Remate Sddres (14 28 80,000 000 23%
Encrypilon Algesiihm J1HS-168
SEF (1
Rikiey Thiiie lndeqval 500 secands
Bytes Trasumitted 1000

Problemen oplossen

Probleemoplossing voor de VPN 3000 Concentrator A-configuratie

Schakel in de VPN Concentrator de logbestanden in, selecteer Configuration > System > Events >
Classes > Wijzigen. De volgende opties zijn beschikbaar:

- IKE
- IKEDBG
- IKEDECODE
- IPSEC
- IPSECDBG
- IPSECDECODE
- Ernst naar logboek = 1-13
- Ernst naar console = 1-3
U kunt het logbestand van de gebeurtenis herstellen door Monitoring > Event Log te selecteren.

Raadpleeg voor aanvullende informatie bij het instellen en bekijken van logbestanden wanneer u
problemen met de verbinding met VPN 3000 Concentrator wilt oplossen_bij verbindingsproblemen
met VPN 3000 Concentrator.

1 08/09/2002 13:14:22.690 SEV=8 | KEDBG 0 RPT=52040 172.18.124.132
RECEI VED Message (nsgi d=0) with payl oads :

HDR + SA (1) + VENDOR (13) + NONE (0) ... total length : 108

3 08/09/2002 13:14:22.690 SEV=9 | KEDBG 0 RPT=52041 172.18.124.132
processi ng SA payl oad

4 08/09/2002 13:14:22.690 SEV=8 | KEDBG 0 RPT=52042
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Proposal # 1, Transform# 1, Type | SAKMP, Id | KE
Parsi ng received transform
Phase 1 failure against global |KE proposal # 1:
M smat ched attr types for class Auth Method:
Rcv' d: Preshared Key
Cfg'd: XAUTH with Preshared Key (lnitiator authenticated)

10 08/ 09/ 2002 13:14:22.690 SEV=7 | KEDBG 0 RPT=52043 172.18.124.132
Cakl ey proposal is acceptable

11 08/09/2002 13:14:22.690 SEV=9 | KEDBG 47 RPT=28 172.18.124.132
processi ng VID payl oad

12 08/ 09/ 2002 13:14:22.690 SEV=9 | KEDBG 49 RPT=24 172.18.124.132
Recei ved Fragnmentation VID

13 08/ 09/ 2002 13: 14:22.690 SEV=5 | KEDBG 64 RPT=6 172.18.124.132
| KE Peer included |IKE fragnmentation capability flags:

Mai n Mode: True

Aggr essi ve Mbde: True

15 08/ 09/ 2002 13:14:22.690 SEV=9 | KEDBG 0 RPT=52044 172.18.124.132
processi ng | KE SA

16 08/09/2002 13:14:22.690 SEV=8 | KEDBG 0 RPT=52045
Proposal # 1, Transform# 1, Type | SAKMP, |Id | KE
Parsi ng received transform
Phase 1 failure against global |KE proposal # 1:
M smat ched attr types for class Auth Method:
Rcv' d: Preshared Key
Cfg'd: XAUTH with Preshared Key (lnitiator authenticated)

22 08/09/2002 13:14:22.690 SEV=7 | KEDBG 28 RPT=5 172.18.124.132
I KE SA Proposal # 1, Transform# 1 acceptable
Mat ches gl obal I KE entry # 2

23 08/09/2002 13:14:22.690 SEV=9 | KEDBG 0 RPT=52046 172.18.124.132
constructing | SA_SA for isakmp

24 08/09/2002 13:14:22.690 SEV=9 | KEDBG 46 RPT=26 172.18.124.132
constructing Fragnmentation VID + extended capabilities payl oad

25 08/09/2002 13:14:22.690 SEV=8 | KEDBG 0 RPT=52047 172.18.124.132
SENDI NG Message (nsgi d=0) with payl oads :
HDR + SA (1) + VENDOR (13) ... total length : 108

27 08/09/2002 13:14:22.700 SEV=8 | KEDBG 0 RPT=52048 172.18.124.132

RECEI VED Message (nsgi d=0) with payl oads :

HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR (13
) + NONE (0) ... total length : 256

30 08/09/2002 13:14:22.700 SEV=8 | KEDBG 0 RPT=52049 172.18.124.132
RECEI VED Message (nsgi d=0) with payl oads :



HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR (13
) + NONE (0) ... total length : 256

33 08/09/2002 13:14:22.700 SEV=9 | KEDBG 0 RPT=52050 172.18.124.132
processi ng ke payl oad

34 08/09/2002 13:14:22.700 SEV=9 | KEDBG 0 RPT=52051 172.18.124.132
processing | SA KE

35 08/09/2002 13:14:22.700 SEV=9 | KEDBG 1 RPT=83 172.18.124.132
processi ng nonce payl oad

36 08/09/2002 13:14:22.700 SEV=9 | KEDBG 47 RPT=29 172.18.124.132
processi ng VID payl oad

37 08/09/2002 13:14:22.700 SEV=9 | KEDBG 49 RPT=25 172.18.124.132
Received Cisco Unity client VID

38 08/09/2002 13:14:22.700 SEV=9 | KEDBG 47 RPT=30 172.18.124.132
processi ng VID payl oad

39 08/09/2002 13:14:22.700 SEV=9 | KEDBG 49 RPT=26 172.18.124.132
Recei ved xauth V6 VID

40 08/09/2002 13:14:22.700 SEV=9 | KEDBG 47 RPT=31 172.18.124.132
processi ng VID payl oad

41 08/09/2002 13:14:22.700 SEV=9 | KEDBG 38 RPT=9 172.18.124.132
Processi ng VPN 3000 spoofing | OS Vendor |ID payload (version: 1.0.0, capabilities
20000001)

43 08/09/2002 13:14:22.700 SEV=9 | KEDBG 47 RPT=32 172.18.124.132
processi ng VID payl oad

44 08/09/2002 13:14:22.700 SEV=9 | KEDBG 49 RPT=27 172.18.124.132
Received Altiga GNWNVID

45 08/09/2002 13:14:22.730 SEV=9 | KEDBG 0 RPT=52052 172.18.124.132
constructing ke payl oad

46 08/09/2002 13:14:22.730 SEV=9 | KEDBG 1 RPT=84 172.18.124.132
constructing nonce payl oad

47 08/09/2002 13:14:22.730 SEV=9 | KEDBG 46 RPT=27 172.18.124.132
constructing C sco Unity VID payl oad

48 08/09/2002 13:14:22.730 SEV=9 | KEDBG 46 RPT=28 172.18.124.132
constructing xauth V6 VID payl oad

49 08/09/2002 13:14:22.730 SEV=9 | KEDBG 48 RPT=10 172.18.124.132
Send 10S VID

50 08/09/2002 13:14:22.730 SEV=9 | KEDBG 38 RPT=10 172.18.124.132
Constructing VPN 3000 spoofing |I0S Vendor |ID payload (version: 1.0.0, capabiliti
es: 20000001)

52 08/09/2002 13:14:22.730 SEV=9 | KEDBG 46 RPT=29 172.18.124.132
constructing VID payl oad

53 08/09/2002 13:14:22.730 SEV=9 | KEDBG 48 RPT=11 172.18.124.132
Send Altiga GNVID

54 08/09/2002 13:14:22.730 SEV=9 | KEDBG 0 RPT=52053 172.18.124. 132
Generating keys for Responder...



55 08/09/2002 13:14:22.730 SEV=8 | KEDBG 0 RPT=52054 172.18.124.132
SENDI NG Message (nsgi d=0) with payl oads :
HDR + KE (4) + NONCE (10) ... total length : 256

57 08/09/2002 13:14:22.770 SEV=8 | KEDBG 0 RPT=52055 172.18.124. 132
RECEI VED Message (nsgi d=0) with payl oads :

HDR + I D (5) + HASH (8) + |1 0OS KEEPALI VE (14) + VENDOR (13) + NONE (0)
length : 92

60 08/09/2002 13:14:22.770 SEV=9 | KEDBG 1 RPT=85 172.18.124.132
Goup [172.18.124.132]
Processing 1D

61 08/09/2002 13:14:22.770 SEV=9 | KEDBG 0 RPT=52056 172.18.124.132
Goup [172.18.124.132]
processi ng hash

62 08/09/2002 13:14:22.770 SEV=9 | KEDBG 0 RPT=52057 172.18.124.132
Goup [172.18.124.132]
conputing hash

63 08/09/2002 13:14:22.770 SEV=9 | KEDBG 34 RPT=9 172.18.124.132
Processing |1 OS keep alive payl oad: proposal =32767/ 32767 sec.

64 08/09/2002 13:14:22.770 SEV=9 | KEDBG 47 RPT=33 172.18.124.132
Goup [172.18.124.132]
processi ng VID payl oad

65 08/ 09/ 2002 13:14:22.770 SEV=9 | KEDBG 49 RPT=28 172.18.124.132
Group [172.18.124.132]
Recei ved DPD VI D

66 08/09/2002 13:14:22.770 SEV=9 | KEDBG 23 RPT=6 172.18.124.132
Goup [172.18.124.132]
Starting group | ookup for peer 172.18.124.132

67 08/09/2002 13:14:22.770 SEV=8 AUTHDBG 1 RPT=7
AUTH Open() returns 9

68 08/09/2002 13:14:22.770 SEV=7 AUTH 12 RPT=7
Aut henti cati on session opened: handle = 9

69 08/09/2002 13:14:22.770 SEV=8 AUTHDBG 3 RPT=9
AUTH Put Attr Tabl e(9, 8c6274)

70 08/09/2002 13:14:22.770 SEV=8 AUTHDBG 6 RPT=6
AUTH_GroupAut henti cate(9, 2f1c798, 599818)

71 08/09/2002 13:14:22.770 SEV=8 AUTHDBG 59 RPT=9
AUTH_Bi ndSer ver (511c62c, 0, 0)

72 08/ 09/ 2002 13:14:22.770 SEV=9 AUTHDBG 69 RPT=9
Aut h Server dbl1704 has been bound to ACB 511c62c, sessions = 1

73 08/09/2002 13:14:22.770 SEV=8 AUTHDBG 65 RPT=9
AUTH_Creat eTi mer (511c62c, 0, 0)

74 08/09/2002 13:14:22.770 SEV=9 AUTHDBG 72 RPT=9
Reply timer created: handle = 66001B

75 08/09/2002 13:14:22.770 SEV=8 AUTHDBG 179 RPT=9
AUTH_SyncToServer (511c62c, 0, 0)

t ot al



76 08/09/2002 13:14:22.770 SEV=8 AUTHDBG 180 RPT=9
AUTH_SendLockReq(511c62c, 0, 0)

77 08/ 09/ 2002 13:14:22.770 SEV=8 AUTHDBG 61 RPT=9
AUTH_ Bui | dMsg(511c62c, 0, 0)

78 08/09/2002 13:14:22.770 SEV=8 AUTHDBG 64 RPT=9
AUTH_Start Ti mer (511c62c, 0, 0)

79 08/09/2002 13:14:22.770 SEV=9 AUTHDBG 73 RPT=9
Reply timer started: handle = 66001B, timestanp = 17178934, timeout = 30000

80 08/09/2002 13:14:22.770 SEV=8 AUTHDBG 62 RPT=9
AUTH_SndRequest (511c62c, 0, 0)

81 08/09/2002 13:14:22.770 SEV=8 AUTHDBG 50 RPT=17
| nt DB_Decode(37f 1908, 149)

82 08/ 09/ 2002 13:14:22.770 SEV=8 AUTHDBG 47 RPT=17
| nt DB_Xnt (511c62c)

83 08/09/2002 13:14:22.770 SEV=9 AUTHDBG 71 RPT=9
xmt_cnt =1

84 08/ 09/ 2002 13:14:22.770 SEV=8 AUTHDBG 47 RPT=18
| nt DB_Xnt (511c62c)

85 08/09/2002 13:14:22.870 SEV=8 AUTHDBG 49 RPT=9
I nt DB_Mat ch(511c62c, 5119cc4)

86 08/09/2002 13:14:22.870 SEV=8 AUTHDBG 63 RPT=9
AUTH_RcvRepl y(511c62c, 0, 0)

87 08/09/2002 13:14:22.870 SEV=8 AUTHDBG 50 RPT=18
I nt DB_Decode(5119cc4, 835)

88 08/09/2002 13:14:22.870 SEV=8 AUTHDBG 48 RPT=9
Int DB_Rcv(511c62c)

89 08/09/2002 13:14:22.870 SEV=8 AUTHDBG 66 RPT=9
AUTH_Del et eTi mer (511c62c, 0, 0)

90 08/09/2002 13:14:22.870 SEV=9 AUTHDBG 74 RPT=9
Reply timer stopped: handle = 66001B, timestanp = 17178944

91 08/09/2002 13:14:22.870 SEV=8 AUTHDBG 58 RPT=9
AUTH_Cal | back(511c62c, 0, 0)

92 08/09/2002 13:14:22.870 SEV=6 AUTH/41 RPT=8 172.18.124.132
Authentication successful: handle = 9, server = Internal, group = 172.18.124.132

93 08/09/2002 13:14:22.870 SEV=7 IKEDBG/0 RPT=52058 172.18.124.132
Group [172.18.124.132]
Found Phase 1 Group (172.18.124.132)

94 08/ 09/ 2002 13: 14: 22. 870 SEV=8 AUTHDBG 4 RPT=8
AUTH Get Attr Tabl e(9, 8c6520)

95 08/09/2002 13:14:22.870 SEV=7 | KEDBG 14 RPT=7 172.18.124.132
Goup [172.18.124.132]
Aut henti cation configured for Internal

96 08/09/2002 13:14:22.870 SEV=8 AUTHDBG 2 RPT=7
AUTH_Cl ose(9)



97 08/09/2002 13:14:22.870 SEV=9 | KEDBG 1 RPT=86 172.18.124.132
Goup [172.18.124.132]
constructing 1D

98 08/09/2002 13:14:22.870 SEV=9 | KEDBG 0 RPT=52059
Goup [172.18.124.132]
construct hash payl oad

99 08/09/2002 13:14:22.870 SEV=9 | KEDBG 0 RPT=52060 172.18.124.132
Goup [172.18.124.132]
conputing hash

100 08/09/2002 13:14:22.870 SEV=9 | KEDBGE 34 RPT=10 172.18.124.132
Constructing | 0CS keep alive payl oad: proposal =32767/ 32767 sec.

101 08/09/2002 13:14:22.870 SEV=9 | KEDBGE 46 RPT=30 172.18.124.132
Goup [172.18.124.132]
constructing dpd vid payl oad

102 08/09/2002 13:14:22.870 SEV=8 | KEDBG 0 RPT=52061 172.18. 124. 132
SENDI NG Message (nsgi d=0) with payl oads :
HDR + ID (5) + HASH (8) ... total length : 92

104 08/09/2002 13:14:22.870 SEV=4 IKE/119 RPT=8 172.18.124.132
Group [172.18.124.132]
PHASE 1 COMPLETED

105 08/ 09/ 2002 13:14:22.870 SEV=6 | KE/ 121 RPT=6 172.18.124.132
Keep-alive type for this connection: DPD

106 08/09/2002 13:14:22.870 SEV=7 | KEDBG 0 RPT=52062 172.18. 124. 132
Goup [172.18.124.132]
Starting phase 1 rekey timer: 73440000 (ms)

107 08/09/ 2002 13:14:22.870 SEV=4 AUTH 22 RPT=38
User 172.18.124.132 connected

108 08/ 09/ 2002 13:14:22.870 SEV=8 AUTHDBG 60 RPT=9
AUTH_Unbi ndServer (511c62c, 0, 0)

109 08/09/ 2002 13:14:22.870 SEV=9 AUTHDBGE 70 RPT=9
Aut h Server dbl1704 has been unbound from ACB 511c62c, sessions = 0

110 08/09/2002 13:14:22.870 SEV=8 AUTHDBG 10 RPT=7
AUTH_| nt _FreeAut hCB(511c62c)

111 08/09/ 2002 13:14:22.870 SEV=7 AUTH 13 RPT=7
Aut henti cati on session closed: handle = 9

112 08/09/2002 13:14:22.970 SEV=8 | KEDBG 0 RPT=52063 172. 18. 124. 132

RECEI VED Message (nsgi d=56fdca09) with payl oads :

HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NOTIFY (11) + NONE (0)
total length : 180

115 08/ 09/ 2002 13:14:22.970 SEV=9 | KEDBG 0 RPT=52064 172.18.124.132
Goup [172.18.124.132]
processi ng hash

116 08/09/2002 13:14:22.970 SEV=9 | KEDBG 0 RPT=52065 172.18. 124. 132
Goup [172.18.124.132]
processi ng SA payl oad

117 08/09/2002 13:14:22.970 SEV=9 | KEDBG 1 RPT=87 172.18.124.132



Goup [172.18.124.132]
processi ng nonce payl oad

118 08/ 09/ 2002 13:14:22.970 SEV=9 | KEDBG 1 RPT=88 172.18.124. 132
Goup [172.18.124.132]
Processing ID

119 08/09/2002 13:14:22.970 SEV=5 IKE/35 RPT=4 172.18.124.132
Group [172.18.124.132]

Received remote IP Proxy Subnet data in ID Payload:

Address 14.38.80.0, Mask 255.255.255.0, Protocol 0, Port 0

122 08/09/2002 13:14:22.970 SEV=9 | KEDBG 1 RPT=89 172.18.124.132
Goup [172.18.124.132]
Processing 1D

123 08/09/2002 13:14:22.970 SEV=5 IKE/34 RPT=6 172.18.124.132
Group [172.18.124.132]

Received local IP Proxy Subnet data in ID Payload:

Address 14.38.200.0, Mask 255.255.255.0, Protocol 0, Port O

126 08/09/2002 13:14:22.970 SEV=9 | KEDBG 0 RPT=52066 172.18.124. 132
Goup [172.18.124.132]
Processing Notify payl oad

127 08/09/ 2002 13:14:22.970 SEV=8 | KEDBG 0 RPT=52067
QM | sRekeyed ol d sa not found by addr

128 08/ 09/ 2002 13:14:22.970 SEV=5 | KE/ 66 RPT=8 172.18.124. 132
Goup [172.18.124.132]
| KE Renpte Peer configured for SA: L2L: RTP NAT TUNNEL

129 08/ 09/ 2002 13:14:22.970 SEV=9 | KEDBG 0 RPT=52068 172.18. 124. 132
Goup [172.18.124.132]
processi ng | PSEC SA

130 08/09/2002 13:14:22.970 SEV=7 | KEDBG 27 RPT=6 172.18.124.132
Goup [172.18.124.132]
| PSec SA Proposal # 1, Transform# 1 acceptable

131 08/09/2002 13:14:22.970 SEV=7 | KEDBG 0 RPT=52069 172.18.124. 132
Goup [172.18.124.132]
I KE: requesting SPI!

132 08/ 09/ 2002 13:14:22.970 SEV=6 | KE/ 0 RPT=5
Recei ved unexpected event EV_ACTI VATE_NEW SA in state MM ACTI VE

133 08/09/2002 13:14:22.970 SEV=9 | PSECDBG 6 RPT=41

| PSEC key nessage parse - nmsgtype 6, len 208, vers 1, pid 00000000, seq 12, err
0, type 2, node 0, state 32, |abel 0, pad 0, spi 00000000, encrKeyLen 0, hashKey
Len 0, ivlen O, alg O, hnmacAlg O, lifetype 0, lifetimel 21, lifetime2 0, dsld 30
0

137 08/ 09/ 2002 13:14:22.970 SEV=9 | PSECDBG 1 RPT=155
Processi ng KEY_GETSPI nsg!

138 08/ 09/2002 13:14:22.970 SEV=7 | PSECDBGE 13 RPT=9
Reserved SPI 840508266

139 08/09/2002 13:14:22.970 SEV=8 | KEDBG 6 RPT=9
I KE got SPI from key engine: SPI = 0x3219236a

140 08/ 09/ 2002 13:14:22.970 SEV=9 | KEDBG 0 RPT=52070 172.18.124.132
G oup [172.18.124.132]



oakl ey constucting qui ck node

141 08/09/2002 13:14:22.970 SEV=9
Goup [172.18.124.132]
constructing bl ank hash

142 08/ 09/ 2002 13:14:22.970 SEV=9
Goup [172.18.124.132]
constructing | SA SA for ipsec

143 08/ 09/ 2002 13:14:22.970 SEV=9
Goup [172.18.124.132]
constructing i psec nonce payl oad

144 08/ 09/ 2002 13:14:22.970 SEV=9
Goup [172.18.124.132]
constructing proxy ID

145 08/09/2002 13:14:22.970 SEV=7
Group [172.18.124.132]
Transmitting Proxy Id:

| KEDBG 0 RPT=52071 172.18.124.132

| KEDBG 0 RPT=52072 172.18.124.132

| KEDBG 1 RPT=90 172.18.124.132

| KEDBG 1 RPT=91 172.18.124.132

IKEDBG/0 RPT=52073 172.18.124.132

Remote subnet: 14.38.80.0 Mask 255.255.255.0 Protocol 0 Port 0

Local subnet: 14.38.200.0 mask 255.255.255.0 Protocol 0 Port 0
149 08/09/2002 13:14:22.970 SEV=9 | KEDBG 0 RPT=52074 172.18.124.132
Goup [172.18.124.132]
constructing gm hash
150 08/09/2002 13:14:22.970 SEV=8 | KEDBG 0 RPT=52075 172.18.124.132
SENDI NG Message (nsgi d=56fdca09) with payl oads :
HDR + HASH (8) + SA (1) total length : 152
152 08/09/2002 13:14:22.980 SEV=8 | KEDBG 0 RPT=52076 172.18.124.132
RECEI VED Message (nsgi d=56fdca09) w th payl oads :
HDR + HASH (8) + NONE (0) total length : 48
154 08/09/2002 13:14:22.980 SEV=9 | KEDBG 0 RPT=52077 172.18.124.132
Goup [172.18.124.132]
processi ng hash
155 08/09/2002 13:14:22.980 SEV=9 | KEDBG 0 RPT=52078 172.18.124.132
Goup [172.18.124.132]
| oading all |PSEC SAs
156 08/09/2002 13:14:22.980 SEV=9 | KEDBG 1 RPT=92 172.18.124.132
Goup [172.18.124.132]
Generating Quick Mde Key!
157 08/09/2002 13:14:22.980 SEV=9 | KEDBG 1 RPT=93 172.18.124.132
Goup [172.18.124.132]
Generating Quick Mbde Key!
158 08/09/2002 13:14:22.980 SEV=7 | KEDBG 0 RPT=52079 172.18.124.132

Goup [172.18.124.132]
Loadi ng subnet:
Dst :
Src:

161 08/09/2002 13:14:22.980 SEV=4
Goup [172.18.124.132]

Security negotiation conplete for
Responder, | nbound SPI

164 08/09/2002 13:14:22.980 SEV=9

14.38.200.0 nmsk: 255.255.
14.38.80.0 nask: 255.255.255.0

= 0x3219236a, Qutbound SPI

255.0

| KE/ 49 RPT=12 172.18.124.132

LAN-t o- LAN Group (172.18.124.132)
= 0x3607c2f 4

| PSECDBG 6 RPT=42



| PSEC key nessage parse - nmsgtype 1, len 622, vers 1, pid 00000000, seq O, err O

, type 2, node 1, state 64, |abel 0, pad 0, spi 3607c2f4,

encr KeyLen 24, hashKey

Len 16, ivlen 8, alg 2, hmacAlg 3, lifetype O, lifetinel 21, lifetine2 0, dsld O

167 08/09/2002 13:14:22.980 SEV=9 | PSECDBG 1 RPT=156
Processi ng KEY_ADD nsg!

168 08/ 09/ 2002 13:14:22.980 SEV=9 | PSECDBG 1 RPT=157
key_msghdr 2secassoc(): Enter

169 08/09/2002 13:14:22.980 SEV=7 | PSECDBG 1 RPT=158
No USER filter configured

170 08/09/2002 13:14:22.980 SEV=9 | PSECDBG 1 RPT=159
KeyProcessAdd: Enter

171 08/09/2002 13:14:22.980 SEV=8 | PSECDBG 1 RPT=160
KeyProcessAdd: Addi ng out bound SA

172 08/09/2002 13:14:22.980 SEV=8 | PSECDBG 1 RPT=161

KeyProcessAdd: src 14.38.200.0 mask 0.0.0.255, dst 14.38.80.0 mask 0.0.0. 255

173 08/ 09/ 2002 13:14:22.980 SEV=8 | PSECDBG 1 RPT=162
KeyProcessAdd: FilterlpsecAddl keSa success

174 08/09/2002 13:14:22.980 SEV=9 | PSECDBG 6 RPT=43

| PSEC key nessage parse - nmsgtype 3, len 335, vers 1, pid 00000000, seq O, err O

, type 2, node 1, state 32, label 0, pad 0, spi 3219236a,

encr KeyLen 24, hashKey

Len 16, ivlen 8, alg 2, hmacAlg 3, lifetype O, lifetinel 21, lifetine2 0, dsld O

177 08/09/2002 13:14:22.980 SEV=9 | PSECDBG 1 RPT=163
Processi ng KEY_UPDATE nsg!

178 08/ 09/ 2002 13:14:22.980 SEV=9 | PSECDBG 1 RPT=164
Updat e i nbound SA addresses

179 08/09/2002 13:14:22.980 SEV=9 | PSECDBG 1 RPT=165
key_msghdr 2secassoc(): Enter

180 08/09/2002 13:14:22.980 SEV=7 | PSECDBG 1 RPT=166
No USER filter configured

181 08/09/2002 13:14:22.980 SEV=9 | PSECDBG 1 RPT=167
KeyProcessUpdat e: Enter

182 08/09/2002 13:14:22.980 SEV=8 | PSECDBG 1 RPT=168
KeyProcessUpdat e: success

183 08/ 09/ 2002 13:14:22.980 SEV=8 | KEDBG 7 RPT=9
| KE got a KEY_ADD nsg for SA: SPI = 0x3607c2f4

184 08/ 09/ 2002 13:14:22.980 SEV=8 | KEDBG 0 RPT=52080
pitcher: rcv KEY_UPDATE, spi 0x3219236a

185 08/09/2002 13:14:22.980 SEV=4 IKE/120 RPT=12 172.18.124.132

Group [172.18.124.132]
PHASE 2 COMPLETED (msgid=56£fdca09)

186 08/ 09/ 2002 13: 14:24.690 SEV=7 | PSECDBG 1 RPT=169
| PSec | nbound SA has recei ved data!

187 08/ 09/ 2002 13:14:24.690 SEV=8 | KEDBG 0 RPT=52081
pitcher: recv KEY_SA ACTI VE spi 0x3219236a



188 08/ 09/ 2002 13:14:24.690 SEV=8 | KEDBG 0 RPT=52082
KEY_SA ACTIVE no old rekey centry found with new spi 0x3219236a, ness_id 0x0

Probleemoplossing voor de VPN 3000 Concentrator B-configuratie

Raadpleeg voor informatie over het instellen en herkennen van logbestanden wanneer u
problemen met de verbinding met VPN 3000 Concentrator wilt oplossen_van problemen bij de
VPN 3000 Concentrator. Voordat u debug-opdrachten afgeeft, raadpleegt u Belangrijke informatie
over debug Commands.

1 08/07/2002 13:27:13.970 SEV=7 | PSECDBGE 10 RPT=4
| PSEC i psec_out put () can call key_acquire() because 590 seconds have el apsed sin
ce last | KE negotiation began (src 0x0e265065, dst 0x01b99224)

3 08/07/2002 13:27:13.970 SEV=7 | PSECDBG 14 RPT=5
Sendi ng KEY_ACQUI RE to I KE for src 14.38.80.101, dst 14.38.200.3

4 08/07/2002 13:27:13.970 SEV=8 | KEDBG 0 RPT=52300
pitcher: received a key acquire message!

5 08/07/2002 13:27:13.970 SEV=4 | KE/ 41 RPT=5 172.18.124.131

IKE Initiator: New Phase 1, Intf 2, |KE Peer 172.18.124.131

| ocal Proxy Address 14.38.80.0, renpte Proxy Address 14.38.200. 0,
SA (L2L: VPN TUNNEL)

8 08/07/2002 13:27:13.970 SEV=9 | KEDBG 0 RPT=52301 172.18.124.131
constructing | SA_SA for isakmp

9 08/07/2002 13:27:13.970 SEV=9 | KEDBG 46 RPT=26 172.18.124.131
constructing Fragnentation VID + extended capabilities payl oad

10 08/07/2002 13:27:13.970 SEV=8 | KEDBG 0 RPT=52302 172.18.124.131
SENDI NG Message (nsgi d=0) with payl oads :
HDR + SA (1) + VENDOR (13) ... total length : 108

12 08/07/2002 13:27:13.970 SEV=8 | KEDBG 0 RPT=52303 172.18.124. 131
RECEI VED Message (nsgi d=0) with payl oads :
HDR + SA (1) + VENDOR (13) + NONE (0) ... total length : 108

14 08/07/2002 13:27:13.970 SEV=8 | KEDBG 0 RPT=52304 172.18.124.131
RECEI VED Message (nsgi d=0) with payl oads :
HDR + SA (1) + VENDOR (13) + NONE (0) ... total length : 108

16 08/07/2002 13:27:13.970 SEV=9 | KEDBG 0 RPT=52305 172.18.124.131
processi ng SA payl oad

17 08/07/2002 13:27:13.970 SEV=7 | KEDBG 0 RPT=52306 172.18.124.131
Cakl ey proposal is acceptable

18 08/07/2002 13:27:13.970 SEV=9 | KEDBG 47 RPT=31 172.18.124.131
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processi ng VID payl oad

19 08/07/2002 13:27:13.970 SEV=9 | KEDBG 49 RPT=26 172.18.124.131
Recei ved Fragnmentation VID

20 08/07/2002 13:27:13.970 SEV=5 | KEDBG 64 RPT=7 172.18.124.131
| KE Peer included |IKE fragnmentation capability flags:

Mai n Mode: True

Aggr essi ve Mode: True

22 08/07/2002 13:27:13.970 SEV=9 | KEDBG 0 RPT=52307 172.18.124.131
constructing ke payl oad

23 08/07/2002 13:27:13.970 SEV=9 | KEDBG 1 RPT=70 172.18.124.131
constructing nonce payl oad

24 08/07/2002 13:27:13.970 SEV=9 | KEDBG 46 RPT=27 172.18.124.131
constructing C sco Unity VID payl oad

25 08/07/2002 13:27:13.970 SEV=9 | KEDBG 46 RPT=28 172.18.124.131
constructing xauth V6 VID payl oad

26 08/07/2002 13:27:13.970 SEV=9 | KEDBG 48 RPT=11 172.18.124.131
Send 10S VID

27 08/07/2002 13:27:13.970 SEV=9 | KEDBG 38 RPT=11 172.18.124.131
Constructing VPN 3000 spoofing | 0S Vendor |ID payload (version: 1.0.0, capabiliti
es: 20000001)

29 08/07/2002 13:27:13.970 SEV=9 | KEDBG 46 RPT=29 172.18.124.131
constructing VID payl oad

30 08/07/2002 13:27:13.970 SEV=9 | KEDBG 48 RPT=12 172.18.124.131
Send Altiga GNVID

31 08/07/2002 13:27:13.970 SEV=8 | KEDBG 0 RPT=52308 172.18.124.131
SENDI NG Message (nsgi d=0) with payl oads :
HDR + KE (4) + NONCE (10) ... total length : 256

33 08/07/2002 13:27:14.010 SEV=8 | KEDBG 0 RPT=52309 172.18.124.131

RECEI VED Message (nsgi d=0) with payl oads :

HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR (13
) + NONE (0) ... total length : 256

36 08/07/2002 13:27:14.010 SEV=8 | KEDBG 0 RPT=52310 172.18.124.131

RECEI VED Message (nsgi d=0) with payl oads :

HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR (13
) + NONE (0) ... total length : 256

39 08/07/2002 13:27:14.010 SEV=9 | KEDBG 0 RPT=52311 172.18.124.131
processi ng ke payl oad

40 08/07/2002 13:27:14.010 SEV=9 | KEDBG 0 RPT=52312 172.18.124.131
processing | SA KE

41 08/07/2002 13:27:14.010 SEV=9 | KEDBG 1 RPT=71 172.18.124.131
processi ng nonce payl oad

42 08/07/2002 13:27:14.010 SEV=9 | KEDBG 47 RPT=32 172.18.124.131
processi ng VID payl oad



43 08/07/2002 13:27:14.010 SEV=9
Received Cisco Unity client VID

44 08/07/2002 13:27:14.010 SEV=9
processi ng VID payl oad

45 08/ 07/2002 13:27:14.010 SEV=9
Recei ved xauth V6 VID

46 08/07/2002 13:27:14.010 SEV=9
processi ng VID payl oad

47 08/07/2002 13:27:14.010 SEV=9

Processi ng VPN 3000 spoofing | OS Vendor

20000001)

49 08/07/2002 13:27:14.010 SEV=9
processi ng VID payl oad

50 08/07/2002 13:27:14.010 SEV=9
Received Altiga GWNVID

51 08/07/2002 13:27:14.040 SEV=9
Generating keys for Initiator...

52 08/07/2002 13:27:14.040 SEV=9
Goup [172.18.124.131]
constructing 1D

53 08/07/2002 13:27:14.040 SEV=9
Goup [172.18.124.131]
construct hash payl oad

54 08/07/2002 13:27:14.040 SEV=9
Goup [172.18.124.131]
conputing hash

55 08/07/2002 13:27:14.040 SEV=9

Constructing |1 CS keep alive payl oad:

56 08/07/2002 13:27:14.040 SEV=9
Goup [172.18.124.131]
constructing dpd vid payl oad

57 08/07/2002 13:27:14. 040 SEV=8

| KEDBG 49 RPT=27 172.18.124.131

| KEDBG 47 RPT=33 172.18.124.131

| KEDBG 49 RPT=28 172.18.124.131

| KEDBG 47 RPT=34 172.18.124.131

| KEDBG 38
1D

RPT=12 172.18.124.131

| KEDBG 47 RPT=35 172.18.124.131

| KEDBG 49 RPT=29 172.18.124.131
| KEDBG 0 RPT=52313 172.18.124. 131

| KEDBG 1 RPT=72 172.18.124.131

| KEDBG 0 RPT=52314

| KEDBG 0 RPT=52315 172.18.124. 131

| KEDBG 34 RPT=11 172.18.124.131
pr oposal =32767/ 32767 sec.

| KEDBG 46 RPT=30 172.18.124.131

| KEDBG 0 RPT=52316 172.18.124.131

SENDI NG Message (nsgi d=0) with payl oads :

HDR + ID (5) + HASH (8)

59 08/07/2002 13:27:14.140 SEV=8

t ot al

length : 92

| KEDBG 0 RPT=52317 172.18.124. 131

RECEI VED Message (nsgi d=0) with payl oads :

HDR + ID (5) + HASH (8) + | OS KEEPALIVE (14) + VENDOR (13) + NONE (0)

length : 92

62 08/07/2002 13:27:14.140 SEV=9
Goup [172.18.124.131]
Processing ID

63 08/07/2002 13:27:14.140 SEV=9
Goup [172.18.124.131]
processi ng hash

64 08/07/2002 13:27:14.140 SEV=9
G oup [172.18.124.131]

| KEDBG 1 RPT=73 172.18.124.131

| KEDBG 0 RPT=52318 172.18.124. 131

| KEDBG 0 RPT=52319 172.18.124. 131

payl oad (version: 1.0.0,

capabilities

t ot al



conputing hash

65 08/07/2002 13:27:14.140 SEV=9 | KEDBG 34 RPT=12 172.18.124.131

Processing |1 OS keep alive payl oad: proposal =32767/ 32767 sec.

66 08/07/2002 13:27:14.140 SEV=9 | KEDBG 47 RPT=36 172.18.124.131

Goup [172.18.124.131]
processi ng VID payl oad

67 08/07/2002 13:27:14.140 SEV=9 | KEDBG 49 RPT=30 172.18.124.131

Group [172.18.124.131]
Recei ved DPD VI D

68 08/07/2002 13:27:14.140 SEV=9 | KEDBG 23 RPT=6 172.18.124.131

Goup [172.18.124.131]
Starting group | ookup for peer 172.18.124.131

69 08/07/2002 13:27:14.140 SEV=8 AUTHDBG 1 RPT=2
AUTH Open() returns 6

70 08/07/2002 13:27:14.140 SEV=7 AUTH 12 RPT=2
Aut henti cati on session opened: handle = 6

71 08/07/2002 13:27:14.150 SEV=8 AUTHDBG 3 RPT=2
AUTH Put Attr Tabl e(6, 8c6274)

72 08/07/2002 13:27:14.150 SEV=8 AUTHDBG 6 RPT=2
AUTH_Gr oupAut henti cat e(6, 50097dc, 599818)

73 08/07/2002 13:27:14.150 SEV=8 AUTHDBG 59 RPT=2
AUTH_Bi ndSer ver (9a05c60, 0, 0)

74 08/ 07/2002 13:27:14. 150 SEV=9 AUTHDBG 69 RPT=2
Aut h Server 15dd704 has been bound to ACB 9a05c60,

75 08/07/2002 13:27:14.150 SEV=8 AUTHDBG 65 RPT=2
AUTH_Cr eat eTi mer (9a05c¢60, 0, 0)

76 08/07/2002 13:27:14.150 SEV=9 AUTHDBG 72 RPT=2
Reply timer created: handle = 4F0019

77 08/07/2002 13:27:14.150 SEV=8 AUTHDBG 179 RPT=2

AUTH_SyncToSer ver (9a05c60, 0, 0)

78 08/07/2002 13:27:14.150 SEV=8 AUTHDBG 180 RPT=2

AUTH_SendLockReq(9a05c60, 0, 0)

79 08/07/2002 13:27:14.150 SEV=8 AUTHDBG 61 RPT=2
AUTH_Bui | dMsg(9a05c¢60, 0, 0)

80 08/07/2002 13:27:14.150 SEV=8 AUTHDBG 64 RPT=2
AUTH_St art Ti mer (9a05c¢60, 0, 0)

81 08/07/2002 13:27:14.150 SEV=9 AUTHDBG 73 RPT=2
Reply timer started: handle = 4F0019, timestanp =

82 08/07/2002 13:27:14.150 SEV=8 AUTHDBG 62 RPT=2
AUTH_SndRequest (9a05c60, 0, 0)

83 08/07/2002 13:27:14.150 SEV=8 AUTHDBG 50 RPT=3
I nt DB_Decode( 62ea4f 8, 149)

84 08/07/2002 13:27:14.150 SEV=8 AUTHDBG 47 RPT=3
| nt DB_Xnt (9a05¢60)

sessi ons

17231134,

=1

ti meout

30000



85 08/07/2002 13:27:14.150 SEV=9 AUTHDBG 71 RPT=2
xmt_cnt =1

86 08/07/2002 13:27:14.150 SEV=8 AUTHDBG 47 RPT=4
| nt DB_Xnt (9a05¢60)

87 08/07/2002 13:27:14. 250 SEV=8 AUTHDBG 49 RPT=2
| nt DB_Mat ch(9a05c60, 9a09658)

88 08/07/2002 13:27:14.250 SEV=8 AUTHDBG 63 RPT=2
AUTH_RcvRepl y(9a05c60, 0, 0)

89 08/07/2002 13:27:14.250 SEV=8 AUTHDBG 50 RPT=4
I nt DB_Decode(9a09658, 636)

90 08/07/2002 13:27:14.250 SEV=8 AUTHDBG 48 RPT=2
I nt DB_Rcv(9a05c60)

91 08/07/2002 13:27:14.250 SEV=8 AUTHDBG 66 RPT=2
AUTH_Del et eTi mer (9a05c60, 0, 0)

92 08/07/2002 13:27:14.250 SEV=9 AUTHDBG 74 RPT=2
Reply timer stopped: handle = 4F0019, timestanp = 17231144

93 08/07/2002 13:27: 14. 250 SEV=8 AUTHDBG 58 RPT=2
AUTH_Cal | back(9a05c60, 0, 0)

94 08/ 07/ 2002 13:27:14. 250 SEV=6 AUTH 41 RPT=2 172.18.124.131
Aut henti cation successful: handle = 6, server = Internal, group = 172.18.124.131

95 08/07/2002 13:27:14.250 SEV=7 | KEDBG 0 RPT=52320 172.18.124.131
Goup [172.18.124.131]
Found Phase 1 Group (172.18.124.131)

96 08/07/2002 13:27:14.250 SEV=8 AUTHDBG 4 RPT=2
AUTH Get Attr Tabl (6, 8c6520)

97 08/07/2002 13:27:14.250 SEV=7 | KEDBG 14 RPT=6 172.18.124.131
Goup [172.18.124.131]
Aut henti cation configured for Internal

98 08/07/2002 13:27:14.250 SEV=8 AUTHDBG 2 RPT=2
AUTH_Cl ose( 6)

99 08/07/2002 13:27:14.250 SEV=9 | KEDBG 0 RPT=52321 172.18.124.131
Goup [172.18.124.131]
Cakl ey begin qui ck node

100 08/07/2002 13:27:14.250 SEV=4 IKE/119 RPT=7 172.18.124.131
Group [172.18.124.131]
PHASE 1 COMPLETED

101 08/07/2002 13:27:14.250 SEV=6 | KE/ 121 RPT=6 172.18.124.131
Keep-alive type for this connection: DPD

102 08/07/2002 13:27:14.250 SEV=7 | KEDBG 0 RPT=52322 172.18.124. 131
Goup [172.18.124.131]
Starting phase 1 rekey timer: 82080000 (ms)

103 08/ 07/ 2002 13:27: 14. 250 SEV=4 AUTH 22 RPT=27
User 172.18.124.131 connected

104 08/07/2002 13:27:14.250 SEV=9 | PSECDBG 6 RPT=36



| PSEC key nessage parse - msgtype 6, |len 208, vers 1, pid 00000000,

, type 2, node 0, state 32, label 0, pad 0, spi 00000000, encrKeyLen O,

err 0
hashKeyL

en 0, ivlen O, alg O, hmacAlg O, lifetype O, lifetimel 21, lifetime2 0, dsld 300

107 08/07/2002 13:27:14.250 SEV=9 | PSECDBG 1 RPT=135
Processi ng KEY_GETSPI nsg!

108 08/ 07/2002 13:27:14.250 SEV=7 | PSECDBGE 13 RPT=8
Reserved SPI 651287217

109 08/07/2002 13:27:14.250 SEV=8 | KEDBG 6 RPT=8
I KE got SPI from key engine: SPI = 0x26dldabl

110 08/07/2002 13:27:14.250 SEV=9 | KEDBG 0 RPT=52323 172.18. 124. 131
Goup [172.18.124.131]
oakl ey constucting qui ck node

111 08/07/2002 13:27:14.250 SEV=9 | KEDBG 0 RPT=52324 172.18.124.131
Goup [172.18.124.131]
constructing bl ank hash

112 08/07/2002 13:27:14.250 SEV=9 | KEDBG 0 RPT=52325 172.18. 124. 131
Goup [172.18.124.131]
constructing | SA SA for ipsec

113 08/07/2002 13:27:14.250 SEV=9 | KEDBG 1 RPT=74 172.18.124.131
Goup [172.18.124.131]
constructing i psec nonce payl oad

114 08/07/2002 13:27:14.250 SEV=9 | KEDBG 1 RPT=75 172.18.124.131
Goup [172.18.124.131]
constructing proxy ID

115 08/07/2002 13:27:14.250 SEV=7 IKEDBG/0 RPT=52326 172.18.124.131
Group [172.18.124.131]
Transmitting Proxy Id:
Local subnet: 14.38.80.0 mask 255.255.255.0 Protocol 0 Port 0
Remote subnet: 14.38.200.0 Mask 255.255.255.0 Protocol 0 Port 0

119 08/07/2002 13:27:14.250 SEV=9 | KEDBG 0 RPT=52327 172.18.124. 131
Goup [172.18.124.131]
constructing gm hash

120 08/07/2002 13:27:14.250 SEV=8 | KEDBG 0 RPT=52328 172.18. 124. 131
SENDI NG Message (nsgi d=201d0d40) with payl oads :
HDR + HASH (8) + SA (1) ... total length : 180

122 08/07/2002 13:27:14.250 SEV=8 AUTHDBG 60 RPT=2
AUTH_Unbi ndSer ver (9a05c60, 0, 0)

123 08/ 07/ 2002 13:27:14. 250 SEV=9 AUTHDBGE 70 RPT=2
Aut h Server 15dd704 has been unbound from ACB 9a05c60, sessions = 0

124 08/07/2002 13:27:14.250 SEV=8 AUTHDBG 10 RPT=2
AUTH_| nt _Fr eeAut hCB( 9a05c60)

125 08/ 07/ 2002 13:27:14. 250 SEV=7 AUTH 13 RPT=2
Aut henti cati on session closed: handle = 6

126 08/07/2002 13:27:14.250 SEV=8 | KEDBG 0 RPT=52329 172.18. 124. 131
RECEI VED Message (nsgi d=201d0d40) with payl oads :

HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NONE (0)
th : 152

I eng



129 08/07/2002 13:27:14.250 SEV=9 | KEDBG 0 RPT=52330 172.18.124. 131
Goup [172.18.124.131]
processi ng hash

130 08/07/2002 13:27:14.250 SEV=9 | KEDBG 0 RPT=52331 172.18.124. 131
Goup [172.18.124.131]
processi ng SA payl oad

131 08/07/2002 13:27:14.250 SEV=9 | KEDBG 1 RPT=76 172.18.124.131
Goup [172.18.124.131]
processi ng nonce payl oad

132 08/07/2002 13:27:14.250 SEV=9 | KEDBG 1 RPT=77 172.18.124.131
Goup [172.18.124.131]
Processing 1D

133 08/07/2002 13:27:14.250 SEV=9 | KEDBG 1 RPT=78 172.18.124.131
Goup [172.18.124.131]
Processing 1D

134 08/07/2002 13:27:14.250 SEV=9 | KEDBG 0 RPT=52332 172.18. 124. 131
Goup [172.18.124.131]
| oading all |PSEC SAs

135 08/07/2002 13:27:14.250 SEV=9 | KEDBG 1 RPT=79 172.18.124.131
Goup [172.18.124.131]
Generating Qui ck Mbde Key!

136 08/07/2002 13:27:14.260 SEV=9 | KEDBG 1 RPT=80 172.18.124.131
Goup [172.18.124.131]
Generating Qui ck Mbde Key!

137 08/07/2002 13:27:14.260 SEV=7 IKEDBG/0 RPT=52333 172.18.124.131
Group [172.18.124.131]
Loading subnet:

Dst: 14.38.200.0 mask: 255.255.255.0

Src: 14.38.80.0 mask: 255.255.255.0

140 08/07/2002 13:27:14.260 SEV=4 | KE/ 49 RPT=9 172.18.124.131
Goup [172.18.124.131]

Security negotiation conplete for LAN-to-LAN Group (172.18.124.131)
Initiator, |nbound SPI = 0x26dldabl, Qutbound SPI = 0x2f285111

143 08/ 07/2002 13:27:14.260 SEV=9 | KEDBG 0 RPT=52334 172.18.124. 131
Goup [172.18.124.131]
oakl ey constructing final quick node

144 08/07/2002 13:27:14.260 SEV=8 | KEDBG 0 RPT=52335 172.18. 124. 131
SENDI NG Message (nsgi d=201d0d40) with payl oads :
HDR + HASH (8) + NONE (0) ... total length : 72

146 08/07/2002 13:27:14.260 SEV=9 | PSECDBG 6 RPT=37

| PSEC key nessage parse - nmsgtype 1, len 622, vers 1, pid 00000000, seq O, err O
, type 2, node 1, state 64, |label 0, pad 0, spi 2f285111, encrKeyLen 24, hashKey
Len 16, ivlen 8, alg 2, hmacAlg 3, lifetype O, lifetinel 21, lifetine2 0, dsld O

149 08/07/2002 13:27:14.260 SEV=9 | PSECDBG 1 RPT=136
Processi ng KEY_ADD nsg!

150 08/07/2002 13:27:14.260 SEV=9 | PSECDBG 1 RPT=137
key_msghdr 2secassoc(): Enter

151 08/07/2002 13:27:14.260 SEV=7 | PSECDBG 1 RPT=138
No USER filter configured



152 08/ 07/ 2002
KeyPr ocessAdd:

13:27:14. 260 SEV=9
Ent er

153 08/ 07/ 2002
KeyPr ocessAdd:

13:27: 14. 260 SEV=8
Addi ng out bound SA

154 08/ 07/ 2002
KeyPr ocessAdd:

13:27:14. 260 SEV=8

155 08/ 07/ 2002
KeyPr ocessAdd:

13:27:14. 260 SEV=8

156 08/07/2002 13:27:14.260 SEV=9
| PSEC key nessage parse - mnsgtype
, type 2, node 1, state 32, |abel

Len 16, ivlen 8, alg 2, hnmacAl g 3,

159 08/07/2002 13:27:14.260 SEV=9
Processi ng KEY_UPDATE nsg!

160 08/07/2002 13:27:14.260 SEV=9
Updat e i nbound SA addresses

161 08/07/2002 13:27:14.260 SEV=9
key_msghdr 2secassoc(): Enter

162 08/07/2002 13:27:14.260 SEV=7
No USER filter configured

163 08/07/2002 13:27:14.260 SEV=9
KeyProcessUpdat e: Enter

164 08/07/2002 13:27:14.260 SEV=8
KeyProcessUpdat e: success

165 08/07/2002 13:27:14.260 SEV=8
| KE got a KEY_ADD nsg for SA: SPI

166 08/07/2002 13:27:14.260 SEV=8
pitcher: rcv KEY_UPDATE, sp

src 14.38.80.0 nmsk 0.0.0. 255, dst

| PSECDBG 1 RPT=139

| PSECDBG 1 RPT=140

| PSECDBG 1 RPT=141

| PSECDBG 1 RPT=142

Filterl psecAddl keSa success

| PSECDBG 6 RPT=38

3, len 335, vers 1, pid 00000000
0, pad 0, spi 26dldabi,
lifetype 0, lifetimel 21,

| PSECDBG 1 RPT=143

| PSECDBG 1 RPT=144

| PSECDBG 1 RPT=145

| PSECDBG 1 RPT=146

| PSECDBG 1 RPT=147

| PSECDBG 1 RPT=148

| KEDBG 7 RPT=8
= 0x2f 285111

| KEDBG 0 RPT=52336

Ox26dldabl

14.38.200.0 mask 0.0.0. 255

seq 0, err O

encr KeyLen 24, hashKey

lifetine2 0, dsld O

167 08/07/2002 13:27:14.260 SEV=4 IKE/120 RPT=9 172.18.124.131

Group [172.18.124.131]
PHASE 2 COMPLETED (msgid=201d40d440)

168 08/07/2002 13:27:15.970 SEV=7

| PSECDBG 1 RPT=149

| PSec | nbound SA has recei ved data!

169 08/07/2002 13:27:15.970 SEV=8
pitcher: recv KEY_SA ACTI VE spi

170 08/07/2002 13:27:15.970 SEV=8
KEY_SA ACTI VE no ol d rekey centry

| KEDBG 0 RPT=52337

0x26dldabl

| KEDBG 0 RPT=52338
found with new sp

Gerelateerde informatie

0x26d1dab1i,

mess_id 0x0
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