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Inleiding

Dit document beschrijft hoe u basisnetwerkadresomzetting (NAT) kunt configureren en verifiéren
bij Firepower Threat Defence (FTD).

Voorwaarden

Vereisten

Er zijn geen specifieke vereisten van toepassing op dit document.

Gebruikte componenten
De informatie in dit document is gebaseerd op de volgende software- en hardware-versies:

- ASA 5506X die FTD-code 6.1.0-26 gebruikt
- FireSIGHT Management Center (FMC) voor gebruik van 6.1.0-226
- 3 Windows 7-hosts
. Cisco IOS® 3925 router die LAN-to-LAN (L2L) VPN uitvoert
Tijd van voltooiing van lab: 1 uur.

De informatie in dit document is gebaseerd op de apparaten in een specifieke
laboratoriumomgeving. Alle apparaten die in dit document worden beschreven, hadden een
opgeschoonde (standaard)configuratie. Als uw netwerk live is, moet u zorgen dat u de potentiéle
impact van elke opdracht begrijpt.



Achtergrondinformatie

FTD ondersteunt dezelfde NAT-configuratieopties als de klassieke adaptieve security applicatie
(ASA):

- NAT-regels voor - Dit is gelijk aan tweemaal NAT (sectie 1) op klassieke ASA
- Auto NAT-regels - Sectie 2 op klassieke ASA

- NAT-regels na - dit is gelijk aan twee NAT (deel 3) op klassieke ASA

Aangezien de FTD-configuratie vanuit het VCC wordt uitgevoerd wat de NAT-configuratie betreft,
moet u bekend zijn met de FMC GUI en de verschillende configuratieopties.

Configureren

Netwerkdiagram
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Taak 1. Statische NAT op FTD configureren

NAT configureren volgens deze vereisten:

NAT-beleidsnaam De naam van het FTD-apparaat
NAT-regel Handmatige NAT-regel
NAT-type Statisch

Invoegen In afdeling 1

Broninterface binnen*

Doelinterface DMZ*

Oorspronkelijke bron 192.168.75.14

Vertaalde bron 192.168.76.100

*Gebruik security zones voor de NAT-regel

5 Host-C
Host-A  195.168.75x/24  FTD 5 192.168.77.x/24 101.1.0/24 %
3 : outside 21 vPN ﬁ 14 ;.;




Statische NAT
Oplossing:

Terwijl op klassieke ASA, moet u nameif in de NAT regels gebruiken. Voor FTD moet u ofwel
Security Zones ofwel interfacegroepen gebruiken.

Stap 1. Wijs interfaces toe aan security zones/interfacegroepen.

In deze taak wordt besloten de FTD-interfaces die voor NAT worden gebruikt, aan Security Zones
toe te wijzen. U kunt deze ook toewijzen aan interfacegroepen zoals in de afbeelding.

Edit Physical Interface

Mode: None b

Name: inside ¥ Enabled [ Management Only

Description:

m IPvd IPvdb  Advanced  Hardware Configuration

MTU: 1500 (64 - 9198)

Interface ID:

Stap 2. Het resultaat is zoals in de afbeelding.

Devices Routing Interfaces [T T DHCP

=

B ] A Interfaces
GigabitEthemet1/1 nside Physical nside_zone 192.168.7 5.6/ 24( Static)
GigabitEthemerl /2 dmz Phiysical dmz_zone 192.168.76.6/24(5tmatc)
GagabitEthemeanl /3 Gutsde Phiysacal outside_rana 192168, 77.6/24(Stauc)

Stap 3. U kunt interfacegroepen en beveiligingszones maken/bewerken vanuit de pagina Objecten
> Objectbeheer zoals in de afbeelding.
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Security zones versus interfacegroepen

Het belangrijkste verschil tussen Security Zones en Interface Groups is dat een interface kan
behoren tot slechts één Security Zone, maar kan behoren tot meerdere Interface Groepen.
Praktisch gezien bieden de interfacegroepen dus meer flexibiliteit.

U kunt zien dat de interface binnen tot twee verschillende interfacegroepen behoort, maar slechts
één Security Zone zoals in het beeld wordt getoond.
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Stap 4. Configureer statische NAT op FTD.

Navigeer naar Apparaten > NAT en maak een NAT-beleid. Selecteer Nieuw beleid > Threat
Defense NAT zoals in de afbeelding.

Overview Analysis Policies EslSMISIE Objects AMP ystem  Help admin *

Device Managament HAT VPN Qo% Platform Sattings
s Néw Pobcy

HAT Policy Device Type | Status | e

Threat Defense NAT

Stap 5. Specificeer de beleidsnaam en wijs deze toe aan een doelapparaat zoals in de afbeelding.
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Stap 6. Voeg een NAT-regel toe aan het bel

eid, klik op Add Rule.

Specificeer deze per taak zoals in de afbeeldingen wordt weergegeven.
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Host-A = 192.168.75.14

Host-B = 192.168.76.100




firepower# show run object
obj ect network Host-A

host 192. 168. 75. 14
obj ect network Host-B

host 192. 168. 76. 100

Waarschuwing: Als u Statische NAT configureert en een interface als vertaalde bron
opgeeft, wordt al het verkeer dat bestemd is voor het IP-adres van de interface omgeleid.
Gebruikers kunnen mogelijk geen toegang krijgen tot services die zijn ingeschakeld op de
toegewezen interface. De voorbeelden van dergelijke diensten omvatten het verpletteren
van protocollen zoals OSPF en EIGRP.

Stap 7. Het resultaat is zoals in de afbeelding.

B Polcy Assignments (1)

88 Fkes by Device | 1O AddRue
" Original Packet I Transtated Packet ===,
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Stap 8. Zorg ervoor dat er een Toegangsbeheerbeleid is dat Host-B toegang biedt tot Host-A en
vice versa. Herinner dat Statische NAT door gebrek bidirectioneel is. Merk op dat het gebruik van
echte IPs.This wordt verwacht aangezien in dit laboratorium, LINA 9.6.1.x code zoals getoond in
het beeld in werking stelt.

m Security Intelligence  HTTP Responses  Advanced

8 Filter by Device &3 Add Category &3 AddRule Search Rules A

w Mandatory - FIDS506-1 (1-2)

1 Host-Ato Ho: 2 192.168,75.14 B 192.168.76.14

2 Host-8 to Ho: F192.168.76.14 B 192.168.75.14 o Mow atbfe &0

w Default - FTDS506-1 {-)

There are no rules in this section, Add Rule or Add Category

Access Control: Block All Traffic v u

Default Action

Verificatie:

VAN LINA CLI:

firepower# show run nat
nat (inside,dmz) source static Host-A Host-B

De NAT-regel is zoals verwacht in afdeling 1 ingevoegd:




firepower# show nat

Manual NAT Policies (Section 1)

1 (inside) to (dmz) source static Host-A Host-B
translate_hits = 0, untranslate_hits =0

Opmerking: De 2 geeft aan welke op de achtergrond zijn gemaakt.

firepower# show xlate
2 in use, 4 nost used

Flags: D - DNS, e - extended, I - identity, i - dynamic, r - portmap,

s - static, T - twice, N - net-to-net
NAT from i nside: 192. 168.75.14 to dne: 192. 168. 76. 100
flags sT idle 0:41:49 timeout 0:00: 00
NAT fromdne: 0.0.0.0/0 to inside:0.0.0.0/0
flags sIT idle 0:41:49 tineout 0:00: 00

De ASP NAT-tabellen:

firepower# show asp table classify domain nat

I nput Table
in i1d=0x7££6036a9£50, priority=6, dommi n=nat, deny=fal se

hi ts=0, user_dat a=0x7ff 60314dbf0, cs_i d=0x0, flags=0x0, protocol =0
src ip/id=192.168.75.14, mask=255. 255. 255. 255, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
i nput _i fc=inside, output_ifc=dnz
in i1d=0x7££603696860, priority=6, donmmi n=nat, deny=fal se

hi ts=0, user_dat a=0x7ff 602be3f80, cs_i d=0x0, flags=0x0, protocol =0

src ip/id=0.0.0.0, nask=0.0.0.0, port=0, tag=any

dst ip/id=192.168.76.100, nask=255. 255. 255. 255, port=0, tag=any, dscp=0x0

i nput _i fc=dne, output _ifc=inside

Qut put Tabl e:

L2 - Qutput Table:

L2 - | nput Table:

Last clearing of hits counters: Never

firepower# show asp table classify domain nat-reverse
I nput Table

Qut put Tabl e:

out i d=0x7££603685350, priority=6, donmi n=nat-reverse, deny=fal se
hi ts=0, user_data=0x7ff60314dbf0, cs_i d=0x0, use_real _addr,
src ip/id=0.0.0.0, nask=0.0.0.0, port=0, tag=any

fl ags=0x0, protocol =0

dst ip/id=192.168.75.14, nask=255. 255. 255. 255, port=0, tag=any, dscp=0x0

i nput _i fc=dne, output _ifc=inside
out i d=0x7££603638470, priority=6, donmi n=nat-reverse, deny=fal se
hi ts=0, user_dat a=0x7ff 602be3f 80, cs_i d=0x0, use_real _addr,

fl ags=0x0, protocol =0

src ip/id=192.168.75.14, mask=255. 255. 255. 255, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
i nput _i fc=inside, output_ifc=dnz



L2 - CQutput Table:
L2 - I nput Table:
Last clearing of hits counters: Never

Schakel opname met overtrek details op FTD in en pingel van host-A naar host-B en zoals in de
afbeelding.

firepower# capture DMZ interface dmz trace detail match ip host 192.168.76.14 host
192.168.76.100

firepower# capture INSIDE interface inside trace detail match ip host 192.168.76.14 host
192.168.75.14

Lisllzerssciscosping 1%2.168 .6 .10

FPinging 192.168.%Y6 32 bytez of data:

Reply From 192.16 ] i: hytes t ine =3ng

. fromn hiB . FE HH: hytaes time=1lns
F =t LAHHT hytes=: Erme =1l ns
From 192.168B.76.188: bhytes=32 time=lns

iztics For 192.168.76.100:
Sent 4. i i 4. Lost H {Bx lozgl,
round trip €1l i milli=-secands =
Hinimumn imsz . Haximum Ins . Average 1ns

De hit counts staat in de ASP-tabellen:

firepower# show asp table classify domain nat

I nput Tabl e

in id=0x7ff6036a9f50, priority=6, domai n=nat, deny=false
hi ts=0, user_dat a=0x7ff60314dbf0, cs_i d=0x0, flags=0x0, protocol =0
src ip/id=192.168. 75. 14, nmask=255. 255. 255. 255, port=0, tag=any
dst ip/id=0.0.0.0, nask=0.0.0.0, port=0, tag=any, dscp=0x0
i nput _i fc=i nside, output_ifc=dne

in id=0x7££603696860, priority=6, domai n=nat, deny=false
hits=4, user_data=0x7ff602be3f 80, cs_id=0x0, flags=0x0, protocol =0
src ip/id=0.0.0.0, nmask=0.0.0.0, port=0, tag=any
dst ip/id=192.168.76.100, nask=255.255. 255. 255, port=0, tag=any, dscp=0x0
i nput _i fc=dnz, output_ifc=inside

firepower# show asp table classify domain nat-reverse
I nput Tabl e

Qut put Tabl e:
out id=0x7££603685350, priority=6, domai n=nat-reverse, deny=fal se
hits=4, user_data=0x7ff60314dbf0, cs_i d=0x0, use_real _addr, flags=0x0, protocol =0
src ip/id=0.0.0.0, nmask=0.0.0.0, port=0, tag=any
dst ip/id=192.168.75. 14, mask=255. 255. 255. 255, port=0, tag=any, dscp=0x0
i nput _i fc=dnz, output_ifc=inside
out id=0x7ff603638470, priority=6, domai n=nat-reverse, deny=fal se
hi ts=0, user_dat a=0x7ff602be3f 80, cs_i d=0x0, use_real _addr, flags=0x0, protocol =0
src ip/id=192.168. 75. 14, nmask=255. 255. 255. 255, port=0, tag=any
dst ip/id=0.0.0.0, nask=0.0.0.0, port=0, tag=any, dscp=0x0
i nput _i fc=i nside, output_ifc=dne

De pakketopname toont:



firepower# show capture DMz
8 packets captured

1: 17:38:26. 324812 192. 168. 76. 14 > 192. 168. 76. 100: icnp: echo request
2: 17:38: 26. 326505 192. 168. 76. 100 > 192. 168. 76. 14: icnp: echo reply
3: 17:38:27.317991 192. 168. 76. 14 > 192. 168. 76. 100: icnp: echo request
4: 17:38:27.319456 192. 168. 76. 100 > 192. 168. 76. 14: icnp: echo reply
5: 17:38:28.316344 192. 168. 76. 14 > 192. 168. 76. 100: icnp: echo request
6: 17:38:28.317824 192. 168. 76. 100 > 192. 168. 76. 14: icnp: echo reply
7: 17:38:29.330518 192. 168. 76. 14 > 192. 168. 76. 100: icnp: echo request
8: 17:38:29.331983 192. 168. 76. 100 > 192. 168. 76. 14: icnp: echo reply

8 packets shown

Sporen van een pakket (belangrijke punten worden gemarkeerd).

Opmerking: De ID van de NAT-regel en de correlatie ervan met de ASP-tabel:

firepower# show capture DMZ packet-number 3 trace detail
8 packets captured
: 17:38:27.317991 000c.2998.3fec d8b1.90b7.32e0 0x0800 Length: 74
192.168.76.14 > 192.168.76.100: icmp: echo request (ttl 128, id 9975)

Phase: 1
Type: CAPTURE
Subt ype:
Resul t: ALLOW
Confi g:
Addi tional Information:
Forward Fl ow based | ookup yields rule:
in id=0x7ff602c72be0, priority=13, donai n=capture, deny=fal se
hi t s=55, user_dat a=0x7ff602b74a50, cs_i d=0x0, |3_type=0x0
src nmac=0000. 0000. 0000, mask=0000. 0000. 0000
dst nac=0000. 0000. 0000, mask=0000. 0000. 0000
i nput _i fc=dne, output _ifc=any

Phase: 2
Type: ACCESS- LI ST
Subt ype:
Resul t: ALLOW
Confi g:
Inplicit Rule
Addi tional Information:
Forward Fl ow based | ookup yields rule:
in id=0x7ff603612200, priority=1, domai n=pernit, deny=false
hits=1, user_data=0x0, cs_i d=0x0, |3_type=0x8
src nmac=0000. 0000. 0000, mask=0000. 0000. 0000
dst nac=0000. 0000. 0000, mask=0100. 0000. 0000
i nput _i fc=dne, output _ifc=any

Phase: 3

Type: UN-NAT

Subtype: static

Result: ALLOW

Config:

nat (inside,dmz) source static Host-A Host-B
Additional Information:

NAT divert to egress interface inside
Untranslate 192.168.76.100/0 to 192.168.75.14/0

Phase: 4



Type: ACCESS- LI ST

Subt ype: | og
Resul t: ALLOW
Confi g:

access-group CSM FW ACL_ gl obal
access-1ist CSM FWACL_ advanced permit ip host 192.168.76.14 host 192.168.75.14 rule-id
268434440
access-list CSM FWACL_ remark rule-id 268434440: ACCESS POLI CY: FTD5506-1 - Mandatory/2
access-list CSM FWACL_ remark rule-id 268434440: L4 RULE: Host-B to Host-A
Addi tional |nfornation:
This packet will be sent to snort for additional processing where a verdict will be reached
Forward Fl ow based | ookup yields rule:
in id=0x7ff602b72610, priority=12, donmai n=pernit, deny=false
hits=1, user_dat a=0x7ff5fa9d0180, cs_i d=0x0, use_real _addr, flags=0x0, protocol =0
src ip/id=192.168. 76. 14, mask=255. 255. 255. 255, port=0, tag=any, ifc=any
dst ip/id=192.168.75.14, mask=255. 255. 255. 255, port=0, tag=any, ifc=any, vlan=0,
dscp=0x0
i nput _i fc=any, output _ifc=any

Phase: 5
Type: CONN- SETTI NGS
Subt ype:
Resul t: ALLOW
Config
cl ass-map cl ass-default
mat ch any
policy-map gl obal policy
cl ass cl ass-defaul t
set connection advanced-options UM STATI C_TCP_NAP
servi ce-policy global _policy global
Addi tional |nfornation:
Forward Fl ow based | ookup yields rule:
in id=0x7ff60367cf80, priority=7, domai n=conn-set, deny=fal se
hits=1, user_data=0x7ff 603677080, cs_i d=0x0, use_real _addr, flags=0x0, protocol =0
src ip/id=0.0.0.0, nask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
i nput _i fc=dnme, output _ifc=any

Phase: 6
Type: NAT
Subt ype:
Resul t: ALLOW
Config
nat (inside,dnz) source static Host-A Host-B
Addi tional |nfornation:
Static translate 192.168.76.14/1 to 192.168.76.14/1
Forward Fl ow based | ookup yields rule:
in id=0x7££603696860, priority=6, domai n=nat, deny=fal se
hits=1, user_dat a=0x7ff602be3f80, cs_i d=0x0, flags=0x0, protocol =0
src ip/id=0.0.0.0, nask=0.0.0.0, port=0, tag=any
dst ip/id=192.168.76.100, mask=255.255. 255. 255, port=0, tag=any, dscp=0x0
i nput _i fc=dnme, output _ifc=inside

Phase: 7
Type: NAT
Subt ype: per-session
Resul t: ALLOW
Config
Addi tional |nfornation:
Forward Fl ow based | ookup yields rule:
in id=0x7ff602220020, priority=0, domai n=nat-per-session, deny=true
hits=2, user_data=0x0, cs_i d=0x0, reverse, use_real _addr, flags=0x0, protocol=0
src ip/id=0.0.0.0, nask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0



i nput _i fc=any, output _ifc=any

Phase: 8
Type: | P-OPTI ONS
Subt ype:
Resul t: ALLOW
Confi g:
Addi tional |nfornation:
Forward Fl ow based | ookup yields rule:
in id=0x7ff6035c0af0, priority=0, domai n=inspect-ip-options, deny=true
hits=1, user_data=0x0, cs_i d=0x0, reverse, flags=0x0, protocol=0
src ip/id=0.0.0.0, nask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
i nput _i fc=dnme, output _ifc=any

Phase: 9
Type: | NSPECT
Subt ype: np-inspect
Resul t: ALLOW
Confi g:
cl ass-map inspection_default
mat ch defaul t-inspection-traffic
policy-map gl obal policy
cl ass inspection_default
i nspect icnp
servi ce-policy global _policy global
Addi tional |nfornation:
Forward Fl ow based | ookup yields rule:
in id=0x7ff602b5f 020, priority=70, donmi n=i nspect-icnp, deny=false

hits=2, user_dat a=0x7ff602be7460, cs_i d=0x0, use_real _addr, flags=0x0, protocol =1

src ip/id=0.0.0.0, nmask=0.0.0.0, icnp-type=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, icnp-code=0, tag=any, dscp=0x0
i nput _i fc=dnme, output _ifc=any

Phase: 10
Type: | NSPECT
Subt ype: np-inspect
Resul t: ALLOW
Confi g:
Addi tional |nfornation:
Forward Fl ow based | ookup yields rule:
in id=0x7ff602b3a6d0, priority=70, donai n=i nspect-icnp-error, deny=fal se

hits=2, user_data=0x7ff603672ec0, cs_i d=0x0, use_real _addr, flags=0x0, protocol =1

src ip/id=0.0.0.0, nmask=0.0.0.0, icnp-type=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, icnp-code=0, tag=any, dscp=0x0
i nput _i fc=dnme, output _ifc=any

Phase: 11
Type: NAT
Subt ype: rpf-check
Resul t: ALLOW
Confi g:
nat (inside,dnz) source static Host-A Host-B
Addi tional Information:
Forward Fl ow based | ookup yields rule:
out id=0x7£f£603685350, priority=6, domai n=nat-reverse, deny=fal se

hits=2, user_data=0x7ff60314dbf0, cs_i d=0x0, use_real _addr, flags=0x0, protocol =0

src ip/id=0.0.0.0, nask=0.0.0.0, port=0, tag=any

dst ip/id=192.168.75. 14, mask=255. 255. 255. 255, port=0, tag=any, dscp=0x0

i nput _i fc=dne, output _ifc=inside

Phase: 12
Type: NAT
Subt ype: per-session



Resul t: ALLOW
Confi g:
Addi tional |nfornation:
Reverse Fl ow based | ookup yields rule:
in id=0x7ff602220020, priority=0, domai n=nat-per-session, deny=true

hi ts=4, user_data=0x0, cs_i d=0x0, reverse, use_real _addr, flags=0x0, protocol=0

src ip/id=0.0.0.0, nask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
i nput _i fc=any, output _ifc=any

Phase: 13
Type: | P-OPTI ONS
Subt ype:
Resul t: ALLOW
Confi g:
Addi tional |nfornation:
Reverse Fl ow based | ookup yields rule:
in id=0x7ff602c56d10, priority=0, domai n=inspect-ip-options, deny=true
hits=2, user_data=0x0, cs_i d=0x0, reverse, flags=0x0, protocol=0
src ip/id=0.0.0.0, nask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
i nput _i fc=i nsi de, output_ifc=any

Phase: 14

Type: FLOW CREATI ON

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

New flow created with id 5084, packet dispatched to next nodul e
Modul e information for forward flow ...
snp_fp_i nspect _i p_options

snp_fp_snort

snp_fp_inspect _icnp

snp_fp_translate

snp_f p_adj acency

snp_f p_fragment

snp_i fc_stat

Modul e information for reverse flow ...
snp_fp_i nspect _i p_options
snp_fp_translate

snp_fp_inspect _icnp

snp_fp_snort

snp_f p_adj acency

snp_f p_fragment

snp_i fc_stat

Phase: 15

Type: EXTERNAL- | NSPECT

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional Information:
Application: 'SNORT | nspect’

Phase: 16

Type: SNORT

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

Snort Verdict: (pass-packet) allow this packet

Phase: 17



Type: ROUTE- LOOKUP

Subt ype: Resol ve Egress Interface

Resul t: ALLOW

Config

Addi tional I|nformation:

found next-hop 192.168.75.14 using egress ifc

Phase: 18

Type: ADJACENCY- LOOKUP

Subt ype: next-hop and adj acency
Resul t: ALLOW

Config

Addi tional |nfornation:

adj acency Active

inside

next - hop mac address 000c. 2930. 2b78 hits 140694538708414

Phase: 19

Type: CAPTURE

Subt ype:

Resul t: ALLOW

Config

Addi tional |nformation:

Forward Fl ow based | ookup yields rule:
out

hi t s=14, user_dat a=0x7ff 6024af f 90,

i d=0x7f f 6036a94e0, priority=13, domai n=capture,
cs_i d=0x0,

deny=f al se
| 3_type=0x0

src nmac=0000. 0000. 0000, mask=0000. 0000. 0000

dst
i nput _i fc=i nsi de, output_ifc=any
Resul t:
input-interface:
i nput -status: up
input-line-status: up
output-interface: inside
out put-status: up

out put-1line-status: up
Action: allow

1 packet shown

i nsi de

mac=0000. 0000. 0000, mask=0000. 0000. 0000

Taak 2. Poortadresomzetting (PAT) op FTD configureren

NAT configureren volgens deze vereisten:

NAT-regel

NAT-type

Invoegen
Broninterface
Doelinterface
Oorspronkelijke bron
Vertaalde bron

*Gebruik security zones voor de NAT-regel

Handmatige NAT-regel
Dynamisch

In afdeling 1

binnen*

buiten*
192.168.75.0/24
Externe interface (PAT)



Host-A FTD

192.168.75.x/24

192.168.77.x/24

Host-C
10.1.1.0/24

)

14

Statische NAT
PAT

Oplossing:

Stap 1. Voeg een tweede NAT-regel toe en configureer volgens de taakvereisten zoals in de

afbeelding.

Add NAT Rule

MAT Rube: ¥

Manual NAT Rule

Type: Dynamic

e | F Enable

Descrption:

Translation  PAT Pool  Advanced

Insert:

¥ MNAT Rules Before |+

Available Interface Objects &
4 Search by name

suw outside_zone

Add to
Source J

.
smw dMZ_zZone
sen inside_zone
iaw Groupl

...:'. Group2

Source Interface Objects (1)

ioy inside_zone

Destination Interface Objects (1)

EI

Stap 2. Hier is hoe PAT is ingesteld zoals in

de afbeelding.

In Category

w

¥ MAT Rules Before

Omiginal Destination Port:

Add NAT Rule

MAT Rube: Manual NAT Rule v Insert:
Type: Dynamic v | I Enable
Descrption:

Interface Objects m PAT Pool  Advanced
Original Packet
Crriginal Source: ™ Ner_192.168.75.0_24bits b
Original Destination: Address b

-

Orniginal Source Port: w

Translated Packet

5] Translated Source:

% | Translated Destination:

[+ Translated Source Port:

& Translated Destination Port:

Destination Interface 1P bt

“Thn valuas selected for Dastination Interface
Objects in ‘Interface Dbjects’ tab will be used

v Q
il
v Q




Stap 3. Het resultaat is zoals in de afbeelding.

B Ik by Drvie
e Ovigead Pt N Tramalated Padiet =y
] [t T. Howre Eheitwh b kgl Wrageral Wl Latwad Lk Lafwall et
i I e s Ochaal felglaal, - Trasha Tramdate Trams
¥ HAT Rules Belbore
& E = 3
I : : = A | -1

¥ Awto HAT Rubrs

T HAT Rules Alter

Stap 4. Voor de rest van dit laboratorium, vorm het Beleid van de Toegangscontrole om al verkeer
toe te staan om door te gaan.

Verificatie:

NAT-configuratie:

firepower# show nat

Manual NAT Policies (Section 1)

1 (inside) to (dne) source static Host-A Host-B
translate hits = 26, untranslate hits = 26

2 (inside) to (outside) source dynamic Net_192.168.75.0_24bits interface
translate_hits = 0, untranslate_hits = 0

Van LINA CLI noteer het nieuwe bericht:

firepower# show xlate
3 in use, 19 nost used
Flags: D - DNS, e - extended, | - identity, i - dynamic, r - portmap,
s - static, T - twice, N - net-to-net
NAT from i nside: 192. 168.75. 14 to dne: 192. 168. 76. 100
flags sT idle 1:15:14 timeout 0:00: 00
NAT fromdne: 0.0.0.0/0 to inside:0.0.0.0/0
flags sIT idle 1:15:14 tineout 0:00: 00
NAT from outside:0.0.0.0/0 to inside:0.0.0.0/0
flags sIT idle 0:04:02 timeout 0:00:00

Schakel opname in binnen- en buiteninterface in. Laat aan de binnenkant sporen toe:

firepower# capture CAPI trace interface inside match ip host 192.168.75.14 host 192.168.77.1
firepower# capture CAPO interface outside match ip any host 192.168.77.1

Pingen van host-A (192.168.75.14) naar IP 192.168.77.1 zoals in de afbeelding.




C:sWindowzssyztend? > Lrilui 192 168.77.1

Pinging 192.168.%77.1 ith 32 ].H_,ll. v of data:
Reply from 192.168.77.1 o tine =lns

Reply From 1 tine=ins

]
Heaply From ; i E 1 ! eime=lng
¥

Heply From 1%2.168.77.1 hiytes time*lns

ics For 192.168.77.1:
Sent 4. Received 4. Lost B {Bx lo=
s pound tieip timsz in milli=secondsz:
Hin i Ims . Maximin lns . Hueerage 1S

In LINA captures, kunt u de vertaling van het PAT zien:

firepower# show cap CAPI
8 packets captured

1: 18:54:43. 658001 192.168.75.14 > 192.168.77.1: icnp:
2: 18:54:43.659099 192.168.77.1 > 192.168. 75. 14: icnp:
3: 18:54:44.668544 192.168. 75.14 > 192.168.77.1: icnp:
4: 18:54:44. 669505 192.168.77.1 > 192.168. 75. 14: icnp:
5: 18:54:45.682368 192.168. 75.14 > 192.168.77.1: icnp:
6: 18:54:45.683421 192.168.77.1 > 192.168. 75. 14: icnp:
7: 18:54:46.696436 192.168. 75.14 > 192.168.77.1: icnp:
8: 18:54:46.697412 192.168.77.1 > 192.168. 75. 14: icnp:

firepower# show cap CAPO

8 packets captured
1: 18:54:43. 658672 192.168.77.6 > 192.168.77.1: icnp:
2: 18:54:43.658962 192.168.77.1 > 192.168.77.6: icnp:
3: 18:54:44.669109 192.168.77.6 > 192.168.77.1: icnp:
4: 18:54:44. 669337 192.168.77.1 > 192.168.77.6: icnp:
5: 18:54:45.682932 192.168.77.6 > 192.168.77.1: icnp:
6: 18:54:45.683207 192.168.77.1 > 192.168.77.6: icnp:
7: 18:54:46.697031 192.168.77.6 > 192.168.77.1: icnp:
8: 18:54:46.697275 192.168.77.1 > 192.168.77.6: icnp:

Sporen van een pakket met belangrijke secties gemarkeerd:

firepower# show cap CAPI packet-number 1 trace
8 packets captured
1l: 18:54:43.658001 192.168.75.14 > 192.168.77.1: icmp:

Phase: 1

Type: CAPTURE

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:
MAC Access |i st

Phase: 2

Type: ACCESS- LI ST

Subt ype:

Resul t: ALLOW

Confi g:

Implicit Rule

Addi tional |nformation:
MAC Access |i st

-

echo
echo
echo
echo
echo
echo
echo
echo

echo
echo
echo
echo
echo
echo
echo
echo

echo

request
reply
request
reply
request
reply
request

reply

request
reply
request
reply
request
reply
request

reply

request



Phase: 3

Type: ROUTE- LOOKUP

Subt ype: Resol ve Egress Interface

Resul t: ALLOW

Confi g:

Addi tional I|nformation:

found next-hop 192.168.77.1 using egress ifc outside

Phase: 4

Type: ACCESS- LI ST

Subt ype: | og

Resul t: ALLOW

Confi g:

access-group CSM FW ACL_ gl obal

access-list CSM FWACL_ advanced permt ip any any rule-id 268434434

access-list CSM FWACL_ remark rule-id 268434434: ACCESS PCLI CY: FTD5506-1 - Default/1
access-list CSM FWACL_ remark rule-id 268434434: L4 RULE: DEFAULT ACTI ON RULE

Addi tional |nfornation:

This packet will be sent to snort for additional processing where a verdict will be reached
Phase: 5

Type: CONN- SETTI NGS

Subt ype:

Resul t: ALLOW

Confi g:

cl ass-map cl ass-default

mat ch any

policy-map gl obal policy
cl ass cl ass-defaul t
set connection advanced-options UM STATI C_TCP_NAP
servi ce-policy global _policy global
Addi tional |nfornation:

Phase: 6

Type: NAT

Subtype:

Result: ALLOW

Config:

nat (inside,outside) source dynamic Net_192.168.75.0_24bits interface
Additional Information:

Dynamic translate 192.168.75.14/1 to 192.168.77.6/1

Phase: 7

Type: NAT

Subt ype: per-session
Resul t: ALLOW

Confi g:

Addi tional |nformation:
Phase: 8

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 9
Type: | NSPECT
Subt ype: np-inspect
Resul t: ALLOW
Confi g:
cl ass-map inspection_default
mat ch defaul t-inspection-traffic
policy-map gl obal _policy
cl ass inspection_default



i nspect icnp
servi ce-policy global _policy global
Addi tional |nfornation:

Phase: 10

Type: | NSPECT

Subt ype: np-inspect
Resul t: ALLOW

Confi g:

Addi tional Information:

Phase: 11

Type: NAT

Subt ype: rpf-check

Resul t: ALLOW

Confi g:

nat (inside,outside) source dynam c Net_192.168.75.0 _24bits interface
Addi tional |nfornation:

Phase: 12

Type: NAT

Subt ype: per-session
Resul t: ALLOW

Confi g:

Addi tional Information:

Phase: 13

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 14

Type: FLOW CREATI ON

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

New flow created with id 6981, packet dispatched to next nodul e

Phase: 15

Type: EXTERNAL- | NSPECT

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional Information:
Application: 'SNORT | nspect’

Phase: 16

Type: SNORT

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

Snort Verdict: (pass-packet) allow this packet

Phase: 17

Type: ROUTE- LOOKUP

Subt ype: Resol ve Egress Interface

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

found next-hop 192.168.77.1 using egress ifc outside



Phase: 18

Type: ADJACENCY- LOOKUP

Subt ype: next-hop and adj acency

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

adj acency Active

next - hop mac address c84c. 758d. 4980 hits 140694538709114

Phase: 19

Type: CAPTURE

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:
MAC Access |i st

Resul t:

input-interface: outside
i nput -status: up
input-line-status: up

out put-interface: outside
out put-status: up

out put-1line-status: up
Action: allow

1 packet shown

De dynamische xlate is gemaakt (let op de "ri" vlaggen):

firepower# show xlate
4 in use, 19 nost used
Flags: D - DNS, e - extended, | - identity, i - dynamic, r - portmap,
s - static, T - twice, N - net-to-net
NAT from i nside: 192.168.75.14 to dne: 192. 168. 76. 100
flags sT idle 1:16:47 tinmeout 0:00:00
NAT fromdne:0.0.0.0/0 to inside:0.0.0.0/0
flags sIT idle 1:16:47 timeout 0:00:00
NAT fromoutside:0.0.0.0/0 to inside:0.0.0.0/0
flags sIT idle 0:05:35 timeout 0:00:00

ICMP PAT from inside:192.168.75.14/1 to outside:192.168.77.6/1 flags ri idle 0:00:30 timeout
0:00:30

In de LINA logboeken zie je:

firepower# show log

May 31 2016 18:54:43: %ASA-7-609001: Built |ocal -host inside:192.168.75. 14

May 31 2016 18:54:43: %ASA-6-305011: Built dynamic ICMP translation from inside:192.168.75.14/1
to outside:192.168.77.6/1

May 31 2016 18:54:43: %ASA-7-609001: Built |ocal -host outside:192.168.77.1

May 31 2016 18:54:43: %ASA-6-302020: Built inbound | CWP connection for faddr 192.168.75.14/1
gaddr 192.168.77.1/0 | addr 192.168.77.1/0

May 31 2016 18:54:43: %ASA- 6- 302021: Teardown | CMP connection for faddr 192.168.75.14/1 gaddr
192.168.77.1/0 | addr 192.168.77.1/0

May 31 2016 18:54:43: %ASA-7-609002: Teardown | ocal - host outside: 192.168.77.1 duration 0:00: 00
May 31 2016 18:55:17: %ASA-6-305012: Teardown dynamic ICMP translation from
inside:192.168.75.14/1 to outside:192.168.77.6/1 duration 0:00:34

NAT-secties:



firepower# show nat

Manual NAT Policies (Section 1)

1 (inside) to (dne) source static Host-A Host-B
translate_hits = 26, untranslate_hits = 26

2 (inside) to (outside) source dynamic Net_192.168.75.0_24bits interface
translate_hits = 94, untranslate_hits = 138

ASP-tabellen tonen:

firepower# show asp table classify domain nat

I nput Table

in id=0x7ff6036a9f50, priority=6, domai n=nat, deny=fal se
hi ts=0, user_dat a=0x7ff60314dbf 0, cs_i d=0x0, flags=0x0, protocol =0
src ip/id=192.168. 75. 14, mask=255. 255. 255. 255, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
i nput _i fc=i nside, output_ifc=dnz

in id=0x7ff603696860, priority=6, domai n=nat, deny=fal se
hi ts=4, user_dat a=0x7ff 602be3f 80, cs_i d=0x0, flags=0x0, protocol =0
src ip/id=0.0.0.0, nask=0.0.0.0, port=0, tag=any
dst ip/id=192.168.76.100, mask=255.255. 255. 255, port=0, tag=any, dscp=0x0
i nput _i fc=dne, output _ifc=inside

in id=0x7ff602c75f00, priority=6, domai n=nat, deny=fal se
hi ts=94, user_dat a=0x7ff6036609a0, cs_i d=0x0, flags=0x0, protocol =0
src ip/id=192.168. 75.0, mask=255.255. 255. 0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
i nput _i f c=i nsi de, output_ifc=outside

in id=0x7ff603681fb0, priority=6, domai n=nat, deny=fal se
hi ts=276, user_dat a=0x7ff60249f 370, cs_i d=0x0, flags=0x0, protocol =0
src ip/id=0.0.0.0, nask=0.0.0.0, port=0, tag=any
dst ip/id=192.168.77.6, mask=255.255. 255. 255, port=0, tag=any, dscp=0x0
i nput _i f c=out si de, output _ifc=i nsi de

firepower# show asp table classify domain nat-reverse
I nput Table

Qut put Tabl e:
out id=0x7ff603685350, priority=6, domai n=nat-reverse, deny=fal se
hi ts=4, user_dat a=0x7ff 60314dbf 0, cs_i d=0x0, use_real _addr, flags=0x0, protocol =0
src ip/id=0.0.0.0, nask=0.0.0.0, port=0, tag=any
dst ip/id=192.168.75. 14, mask=255. 255. 255. 255, port=0, tag=any, dscp=0x0
i nput _i fc=dnme, output _ifc=inside
out id=0x7ff603638470, priority=6, domai n=nat-reverse, deny=fal se
hi ts=0, user_dat a=0x7ff 602be3f80, cs_i d=0x0, use_real _addr, flags=0x0, protocol =0
src ip/id=192.168. 75. 14, mask=255. 255. 255. 255, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
i nput _i fc=i nside, output_ifc=dnz
out id=0x7ff60361bda0, priority=6, domai n=nat-reverse, deny=fal se
hi t s=138, user_dat a=0x7ff6036609a0, cs_i d=0x0, use_real _addr, flags=0x0, protocol =0
src ip/id=0.0.0.0, nask=0.0.0.0, port=0, tag=any
dst ip/id=192.168.75.0, nmask=255.255.255.0, port=0, tag=any, dscp=0x0
i nput _i f c=out si de, output _i fc=i nsi de
out id=0x7ff60361c180, priority=6, domai n=nat-reverse, deny=fal se
hi t s=94, user_dat a=0x7ff60249f 370, cs_i d=0x0, use_real _addr, flags=0x0, protocol =0
src ip/id=192.168. 75.0, mask=255.255. 255. 0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
i nput _i f c=i nsi de, output_ifc=outside



Taak 3. NAT-vrijstelling op FTD configureren

NAT configureren volgens deze vereisten:

NAT-regel

NAT-type

Invoegen

Broninterface

Doelinterface
Oorspronkelijke bron
Vertaalde bron
Oorspronkelijke bestemming
Vertaalde bestemming

*Gebruik security zones voor de NAT-regel

192.168.77.x/24

Handmatige NAT-regel

Statisch

In deel 1 worden alle bestaande regels
binnen*

buiten*

192.168.75.0/24

192.168.75.0/24

10.1.1.0/24

10.1.1.0/24

Statische NAT
PAT
NAT-vrijstelling

Oplossing:

Stap 1. Voeg een derde NAT-regel toe en configureer per taak zoals in de afbeelding.

B Fiker by Devie

& Dhrectssn V...

- Oy

 Aute NAT Rules

* MHAT Rules Alter

f—— thiginal Facket N Translated Pacont =y
f=Tes [ S8 ] Drignal Original Original Translated Translated Translated
Isterlace 0. Interlace Obj..  Sources Destinations Serviies Soufies Dhestinations Servioes

" NAT Rules

1 - St ala nsde_rone L outsde_rone g Met 192.168.75.0_d4bis i net 10.8.1.0 B Met 193 168 75.0_34k g net_1001.1.0_34bes

2 # St ity nside_zone I, dmz_zone B Hest-a o HostB

3 5 nsde_zone 5 outsde_zone R Net 192,160, 75.0_24bis i) bterface

Stap 2. Voer de routeraadpleging uit voor de bepaling van de uitgaande interface.

Opmerking: Voor Identity NAT-regels kunt u, zoals de regels die u hebt toegevoegd, wijzigen
hoe de uitgaande interface wordt bepaald en normale routeropzoeking gebruiken zoals in de

afbeelding.




Edit NAT Rule =

MAT Rube: Insert: In Category v MNAT Rubit Bafore w
Type Stabe > I Enable

DeESoripbion:

Interface Objects  Transbston  PAT Pool

r It

I po not proxy ARP on Destination Interface

for Dostnabon Interface

r UriiclrnC thonal

Verificatie:

firepower# show run nat

nat (inside,outside) source static Net_192.168.75.0_24bits Net_192.168.75.0_24bits destination
static net_10.1.1.0_24bits net_10.1.1.0_24bits

nat (inside,dne) source static Host-A Host-B

nat (inside, outside) source dynam c Net_192.168. 75. 0_24bits interface

firepower# show nat
Manual NAT Policies (Section 1)
1 (inside) to (outside) source static Net_192.168.75.0_24bits Net_192.168.75.0_24bits
destination static net_10.1.1.0_24bits net_10.1.1.0_24bits
translate_hits = 0, untranslate_hits = 0
2 (inside) to (dnez) source static Host-A Host-B
translate hits = 26, untranslate hits = 26
3 (inside) to (outside) source dynami c Net_192.168.75.0_24bits interface
translate hits = 96, untranslate hits = 138

Start pakkettracer voor niet-VPN verkeer via een bron binnen het netwerk. De PAT-regel wordt
gebruikt zoals verwacht:

firepower# packet-tracer input inside tcp 192.168.75.14 1111 192.168.77.1 80

Phase: 1

Type: CAPTURE

Subt ype:

Resul t: ALLOW

Config:

Addi tional Information:
MAC Access |i st

Phase: 2

Type: ACCESS- LI ST

Subt ype:

Resul t: ALLOW

Config:

Implicit Rule

Addi tional Information:
MAC Access |i st

Phase: 3



Type: ROUTE- LOOKUP

Subt ype: Resol ve Egress Interface

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

found next-hop 192.168.77.1 using egress ifc outside

Phase: 4

Type: ACCESS- LI ST

Subt ype: | og

Resul t: ALLOW

Confi g:

access-group CSM FW ACL_ gl obal

access-list CSM FWACL_ advanced permit ip any any rule-id 268434434

access-list CSM FWACL_ remark rule-id 268434434: ACCESS PCLI CY: FTD5506-1 - Default/1
access-list CSM FWACL_ remark rule-id 268434434: L4 RULE: DEFAULT ACTI ON RULE

Addi tional |nfornation:

This packet will be sent to snort for additional processing where a verdict will be reached
Phase: 5

Type: CONN- SETTI NGS

Subt ype:

Resul t: ALLOW

Confi g:

cl ass-map cl ass-default

mat ch any

policy-map gl obal policy
cl ass cl ass-defaul t
set connection advanced-options UM STATI C_TCP_NAP
servi ce-policy global _policy global
Addi tional |nfornation:

Phase: 6

Type: NAT

Subtype:

Result: ALLOW

Config:

nat (inside,outside) source dynamic Net_192.168.75.0_24bits interface
Additional Information:

Dynani c translate 192.168. 75. 14/1111 to 192. 168. 77. 6/ 1111
Phase: 7

Type: NAT

Subt ype: per-session

Resul t: ALLOW

Confi g:

Addi tional Information:

Phase: 8

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 9

Type: NAT

Subt ype: rpf-check

Resul t: ALLOW

Confi g:

nat (inside,outside) source dynam c Net_192.168.75.0 _24bits interface
Addi tional |nfornation:

Phase: 10



Type: NAT

Subt ype: per-session
Resul t: ALLOW

Confi g:

Addi tional Information:

Phase: 11

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 12

Type: FLOW CREATI ON

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

New flow created with id 7227, packet dispatched to next nodul e

Resul t:

input-interface: inside

i nput -status: up
input-line-status: up

out put-interface: outside
out put-status: up

out put-1line-status: up
Action: allow

Laat pakkettracer draaien voor verkeer dat door de VPN-tunnel moet gaan (voer deze twee keer
uit sinds de eerste poging de VPN-tunnel omhoog brengt).

Opmerking: U moet de NAT-vrijstellingsregel raken.

Eerste pakkettracer-poging:

firepower# packet-tracer input inside tcp 192.168.75.14 1111 10.1.1.1 80

Phase: 1

Type: CAPTURE

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional I|nformation:
MAC Access |i st

Phase: 2

Type: ACCESS- LI ST

Subt ype:

Resul t: ALLOW

Confi g:

Implicit Rule

Addi tional I|nformation:
MAC Access |i st

Phase: 3

Type: UN-NAT
Subtype: static
Result: ALLOW
Config:



nat (inside,outside) source static Net_192.168.75.0_24bits Net_192.168.75.0_24bits destination
static net_10.1.1.0_24bits net_10.1.1.0_24bits

Additional Information:

NAT divert to egress interface outside

Untranslate 10.1.1.1/80 to 10.1.1.1/80

Phase: 4

Type: ACCESS- LI ST

Subt ype: | og

Resul t: ALLOW

Confi g:

access-group CSM FW ACL_ gl obal

access-list CSM FWACL_ advanced permit ip any any rule-id 268434434

access-list CSM FWACL_ remark rule-id 268434434: ACCESS PCLI CY: FTD5506-1 - Default/1
access-list CSM FWACL_ remark rule-id 268434434: L4 RULE: DEFAULT ACTI ON RULE

Addi tional |nfornation:

This packet will be sent to snort for additional processing where a verdict will be reached
Phase: 5

Type: CONN- SETTI NGS

Subt ype:

Resul t: ALLOW

Confi g:

cl ass-map cl ass-default

mat ch any

policy-map gl obal policy
cl ass cl ass-defaul t
set connection advanced-options UM STATI C_TCP_NAP
servi ce-policy global _policy global
Addi tional |nfornation:

Phase: 6

Type: NAT

Subtype:

Result: ALLOW

Config:

nat (inside,outside) source static Net_192.168.75.0_24bits Net_192.168.75.0_24bits destination
static net_10.1.1.0_24bits net_10.1.1.0_24bits

Additional Information:

Static translate 192.168.75.14/1111 to 192.168.75.14/1111

Phase: 7

Type: NAT

Subt ype: per-session
Resul t: ALLOW

Confi g:

Addi tional Information:

Phase: 8

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 9

Type: VPN

Subtype: encrypt
Result: DROP

Config:

Additional Information:

Resul t:
input-interface: inside



i nput -status: up

input-line-status: up

output-interface: outside

out put-status: up

out put-1line-status: up

Action: drop

Drop-reason: (acl-drop) Flow is denied by configured rule

Tweede packet-tracer poging:

firepower# packet-tracer input inside tcp 192.168.75.14 1111 10.1.1.1 80

Phase: 1

Type: CAPTURE

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:
MAC Access |i st

Phase: 2

Type: ACCESS- LI ST

Subt ype:

Resul t: ALLOW

Confi g:

Inplicit Rule

Addi tional |nformation:
MAC Access |i st

Phase: 3

Type: UN-NAT

Subtype: static

Result: ALLOW

Config:

nat (inside,outside) source static Net_192.168.75.0_24bits Net_192.168.75.0_24bits destination
static net_10.1.1.0_24bits net_10.1.1.0_24bits

Additional Information:

NAT divert to egress interface outside

Untranslate 10.1.1.1/80 to 10.1.1.1/80

Phase: 4

Type: ACCESS- LI ST

Subt ype: | og

Resul t: ALLOW

Confi g:

access-group CSM FW ACL_ gl obal

access-list CSM FWACL_ advanced permt ip any any rule-id 268434434

access-list CSM FWACL_ remark rule-id 268434434: ACCESS PCLI CY: FTD5506-1 - Default/1
access-list CSM FWACL_ remark rule-id 268434434: L4 RULE: DEFAULT ACTI ON RULE

Addi ti onal Infornmation:

This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 5
Type: CONN- SETTI NGS
Subt ype:
Resul t: ALLOW
Confi g:
cl ass-nap cl ass-defaul t
mat ch any
policy-map gl obal _policy
cl ass cl ass-defaul t
set connection advanced-options UM STATI C_TCP_NAP
service-policy global _policy globa



Addi tional |nformation:

Phase: 6

Type: NAT

Subtype:

Result: ALLOW

Config:

nat (inside,outside) source static Net_192.168.75.0_24bits Net_192.168.75.0_24bits destination
static net_10.1.1.0_24bits net_10.1.1.0_24bits

Additional Information:

Static translate 192.168.75.14/1111 to 192.168.75.14/1111

Phase: 7

Type: NAT

Subt ype: per-session
Resul t: ALLOW

Confi g:

Addi tional Information:

Phase: 8

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 9

Type: VPN

Subt ype: encrypt

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

Phase: 10

Type: NAT

Subt ype: rpf-check

Resul t: ALLOW

Confi g:

nat (inside,outside) source static Net_192.168.75.0 _24bits Net_192. 168. 75. 0_24bits destination
static net_10.1.1.0_24bits net_10.1.1.0_24bits
Addi tional |nfornation:

Phase: 11

Type: VPN

Subtype: ipsec-tunnel-flow
Result: ALLOW

Config:

Additional Information:

Phase: 12

Type: NAT

Subt ype: per-session
Resul t: ALLOW

Confi g:

Addi tional Information:

Phase: 13

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 14
Type: FLOW CREATI ON



Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

New flow created with id 7226, packet dispatched to next nodul e

Resul t:

input-interface: inside

i nput -status: up
input-line-status: up
output-interface: outside
out put-status: up

out put-1ine-status: up
Action: allow

Verificatie NAT-treffers:

firepower# show nat
Manual NAT Policies (Section 1)
1 (inside) to (outside) source static Net_192.168.75.0_24bits Net_192.168. 75. 0_24bits
destination static net_10.1.1.0_24bits net_10.1.1.0 _24bits
translate_hits = 9, untranslate_hits = 9
2 (inside) to (dne) source static Host-A Host-B
translate_hits = 26, untranslate_hits = 26
3 (inside) to (outside) source dynam c Net_192.168.75.0_24bits interface
translate_hits = 98, untranslate_hits = 138

Taak 4. Object NAT op FTD configureren

NAT configureren volgens deze vereisten:

NAT-regel Auto NAT-regel
NAT-type Statisch
Invoegen In afdeling 2
Broninterface binnen*
Doelinterface DMZ*
Oorspronkelijke bron 192.168.75.99
Vertaalde bron 192.168.76.99
Vertaal DNS antwoorden die overeenkomen met

deze regel Ingeschakeld

*Gebruik security zones voor de NAT-regel
Oplossing:

Stap 1. Configureer de regel volgens de taakvereisten zoals in de afbeeldingen.



Add NAT Rule

NAT Rule: Auto MAT Rule

Type: Static

Interface Objects

Avallable Interface Objects & Source Interface Objects (1) Destination Interface Objects (1)

3 outside_zone

dmz_zone Add to ]
= Source

3 inside_zone

uje

-rl ﬂﬂ

]
Add e

roupl L
Destination

G
w Groupd

ja mjs

Add NAT Rule X

NAT Rule: Auto NAT Rule v

Type: Static ¥| | E gnab
Original Packet Translated Packet

Original Source: * obj-192.168.75.99 | D Translated Source: Address -
| obj-192,168.76.99 LN ]

Orniginal Port: TCR v|
Translated Port:

Add MNAT Rule

MAT Rule: Auts NAT Rubs b
Type: Static v||F g
Interface Objects  Translation  PAT Pool

[ Transiate DNS repies that match this rule

I- Falithrough to Intedace PAT({Destination Interface)

™ w6
™ Net to Net Mapping
™ Do not proxy ARP on Destination Interface

I- Peaform Route Lookup for Destimation Interface

Stap 2. Het resultaat is zoals in de afbeelding.

1 ' St o5 nsde_zone N outside_zone B Net_192.168.75.0_24hes - net_1001.1.0_24bas B Wen_152.168.75.0_24b . naet_1001.1.0_24bas
F - Sta.. 5 msde_zone L dmz_rone B Host-A BB Host-B
3 - Dy.. 5 osde_zone I, outside_zone - Met_192 168.75.0_2dbes ‘ Irteiface

¥ Auto HAT Rules
[ I - Sta.. 5 nsde_zone I, dmz_zone 8 obi-192.168.75.99 = obi-192.168.76.59 I

¥ HAT Rubes Adter




Verificatie:

firepower# show run nat
nat (inside,outside) source static Net_192.168.75.0 24bits Net_192.168.75.0_24bits destination
static net_10.1.1.0_24bits net _10.1.1.0 24bits
nat (inside,dnz) source static Host-A Host-B
nat (inside,outside) source dynam c Net_192.168.75.0 _24bits interface
|
object network obj-192.168.75.99
nat (inside,dmz) static obj-192.168.76.99 dns

firepower# show nat
Manual NAT Policies (Section 1)
1 (inside) to (outside) source static Net_ 192.168.75.0_24bits Net _192. 168. 75. 0_24bits
destination static net_10.1.1.0_24bits net_10.1.1.0 _24bits
translate_hits = 9, untranslate_hits = 9
2 (inside) to (dnez) source static Host-A Host-B
translate_hits = 26, untranslate_hits = 26
3 (inside) to (outside) source dynami c Net 192.168.75.0_24bits interface
translate_hits = 98, untranslate_hits = 138

Auto NAT Policies (Section 2)
1 (inside) to (dmz) source static obj-192.168.75.99 obj-192.168.76.99 dns
translate_hits = 0, untranslate_hits = 0

Verificatie met pakkettracer:

firepower# packet-tracer input inside tcp 192.168.75.99 1111 192.168.76.100 80

Phase: 1

Type: CAPTURE

Subt ype:

Resul t: ALLOW

Config:

Addi ti onal Infornmation:
MAC Access |i st

Phase: 2

Type: ACCESS- LI ST

Subt ype:

Resul t: ALLOW

Config:

Implicit Rule
Addi ti onal Infornmation:
MAC Access |i st

Phase: 3

Type: ROUTE- LOOKUP

Subtype: Resolve Egress Interface

Resul t: ALLOW

Config:

Addi tional |nfornation:

found next-hop 192.168. 76. 100 using egress ifc dnz

Phase: 4
Type: ACCESS- LI ST
Subt ype: | og

Result: ALLOW
Config:



access-group CSM FW ACL_ gl obal

access-list CSM FWACL_ advanced permit ip any any rule-id 268434434
access-list CSM FWACL_ remark rule-id 268434434: ACCESS PCLI CY: FTD5506-1 -
access-list CSM FWACL_ remark rule-id 268434434: L4 RULE: DEFAULT ACTI ON RULE

Addi tional |nformation:

This packet will be sent to snort for additional processing where a verdict will
Phase: 5

Type: CONN- SETTI NGS

Subt ype:

Resul t: ALLOW

Confi g:

cl ass-map cl ass-defaul t

mat ch any

policy-map gl obal policy
cl ass cl ass-defaul t
set connection advanced-options UM STATI C_TCP_NAP
servi ce-policy global _policy global
Addi tional |nfornation:

Phase: 6

Type: NAT

Subtype:

Result: ALLOW

Config:

object network obj-192.168.75.99

nat (inside,dmz) static obj-192.168.76.99 dns

Additional Information:

Static translate 192.168.75.99/1111 to 192.168.76.99/1111

Phase: 7

Type: NAT

Subt ype: per-session
Resul t: ALLOW

Confi g:

Addi tional Information:

Phase: 8

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 9

Type: NAT

Subt ype: per-session
Resul t: ALLOW

Confi g:

Addi tional Information:

Phase: 10

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 11

Type: FLOW CREATI ON
Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Default/1

be reached



New flow created with id 7245, packet dispatched to next nodul e

Resul t:

input-interface: inside
i nput -status: up
input-line-status: up
output-interface: dne
out put - status: up

out put-line-status: up
Action: allow

Taak 5. PAT-pool op FTD configureren

NAT configureren volgens deze vereisten:

NAT-regel

NAT-type

Invoegen

Broninterface

Doelinterface

Oorspronkelijke bron

Vertaalde bron

Gebruik het gehele bereik (1-65535)

*Gebruik security zones voor de NAT-regel

Oplossing:

Handmatige NAT-regel
Dynamisch

In afdeling 3

binnen*

DMZ*

192.168.75.0/24
192.168.76.20-22
Ingeschakeld

Stap 1. Configureer de regel per taakvereisten zoals in de afbeeldingen.

Add NAT Rule

Type: Dynarmic bl I Enable

Dascription:

Transistion  PAT Pool  Advanced

NAT Rule: Manual NAT Rule Insert:

In Category ¥ NAT Rules After b 4

Avallable Interface Objects &

iww OUtside_zone

sab dmz_zone Add to
. Source

inw inside_zone

sss Groupl

asan Group2

Source Interface Objects (1)

aaw inside_zone

Destination Interface Objects (1)




Add NAT Rule T X
NAT Rule: Manual MAT Rule v Insert: In Category ¥ | NAT Rules After v
Type: Dynamic ¥| | ¥ Enable
Description:
Interface Objects PAT Pood  Adwvanced
Original Packet Translated Packet
Original Souree: ™ Net_192.168.75.0_24bits «| 3 Translated Source: Address -
vo
Original Destination: Address w
~ |3 Translated Destination: ~ 2
Original Source Port: i+ ] Translated Source Port: a ]
Original Destination Port: | @ Translated Destination Port: LAl ]

Stap 2. Schakel Platte Poortbereik in met Reserverpoorten die het gebruik van het gehele bereik

(1-65535) zoals in de afbeelding mogelijk maken.

Add NAT Rule T X
NAT Rule: Manual HAT Rule » Insert: In Category V| NAT Rules After v
Type: Dynamic v | gnable
Description:
I ¥ Enable PAT Pool I
PAT: Address w| 1pe-192.168.76.20-22 ¥
™ use Round Robin Alocation
™ Extended PAT Table
F Flat Port Range
¥ Include Reserve Ports
Stap 3. Het resultaat is zoals in de afbeelding.
B Ftes by Do | | 3 add e
,‘ &t aow PEde_rors D outsade_zors S Met 197068, TR0 4oy g et 100110 _24bas B N1 LGE. TRO_Pbas g met 1000, 1.0 240 ‘ g ks 8
R b gl nede_rone 5 dme_rone g Hoat-A o HoutB ) Ons:faha 78
1 - () b nmde_zore 5, outsde_zore R Met_ 192060750 Mt o) Ireface i Dova:faba S8
T Awto HAT Hules
LR SL. g msde_zone b, dmz_zone g obi-192.168.75.99 B b 192 168.76.99 ) Dositrue el
¥ WAT fules Aler
4 - Dyv_  Jy msde_pone 0y dme_pore g Mt 102 168.TS.0_Rdbts B rasge- 10 168 76.20.22 Dvsc ki 78
fat
‘ ndude - reserve
Verificatie:

firepower# show run nat

nat (inside, outside) source static Net_192.168.75.0 _24bits Net_192.168.75.0_24bits destination




static net_10.1.1.0_24bits net_10.1.1.0 _24bits
nat (inside,dnz) source static Host-A Host-B
nat (inside,outside) source dynam c Net_192.168.75.0 _24bits interface
!
obj ect network obj-192.168. 75. 99
nat (inside,dnz) static obj-192.168.76.99 dns
|
nat (inside,dmz) after-auto source dynamic Net_192.168.75.0_24bits pat-pool range-192.168.76.20-
22 flat include-reserve

De regel staat in afdeling 3:

firepower# show nat
Manual NAT Policies (Section 1)
1 (inside) to (outside) source static Net_192.168.75.0_24bits Net _192. 168. 75. 0_24bits
destination static net_10.1.1.0_24bits net_10.1.1.0 _24bits
translate_hits = 9, untranslate_hits = 9
2 (inside) to (dnez) source static Host-A Host-B
translate_hits = 26, untranslate_hits = 26
3 (inside) to (outside) source dynami c Net_192.168.75.0_24bits interface
translate_hits = 98, untranslate_hits = 138

Aut o NAT Policies (Section 2)
1 (inside) to (dne) source static obj-192.168.75.99 obj-192.168.76.99 dns
translate_hits = 1, untranslate_hits = 0

Manual NAT Policies (Section 3)
1 (inside) to (dmz) source dynamic Net_192.168.75.0_24bits pat-pool range-192.168.76.20-22 flat
include-reserve

translate_hits = 0, untranslate_hits = 0

Packet-tracer verificatie:

firepower# packet-tracer input inside icmp 192.168.75.15 8 0 192.168.76.5

Phase: 1

Type: CAPTURE

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:
MAC Access |i st

Phase: 2

Type: ACCESS- LI ST

Subt ype:

Resul t: ALLOW

Confi g:

Implicit Rule

Addi tional |nformation:
MAC Access |i st

Phase: 3

Type: ROUTE- LOOKUP

Subt ype: Resolve Egress Interface
Resul t: ALLOW

Confi g:

Addi tional |Information:



found next-hop 192.168.76.5 using egress ifc dne

Phase: 4

Type: ACCESS- LI ST

Subt ype: | og

Resul t: ALLOW

Confi g:

access-group CSM FW ACL_ gl obal

access-list CSM FWACL_ advanced permt ip any any rule-id 268434434

access-list CSM FWACL_ remark rule-id 268434434: ACCESS PCLI CY: FTD5506-1 - Default/1
access-list CSM FWACL_ remark rule-id 268434434: L4 RULE: DEFAULT ACTI ON RULE

Addi tional |nfornation:

This packet will be sent to snort for additional processing where a verdict will be reached
Phase: 5

Type: CONN- SETTI NGS

Subt ype:

Resul t: ALLOW

Confi g:

cl ass-map cl ass-defaul t

mat ch any

policy-map gl obal policy
cl ass cl ass-defaul t
set connection advanced-options UM STATI C_TCP_NAP
servi ce-policy global _policy global
Addi tional |nfornation:

Phase: 6

Type: NAT

Subtype:

Result: ALLOW

Config:

nat (inside,dmz) after-auto source dynamic Net_192.168.75.0_24bits pat-pool range-192.168.76.20-
22 flat include-reserve

Additional Information:

Dynamic translate 192.168.75.15/0 to 192.168.76.20/11654

Phase: 7

Type: NAT

Subt ype: per-session
Resul t: ALLOW

Confi g:

Addi tional Information:

Phase: 8

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 9
Type: | NSPECT
Subt ype: np-inspect
Resul t: ALLOW
Confi g:
cl ass-map inspection_defaul t

mat ch defaul t-inspection-traffic
policy-map gl obal policy

cl ass inspection_default

i nspect icnp

servi ce-policy global _policy global
Addi tional |nfornation:



Phase: 10

Type: | NSPECT

Subt ype: np-inspect
Resul t: ALLOW

Confi g:

Addi tional Information:

Phase: 11

Type: NAT

Subt ype: rpf-check

Resul t: ALLOW

Confi g:

nat (inside,dnz) after-auto source dynam c Net_192.168. 75.0_24bits pat-pool range-192.168.76. 20-
22 flat include-reserve

Addi tional Information:

Phase: 12

Type: NAT

Subt ype: per-session
Resul t: ALLOW

Confi g:

Addi tional Information:

Phase: 13

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 14

Type: FLOW CREATI ON

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

New flow created with id 7289, packet dispatched to next nodul e

Resul t:

input-interface: inside
i nput -status: up
input-line-status: up
output-interface: dne
out put-status: up

out put-1line-status: up
Action: allow

Verifiéren

Gebruik deze sectie om te controleren of uw configuratie goed werkt.

Verificatie is toegelicht in de afzonderlijke takensecties.

Problemen oplossen

Deze sectie bevat informatie die u kunt gebruiken om problemen met de configuratie te
troubleshooten.



Open de pagina Geavanceerde probleemoplossing op het VCC, voer de pakkettracer uit en voer
vervolgens de opdracht NAT-pool tonen uit.

Let op het item dat het gehele bereik gebruikt zoals in de afbeelding.

Overview Analysis Policies Devices Objects | AMP Deploy System

Configuration Users Domains Integration Updates Licenses * Health * Monitor Mo

Advanced Troubleshooting

FTDS506- 1

File Download m

Command show w Parameter nat pool 1

Output UDP PAT pool inside, address 192.168.75.6, range 1-511, allocated 2
UDP PAT pool inside, address 192.168.75.6, range 512-1023, allocated 1

e 3

ICMP PAT pool dmzirange- 192.168.76.20-22, address 192.168.76.20, range 1-65535,
allocated 1

W

o0 pOG] QuULSIOE, Agure 2. 100, 7 4.0, fange 1- , dROCALEd 3
UDP PAT pool outside, address 192.168.77.6, range 512-1023, allocated O
UDP PAT pool outside, address 192.168.77.6, range 1024-65535, allocated 3

2 I Exacuta Back

Gerelateerde informatie

- Alle versies van de Cisco Firepower Management Center-configuratiehandleiding vindt u hier:

https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-
roadmap.html#id 47280

- Cisco Global Technical Assistance Center (TAC) raadt deze visuele gids ten zeerste aan voor
diepgaande praktische kennis over Cisco Firepower Security Technologies van de volgende
generatie, zoals de technologieén die in dit artikel worden vermeld:

http://www.ciscopress.com/title/9781587144806

- TechNotes voor alle configuratie en probleemoplossing die betrekking hebben op Firepower-
technologieén:
https://www.cisco.com/c/en/us/support/security/defense-center/tsd-products-support-series-
home.html



/content/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html#id_47280
/content/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html#id_47280
http://www.ciscopress.com/title/9781587144806
/content/en/us/support/security/defense-center/tsd-products-support-series-home.html
/content/en/us/support/security/defense-center/tsd-products-support-series-home.html
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https://www.cisco.com/c/nl_nl/support/index.html

Over deze vertaling

Cisco heeft dit document vertaald via een combinatie van machine- en menselijke
technologie om onze gebruikers wereldwijd ondersteuningscontent te bieden in hun eigen
taal. Houd er rekening mee dat zelfs de beste machinevertaling niet net zo nauwkeurig is als
die van een professionele vertaler. Cisco Systems, Inc. is niet aansprakelijk voor de
nauwkeurigheid van deze vertalingen en raadt aan altijd het oorspronkelijke Engelstalige
document (link) te raadplegen.



