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Inleiding

In dit document wordt beschreven hoe u met succes Virtual Private Cloud (VPC) op serversin een ESXi-
omgeving kunt implementeren. VVoor andere documenten zoals Quick Start Guide, Implementatie Strategie,
Rechten Gids, console en Beheerder Gebruikershandleiding bezoek deze site Documentatie

Bijgedragen door Roman Valenta, Cisco TAC-engineers.

Voorwaar den

Veresten:
VMware ESX 5 of hoger

 Cloud-proxy modus (alleen): 128 GB RAM, 8 CPU cores (2 CPU's met elk 4 cores aanbevolen), 1 TB
minimale vrije schijfruimte op VMware datastore

Type aandrijving: SSD vereist voor airgap-modus en aanbevolen voor proxy

RAID Type: Een RAID 10-groep (gestreepte spiegel)

Minimale grootte van VMware-datastore: 2 TB

Minimale datastore willekeurige lees voor de RAID 10-groep (4K): 60K 10PS

Minimal e datastore willekeurig schrijft voor de RAID 10-groep (4K): 30K 10PS

Cisco raadt u aan bekend te zijn met dit onderwer p:

» Basiskennis hoe te werken met certificaten.
» Basiskennis over het instellen van DNS onder DNS-server (Windows of Linux)
» Sjabloon voor installatie en open virtuele applicatie (OVA) in de VMWare ESXi

Gebruikt in dit LAB:


https://console.amp.cisco.com/docs/private_cloud

VMware ESX 6.5

» Cloud-proxy modus (alleen): 48 GB RAM, 8 CPU cores (2 CPU cores met elk 4 cores aanbevolen), 1
TB minimale vrije schijfruimte op VMware datastore

Soort schijven: SATA

RAID Type: één RAID 1

Minimale grootte van VMware-datastore: 1 TB

MobaXterm 20.2 (programma voor meerdere terminals vergelijkbaar met PUTTY)

Cygwin64 (gebruikt om AirGap Update te downloaden)

Aanvullend

* Certificaat dat u maakt met openSSL of XCA

* DNS-server (Linux of Windows) In mijn lab gebruikte ik Windows Server 2016 en CentOS-8
* Windows VM voor ons testendpoint

» Licentie

Alsuw geheugen minder dan 48GB RAM op versie 3.2+ VPC iswordt onbruikbaar.

Opmerking: De Private Cloud OVA creéert de drive partities zodat het niet nodigisom zein
VMWare te specificeren. server die de schone interface hostname oplost. &€&

Raadpleeg het gegevensblad van de V PC-applicatie voor meer informatie over versiespecifieke
hardwarevereisten.

Opmerking:Deinformatie in dit document is gemaakt van de apparaten in een specifieke
laboratoriumomgeving. Alle apparaten die in dit document worden beschreven, hadden een
opgeschoonde (standaard)configuratie. Als uw netwerk live is, moet u zorgen dat u de potentiéle
impact van elke opdracht begrijpt. 8€E

VPC-implementatie

Selecteer de URL in de eDelivery of de e-mail met toegangsrechten. Download het OV A-bestand en ga
verder met de installatie

VM-installatie
Stap 1

Navigeer naar Bestand > OV F-g abloon implementeren om de wizard OV F-5jabloon implementeren te
openen, zoals in de afbeelding wordt getoond.


/content/en/us/products/collateral/security/fireamp-private-cloud-virtual-appliance/datasheet-c78-742267.html#ProductSpecification
/content/en/us/products/collateral/security/fireamp-private-cloud-virtual-appliance/datasheet-c78-742267.html#ProductSpecification

1 New virtual machine - AMPvPC.

¥ 1 Select creation type Select OVF and VMDK files

2 Select OVF and VMDK files Selectthe OVF and VMDK files or OVA for the VM you would like to deploy

3 Select storage

LIRS M PR Enter a name for the virtual machine.
5 Deployment options
AMPPC
6 Additional settings
7 Ready to complete Wirtual machine names can contain up to 80 characters andg they must be unigue within each |

* @ PrivateCloud-Latest ova

Back || Next




{41 New virtual machine

bd 1 Select creation type

2 Select OVF and VMDK files

3 Select storage

4 License agreements
5 Deployment options
6 Additional settings
7 Ready to complete

Select creation type

How would vou like to create a Virtual Machine?

Create a new virtual machine

eploy a virtual machine from an OVFE or OWA file

Fegister an existing virtual machine

This option guides you thro
virtual machine from an OWF

Back ull Next




%71 Hew virtual machine - AMP-vEC

+ 1 Select creation type
+ 2 Select OVF and VMDK files

bl 3 Select storage

4 License agreements
5 Deployment options
6 Additional settings

7 Ready to complete

Select storage

Select the datastore inwhich to store the configuration and disk files.

The following datastores are accessible from the destination resource that you selected. Sele
the virtual machine configuration files and all of the vitual disks.

Mame ~ Capacity ~ Free ~ | Type e 1]
vDisk-7v0_12 92275 GB 9218 GB VYMF35 i
vDisk-70_34 930.25 GB 9293 GB VYMF35 z
vDisk-70_56 930.25 GB 9293 GB VYMF35 £
vDisk-¥0_78 93025 GB 9293 GB VYMF35 z

Back Mext

Opmerking: Thick Provisioning reserveert ruimte wanneer een schijf wordt gemaakt. Alsu deze
optie selecteert, kunnen de prestaties worden verbeterd via Thin Provisioned. Dit is echter niet
verplicht. Selecteer nu op Volgende, zoalsin de afbeelding.



1 New virtual machine - AMP-vPC

¥ 1 Select creation type Deployment options

¥ 2 Select OVF and VMDK files Select deployment options

* 3 Select storage

bd 4 Deployment options

5 Ready to complete e WM Metwork | VM Metwork

Disk provisioning ® Thin O Thick

Back H Next

Stap 2:

Selecteer Bladeren... om een OV A-bestand te selecteren en kies vervolgens Volgende. U ziet de standaard
OVA parameters op de pagina OVF Template Details, zoals getoond in de afbeelding. selecteer Volgende.



31 New virtual machine - AMP-vPC

¥ 1 Select creation type Ready to complete

¥ 2 Select OVF and VMDK files Review your settings selection before finishing the wizard
v 3 Select storage

+ 4 Deployment options

WY 5 Ready to complete Product FireAMP PrivateCloud x86_64

VM Mame AMP-PC

Disks PrivateCloud_3.2.0_202010082118_vE6.5_signed-
disk1ymdk,PrivateCloud_3.2.0_202010082118_v6
disk2 vmdk, PrivateCloud_3.2.0_202010082118_vE
disk3.vmdk, PrivateCloud_3.2.0_202010082118_vE

Diatastore wvDisk-70_12
Provisioning type Thin

Metwork mappings W Metwaork: VM Metwaork
Guest 05 Mame Unknown

' Do not refresh your browser while this VM is being deployed.
P Y

Back || Mext

Eerste configuratie van beheerinterface



31 New virtual machine - AMP-vPC

¥ 1 Select creation type Ready to complete
v 2 Select OVF and VMDK files

v 3 Select storage
+ 4 Deployment options

WY 5 Ready to complete Product FireAMP PrivateCloud x86_64

VM Mame AMP-PC

Review your settings selection before finishing the wizard

Disks PrivateCloud_3.2.0_202010082118_vE6.5_signed-
disk1ymdk,PrivateCloud_3.2.0_202010082118_v6
disk2 vmdk, PrivateCloud_3.2.0_202010082118_vE
disk3.vmdk, PrivateCloud_3.2.0_202010082118_vE

Diatastore wvDisk-70_12
Provisioning type Thin

Metwork mappings W Metwaork: VM Metwaork
Guest 05 Mame Unknown

e,
' Do not refresh your browser while this VM is being deployed.
P Y

Back [ e

Zodrade VM is opgestart, voert u de eerste configuratie uit viaVM-console.
Stap 1:

U zou kunnen opmerken dat de URL [UNCONFIGURED] toont als de interface geen |P-adres van de
DHCP-server heeft ontvangen. Let op: deze interface is de M anagement interface. Dit isniet de
Production interface.



AMP - Private Cloud Advanced Malware Protection (ver. 3.2.8)

Interface Configuration :: Details

U=e the arrow keys to move between fields, and the TaAB key to toggle
between the form fields and buttons.

Press the ENTER key when finished, or E3C to cancel.

*MOTE: Gateway for administration portal return traffic only.

IP Address
Network Mask
Gateway= (Optional)

<Cancel>

Stap 2:
U kunt door de toetsen Tab, Enter en Arrow navigeren.

Navigeer naar CONFIG_NETWORK en selecteer de ENTER-toets op uw toetsenbord om te beginnen met
de configuratie van het |P-adres voor het beheer van de Secure Endpoint Private Cloud. Als u geen DHCP
wilt gebruiken, selecteert u Nee en selecteert u ENTER-toets.

AMP -- Private Cloud Adwvanced Malware Protection (ver. 3.2.8)

Interface Configuration :: Mode

Would you like to configure your interface with DHCP?

< Yes >




AMP —- Private Cloud Adwvanced Malware Protection (ver. 3.2.8)

Main Menu

Your AMP Private Cloud device can be managed at:

: https:- 2192 .168.75.2688
MAC Address ... : BH:Hc:29:ab:4a:11
Pas=zword : PGBA™HbCgZ

The password shown abowve haz been automatically generated for you. You
will be required to change thi=s password when you first login.

T
11 .

ONFIG_NETWIRK onf igqure the Web administration interface.
INFO Di=play device status ~ informationm.

Kiesin het opgeroepen venster Ja en selecteer ENTER-toets.

AMP -- Priwvate Cloud Adwvanced Malware Protection (wver. 3.2.8)

fApply Your Interface Configuration?

Reconf igure your administration interface with a static configuration?

¢ Mo >

Als het IP-adres a in gebruik is, wordt u met dit foutenlogboek behandeld. Ga gewoon terug en kies iets dat
uniek en niet in gebruik is.



Restarting ethd. ..

ERROR i [retcrssysconf igsnetwork-scriptssifup-ethl Error, some other host (HH:BC
eady uses address 192.168.75.91.

ERROR i [retcrssysconf igsnetwork-scriptssifup-ethl Error, some other host (HH:BC
eady uses address 192.168.75.91.

ERROR i [retcrssysconf igsnetwork-scriptssifup-ethl Error, some other host

eady uses address 192.168.75.91.

Pres=z ENTER key to continue. ..

AMP -- Private Cloud Aduvanced Malware Protection (wver. 3.2.8)

Interface Configuration :: Details

Use the arrow keys to move between fields, and the TAB key to toggle
between the form fields and buttons.

Press the ENTER key when finished, or E3SC to cancel.

=NOTE: Gateway for administration portal return traffic only.

IP Address
Network Mask
Gateway= (Optional)

{Cancel>

Alsalles goed gaat, zie je uitvoer die er zo uitziet



%

%

%

Protocol 2

Restarting ethd...
Reconf iguring. ..

ginsl is deprecated and
r configuration file to

ginsl is deprecated and
r configuration file to

Exﬁcﬁté[ﬂunfigufaPukédLuﬁs] actfﬁn ruﬁ

Recipe; ﬁaée::ssh
= templatel etcssshrssshd_configl action create

[2B21-H4-18TH6:12:42+HH:
[2B21-H4-18TH6:12:42+HH:

Starting Chef Client, version 12.14.89

Exﬁcﬁté[ﬂunfigufaﬂluﬁdLuﬁs] actfﬁn ruﬁ
Exﬁcﬁté[ﬂunfigufaEueﬁtLuﬁs] actfﬁn ruﬁ

ExécﬁtétﬂﬂsturESELinﬁxFiiECunteﬁfﬂatﬁj actfun run.

--- rsetocrsshysshd_conf ig Z821-84-89 13:25:681.969995824 +BBEHA

+++ setocssshy . chef -sshd_conf ig2B218418-8586-1ryBgxZ 2621-84-18 B6:13:11.8893895
ee -18,7 +18,7 00

#nddressFamily any

#ListenAddress B.8.8.8

#lListenAddress ::

-ListenfAddress 192.168.75.2688

+Listenfddress 192.168.75.92

# The default requires explicit activation of protocol 1

= templatel- etcssshrsssh_configl action create (up to date)

= servicelssh_server] action enable (up to date)

= gservicelssh_server] action start (up to date)
Recipe: base: :grub-conf

= cookbook_filelretcsdefault grubl action create (up to date)d

= gxecutelUpdate grub if new kernel installed] action run (skipped due to omnly_if

= gxecutelEnsure grub menu displays Cisco not CentOS5] action run (skipped due to
Recipe: base::transparent-hugepages

= gxecuteldisable transparent hugepagel action run

b Exécﬁté[diéahlﬂ transpareﬁt hﬁgeﬁagﬂ deffag]lactiun.run.

b Exﬁcﬁté[diéahlﬂ transpareﬁt hﬁgeﬁagﬂ fur.dﬂfﬁult kﬂfnelj acfiun.fun

BH1 WARN: Ohai::Configl:disabled_plugins] is set. Ohai::Configl:d
will be removed in future releases of ohai. Use ohai.dizabled_plu
conf igure :disabled plugins for ohai.
BH1 WARN: Ohai::Configl:disabled_plugins] is set. Ohai::Configl:d
will be removed in future releases of ohai. Use ohai.dizabled_plu
conf igure :disabled plugins for ohai.



Wacht tot het blauwe scherm weer knalt met uw nieuwe STATISCHE IP. Let ook op het eenmalige
wachtwoor d. Neem een notitie en laten we onze browser openen.

AMF —- Private Cloud Advanced Malware Protection (ver. 3.2.8)

Main Menu
Your AMP Private Cloud device can be managed at:

: https:~-192.168.75.92
HAC Address ... : EE?EE?ZB:aE:qa:11
Password : PGBA"HLCgZ —=

The password shown above has been automatically generated for you. You
will be required to change this password when you first login.

CONFIG _HETWORE Conf igure the Web administration interface.
CONSOLE Start command-line console ~ shell.

INFO Display device status ~» information.
bl

Eerste configuratie van de vPC viaweb GUI
Stap 1.

Open een webbrowser en navigeer naar het |P-adres voor beheer van het apparaat. U kunt een certificaatfout
ontvangen aangezien de Secure Endpoint Private Cloud aanvankelijk zijn eigen HTTPS-certificaat
genereert, zoas in de afbeelding wordt getoond. Configureer uw browser om te vertrouwen op het
zelfondertekende HTTPS-certificaat van Secure Endpoint Private Cloud.

Typinuw browser het STATISCHE I P dat u eerder hebt ingesteld.



2 £ https 1921687502 - v @ @y Qe

£ B L MonVisited B Cisco B CmeoWPH B aec (T WHOE G Ting Speedtet - Spee.. B USDe X [ Internet Banka - MON.. % dCloud D Google Translate (3 Mews | Cisco dClowd 0

. Warning: Potential Security Risk Ahead

Firefox detected a potential secunity threat and did not continue to 1921687592, If you visit this si
try to steal information like your passwords, emails, or credit card details.

What can you do about it?

The issue is most likely with the website, and there is nothing you can do to resolve it.

Iy are an a COrporate nétwork or uhing anti-vinug softwarne, you can réach out 1o the suppor téa
You can also notify the website’s administrator about the problem.

Leam more..,

Someone could be trying to impersonate the site and you should not continue.
Websites prove their identity via certificates. Firefox does not trust 192.168.75.92 because its
issuer is unknown, the certificate is self-signed, or the server is not sending the comect interm

certificates.

Error code: SEC_ERROR_UNEMNOWN_ISSUER

View Certificate

lecommended) | Accept the Risk

Stap 2:

Na het inloggen moet u het wachtwoord opnieuw instellen. Gebruik het initiéle wachtwoor d van de console
in het veld Oud wachtwoor d. Gebruik uw nieuwe wachtwoord in het veld Nieuw wachtwoord. Voer uw
nieuwe wachtwoord opnieuw in in het veld Nieuw wachtwoor d. selecteer Wachtwoord wijzigen.



st rat] e

AMP fDl' Eﬂd UiﬂtS Private Cloud Administration Portal
cIsco P

Password Required

Authentication is required to administer your AMP for Endpoints Private Cloud
device. The password can be found on the device console of your Private Cloud
device.

G, sesssssese
\ Use one time passwerd
PG8dHbCgZ

This site is best viewed in: Internet Explorer 10+, Frefox 14+, Safari 6+, or Chrome 20+

Password Recovery

. Support

Stap 3:

Na het inloggen moet u het wachtwoord opnieuw instellen. Gebruik het initiéle wachtwoord van de console
in het veld Oud wachtwoord. Gebruik uw nieuwe wachtwoord in het veld Nieuw wachtwoord. Voer uw
nieuwe wachtwoord opnieuw in in het veld Nieuw wachtwoor d. selecteer Wachtwoord wijzigen.



I IT

cisco  AMP for Endpoints  erivate cioud Administration Portat . S
] Configuration - Operations - Status - Integrations - Support -

© Password Expired _

Change the password used to access the AMP for Endpoints Private Cloud Adminis
the device console. Note that this is also the root password for your device. @

Warning
Your device password 15 used to authenticate to the Administration Portal as well as the device console. It may not be |
complex passwords or passwords with non-keyboard characters into the device console
[G. ssnessnene - T Old one time pass:
[ﬂ* ddbdddddedbddbaddBd J
[ﬂt YT rTILLIIIII LI |

Change Password

Stap 4:

Blader op de volgende pagina naar beneden om de licentieovereenkomst te aanvaarden. selecteer op Ik heb
gelezen en ga akkoord.

// +~ | HAVE READ AND AGREE © DECLINE

Stap 5:

Nadat u de overeenkomst aanvaardt, krijgt u het installatiescherm, zoalsin het beeld wordt getoond. Alsu
wilt herstellen van een back-up, kunt u dat hier doen, maar deze gids gaat verder met de optie Clean
Installation. Selecteer deze optie bij Start in het gedeelte I nstallatie reinigen.



CISCOo AMP for ElldpDilltS Private Cloud Administration Portal %= Support

# | Configuration - Operations - Status ~ Integrations - Support -

Installation Options

Install or Restore

» Instail or Restore Either perform a clean installation or select a location to restore your device from. When r:
¢ License have the option 1o edit your I:I'.'II'IfIgUI'EIIG:'I before restore proceeds

Clean Installation

3 -

Restore Local  Rer

Restore a recovery file using your browser. Mote that this method is only recommended f
files (less than 20MB)

E + Choose Restore File

W dala

Stap 6:

Het allereerste wat je nodig hebt is een vergunning om zelfs maar verder te gaan. U ontvangt een licentie en
een wachtwoord wanneer u het product koopt. Selecteer de optie +Licentiebestand uploaden. Kies het
licentiebestand en voer het wachtwoord in. Selecteer dit onder Licentie uploaden. Als het uploaden niet
succesvol is, controleer dan of het wachtwoord juist is. Als het uploaden is geslaagd, wordt een scherm met
geldige licentieinformatie weergegeven. Selecteer op Volgende. Als u de licentie nog steeds niet kunt
installeren, neemt u contact op met Cisco Technical Support.



cISco AMP for Endpoints Private Cloud Administration Portal

# | Configuration ~  Operations »  Status Integrations »  Support

Installation Options -
Only the License section can be L I c e n se

aiterad after installation

» Install or Restore v Device ID

> License
E m——
License

Mo license has been installed.

Install New License

B license =

t. Suppo

<+ Upload License

. | sesssssssses -

Upload License



CISCO

ﬁ

@ License was successfully

Configuration ~

uploaded

Installation Options

» Install or Restore
» License

L4

» Welcome
» Deployment Mode
_ AMP for Endpoints Console

Account

» Hardware Requirements

Configuration

¥ Metwork
» Date and Time
¥ Cerificate Authorities

» Upstream Proxy Semver
» Email

L4

» Motifications
¥ Backup v 4
» SEH

¥ Syslog
» Updates

XN

Services

» Authentication

» AMP for Endpoints Console
> Disposition Senver

. Disposition Server

aEf
af
Stap 7:

Operations -

Status -

Integrations -

AMP ﬁ:'l Elldpﬂiﬂtﬂ Private Cloud Administration Portal

Support -

License

L. Support

Device ID
ECC— -
License
Licensee Roman Valenta
rv A O
Business Cisco - n/alenta
39526444 S - 7 o 56T b4obTas
Validity 2021-04-01 - 2025-12-31
Product SKU FP-AMP-CLOUD=
Seats 50

Replace License

U ontvangt de welkomstpagina, zoals in de afbeelding. Deze paginatoont u de informatie die u moet hebben
vOor de configuratie van de Private Cloud. L ees aandachtig de requirements Selecteer op Volgende om de

voorinstallatie configuratie te starten.

(cli
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cISCO AMP for Eﬂdpﬂiﬂts Private Cloud Administration Portal L. Support 7?1

# Configuration = Operations = Status = Integrations = Support =

Installation Options

e . Welcome to Private Cloud

afered after mstakiation
i Fslal or Restore : Before you begin
b AMP for Endpoints Private Cloud needs certain network and infrastructure resourc
> Welcome
place
2 Deployment Mode =
AMP for Endpoints Console L vou will be asked to provide this information as you proceed through the instaliatic
Account more information and examples, please refer to the Private Cloud Deployment Str:
» Hardware Requirements guide
Configuration
> Hetwork
% Date and Time ._:_‘ Two Static IP Addresses
» Certificate Authorities One for administrative use, and the other for enterprise-facing senices.
2 Upstream Proxy Server w
& Ermail v
» Motifications == DNS Server
¥ Backup v == Provides hostname resolution to the Private Cloud device.
2 55H
; i'_.-slnlg : Hostnames and Trusted Certificates
puains One hostname and trusted certificate for each of the following sendces:
Services « Authentication.
AMP for Endpoints Console.
5 Authentication * ar Exip -
» AMP for Endpoints Console ' n:Plispaskion Benver
; : » Disposition Server - Extended Protocol.
> Disposition Server . =2 )
R » Disposition Update Senvice.
Disposition Server E z
= Firepower Management Center Link.
Extended Protocol
3 Disposition Update Mote: Hostnames can not be changed once the device has finished installation
Service
Fi M t
c’::r"”” i b SMTP Server
Used for emails, alerts, and notifications.
Other
R
> MF'“IT NTP Server
% Review and Install G}

Provides time synchronization across your Private Cloud device and endpoints.

. External Internet connection (Proxy Mode only)
Proxy Mode devices perform anonymized disposition queries against the Cisco Cl

Configuratie

Stap 1.

Opmerking: Houd er rekening mee dat in de volgende sets dia enkele exclusieve items zijn
opgenomen, zoalsin de afbeelding, die alleen uniek zijn voor de AIR GAP-modus, die zijn omsloten



en gemarkeerd alsALLEEN AIRGAP

wifrenfna

cIsco AMP for EIldpDiﬂTS Private Cloud Administration Portal . Support 7

k.3 Configuration = Cperations = Status - Integrations = Support -

Installation Options

e DEPlOyment Mode

alftered afier installation

¥ Install or Restore v Cloud proxy mode performs disposition lookups against Cisco Cloud disposition servers. St
% Licanse w mode disables upstream communication with Cisco Cloud disposition servers and pedforms
» Welcome v lookups against a local database.
> Deployment Mode

AMP for Endpoints Corisole & Cloud Proxy < Standalone

Account
¥ Hardware Reguirements » Requires an Intemnet connection and = May require an Intemet connectic

) communication with AMP for Endpoints = Communication with AMP for En

Configuration Connectors managed by this device. Connectors managed by this devi
» Metwork = Disposition queries are proxied to the Cisco neaded
» Date and Time Cloud. = Disposition gueries are handled b
% Certificate Authorities « Content updates contain TETRA definitions Cloud device.
» Upsiream Proxy Server  « « Content and software updates can be retrieved « Content updates contain TETRA
» Emai e and applied automatically. well as file disposition information
¥ Motifications + Updates may be downloaded sep
» Backup ' automatically on this device.
> 55H
» Syslog v
» Updates v

i %7 Y4 ALLEEN i %1 %



cIsco AMP for El‘l{jpDiﬂTS Private Cloud Administration Portal

L.} Configuration = Cperations = Status - Integrations - Support = «" Sz

Installation Options

Cnly the License section can be

afferad afer installation

» Imatall or Restora

2 License

» Wealcome

» Deployment Mode

» Standalone Operation
AMP for Endpoints Console
Account

2 Hardware Requirements

L4LLs

Configuration

> Network

» Date and Time

» Cerificate Authorities
» Upstream Proxy Server
» Email

» Motifications

» Backup v
> S8H

> Syslog
» Updates

<4

L4

Deployment Mode

Cloud proxy mode performs disposition lookups against Cisco Cloud disposition servers. St
disabies upstream communication with Cisco Cloud disposition servers and performs dispos
against a local database.

i Cloud Proxy < Standalone

= Requires an Internet connection and = May require an Internet connec!
communication with AMP for Endpoints = Communication with AMP for En
Connectors managed by this device, Connectors managed by this de

« Disposition queries are proxied to the Cisco « Disposition gueries are handied
Cloud. Cloud device.

« Content updates contain TETRA definitions. + Content updates contain TETR

« Content and software updates can be retrieved well as file disposition informatic
and applied automatically. « Lipdates may be downloaded se

automatically on this device.



atfuwt ]

cISCO AMP for End po INtS  private Cloud Administration Portal ?

w Configuration - Cperations - Status - Integrations - Suppor - « Stand

S Standalone Operation

terad after installation

¥ Install or Restore v Air Gap mode requires updates to be downloaded separately from this Private Cloud device, a
» License v an IS0 file attached to the device

¥ Welcoma v

» Deployment Mode v

» Standalone Operation

4 AMP for Endpoints Console « Dpes not require an intermet Connection

" Account + Updates must be downloaded separately and

% Hardware Requirements applied to this Private Cloud device.

Configuration

¥ Metwaork

» Date and Time

» Cerificate Authorities

» Upsiream Proxy Senver W

» Email v
¥ Motifications

» Backup o
% S5H

> Syslog W
¥ Updates v

ALLEENT %1% AIRGAPI Y1 Y
Stap 2:

Ga naar de pagina Secure Endpoint Console-account. Een beheergebruiker wordt voor de console gebruikt
om beleid, computergroepen en extra gebruikers te maken. Voer naam, e-mailadres en wachtwoord in voor
de console-account. Selecteer op Volgende.



a€f

L
CiSCo

L

Configuration -

Installation Options

install or Restore

# Licensea

Welcome

> Deployment Mode

AMP for Endpoints
Console Account
Hardware Requirements

Configuration

» HNelwork

Date and Time
Certificate Awthoridies

» Upstream Proxy Server

Cisco Cloud

2 Email
» Nolifications
» Backup

55H

2 Eyslog
% Updates

Operations ~ Status -

L4448

L4

AMP fUI' F,lldpﬂiﬂ[i Private Cloud Administration Portal

Integrations - Support -

L. Support

AMP for Endpoints Console Acc

Configure the initial account for the AMP for Endpoints Console. The AMP for Endpoints Cr

main interface for your AMP for Endpoints Private Cloud

Name

Business Name

Email Address

Password

FHoman

Cisco - nalenta

rval . c o m
rval (N - O T

LE AL L L L L L L Ll

SEFRORERBRRRERRERED

Valenta

Alsu bij het implementeren vanuit het OV A-bestand op dit probleem ingaat, hebt u twee keuzes: ga verder

en los dit probleem later op of sluit het daarna af om uw geimplementeerde VM aan te passen en aan te

passen. Na het opnieuw opstarten ga je verder waar je bent vertrokken.

Opmerking: dit is vastgelegd in OV A-bestand voor versie 3.5.2 die correct wordt geladen met
128GB RAM en 8CPU kernen
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cisco  AMP for Endpoints erivate cloud Administration Portal ‘. Support  7H

&  Configuration = Operations -~ Status -~ Integrations - Support -

Installation Options

... Hardware Requirements

My the LICENSE 36

altered after mstaliation
2 Install or Rest v .
s £ Hardware Requirements Not Met
» License v
¥ Welcome v Your current configuration does not meet the hardware requirements
» Deployment Mode L
AMP for Endpoints Console It is recommended that you shutdown this device and adjust its hardware allocation to m
Account : or exceed the minimum requirements_ If you proceed, you may expenence system
> Hardware Requirements instability.
Configuration
» Network Hardware Configuration
> Date and Time '
% Cerificate Authorities Installed Minimum Required
2 Upstream Proxy Server
Y Clco Choud CPU Cores 4 8
Email o
i Memory 125 GB 128 GB
> MNefifications
» Backup o
> SsH ® Shutdown | understand
> Syslog W
» lpdates W

Opmerking: gebruik alleen aanbevolen waarden, tenzij dit voor laboratoriumdoeleinden is



(1 Edit settings - AMP-vPC (ESXi 5.0 virtual machine)

Virtual Hardware | VM Options |

,';_1_ Add hard disk ™8 Add network adapter

» [ CPU

+ Jll Memory

b 3 Hard disk 1

» 23 Hard disk 2

b B Hard disk 3

b 2 Hard disk 4

¥ SCS] Controller 0

» ME Metwork Adapter 1
F EW Metwork Adapter 2
b By COHDVD Drive 1

» [ video Card

g v||ﬁ

131072

3A76.52343

17.272949

1.7216082

4 765625

MB

MB

GH

TB

GB

L3l Logic Parallel

Wi Metwark

W Metwark

Host device

Specify custom settings

= Add other device

-

Howill worls with 48G)

Connect

Connect

[] Connect

Na de herstart gaan we verder waar we gebleven zijn.
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# | Configuration - Operations - Status - ntegrations = Support -

Installation Options

Hardware Requirements

» Install or Restore -
_ + Hardware Requirements Met

» License

% Welcome Your current configuration meets or exceeds the hardware requirements

# Deployment Mode
AMP for Endpoints Console
Account Hardware Configuration

» Hardware Requirements

L S O

Installed Minimum Required

Configuration
CPU Cores 8 8

» Network
» Date and Time
Cerificate Authoriies
» Upstream Proxy Server W

Memory 125 GB 128 GB

¥ Cizco Cloud
Email "

» Mofifications

> Backup v

# S5H

# Syslog
Updates

L4

Zorg ervoor dat u ETH1 ook configureert met STATISCHE IP.

Opmerking: u moet uw apparaat nooit configureren om DHCP te gebruiken tenzij u MAC-
adresreserveringen voor de interfaces hebt gemaakt. Als de |P-adressen van uw interfaces veranderen,
kan dit ernstige problemen veroorzaken met uw geimplementeerde Secure Endpoint Connectors.

&€ EAIs u uw DNS-server niet hebt geconfigureerd, kunt u openbare DNStijdelijk gebruiken om uw
installatie te voltooien.

Stap 3:



athian]ne

cisco AMP for Eﬂdp(}illts Private Cloud Administration Portal . Support

& Configuration = Operations - Status - Integrations - Support -

Installation Options

... Network Configuration

# Install or Restore

# License

2 Welcome

» Deployment Mode

. AMP for Endpoints Console
- Account

# Hardware Reguirements

Clicking Mext will apply your interface configuration before validating your settings. If
DHCF, a release/ranew will be performed to obtain the reserved DHCP lease

[Administration Portal | eth0 | pe:ec

L S S T

IP Assig nmant[
Configuration

» Hetwork

» Date and Time
Certificate Authorities Interface Configuration eth1 / 00:0cC
Upstream Proxy Server v
Cizco Cloud

Email W
Notifications

Backup v .
S IP Assignment Static =
Syslog
Updates

<

IP Assignment 1

R T Y R R R T T T Y

<<

P Address [ 192 168.75.93

Services B Check for IP Address col

» Awuthentication ) g
» AMP for Endpoints Console Subnet r"'15'5"<| 255.255.255.0

» Disposition Server
st oo Gateway | 192.168.75 1
Extended Protocol
Disposition Update
Service ONS
Firepower Management
Center

Primary DNS Server | 555 3 p— | oo public DNS temporary.

Other

» Hecovery
> Review and nstall

Secondary DNS Server

" Next (Applies Cc

Stap 4:

Je krijgt de datum en tijd pagina. Voer de adressen in van een of meer NTP-serversdie u wilt gebruiken
voor datum- en tijdsynchronisatie. U kunt interne of externe NTP-servers gebruiken en meer dan één via een
komma of een ruimte-afgebakende lijst specificeren. Synchroniseer de tijd met uw browser of voer amp-ctl
ntpdate uit vanaf de apparaatconsole om een onmiddellijke tijdsynchronisatie met uw NTP-servers af te
dwingen. Selecteer op Volgende.



asco AMP for Endpoints erivate cioud Administration Portal *. Support

# | Configuration - Operations - Status - Integrations - Support -

Installation Options =
Oniy the License secfion can be Date and Tlm e
aftered after installation
2 nstall or Restore
» License
2 Welcome
2 Deployment Mode
AMP for Endpoints Console
Accaunt

NTP Servers

Q@ 192.168.75.254 I*l_ Optional [] Verify hostr

L ¢ L4441

# Hardware Requirements Current System Time

Configuration
% Network

% Date and Time @8 = | A7 | S uTC
» Cerificate Authorities

» Upstream Proxy Server O Set by NTP

» Cizco Cloud

» Email W

» MNotifications

» Backup v

» 55H

8 2021 4 {110

<

i %7 Y4 ALLEEN i %7 %
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cISCO AMP for Eﬂdp{} INtS  private Cloud Administration Portal 7 Help

& Configuration - Operations - Stalus - Integrafions - Support = « Standalon

Installation Options

o Prepare amp-sync

¥ Install or Restore You will need to load a snapshot of the Protect DB and retrieve the latest AMP updates from Cisco
» License device has finished installing in air gap mode. Cisco provides a shell script called amp-sync that wil
» Welcome the updates and build an 150 file that you can then mount on your AMP device

2 Deployment Mode

» Standalone Operation
AMP for Endpoints Console
Account

> Hardware Requirements «*

It Is suggested that you begin the download process now since the initial update is very large.

£ Download amp-sync I

€ 44y

Configuration
> Mebwork

# Date and Time

2 Certificate Authoritias
» Upstream Proxy Senver
» Prepare amp-sync

> Email
>
>
b
?
b

A4

4

Mofifications
Backup
85H

Syslog
Updalas

<

L4

ALLEENT %1% AIRGAPI Y1 Y
Stap 5:

U krijgt de pagina Certificaatautoriteiten, zoals weergegeven in de afbeelding. Selecteer bij
Certificaatinstantie toevoegen om uw basiscertificaat toe te voegen.

asco AMP for End pDilltS Private Cloud Administration Portal L Suppot 7

w Configuration - Cperations = Status - Integrations - Support =

... Certificate Authorities

Add Certificate Authonty e ——

Installation Options

& Install or Restore

# License

2 Welcome

> Deployment Mode
ANMP for Endpoints Console
Account

Mo certificate authorities have been uploaded to this device

L. S O O, . S

W

Hardware Requrements



asco AMP for Eﬂdpﬂiﬂtﬂ Private Cloud Administration Portal L. Support

#  Configuration - Uperations - Status - Integrations - support -

e . Add Certificate Authority

altered after instalatior

» Install or Restore

# Licenze

2 Welcome

# Deployment Mode
AMP for Endpoints Console
Account

#® Certificate Root (PEM .crt) []Disable Stric

Cedificate file has been uploaded.

Certificate 1s in a readable format

L L LA K

» Hardware Requirements

Configuration Certificate start and end dates are valid

Hetwork

Date and Time
Certificate Authorities
Upstream Proxy Server v
Cisco Cloud

Emai W
Naotifications

Backup v
S8H
Syslog
Updates

LY

Cerificate end date is later than 20 months from today
Certificate file only contains one cerificate
Certificate does not use sha-1 signature algorithm,

Certificate using RSA keys must use a key size of 2048 or more.

000000

W W W W W W W W Y WY

<<

B AMP-PC-Root-CA pem + Add Certificate Root

Services

» Authentication
% AMP for Endpoints Console Cancel Upload

» Disposition Server

i

ciSCOo AMP for EﬂdpGﬂﬂS Private Cloud Administration Portal .

# Configuration - Operations = Status - Integrations - Support ~

melinoes . Certificate Authorities

altered after installation.

2 Install or Restore Add Certificate Authority
» License
> Welcome
2> Deployment Mode
AMP for Endpoints Conzole

Account

A T T W N 8

2 Hardware Reguirements
Subject AMP-PC

Configuration

> Network

» Date and Time

> Certificate Authorities

» Upstream Proxy Server v

2 Cizco Cloud

Validity = 2021-04-09 16:28:00 UTC - 2031-04-09 16:28:00 UTC

L4



Stap 6:

De volgende stap is de configuratie van de Cisco Cloud-pagina, zoasin de afbeelding. Selecteer de juiste
Cisco Cloud-regio. Breid Hostnames bekijken uit als u firewalluitzonderingen moet maken voor uw
Secure Endpoint Private Cloud-apparaat om met Cisco Cloud te communiceren voor het opzoeken van
bestanden en apparaatupdates. Selecteer op Volgende.

clsco AMP for E]i(i}}[‘li[]IH Private Cloud Administration Portal . Support

# | Configuration = Operations - Status - Integrations - Support -

=

Installation Options

Cisco Cloud

Sk oriese Cisco Cloud Configuration
License
Welcome
Deployment Mode Region
AMNP for Endpoints Console

Account

L. 4 Lo CL

& Cisco Cloud, Morth America
Hardware Requirements — -
View Hostnames [click to expand)
Configuration
Network
Date and Time Cisco Cloud Identity
Certificate Autheriies
Upstream Proxy Server

Emai

s

<

& 047 Gea N Lo 2 7 2 ab

Notifications

<

Backup
55H
Syslog
Updates

<<

aEf
Stap 7:

Navigeer naar de meldingen pagina, zoals in de afbeelding. Selecteer de frequentie voor kritische en
reguliere meldingen. Voer de e-mailadressen in die u wilt ontvangen met een waarschuwing voor het Secure
Endpoint-apparaat. U kunt e-mailaliassen gebruiken of meerdere adressen opgeven via een komma-
gescheiden lijst. U kunt ook de naam van de af zender en het e-mailadres opgeven dat door het apparaat
wordt gebruikt. Deze meldingen zijn niet hetzelfde als Secure Endpoint Console-abonnementen. U kunt ook
een unieke apparaathnaam opgeven as u meerdere Secure Endpoint Private Cloud-apparaten hebt. Selecteer
op Volgende.



I...:I|I5I::I;;I AMP for Elldpﬂ'iﬂtﬁ Private Cloud Administration Portal . Support

# Configuration - Operations - Status - Integrations - Support ~

Installation Options

Notifications

pAHERDEHONE Notification Frequency
License

> Welcome
Deployment Mede
AMP for Endpaints Console

© Account

Critical Motification Frequency © HELF ® Every 5 Minutes

Motification Frequency © HELP © Every Week

L K SaAs

» Hardware Requirements

Configuration

Notification Addresses
» Hetwork

» Date and Time
Certificate Authorities
Upstream Proxy Server

# Cisco Cloud

+ Ermail

Motification Recipients O HELF ¢ v O

Notification Sender Address G HELF = donotreply@cisco.com

ey

Notifications
Backup

+ S5H
Syslog

» Updates

Motification Sender MName © HELP & AMP for Endpoints Device

<

L4

Device Name

Services

Authentication
» AMP for Endpoints Console
Disposition Server
Disposition Server
 Extended Protocol

Device Name @ HELP | @ CyberNet vPC 2

aEf
Stap 8:

Daarna navigeer je naar de paginavan SSH-toetsen, zoals in de afbeelding. Selecteer op Add SSH Key om
openbare seutels in te voeren die u aan het apparaat wilt toevoegen. Met SSH-toetsen hebt u toegang tot het
apparaat via een afstandsbediening met rootrechten. Alleen vertrouwde gebruikers moeten toegang krijgen.
Uw Private Cloud-apparaat vereist een OpenSSH geformatteerde RSA-toets. U kunt later meer SSH-toetsen
toevoegen via Configuration > SSH in uw beheerportal. Selecteer op Volgende.



c1SCO AMP for End pDil'lfS Private Cloud Administration Portal A Announcemer

w Configuration ~ Cperations - Status - Integrations - Support = < Stal

© Maintenance Mode © Sanity Check Failing

This page allows you to add and remove SSH keys on your Cisco AMP for Endpoints
device. SSH keys allow administrators remote root authentication to the device. Only t
should be granted access.

Add SSH Key

Windows PuTTY

2021-11-17 23:01:01 +0000 2021-11-17 23:01:01 +0000

ecdsa-sha2-nistp256 AAAALD SRR = 0 TE 2y TeadPhgwn LESDj TeJgrxt

T4DKhrTNBVE/77T8d,/ JagxiPrzxss

aEf
Daarnakrijgt u de sectie Services. Op de volgende pagina's moet u hostnamen toewijzen en het juiste

certificaat en dleutelparen uploaden voor deze apparaatservices. In de volgende dia's kunnen we de
configuratie van een van de 6 certificaten zien.

Services
Stap 1:
Tijdens het configuratieproces kunt u deze fouten bekijken.

De eerste "fout" die u zou kunnen opmerken, wordt gemarkeerd met de 3 pijlen. Om dit te omzeilen, vinkt u
gewoon "Strict TLS Check uitschakelen™ af



Installation Options

e AUthentication Configuration

IlorR v
- hreail o Frantom Authentication Hostname
» License Ll
* Welcome '
% Degleyment Mode o @ | vPCZ-Authentication.cyberworld local [ Validate DNS Name

AMP for Endpoints >

Console Account

Hardware R 5 W
> i Authentication Certificate [ Disable Strict TLS Check | Undo || Repiace Ce
Configuration
¥ Network e @ Certificate (PEM .crt) G, Key (PEM .key)
» Date and Time W
g it cui Aol St ) Gertiicate fie has been uploaded. Key file has been uploaded,
# Upsiream Proxy Server v
» Ciseo Cloud '
% Email ) B Certificate is in a readable format. B Key contains a supported key by
¥ Natifications W
% Badwp o Certificate start and end dates arefalid. Key contains public key material.
> 58H v
7 Sysleg i E Certificate contains a subject. B Key contains private key materia
¥ Updates o
Services E Certificate contains a co Key contains a public key matchi
3 Authentoatic uploaded certificate.

n

AMP for Endpaints E Certificate contains a

Cansole earpioadse bejp B vFCI-Authenticatior . 4 Choose
» Disposition Server _
: B 2 Certificate match

Extended Fratsesl
> Disposition Updste Cerlificate is ted root

Service authoriy.

Firepower hlanagement

i E Certificate issued after QF/01/2019 must

have a validity period off 825 days or less
Other
> Ria E Certificate issued after 09/01/2020 must
covery e .
3 Rview and instll have a validity perod of 398 days or less
B Certificate does not use sha-1 signature
algorithm

Certificate using RSA keys must uze a
gize of 2048 or more

Certificate must specify server cerificale in
Extended Key Usage extension.

B vPC2-Authenticatior + Choose Certificate

Zonder strikte TLS-controle



e AMP for Endpoints
A Configuration = Operations -

Installation Options
Inky the License se
altered afier installation
# Inztall or Restore

# Licenze

Private Cloud Administration Portal

Status - Integrations = Support -

Authentication Hosthame

> Welcome
2 Deployment Mode

@ | vPC2-Authentication cybenworld local

AMP for Endpoints Consobke
Account
» Hardware Requirements.

L 4 L4441

Configuration

> Hetwork

2 Date and Time

# Certificate Authorities
2 Upstream Proxy Server
? Cisco Cloud

» Email

2 Notifications

> Backup

> S5H

» Sysiog

» Updates

LCAELLLLLLLLs

Services

| > Authentication |
# AMP for Endpoints Console
> Disposition Server
= Disposition Server
" Extended Protocol
Disposition Update
Service
Firepower Management
Center

Other

» Recovery
& Review and instal

Stap 2

Authentication Certificate

#% Certificate (PEM .crt)

Certificate file has been uploaded

Certificate is in a readable format.

Certificate contains a subject.

Certificate contains a common name.

000000

Centificate contains a public key
matching the uploaded key.

Certificate matches hostname

Certificate is signed by a trusted root
autharity,

Certificate start and end dates are valid.

. Support

... Authentication Configuration

A — \alidate D

Disable Strict TLS Check | Undo | Rej

2, Key (PEM .ke
Key file has been uplo
K.ey contains a suppor
Key contains public ke
Key contains private k

Key contains a public
the uploaded certificat

00000

B FC2-Authenticatic +

vPC2-Authentication.cybery

B /PC2-Authenticatic 4 Choose Cerificate -y PC2-Authentication.cybel

De volgende fout die u krijgt isalsu "Validate DNS Name" aangevinkt. Hier heb je twee keuzes.

#1. Schakel het vinkje voor Validate DNS uit

#2: Gaterug naar uw DNS-server en configureer de rest van uw hostrecords.
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cisco AMP for Eﬂdpﬁil]TS Private Cloud Administration Portal . Support 7 Help

. Configuration ~ Operations = Status = integrations = Support ~

An error occurred while processing your request.

« Hostname does not resohe

Installation Opfions

. Authentication Configuration

be altered after insiallation

7 Install or Resiore

Authentication Hostname [
» License

> Welcome

2> Deployment Mode
AMP for Endpoints
Console Acoount

» Hardware Requirements

@ | vPC2-Authentication.cyberworid.local [[] Vakdats DNS Name

L O T T

Authentication Certificate Disable Strict TLS Check | Undo Replace Cerll
Configuration
> MNetwork
Date and Time
Certificate Authorities
Upstream Proxy Server
Cisco Cloud
Emnail

@ Certificate (PEM .crt) G, Key (PEM .key)

L

Certificate fie has been uploaded. Key file has been uploaded,

Certificate is in a readable format. Key contains a supported key type

Maotifications
Badkup

S5H

Syilog

» Updates

Certificate start and end dates are valid. Key contains public key material.

WO W W N Y N Y

Certificate contains a subject

LA LLLLsss

Key containg private key material

Certificate contains a common name. Key containz a public key matching

uploaded cerificate.

Services

» Authentication

5 AMP for Endpoints
Conscle

> Disposition Server

Disposition Semver

Extended Protoocol

Disposition Update Certificate i signed by a trusted root

Service authority.

Firepower Management

Center

Certificate containg a public key matching
the uploaded key.

+ Choose Ki
Certificate matches hostname.

4 Choose Certificate
Other

» Recovery
» Review and Install

Herhaal nu hetzelfde proces nog vijf keer voor de rest van de certificaten.
Verificatie

- De verificatieservice kan worden gebruikt in toekomstige versies van Private Cloud om



gebruikersverificatie te verwerken.
Secur e Endpoint-console

- De console is de DNS-naam waar de Secure Endpoint-beheerder toegang heeft tot de Secure Endpoint
Console en Secure Endpoint Connectors nieuwe beleidsregel s en updates ontvangen.

Dispositieserver

- Disposition Server is de DNS-naam waar de Secure Endpoint Connectors verzenden en ophalen cloud
lookup informatie.

Disposition Server - uitgebreid protocol

- Disposition Server - Extended Protocol is de DNS-naam waar nieuwere Secure Endpoint Connectors
informatie over cloudzoeken verzenden en ophalen.

Disposition Update Service

- De Disposition Update Service wordt gebruikt wanneer u een Cisco Threat Grid-applicatie koppelt aan uw
Private Cloud-apparaat. Het Threat Grid-apparaat wordt gebruikt om bestanden ter analyse te verzenden
vanaf de Secure Endpoint Console en de Disposition Update Service wordt gebruikt door Threat Grid om de
verwerking (schoon of kwaadaardig) van bestanden bij te werken nadat ze zijn geanal yseerd.

Firepower Management Center

- met Firepower Management Center Link kunt u een Cisco Firepower Management Center (FMC) apparaat
koppelen aan uw Private Cloud-apparaat. Hiermee kunt u Secure Endpoint-gegevens weergeven in uw

FM C-dashboard. VVoor meer informatie over de integratie van VCC met Secure Endpoint, raadpleeg uw

V CC-documentatie.

Waarschuwing: hosthnamen kunnen niet worden gewijzigd a's het apparaat klaar is met de installatie.

Noteer de vereiste hostnamen. U moet zes unieke DNS A-records maken voor de Secure Endpoint Private
Cloud. Elk record wijst naar hetzelfde | P-adres van de Virtual Private Cloud Console-interface (ethl) en
moet worden opgel ost door zowel de Private Cloud al's het Secure Endpoint.

Stap 3
Op de volgende pagina download en controleer vervolgens her stelbestand.

U krijgt de pagina Herstel, zoals weergegeven in het beeld. U moet een back-up van uw configuratie
downloaden en verifiéren voordat u de installatie start. Het herstelbestand bevat alle configuratie en de
servertoetsen. Als u een herstelbestand kwijtraakt, kunt u uw configuratie niet herstellen en moeten ale
Secure Endpoint connectors opnieuw worden geinstalleerd. Zonder een originele sleutel, moet u de gehele
private cloud infrastructuur met nieuwe sleutels opnieuw configureren. Het herstelbestand bevat alle
configuraties met betrekking tot het opadmin portal. Het back-upbestand bevat de inhoud van het
herstelbestand evenals alle dashboard portal gegevens zoals gebeurtenissen, connector geschiedenis
enzovoort. Als u aleen de opadmin zonder de gebeurtenisgegevens en alles wilt herstellen, kunt u het
herstelbestand gebruiken. Als u vanuit het back-upbestand terugzet, worden de opadmin- en
dashboardportaal gegevens hersteld.

Selecteer op Downloaden om de back-up op de lokale computer op te slaan. Nadat het bestand is
gedownload, selecteert u op Kies bestand om het reservebestand te uploaden en controleert u of het niet
beschadigd is. Selecteer op Next om het bestand te verifiéren en ga verder.



Cisco Cloud 1. Download Recovery File 2. Verify Recovery File
Email
Motifications
Badup
S55H

Syslog
pdates

Pleaze keep a copy of this file in a safe place. After downloading vour backup, upload it to
to verify that you have a matching copy.

pre-install-backup. bak

LAL L4l

W e NN NN N

Bervices
» Authentication

“ AMP for Endpoints

Recovery File Ready for Dovwnload
’
Conscle

. . created leze than & minute sgo
Dispositicn Server

L

L T T T 4

“ Dispositicn Server
* Extended Protocol
“ Dispositicn Update

<

* Service
" Firepower Management
" Center
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CISCO

AMP for E-ndpoints Private Cloud Administration Portal . Support 7 Helj

Configuration = Operations - Status = Integrations = Support =

Ingtallation Options

':!"5:,- the License section can

be altered after installation

> Install or Restore

¥ License

» Welsame

> Deployment Mode
AMP for Endpoints
Console Acocount

» Haerdware Requirements

Configuration

¥ Matwork

» Date and Time

» Certificate Authorities
» Upstream Proxy Server
% Clseo Cloud

% Email

» Matifications

2 Badup

> SSH

> Syslog

% Updates

Services

» Authentication
AMP for Endpaints
Conscle

¥ Disposition Server
Disposition Sesver

> Extended Protocol
Disposition Update
Service
Firepower Management
Canber

Other

» Recovery
» Rewiew and Install

i %7 %ALLEEN i %7 %

L 4 L4

LALLLLLLLCs

LI T S

<

L

Review and Install

Rewview the folowing information and, ence you are satisfied with your configuration settings, begin the
installation. Note that the configuration shewn below cannot be altered after installation

Clean Installation

A clean installation will be performed.

Installation Type

Cloud Proxy

* Requires an internet connection and communication with AMP for Endpoints Connectors manage
device,

= Disposition queries are proxied to the Cisco Cloud.

= Content updates contain TETRA defindicns.

= Content and software updates can be retrigved and appied automaticaly.

AMP for Endpoints Console Account

Name Reman Valenta
Email Address rva i
Business Hame Cisco - rvalenta
Recovery

Uplpaded Recovery File Matches Current Setftings

B Start Installation



cisco  AMP for Endpoims Private Cloud Administration Portal

# | Configuration - Operations -~ Status - Integrations - Support ~ « Sia

Installation Options

e e REOVIeW and Install

akered after instaliaton

¥ Instal or Restore v Review the following information and, once you are satisfied with your configuration setting
» License w installation. Mote that the configuration shown below cannot be altered after installation.
» Welcome L
» Deployment Mode v
» Standakone Operation v

AMP for Endpoints Console .

AR v Clean Installation
» Hardware Reguirements  «* A clezn instaliation wil bs perioimed
Configuration
% Network v
% Date and Time v Installation Type
> Certificate Authorities L4
» Upstream Proxy Server v
> Prepare amp-sync o Standalone Air Gap -
? E’“‘_'i ; = = Does not require an Intermnet Connection
# Notcatona e = Communication with AMP for Endpoints Connectors managed by this device are nee
s . = Disposition queries are handled by the Private Cloud device.
4 25” = - Content updates contain TETRA definitions as well as file disposition information.
¢ el I = Updates must be downloaded separately and applied to this Private Cloud device.
> Updales v
Services
% Authentication o AMP for Endpoints Console Account
# AMP for Endpoints Console +*
> Dispostion Server e Name Roman Valenta

Dispostion Server -

Extended Protocol Email Address rval A

Dispostion Update .
? Sarvice Business Name Cisco vamrodia PC v2

Firepower Managemant o

Center

Recovery

Other
> Recovery v Uploaded Recovery File Matches Current Settings

» Review and Install

aEf

aEf

ALLEENT %1 Y% AIRGAPI,Y%1,%
Je ziet soortgelijke invoer als deze...

W aar schuwing: wanneer u zich op deze pagina bevindt, verfris u niet omdat dit problemen kan
veroorzaken.



The device is installing...

Please wait for this page to redirect you. Refreshing manually might cause problems. Installation time is typically unt

== State £2 Started B2 Finished @ Durat

Sat Apr 10 2021 13:36:08 @ Please wait.... @ Pleass
GMT-0400 (Eastern Daylight Time)

0 day, 0 hour, 0 minute, 14

seconds ago

Your device will need to be rebooted after this operation.

Reboot

le_chunk

[2821-24-18T17:36:28+88:88] DEBUG: Chef::HTTP::StreamMandler calling Chef::HTTP::Decompressor: :NoopInflater#h:
[2821-04-18T17:36:20400:08] DEBUG: Chef::HTTP calling Chef::HTTP::Decompressorfhandle_request
[2821-84-18T17:36:20+00:00] DEBUG: Chef::HTTP calling Chef::HTTP::Authenticator#handle_request
[2621-84-18T17:36:28+808:88] DEBUG: Chef::HTTP calling Chef::HTTP::RemoteRequestID®#handle request
[2021-84-18T17:36:28+08:88] DEBUG: Chef::HTTP calling Chef::HTTP::ValidateContentLength#handle_ request
[2021-04-18T17:26:20400:00] DEBUG: Chef::HTTP calling Chef::HTTP::ValidateContentLength#handle_stream_complet
[2021-84-18T17:36:26+80:00] DEBUG: HTTP server did not include a Content-Length header in response, cannot id
nloads.

[2821-84-18T17:36:28+08:88)] DEBUG: Chef::HTTF calling Chef::HTTP::RemoteRequestID®handle stream complete
[2821-04-18T17:36:20+80:00] DEBUG: Chef::HTTP calling Chef::HTTP::Authenticator#handle stream complete
[2821-84-18T17:36:26+00:00] DEBUG: Chef::HTTP calling Chef::HTTP::Decompressorihandle_stream_complete
[2021-84-16T17:36:20+00:080] DEBUG: Chef::HTTP calling Chef::HTTP::CookietManager#handle stream complete
[2021-84-18T17:36:28+88:88] DEBUG: Chef::HTTP calling Chef::HTTP::]SONOutput#handle stream complete
[2621-84-18T17:36:20+80:86] DEBUG: Chef::HTTP calling Chef::HTTP::150NInput#handle stream_complete
[2021-84-18T17:36:20+80:00] INFO: Storing updated cookbooks/rabbitmg/recipes/default.rb in the cache.
[2021-84-16T17:36:28+00:00] DEBUG: Creating directory /var/run/cookbooks/rabbitmg/recipes

& Download Output

Druk op de herstartknop as deinstallatie is voltooid



The device is Installing...

Please wait for this page to redirect you. Refreshing manually might cause problems. Installation time is typically un

== State £ started B3 Finished @ Durat

Sat Apr 10 2021 13:36:08 Sat Apr 10 2021 13:57:05 0 day, 0

GMT-0400 (Eastern Daylight Time)  GMT-0400 (Eastern Daylight Time) ~ seconds

0 day. 0 hour, 24 minutes, 14 0 day, 0 hour, 3 minutes, 17
seconds ago seconds ago

Your device will need to be rebooted after this operation.

Reboot

[2821-84-18T17:57:84+88:88] INFO: Running report handlers

[2821-04-10T17:57:84400@:88] INFO: Report handlers complete

[2821-84-18T17:57:04+06:80] DEBUG: Server doesn't support resource history, skipping resource report.
[2821-84-18T17:57:84+88:808] DEBUG: Audit Reports are disabled. Skipping sending reports.
[2821-@4-18T17:57:84400:00] DEBUG: Forked instance successfully reaped (pid: 2552)
[2021-84-18T17:57:04+00:08] DEBUG: Exiting

Sending system notification (this may take some time).

Running retryable command, 48 retries remaining.

2 4 i S I S i I I S 1 S A N A I A A

Chef run finished successfully

Registration against the AMP for Endpoints Disposition Server has previcusly succeeded.

= EEEEERE B i EEREES = =

Installatien has finished suceessfully! Please reboot!

& Download QOutput

i %7 % ALLEEN 1 %i %



The device is installing...

Flease wait for this page to redirect you. Refreshing manually might cause problems. Installation time is typically ur

22 State B4 Started B4 Finished @ Durati

B Tue Nov 02 2021 14:46:30 Tue Nov 02 2021 15:07:02 0day, OF
GMT-0400 (Eastern Daylight Time) GMT-0400 (Eastern Daylight Time) seconds

0 day, 0 hour, 21 minutes, 21 0 day, 0 hour, 0 minute, 49

[
seconds ago seconds ago

Your device will need to be rebooted after this operation.

LEPELTLL™OE N LT, OFF (OLTOD, 00 | AIWI W RUIINILITE 1TERPU L 11andLel =

[2821-11-82T719:87:81+808:88]) INFO: Report handlers complete

[2021-11-82T19:87:91+80:808] DEBUG: Server doesn't support resource history, skipping resource repor
[2821-11-82T19:687:01+00:00] DEBUG: Audit Reports are disabled. Skipping sending reports.
[2821-11-82T19:687:91+88:80] DEBUG: Forked instance successfully reaped (pid: 29292)
[2821-11-82T19:087:81+80:88] DEBUG: Exiting

Sending system notification (this may take some time).

Running retryable command, 48 retries remaining.

Chef run finished successfully

Registration is not possible in air gap mode.

Installation has finished successfully! FPlease reboot!

S S N N N S N N N N N N A NN NN BE NE R NE R N BN BN AN BN OF 5N SN BN O O O O O O O O O O O O S O N N N NN N N OO NN BN NN NN NN NE AN N ON O OO O OO O O O O O O O O OO O A A

& Download Output

ALLEEN i %7 Y% AIRGAP i %i ¥

Wanneer het apparaat volledig opgestart is, wordt u de volgende keer dat u inlogt met uw
beheerdersinterface met dit dashboard gepresenteerd. Je zou kunnen merken hoge CPU aan het begin, maar
als je enkele minuten geeft wordt het vereffend.



'.':',';.}'5‘ AMP for Endpoints private cloud Administration Portal . Support A Announcem

# Configuration - Operations ~ Status - Integrations - Support -
Key Metrics

CPU Usage Memory Usage Cisco Cloud Qu

9 8 % 1 8 %
* Details * Details D
Cisco Cloud Query Latency Fullest Partition : root Active Co

ms 6 0 %
7* Details r* Details D

Na een paar minuten...



r.'-;I|'5'.;I‘:',' AMP for EI]dpDiI’ltS Private Cloud Administration Portal . Support A Announcem

. Configuration - Operations - Stafus - Integrations - Support -
Key Metrics

CPU Usage Memory Usage Cisco Cloud Qu

3 0 % %
r* Details r* Details L
Cisco Cloud Query Latency Fullest Partition : root Active Cc

ms 6 O %
r* Details r* Details L

Van hieruit navigeer je naar Secure Endpoint console. Klik op het icoon dat eruit ziet als vuur in de
rechterhoek naast de vlag.



AMP for Endnnints Private Cloud - I Skt 0y
AMP for Endpeints Private Cloud Administration Portal

€ c @ © & hitps//192.168.75.92
nimir ~ ‘
ciSCOo AMP for Endpomts Private Cloud Administration Portal . Support A Annc
] Configuration - Operations = Status = Integrations - Support =

Key Metrics

CPU Usage Memory Usage Cisco Cl
% 3 6 o
* Details 7 Details

i %7 Y% ALLEEN i %i %

Zoas u kunt zien, hebben we gefaald op de 'sanity check' door DB Protect Snapshot , ook Client
Definitions, DFC en Tetra. Dit moet worden gedaan door offline update via gedownload 1 SO-bestand dat
eerder is voorbereid viaamp-sync en gelipload naar de VM of opgeslagen op NFS-locatie.



asco AMP for EHdei[’ll‘S Private Cloud Administration Portal A Ani
#  Configuration ~ Operations ~ Status - Integrations ~ Support ~

© Sanity Check Failing

The device sanity check is failing;
your device might not function
properly until corrective measures
are taken.

O Details

FAIL: A Protect DE zmnapszhet has mot bBeen loaded.
Device: configured in standalone mode thould have a3 Protect DB znapzhot
loaded. Protect DB snapshots contain threat intellipence sbout known
clean and known malicious files.

Key Metrics

CPU Usage Memory Usage F

1. %

* Details 7 Details

Active Connections

* Details



:LI.ISIEL;' AMP for EIldpDiﬂ[S Private Cloud Administration Portal A Announc

& Configuration - Operations - Status - Integrations - Support - ;

© Sanity Check Failing

Updates keep your Private Cloud device up to date.

o Check Update I1SO

@ There is no |50 loaded. Load an 150 and try again.
Content

_0 Feny 9_2@291@@81917
© ABSENT
Crotect DE Versic @ Import a Protect DB snag

Checked 1 minute ago; the update check failed.

Software
© 3.2.0_202010082118

Checked 1 minute ago; the update check failed.

AirGap Update pakket

Voor het eerst moeten we deze opdracht gebruiken om de Protect DB te ontvangen

./amp-sync all

Opmerking: Download alle pakketten via deze opdracht en controleer vervolgens of het meer dan 24
uur kan duren. Afhankelijk van de snelheid en koppelingskwaliteit. In mijn geval met 1Gig fiber
duurt het nog steeds bijna 25 uur om te voltooien. Dit is deels ook te wijten aan het feit dat deze
download rechtstreeks van AWS isen dusis vertraagd. Ten slotte merk op dat deze download vrij
groot is. In mijn geval was het gedownloade bestand 323GB. &€&



In dit voorbeeld gebruikten we CygWin64

1. Download en installeer de x64 versie van Cygwin.

2. Start setup-x86_64.exe en gadoor het installatieproces om alle standaardwaarden te kiezen.
3. Kies een downloadspiegel.

4. Selecteer te installeren pakketten:

Alle-> Net -> krullen

Alle -> Utils -> Genisoimage

Alle-> Utils -> xmistarlet

* VPC 3.8.x omhoog - > Xorriso

E
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Opmerking: In de nieuwste update VPC 3.8.x met CygWin64 als uw belangrijkste download tool
kunt u dit probleem onderaan de lijst hieronder beschreven.



A prerequisite tool was not found 1n your PATH, or i1s not an appropriate

version. You mus ave the following tools installed in order for the AMP fo
dpoints
Alr-Gap LU |.':-i|-:'1'.:r.f' Tool to function:

awk
basetd
basename
cat

sha256sum / shasum

These tools should be availabl n both Windows Subsystem for Linux and most
Unix-11ke operating

a€f

Rel easeopmerkingen Pagina #58. Zoals u kunt zien is"xorriso" nu vereist. We veranderden het formaat van
de 1SO naar de 1SO 9660 en die afhankelijkheid is wat het beeld naar het juiste formaat converteert zodat de
update kan voltooien. Helaas, CygWin64 bieden geen xorriso in een van hun ingebouwde repositories. Maar
voor degenen die nog steeds CygWin64 willen gebruiken is er een manier om dit probleem op te lossen.



https://docs.amp.cisco.com/SecureEndpointPCAdminGuide.pdf

Installing dependencies

CentOS

To run amp-sync you will first have to install EPEL, =orriso, and xmistarlet.
1. Enable the EPEL repo.

» sudo yum install epel-release
2. Install dependencies via yum.

» sudo yum install xorriso

» sudo yum install xmlstarlet

Ubuntu

To run amp=sync you will first have to install xorriso and xmistarlet.
* Install dependencies via apt.
» sudo apt install xorriso
» sudo apt install xmlstarlet

Windows

1. Setup Windows Subsystern for Linux (WSL) with the Ubuntu distribution. See the
Microsoft documentation for details.

2. Expand the WSL virtual hard disk size to comply with minimum free disk space.
See the Microsoft documentation for details.

3. Install xorriso and xmistarlet dependencies via apt.

» sudo apt install xorriso
» sudo apt install xmlstarlet

a€f

Om CygWin weer te kunnen gebruiken, moet u xorriso handmatig downloaden van GitHub

repository. Open uw browser en typ <Latest xorriso.exe 1.5.2 pre-build for Windows> het moet verschijnen
als eerste link met de naam <PeyTy/xor riso-exe-for-windows - GitHub> navigeer naar die GitHub pagina
en download <xor riso-exe-for-windows-master .zip> bestand in het zip-bestand dat u vindt onder een paar
andere bestanden met de naam <xor riso.exe> kopiéren en plakken dit bestand in naar <CygWin64\bin>
Installatie van CygWin. Probeer opnieuw de opdracht <amp-sync> uit te voeren. U ziet de foutmelding niet
meer en download start en finishen zoals op de afbeelding.
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Voer de back-up van de huidige 3.2.0 VPC (in dit geval) in Airgap Mode uit.

U kunt dit opdrachtformulier van CLI gebruiken

rpm -qa | grep Pri

U kunt ook navigeren naar Operations > Backups, zoals in de afbeelding wordt getoond en daar back-up
uitvoeren.



cisco AMP for Endpﬂmts Private Cloud Administration Portal A An
L] Configuration Operations - Status - Integrations - Support

© Sanity Check Failing

Backups create a copy of your configuration and databases.

Manual Backup

Perform Backup

Last Backup Successful

Transferring Backups To External Storage Is Recommended
To facilitate disaster recovery, you are strongly encouraged to transfer backup archives to a secure external |
backup archives can be performed via download, sftp, or rsync.

& Backup Job Details

Previous Backups

The number of backups that will be stored on disk is: 1.

Name & Size £ Timestamp
/data/backups/amp-backup-28211186-8888.18.bak 738 MB 2021-11-06 00:03:43 +0
about 17 hours ago

Breng de nieuwste 1SO gegenereerd met amp-sync over naar de VPC. Dit kan ook tot enkele uren duren,
afhankelijk van uw snelheid. In dit geval nam de overdracht 16 uur in beslag

/data/tmp
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Nadat het uploaden is voltooid, koppel de SO

mount /data/tmp/PrivateCloud-3.2.0-Updates-2021-11-03-prod.iso /data/updates/
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Navigeer naar de Opdamin Ul om de update uit te voeren Oper ations > Update appar aat > Selecteer
Update 1 SO controleren.
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CISCO AMP tor Elldp()]_llts Private Cloud Administration Portal
*® Configuration - Operations - Status - Integrations - Support -

© Sanity Check Failing

Updates keep your Private Cloud device up to date.

= Check Update 150

) Checking ISO for updates

Content
f:.l 3 9 29291{398191?

0 ABSENT

atect DB Versi

Checked 9 minutes ago. the update check failed.

Software

f:) Fuds @ 232@1@982118

vale Clouwd Soffware Versior

® A software update is available.

In dit voorbeeld gaik eerst verder met Update Content

A Announcements

«" Standz

o

£ Img

@ Import a Protect DB snapshot to y



cisco AMP for Endpoints Private Cloud Administration Portal B Announcements 2+
# Configuration - Operations = Status - Integrations = Support - « Standalone

© Sanity Check Failing

Updates keep your Private Cloud device up to date. & Down

= Check Update IS0

Content
© 3.2.0 202010081917 & Update (
went Definitions, DG, Teltra Ganlenl version ﬂ
© ABSENT .
Pratect DB Version @ IS0 contains Protect DB snapshot \rersionl
@ import a Prolect DB snapshot to your sl
'ﬂ A content update s available
Software

© 3.2.0 202010082118

JUd Sofiware version

9 A software update Is available

Selecteer vervolgens Protect DB importeren.

a€f



':;I| e ,I-_!-;-, AMP for Endpoints private cloud Administration Portal A Announcements

# Configuration - Operations - Status - Integrations - Support - » Standalon

© Sanity Check Failing

Updates keep your Private Cloud device up to date. X Do
=+ Check Update IS0
Content
© 20211162210054
Client Definitions, DFC, Telra Conlent Version

0 ABSENT

olect DB Version

@ Import a Protect DB snapshot to your

Checked less than a minute ago; content is up to date

Software

e 3.2. a 2@2919982118

vate Cloud Software Version

© A software update is available

aEf
Zoalsu ziet, isdit een ander zeer langdurig proces dat lang kan duren.



Home | Operalions - Update Device | Protect DB Import Details

£ Protect DB importing

The device is currently importing a Protect DB snapshot. This process can take several hou

22 State E2 Started £ Finished @ Duration
2021-11-07 18:48:44 +0000 @ Please wait. . @ Please wait..
lecs than a minute ago

= Output

Attempting to mount an ISQ, if one is present.
mount: special device /dev/cdrom does not exist
Starting update.

Stopping apply-cloud-deltas. ..

Stopping authentication web...

Stopping authentication worker...

& Download Output



Home | Operations - Update Device

£ Protect DB importing
The device is currently importing a Protect DB snapshot. This process can takelseveral t

== State

£2 started

2021-11-07 18:48:44 +0000

= Output

LA G AT
Extraction
Extraction
Extraction
Extraction
Extraction
Extraction
Extraction
Extraction
Extraction
Extraction
Extraction
Extraction
Extraction
Extraction
Extraction

Extracticn

e
14.
14.
. 9GE
14.
14,
14.
14.
15,
13,
15.
15.
i5.
15.
15.
15.
15.

Fuw
9GE
SGB

9GE
9GE
SGE
SGB
BGE
BGE
BGE
BGE
BGE
BGE
BGE
BGE
26E

au
at
at
at
at
at
at
at
at
at
at
at
at
at
at
at
at

h o o M M D R o O O R Oh O W R O €

42 minutes ago

c ey
.BMB/ 5
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.SMB/5
.SMB/s
.SMB/ =
.SMB /%
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LSMB /=
.6MB/ 5
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LSMB/ s
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e,
eta:
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Protect DB Import Details

21
27

45
58
12
26
56
28
28

51
43
56
ie
23

B2 Finished

wa ==
6% [==
6% [mm

6% [==

(9 [::n: il

@ Please wait. ..

6% [==
6 [==
6% [==
6% [==
6% [==
6% [==
6% [==
6% [==
6% [==
6 [mm
6% [==

£ Download Output

e e el el ef bl el el e bl G ]

& Duratighn

@ Plegke wait.



£ Protect DB importing

The device is currently importing a Protect DB snapshot. This process can take severa

28 State &2 started 3 Finished (@ Duratior

AL @ LU &Y. EUW Ot L. WIS TLas LT T T E I 1
Extraction 233.2GE at 4.2MB/= eta: B:8a:08 99% [=====================]
Extraction 233.2G6B at 4.2MB/s eta: 8:90:80 108% [===seecsssssssecsssas)
Snapsheot Version 3

Going to drop dispositicn tables.

Dropping detections table.

Dropping binaries table.

Dropping binaries detections table.

Dropping samples table.

Dropping publishers table.

Dropping cas table.

Dropping certificates table.

Dropping cert_fingerprints table.

Recreating Protect DB tables from the schema in the snapshot.

Importing Protect DE data (this may take some time}.

Importing detections table (this may take some time).

Importing binaries table (this may take some time).

aEf
Probleem #1 - Uitgeputteruimtein Data Store
aEf

Hier kun je op twee zaken ingaan. Aangezien vPC voor 3.5.2 geen externe NFS-opslag kan koppelen, moet
u het update 1SO-bestand uploaden naar de map /data/temp. In mijn geval, omdat mijn datastore maar 1 TB
was, kwam ik de kamer uit en crashte de VM. Met andere woorden u hebt minimaal 2 TB ruimte in uw Data
Store nodig om AirGap VPC succesvol te implementeren die onder versie 3.5.2 valt

Dit beeld hieronder is afkomstig van de ESXi-server die de fout laat zien dat er geen beschikbare ruimte op
de vaste schijf meer iswanneer u de VM probeert op te starten. 1k kon van deze fout herstellen door een
tijdelijke switch van de 128 GB RAM naar 64GB. Toen kon ik weer opstarten. Vergeet ook niet dat alsu
deze VM als Thin Client instelt, de negatieve kant van de Thin Client-implementatie is dat de schijfgrootte
kan groeien, maar het zou niet krimpen zelfs als u wat ruimte vrijmaakt. Met andere woorden, laten we
zeggen dat je je 300GB-bestand hebt gelipload naar de directory van de vPC en vervolgens hebt verwijderd.
De schijf in ESXi geeft nog steeds 300 GB minder ruimte op uw vaste schijf weer

2021-11-19 17:04:05 +0000 @ Please wait.. @ Please w



Event Details

Type: error User: root Time: 11152021 12:24:43 PM Target: AMP-vPC AlrGap

Description: @I
@ 11/15/2021 12:24:43PM, Error message on AMP-vPC AirGap an UCS-2 in ha-datacenter: Failed to power on VM.

Errer Stack:  Hide
+ Failed to power on VM.
“ Could not power an virtual machine: msg.vmk.status.VMK_NO_SPACE.
 Failed to extend the virtual machine swap file
% Current swap file size is 0 KB.
+ Failed to extend swap file from 0 KB to 134217728 KB.
“+ File systemspecificimplementationof LookupandOpen(file]failed
% File systemspecificimplementation of Lockup[file] failed

Related Events:  Show

aEf

Probleem #2 - oude update

Het 29€ probleem is als u de software-update eerst in werking stelt zoals ik in mijn 2€ proef deed en van
3.2.0 eindig ik met VPC aan verbetering aan 3.5.2 en wegens dat moest ik gloednieuwe | SO update dossier

downloaden aangezien 3.2.0 ongeldig worden wegens het feit dat ik niet meer op de originele versie 3.2.0
was.



=::Ir15-::t- AMP for Endpoints private cioud administration Portal

A Configuration - Operations = Status - Integrations - Support -

© Maintenance Mode © Sanity Check Failing

The device is in maintenance mode
External senvices are unavailable

Updates keep your Private Cloud device up to date.

£ Check Update IS0

A Announcem
« S

€ Disabling TLS

© There is no IS0 loaded. Load an IS0 and try again.

Content

0 3 2 e 292919{38191?

FC, Telra Coh

0 ABSENT

~F TR LA
Cl' Gl LB Versia

Checked 24 minutes ago; the update check falled

Software

© 3.5. 3 2@2111@39345

are ve

Checked 24 minutes ago; the update check failed.

Ditisdefout die u ziet als u het SO update bestand opnieuw probeert te koppelen.

© import a Protect DB snapshc
©.The previc



',':Ili,-:él,;' AMP for Endpoints private cioud Administration Portal A Annc

#  Configuration Operations ~ Status - Integrations - Support -

© Maintenance Mode € Sanity Check Failing € Disablin

Home = Operations - Update Device  Update Check Details

© The update check failed

Something went wrong while checking for updates.

28 State & started & Finished o)
B co21-11-16 16:20:23 +0000 2021-11-16 16:29:30 +0000 le:
less than a minute ago less than a minute ago

Attempting to mount an IS0, if one is present.

Starting update check.

http://f127.06.6.1:8080/PrivateCloud/3.5.3/prod/repodata/repomd.xml: [Errno 14] HTTP Error 484 - Mot Foun
Trying other mirror.

To address this issue pleass refer to the below wiki article

https://wiki.centos.org/yum-errors

If above article doesn't help to resolve this issue please use https://bugs.centos.org/.

One of the configured repositories failed (FireAMP PrivateCloud Repository),
and yum deesn't have enough cached data te continue. At this peint the only

safe thing yum can do is fail. There are a few ways to work "fix" this:

A Prmbm md dele immbm e Eem e mems el mmd med b e L2 ke el -

& Download Output
aEf

Dit beeld laat zien hoe u het updatebeeld op een andere manier kunt monteren op uw VPC. In versie 3.5.x
kunt u externe locatie, zoals NFS-opslag, gebruiken om het updatebestand met uw VPC te delen.



‘thee’ AMP for Endpoints

i Configuration - Operations -

© Maintenance Mode

Mount an Update 1SO

ISO Configuration

Mount Type

Mount Status

No ISO mounted

Private Cloud Administration Portal
Status - Integrations = Support -

© Sanity Check Failing

180 v

ISO
NFS4

A Announc
‘-‘

© Disabling T



stfuan]ns

cIsco AMP for EﬂdpDilltS Private Cloud Administration Portal A An
)] Configuration - Operations - Status - Integrations - Support ~

© Sanity Check Failing © Disabling TLS 1.0/1.1 @ Config

Mount an Update ISO

150 Configuration

Mount Type NFS3 ¥
Remote Share 192.168.75.4:/AMPAG
Remote 1SO File PrivateCloud-3.5.3-Updates-2021-11-16-prod.iso =~ -

Mount Status

Mounted |1SO

nfs 192.168.75.4/AMPAG PrivateCloud-3.5.3-Updates-2021-11-16-prod.iso




Updates keep your Private Cloud device up to date.

= Check Update IS0

Content
© 3.5.2_202110122340 .
© ABSENT
Protect DB Version @ S0 contains Protect DB snap
@ Import a Protect DB snapsl
e A content update s avallable
Software
e 3.5. 2 2021101306433 Le

O A software update is available

a€f

Sanity Check Failing is gerelateerd aan Protect DB niet beschikbaar op de VPC



cisco AMP for Endpuints Private Cloud Administration Portal A Annol
# Configuration - Operations - Status = Integrations - Support =

© Sanity Check Failing

Updates keep your Private Cloud device up to date.

< Check Update I1SO

Content
©® 3.5.2 202110122340
Client Definitions, DFC. Tetra Content Version >
© ABSENT
Protect DB Version & 1SO contains Protect DB s
@ Import a Protect DB sn
ﬂ' A content update is available
Software

® 3.5.2 202110130433

=

T P ] i P | I [ PR
Frivaie Lioud Soliware version

© A software update is available



% Protect DB importing

The device is currently importing a Protect DB snapshot. This process can take

== State

B3 started M Finished

2021-11-19 17:04:05 +0000 @ Please wait .

about 20 hours ago

CACT OO OO0 &0 200 ot B e P L e 1
Extraction 233.2GB at 4.2MB/s eta: B:@@:88  09% [sss=s==sssssssss=osss
Extraction 233.2GB at 4,2MB/s eta: B:@0:BB 18B% [=====================
Snapshot Version 3

Going to drop disposition tables.

Dropping detections table.

Dropping binaries table.

Droapping binaries detections table.

Dropping samples table.

Dropping publishers table.

Dropping cas table.

Dropping certificates table.

Dropping

cert fingerprints table.

Recreating Protect DB tables from the schema in the snapshot.

Importing Protect DB data (this may take some time).

Importing detections table (this may take some time).

Importing binaries table (this may take some time).

£ Download Qutput



CcISCO AMP for Eﬂdpﬂlllts Private Cloud Administration Portal A Ar
) Configuration - Operations - Status - Integrations - Support =

Home | Operations - Update Device | Protect DB Import Details

@ Protect DB imported successfully

A Protect DB snapshot was successfully imported.

22 State E2 started B2 Finished
2021-11-19 17:04:05 +0000 2021-12-21 01:08:11 +0000
about 1 month ago less than a minute ago

JCar CINE T IS C_Cas Sarnur as .
Starting firehose cassandra_replay...
Starting firehose_publisher...
Starting firehose publisher replay...
Starting install-token-api...
Starting mgmt unicorn...

Starting mongo_event_consumer. ..
Starting portal umicorn...

Starting redis...

Starting retro-dipper...

Starting retrohose...

Starting retrohose-replay...

Starting tevent listener...

Starting crond...

Starting flight...

Starting docker...

Sending notification (this may take some time).

& Download Output

Volgende update automatisch starten
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cISCO AMP fﬂf Eﬂdpﬂiﬂts Private Cloud Administration Portal & Ann
# Configuration - Operations - Status - Integrations - Support -

Home | Operations - Update Device = Protect DB Update Details

£+ Importing Protect DB deltas.

Your Protect DB is being updated with threat intelligence that was queued durin
update. Each delta can take several hours to import, and system performance r
during this time.

You should run content updates at the end of the business day or week to ensu
outside of peak use.

Queued Updates o

20211116~ 2135 2021

Drafact DB | ~fn |
.z"——"‘-“:'.l_l_J.’:-

0.80%
Update Progress

a€f

Nadit zeer langdurige proces van het importeren Protect DB Database kunt u verplaatsen en bijwerken van
de Clientdefinitie en -software die ongeveer 3+ uur extra kan nemen.



cISco AMP for E[ldpDiIl'[S Private Cloud Administration Portal

# | Configuration ~ Operations Status ~ Integrations ~ Support ~

Home Cperations - Update Device ipdate Content Details

® Content updated successfully

The device successfully performed a content update.

== State

£ started B Finished

A~

T T | 2021-12-21 03:10:11 +0000 2021-12-21 03:37:53 +0000

28 minutes ago less than a minute ago

Attempting to mount an IS0, if one is present.

PASS: The mount point / has sufficient space available: 23273833728 »= 1886220080
PASS: The mount point / has sufficient inodes awvailable: 2818323 »>= 1008088
All checks succeeded!

Repodata is over 2 weeks old. Install yum-cron? Or run: yum makecache fast

Error: No matching Packages to list

Resolving Dependencies

--» Running transaction check

---»* Package
---» Package
---» Package
---» Package
---»* Package
---» Package
---»* Package
---» Package

e

a€f

AMP-PrivateCloud-content.x86 64 9:3.5.2 282110122348-8 will be updated
AMP-PrivateCloud-content.xB6 64 9:208211117234515-@ will be an update
fireamp-amp-exprev-classifier.x86 b4 0:3.4.0-8.1a364 will be updated
fireamp-amp-exprev-classifier.x86_ b4 9:3.4.8-8.1a76 will be an update
fireamp-apde-signatures.xB86 64 08:935-1 will be updated
fireamp-apde-signatures.x86_64 9:1852-1 will be an update
fireamp-clamav-definitions.x86 64 ©:1634876372-7 will be updated
fireamp-clamav-definitions.x86 64 ©:1637186573-7 will be an update

Ll e R e ol aefT A T AT AT T T a0 d TT e e s ol e

& Download Qutput

Tot dlot, let op, dit proces zal heel lang duren.



Gavoor VPC-applicatie naar deze TZ die andere methoden bevat om HW-applicatie te updaten, 1 SO-

bestand te monteren en op te starten vanaf USB.

https://www.cisco.com/c/en/us/support/docs/security/amp-virtual -private-cloud-appliance/217134-upgrade-

procedure-for-airgapped-amp-priv.html#anc5

aEf
ALLEENT Y1 Y2 AIRGAPI1.Y21Y2
Basis probleemoplossing

Probleemoplossing #1 - FQDN- en DNS-ser ver

Het eerste probleem dat u kunt tegenkomen is als uw DNS-server niet isingesteld en alle FQDN niet correct
Zijn opgenomen en opgelost. Het probleem kan er zo uitzien wanneer u probeert te navigeren naar Secure
Endpoint console via Secure Endpoint "fire" pictogram. Alsu alleen |P-adres gebruikt, werkt het, maar kunt
u de connector niet downloaden. Zoals je kunt zien op 3¢ foto hieronder.

ﬂ, Server Mot Found

AMP for Endpoints Private Cloud

e o -4 " —_y P 1
) https:/vpc2 -consol

————

Hmm. We're having trot
finding that site.

We can't connect to the server at vpc2-
console.cyberworld.local.

If that address is correct, here are three other ti
can try:

* Try again later.

# Check your network connection.

* [f you are connected but behind a firewall, chs
Firefox has permission to access the Web,


https://www.cisco.com/c/nl_nl/support/docs/security/amp-virtual-private-cloud-appliance/217134-upgrade-procedure-for-airgapped-amp-priv.html#anc5
https://www.cisco.com/c/nl_nl/support/docs/security/amp-virtual-private-cloud-appliance/217134-upgrade-procedure-for-airgapped-amp-priv.html#anc5

a€f

Alsu HOST S-bestand op uw lokale machine wijzigt zoals in de afbeelding, lost u het probleem op en krijgt

u fouten.
“ Home Share Wiew
= v $ v Thet PC » Locel Disk (C:) » Windows » System32 & deivers 5 ste Il hostst - Notepad
o A " File Edit Format View Help
tisue CERT il Bale modifie] ope st # The IP address and the host name should b
tssue DING Server : hests - TG0 20 AN File ¥R # space.
& Onely | Fervhasts.sam 12 AM CAM Fille 4KB #
EANTAIE Y % i o ol 5| # Additionally, comments {such as these) ma
= Thi VT b “l# lines or following the machine name denot
Thiz PC | protecol ! File ZEE| g
= BACKUP (E:) FENACES TAE2016 T-45 AN File KB | # For example:
#
Elackup frogr # 102.54.94.97  rhino.acse.com
Bachoup Video-A # 38.25.63.10 X.acma, com
Cigoo Stuff
el ; # localhost name resolution is handled with
syl # 127.0.8.1 localhost
GO-Pro # fih 1 localhost
Pictures
92.168.75.92 cyberworld.local
= KINGIE (G [[192.168.75.93 vpc-console.cyberworld. local
92.168.75.93 vpc-authentication. cyberworld
= MEDIA (D) 91.168.75.93 vpc-dispositionex. cyberworld.
Baekup Progear 92.168.75.93 vpc-disposition. cyberworld. lo
92.168.75.93 vpc-update.cyberworld. local
Batkup Videa-A
i 92.168.75.93 vpe-fme. cyberworld. local
Cigea Stulf
Decuiments
Peetures Ln 24, Col
W
5 ibems I item selected 1.57 KB

U ontvangt deze fout terwijl u probeert om het installatieprogramma voor de Secure Endpoint-connector te

downloaden.

rduel AMP for Endpoints

Dashboard Analysis~  Outbreak Control ~ Management~  Accounts

€ A failure has occurred downloading an installer. Please contact support.

Download Connector

Group | Protect "

Nawat probleemoplossing was de enige juiste oplossing de installatie van DNS-server.

DNS Resolution Console: nslookup vPC-Console.cyberworld.local (Returned 1, start 2021-03-02 15:43:00 +0¢

Server: 8.8.8.x



Address: 8.8.8.x#53

** server can't find vPC-Console.cyberworld.local: NXDOMAIN

Zodrau alle FQDN'sin uw DNS-server hebt opgenomen en de record in Virtual Private Cloud van openbare
DNS naar uw DNS-server hebt gewijzigd, begint alles te werken zoal s het had moeten doen.



',';I.'s'él.;;' AMP for Endpoints erivate cloud Administration Portal L Support M An

#  Configuration ~  Operations *  Status =  Integrations *  Support ~

Gy  Dcviee Sty ; network settings.

Change Password

Adm Cisco Cloud

| Network

Date and Time
Certificate Authorities

Proxy
Iml Motifications
| License
Email
Backup
SSH
Syslog IP Assignment
Updates

Sernvices

IP Address | 102 168

 Chec

Subnet Mask 255.255

Gateway 192.168

Warning: Address and Hostname Changes

If you change the IP address of the interface you must also update the DNS records for each of your configure
new address. AMP for Endpoints Connectors will expect services to be available at the original DNS nan

View the Configuration help page for a list of affected services.

DNS

Primary DNS Server 192.168.754 =




‘theth' AMP for Endpoints

&

Configuration ~  Operations ~

£+ Configuration Changed

Configuration changes do not take
effect until reconfiguration is
performed.

£ Reconfigure Now -

Private Cloud Administration Portal
Status ~ Integrations - Support -

& Configuration saved.

r* Reconfiguration

. Support

A Announcem
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#  Configuration = Operations ~ Status Integrations ~ Support ~

Home ' Operations - Apply Configuration © Details

== State £3 Started E2 Finished G

Sun Apr 11 2021 20:19:00 ® Please wait... C
GMT-0400 (Eastern Daylight Time)

0 day, 0 hour, T minute, 45

seconds ago

[2021-84-12T66:26:43+00:80] DEBUG: Found current uid == nil, so we are creating a new file, updating o
[2021-84-12T00:20:43+08:88] INFO: file[/tmp/cqlsh_check superuser password.cql] owner changed to 4815
[2821-84-12T6G:26:434686:80] DEBUG: Found current_gid == nil, so we are creating a new file, updating g
[2021-04-12T66:20:43+00:00] INFO: file[/tmp/cqlsh_check_superuser_password.cql] group changed to 4815
[2021-84-12T606:20:43+00:08] DEBUG: Found current_mode == nil, so we are creating a new file, updating |
[2021-84-12T60:20:43+00:00] INFO: file[/tmp/cqlsh_check superuser_password.cql] mode changed to 688
[2021-84-12T00:28:434+00:00] DEBUG: Restoring selinux security content with fsbhin/restorecon -R "/tmp/c
rd.cql”

[2821-84-12T66:268:43400:88] INFO: Processing execute[cqlsh_check superuser password] action run (/var/
viders/cqlsh.rb line 16)

[2021-04-12T00:20:43+00:00] DEBUG: Providers for generic execute resource enabled on node include: [Ch
[2021-84-12T66:20:43+00:00] DEBUG: Provider for action run on resource execute[cqlsh_check_ superuser p
r:iExecute

[2021-84-12T00:20:43+08:88] INFO: Retrying execution of execute[cqlsh_check superuser_password], 19 at
[2821-24-12T60:20:45100:808] DEBUG: Providers for generic execute resource enabled on node include: [Ch
[2021-04-12T00:20:454+80:00] DEBUG: Provider for action run on resource execute[cqlsh_check_superuser_p
r::Execute

& Download Output

Op dit punt kunt u inloggen en de connector downloaden



G @ ) & ~° hitps;//vpc2-authenticat caljauth/session/new?: 905 e
4
ST
CISCO

Security

The Cisco Security account is a single destination for managing
multiple applications within the Cisco Security portfolio

' ' ' ' — ’
Ly AMP for Endpoints

Threat Grid
Threat Response

and mare...
I I It ] "

rv A com

Use Single Sign-0n

Can't access your account?

a€f
a€f

U krijgt de eerste Secure Endpoint-beleidswizard voor uw omgeving. Het leidt u door de selectie van anti-
virus product u gebruikt, als om het even welk, evenals volmacht, en de types van beleid u wilt opstellen.
Selecteer een geschikte knop voor de configuratie... afhankelijk van het besturingssysteem van de -
aanduiting.

U krijgt de pagina Bestaande beveiligingsproducten, zoals in de afbeelding. Kies de beveiligingsproducten
die u gebruikt. Het genereert automatisch toepasselijke uitsluitingen om prestatiekwesties op uw endpoints
te voorkomen. Selecteer op Volgende.



A Dashboard

AMP for Endpoints Private Cloud

< R

<« > C @

U £ https:/fvpcZ-consoh

‘dashboard/fresh

Bl e

bt ANMP for Endpoints

Dashboard  Analysis~~  Outbreak Control~  Management -  Accounts -
Dashboard
[l Cisco - rvalenta
Dashboard Inbox Overview Events
Getting Started

& view Online Help
i Download Cisco AMP for Endpoints User Guide
+ Download Cisco AMP for Endpoints Deployment Strategy

Deploy AMP for Endpoints Connectors

[ &= Set Up Windows Connector |

| # Set Up Mac Connector ]

l A Set Up Linux Connector |

Demo Data

Demao Data allows you to see how Cisco AMP for Endpoints works by populating
your Console with replayed data from actual malware infections. Enabling Demo
Data will add computers and events to your Cisco AMP for Endpoints Console so
you can see how the Dashboard, File Trajectory, Device Trajectory, Threat Root
Cause, and Detections and Events displays behave when maiware is detected.
Demo Data can coexist with live data from your Cisco AMP for Endpoints
deployment, however, because of the severity of some of the Demo Data

a€f

Download de connector.

Demo Computers

WannaCry Click here to view PDF

The WannaCry attack involves a remote com
(Server Message Block) service using the ET
compromise, the attacker drops the Wannad
identified by AMP for Endpoints using ransol
later by AMP Cloud signatures.

SFEicar Click here to view PDF
Learn how Indications of Compromise can al
problems and how to determine their effects

ZAccess Click here to view PDF

Use Device Trajectory to watch a rootkit exp
computer, and use File Trajectory to discove
compromised.

ZBot Click here to view PDF

See how a vulnerable version of Internet Exp
Use Device Trajectory to learn what happens
to stop the future execution of vulnerable pr

CozyDuke Click here to view PDF

Trace a detection back to an abused DLL se
to its upstream CnC, and deploy an Endpoin
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CIsco
Dashboard  Analysis~  Outbreak Control~  Management~  AcCOounts Search
© Step 1: Existing Security Products T —_—
8 Step 2: Set Up Proxy You have chosen to open:
: = [ amp_Protect.exe
o Step 3: Download Connector which is: exe Eile
from: https:/fvpc-con
Would you like to save this fi
Audit Only Protect Triage Server
Used when you're still Used during normal Used when you have a Used when you're
learning about the product operations and you want knmown or suspected installing a connector on installing a connecto
and want to install it Cisco AMP for Endpoints infected machine standard Windows Windows Domair
without any impact to your to quarantine a file. SEvers. Controllers.
existing systems.
© Folicy Details ] [ € Policy Details ] [ © Policy Details ] I O Requirements l [ D Requirements
Files Files Flles Files Files
& Audited Quarantined 161 Quarantined & Audited & pAudited
Metwork Network Network Network Netwark
U Blocked U Blocked U Blocked @on @ on
Offline Engine Offline Engine Offline Engine Offline Engine Offline Engine
TETRA TETRA TETRA TETRA TETRA
| + Download | | + Download l | + Download ] | * Download | [ * Download

‘ Step 4: Verify, Contain, and Protect

Probleem #2 - Probleem met Root CA

Het volgende probleem dat u kunt tegenkomen is als u uw eigen interne certificaten gebruikt is dat nade
eerste installatie, connector kan tonen al's losgekoppel d.



Recycle Bin

* ,p

Firefox — [

Fincd 4 Organize » Disable thist | ] ~ ftion ¥
IC I - ¢ ;

&} ¢« Metwork and Internet > Network Connections

I'-; Internet Protocol Version & (TCP/IPvd) Properties *

General

=
]

twork

You can get IP settings assigned automatically if your network supports
Stal this capability. Otherwise, vou need to ask your network administrator
for the appropriate IP settings.

I

Eth (_)Obtain an IP address automatically
(®) Use the folowing IP address:
& Dig IP address: | 192.168 . 75 . 589
Subnet mask: | 255,255 .255. 0
@ VP Default gateway: i 192 . 168 . 75 . 1

Obotain DNS server address automabtically

(L Dat

(@) Use the following DNS server addresses:

Preferred DNG seryver: I... 192 . 168 . 75 . 4

& Pro

Alternate DS server: |

[]validate s=ttings upon exit Advanced...

1 itermn 1 itemn selected

Zodra u de connector hebt geinstalleerd, kan Secure Endpoint worden gezien al's losgekoppeld. Voer
diagnostische bundel uit en kijk door de logbestanden, kunt u de kwestie bepalen.
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Cisco AMP for Endpoints

status: Disconnected
Scanned: MNever
Folicy: Protect
Isolation: Mot Isolated

stfranfus
CIsco

k. me anything

Gebaseerd op deze output die van diagnostische bundel wordt verzameld kunt u de fout van CA van de
Wortel zien

(804765, +@ ms) Mar 06 00:47:07 [8876]: [http_client.c@1@011]: GET request https://vPC-Console.cyberworl
(804765, +0 ms) Mar 06 00:47:07 [8876]: [http_client.c@1@051]: async request failed (SSL peer certificate

(804765, +@ ms) Mar 06 00:47:07 [8876]: [http_client.c@1074]: response failed with code 6@

Nadat u de Root CA hebt gelipload naar de vertrouwde Root CA-winkel, start u de Secure Endpoint-service
opnieuw. Alles begint te werken zoals verwacht.



n af Certificate

AMP-vPLC-.., General Details  Certif

.: g Certificate

Cisco AMP for Endpoints

This CA Root certi
install this certific
Authorities store.

' Status:  Disconnected Issued to: Al
“ Scanned: MNewver
Policy:  Protect Issued by: Al
Isolation: Mot Isclated
M Valid from 4/

CIsco




Cisco AMP for Endpoints

Status: Disconne

d Scanned: Mever
Policy:  Protect

Isolation:

Mot [solated

e
CISCO

About

=% Certificate Import Wizard

Welcome to the Certificate Impon

This wizard helps you copy certificates, certificate
ksts from your disk to a certificate store.

A certificate, whidh is issued by a certificabion authon
and contains information used to protect data or to «
cormectons. A certificate store i the system area wi
Store Location

() Current Uiser
(@) Local Machine

To contiwe, dick Hext.



NP EC % &% Certificate Import Wizard
P L Lok " ol S S

Certificate Store
Certificate stores are system areas where certificate:

Cisco AMP for Endpoints

Windows can automaticaly select 3 certificate store,
the certificate.

() Automatically select the certificate store based
() Place all certificates in the follawing store

Status: Deconnected Select Certificate Store X E
Scanned: Never b
Policy:  Protect Select the certificate store you want to use,
Isolation: Mot Isclated
atlian]n ] Personal ~ |
Cisco 1 Trusted Reot Certification Authorities —
Enterprise Trust |
Intermadiate Certification Authorities
| Trusted Publichers [
| It ietard Castifeatas i
< >
[[]show physical stores

s

== Certificate Import Wizard
[

|

Cisco AMP for Endpoints Completing the Certificate Import Wiza

The certificate will be imported after you dick Finish.

Yeus have specified the: fobowing settings:
(80t e e e @) Trusted Root Certification
Content Certificate

Status:  Disconnected
Scanned: Mever
Policy: Pratect
Isolation: Mot Isolated

lli'lllll
CI5COo




Cisco AMP for Endpoints

Status: Disconnected
Scanned: Newer
Policy: Protect
Isolation: Mot Isolated

stfuan]us
CISCO

Cisco AMP for Endpoints

Status:  Disconnected

“ Scanned: Never
Palicy: Protect

Isolation:

T
CISCco

Mot Isolated

ki

General Detads  Certification Path

g‘;ﬁ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Certificate Import Wizard

“ The impaort was

Issued to:  AMP-vPC

Issued by: AMP-PC

Valid from 4/9/2021 to 4/9/2031

Install Certificate... | Issuer Siat

17 Task Mamager
File Opticns View
Processes Performance App history Startup  Users Details  Services

=

Mame PID Description

iy COPUserSve Connected Devices Platform User 5
faty COPUserSve_105b22 4528 Connected Devices Platform User 5
Ly CertPropSve 2216 Certificate Propagation
% CiscoAMP_T.3.1 s = """ for bndpoints Connecto
5 CiscoSCMS 7.3 tat fty Connector Monitonr
% Clipsve HOP g ke Service (ClipSVIC)

4 COMSysfpp Restart !gm Application

4, CoreMessagingRegisi Elan Sencas ii.ng .
ot CryptSvc {11:: Services

. . Canice Search enline

+ DeomLaunch Go to details &r Process Launcher
- defragsve Optimize drves

Fewer details | 5% Open Services

Zodra we de Secure Endpoint-serviceconnector weer online krijgen zoals verwacht.



Status:  Connected
Scanned: Mever
Policy:  Protect
Esolation: Mot Isolated

aifusifia
CISCO

172 Task Manager

File Options WView

Processes Performance App history Startup  Users Details Service

-
MName

i CDPUserSve

‘i COPUserSve_105b22
ey CertPropSve

25 CiscoAMP_T.3.1

i CiscoSCMS_7.3.1

S ClipsWe

s COMSysApp

L CoreMessagingRegistrar
vy Cryptive

‘o CscService

i DeamLaunch

5 defragsve

Fewer details

PID

4028
2216
1288
2544
5248

2384
2576

% Open Services

Description

Connected Devices Platform U
Connected Devices Platform U
Certificate Propagation

Cisco AMP for Endpoints Conn
Cisco Security Connector Moni
Client License Service (ClipSViC
COM+ Systern Application
Corehessaging

Cryptographic Services

OHfline Files

DCOM Server Process Launche
Optimize drives
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A Dashboard

AME for Endpoints Private Cloud

c

@ B https/hvpc2-console

Dashioard Anakysia Outbreak Comtrol Management ASEEUREE -
Dashboard

Dashboacd inboo Oervisn Ewvents

B 1 ] Auno-Refresh
0 A} compromised
Compromises & Inbox
Top ==L T

Probect
1516171818 222124 2526 203031 1 2 56 7889 12

Significant Compromise Artifacts

Geteste kwaadaardige activiteit

ashboa B0%
Inbox Status
D 0 Reguire Attention (& 0 in Progress @ 0 Resolved
Quarantined Detections 4} Chearanting Events
Top e O
Protect
1516171819 22T I5I6 03031 1 2 S56ETEHD 12

Compromise Event Types




AMP for Endpeints Private Clou & Dashboard x

« = C w D # https/ivpc2- Jdashboard 805 ven |
ﬂ AMP for Endpaints Pri.. 4 Dashboard

il AMP for Endpoints

Dashboard  Analysis~  Oulbreak Control ~  Management ~  ACCOUNIE v

Dashboard

Dashboard Inbax Cremnview Events

[ Rafrash Al | 0 Auta-Redrash | v | @ : E
Oﬂ/ — Inbox Status
0 iINaa @ 0 Require Attention (& 0 In Progress (9 0 Resolved
Compromises @ mmeex  Quarantined Detections © 1) Quarantine Everts |
Top m= R .'I'np l:l1.r1'

ST IE 020 1 223NN T 2 F 4 S 6T B 902 TS9N 2B MIB TN T 2 3 4 36T BB 0N2

Significant Compromise Artifacts @ Compromise Event Types ©

Mo artifacts Mo event types




Over deze vertaling

Cisco heeft dit document vertaald via een combinatie van machine- en menselijke
technologie om onze gebruikers wereldwijd ondersteuningscontent te bieden in hun eigen
taal. Houd er rekening mee dat zelfs de beste machinevertaling niet net zo nauwkeurig is als
die van een professionele vertaler. Cisco Systems, Inc. is niet aansprakelijk voor de
nauwkeurigheid van deze vertalingen en raadt aan altijd het oorspronkelijke Engelstalige
document (link) te raadplegen.



