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Inleiding

Dit document beschrijft het voorbeeld van intermitterende problemen met de probleemoplossing
van connectiviteit op een router die Cisco I0S-XE SD-WAN met Embedded Packet Capture (EPC)
en Packet Trace Hulpprogramma's uitvoert.

Probleem

Uw gebruikers van een Vestigingssite melden dat sommige internettoepassingen die Direct
Internet Access (DIA) gebruiken zoals SAP®, SSH, sommige FTP-clients en een reeks andere
toepassingen, de timing van een gebruikershandleiding langer dan ongeveer 2-3 minuten
gebruiken. Als zij actieve acties binnen de toepassingen uitvoeren die netwerkcommunicatie
vereisen, werken de toepassingen goed en er worden geen problemen waargenomen.

Als u bijvoorbeeld een show-versie uitvoert en de sessie meer dan 2 minuten stillaat zonder
activiteit en daarna op een toets op het toetsenbord drukt zoals in de output hier:

rout er #Connecti on reset by 100.64.2.9 port 22

De tijd van het IDLE op de eindlijn van de router werd gecontroleerd en ontdekte dat de exec-
timeout is ingesteld op 10 minuten en niet verantwoordelijk is voor het beschreven gedrag (houd in
gedachten dat andere toepassingen ook worden beinvioed):

r out er #show user

Li ne User Host ('s) Idle Location
* 1 vty O ekhabar o idle 00: 00: 00 10.149.4.41
Interface User Mbde Idle Peer Address
unknown ( ONEP) csrmgnt _i nfr 00: 00: 14

router#show line vty 0 | s Timeout
Ti meout s: I dl e EXEC Idl e Session Modem Answer  Sessi on Di spat ch
00: 10: 00 never none not set
Idl e Session Di sconnect WArning
never
Logi n- sequence User Response



00: 00: 30
Aut osel ect Initial Wit
not set

Een andere manier om het probleem live te ervaren is door verbinding te maken met een of ander
openbaar FTP. Als u vervolgens een directory-lijst probeert op te frissen, map te wijzigen of iets te
downloaden na 2-3 minuten inactiviteit, wordt het bericht weergegeven (in rood):

CE. 198.18.3.34 - Remote Desktop Connection

ﬁ Mew site = speedtest.tele? net - FileZilla
File Edit ‘View Transfer Server Bookmarks Help MNew wersion svailablel
HBTES RO VI Faes
Host: | Usermname: Password: | Paort: -
LGSy COTTIMTECOOTT E5 TS TTETT walung TOT WETLTUTTTE llﬂ‘_'}‘)dglf...
Status: Insecure server, it does not support FTE over TLE
Status: Server does not support non-A5CI characters,
Status: Logged in
Status: Retrieving directory listing of “/™...
Cormmand:  CWD Jupload
Error: Disconnected from server ECONNABORTED - Connection aborted
Error: Failed to retrieve directory listing
Status: Disconnected from server
Status: Resolving address of speedtesttelel net
Stakus: Connecting to I 21...
Status: Connection established, warting for welcome message...
Status: Imsecure server, it does not support FTP over TLE,
Status: Server does not support non=-ASCIl characters.
Status Logged in
Status: Retrieving directory listing of "4
Status; Directory listing of " successful
Status: Disconnected from server ECONNABORTED - Connection aborted

Oplossing

Zulke kwesties zijn complex om soms problemen op te lossen, maar grote hulp kan |[OS-XE
Datapath Packet Trace-functie en ingesloten Packet Capture (EPC) IOS-XE hulpprogramma's
leveren. Hier een voorbeeld van gebruik en benadering van probleemoplossing.

Probleemoplossing met EPC

Configureer en start Embedded Packet Capture (EPC) op de router. Aangezien deze site DIA
gebruikt, moet u afzonderlijk verkeer op externe en interne interfaces opnemen. Hier is
198.51.100.7 het IP-adres van FTP server en 10.5.40.14 is het IP-adres van de client:

Br anch#confi g-transacti on

adm n connected from 127.0.0.1 using consol e on Branch
Branch(config)# ip access-list extended CAP_ACL
Branch(config-ext-nacl)# 10 permit ip any host 10.5.40.14
Branch(confi g-ext-nacl)# 20 permt ip host 10.5.40.14 any
Branch(confi g-ext-nacl)# 30 pernmit ip any host 198.51.100.7
Branch(config-ext-nacl)# 40 permit ip host 198.51.100.7 any
Branch(confi g-ext-nacl)# comm t

Commit conpl ete.

Branch(confi g-ext-nacl)# end

Br anch#

Br anch#nonitor capture CAP_EXT interface G gabitEthernet 2 both
Br anch#nonitor capture CAP_EXT interface G gabitEthernet 3 both
Branch#nonitor capture CAP_INT interface G gabitEthernet 7 both
Br anch#noni tor capture CAP_EXT access-list CAP_ACL

Br anch#noni tor capture CAP_I NT access-list CAP_ACL

Br anch#noni tor capture CAP_EXT start


/content/en/us/support/docs/content-networking/adaptive-session-redundancy-asr/117858-technote-asr-00.html
/content/en/us/support/docs/content-networking/adaptive-session-redundancy-asr/117858-technote-asr-00.html
/content/en/us/support/docs/content-networking/adaptive-session-redundancy-asr/117858-technote-asr-00.html

Started capture point : CAP_EXT

Branch#nonitor capture CAP_INT start
Started capture point : CAP_I NT

Daarna, van de host van de gebruiker met verbinding met de FTP server met FileZilla FTP-client.
Zorg ervoor dat de tijdelijke versie van FTP-client voor een verbinding wordt uitgeschakeld in het
programma Bewerken > Instellingen van FTP-clientopties:

Settings X
Select page: Overview
- For more detailed information about what these options do, please run the network
configuration wizard.
=-FTP
Active mode Run configuration wizard now...
Passive mode
FTP Proocy Timeout
SETP Timeout in seconds: | 0 (10-9939, Oto disable)
Generic proxy If no data is sent or received during an operation for longer than the specified time, the
- Transfers connection will be closed and FileZilla will try to reconnect,
;TD‘ :iID T\.)V!D(

Standaard sluit FileZilla FTP-client de sessie zelf na 20 seconden en kunt u het probleem dat door
de gebruiker wordt gezien, niet met andere toepassingen reproduceren.

Probeer na ongeveer 2-3 minuten inactiviteit een directory-lijst op te frissen:

File Edit View Transfer Server Bookmarks Help New version available!

= = | R = -
_::_;"r' *luihox -J{EQH&
Host: Usel Refresh the file and folder lists Lasswcrd: Por
lthm Retrievinn directory lictina of "/unlnad"...

Vervolgens ziet u in de FTP-client de foutmelding zoals in de screenshot:

18:49:06 Status: Retrieving directory listing of "/"...

18:49:25 Command: PASY

18:49:25 Errar: Disconnected from server: ECONNABORTED - Connection aborted
18:49:25 Errar: Failed to retrieve directory listing

18:49:25 Status: Disconnected from server

Controleer vervolgens dat sommige pakketten binnen en buiten interfaces werden opgenomen,
stop EPC en export buffers:

Br anch#show noni t or capture CAP_EXT buffer
buffer size (KB) : 10240
buffer used (KB) : 128

packets in buf 1 37
packets dropped : O
packets per sec : 24

Branch#show noni tor capture CAP_I NT buffer
buffer size (KB) : 10240
buffer used (KB) : 128



packets in buf : 39
packets dropped : O
packets per sec : 1

Br anch#noni t or capture CAP_I NT stop_export
Exported Successfully

Br anch#noni t or capture CAP_EXT stop_export
Exported Successfully

En uploadtoken op uw pc zodat u deze kunt analyseren met Wireshark:

Branch#copy fl ash: CAP_I NT. pcap sftp://adm n: adm n@03. 0. 113.36: vrf Mnt-intf
Address or nanme of renmote host [203.0.113.36]?

Destination usernane [adm n]?

Destination filename [ CAP_I NT. pcap] ?

SFTP send: Witing to /CAP_INT. pcap size 4362

|

4362 bytes copied in 0.296 secs (14736 bytes/sec)

Branch#copy fl ash: CAP_EXT. pcap sftp://adm n: adm n@03. 0. 113.36: vrf Mnt-intf
Address or nanme of renmote host [203.0.113.36]?

Destination usernane [adm n]?

Destination filename [ CAP_EXT. pcap] ?

SFTP send: Witing to / CAP_EXT. pcap size 3839

|

3839 bytes copied in 0.299 secs (12839 bytes/sec)

Open beide bestanden in de afzonderlijke Windows-vensters en stel het formaat Time Display in
zodat het gemakkelijker wordt om pakketten op de externe interface te correleren met pakketten
op de interne interface door tijdzegels:

~ CAP_INT.pcap

File Edt__'ﬁm'Go Capture Analyze Statistics Telephony ‘Wireless Tools Help

4 W . v MsinToobar ZElaqan
v Filker Toolbar

S Wireless Toolbar

No. Py estination | Prtocol |Length | Info
21 2.5.48.14 TCP 54 21 + 58524 [ACK] Seq=154 Ack=7
2 Full Screen F11 @.5.40. 14 FTP 91 Response: 25@ Directory succes:
2 . I FTP 62 Request: TYPE I
2.  Packet List B.5.40.14 FTP 85 Response: 200 Switching to Bini
2 « Packet Detads . FTP 6@ Request: PASY
2 FTP 124 Response: 227 g Passive

E_— Packet Bytes 2. 60 Request: LIST
| Time Display Format Date and Time of Day (1970-01-01 01:02:03.123456) CrbAk+1 1:&'

Year, Day of Year, and Time of Day (1970001 01:02:03.123456) .

Tirme of Day (01:02:03. 123456)

Zoom s

Lijnt vervolgens vensters uit en merk het verschil op tussen pakketvastlegging die op de externe
en de interne interfaces is gemaakt (zoek in uw opnamen naar FTP PASV-verzoek):



=l x]

Fle Edk Yew Go Caphure Analyze  Statishics Telephorry Wiwelsss Tools Help

e @ RERes=sET 4 s|E/@aaa
[N T oddr == 50013070, 73 ] - | Expression_. | +
No. [ Tane | soures [ estmation [Protocal | Length [ o =]

*_mt!m.mmk!mmm-g—
54 49732 » 21 [ALE] Seqel2l AckeST1 Win=28137& Len=D
78 Response: 126 Dlrectory send O,

| 108 14:44:37. 544843 10.5
189 14:44:37. 992544 10.5.40.14
119 14:44:36, 239991
111 14344136, 40982

12, 5.40. 14
10.5.40.14 TP 54 23945 + 49735 [ACK] Seqe1207 Acke=2 Win=20312 Lens@
113 14344136, D62946 18.5,40,14 TP 54 29732 - Il [ACK] Seqelll AckeSHS Hin=261376 Len=Q
129 14:49:07, 877963 18.5,40, 14 £8 Reg

=10l
Fle Edt Yiew Go Capbure Analyze Stattstics Telephony Wireless Tooks Help
am @ REAe==ZT o EaQam
[ Jip-addr == 00.130.70.73 %] - | Expression... | +

[o. .. _‘ [ pestration I:::«ﬂ ]l[wn __ —_— . e

Je ziet dat verzoek naar buiten wordt gestuurd en er is een hoop terugzending gebeurd. Op dit
punt is het niet duidelijk waarom pakketten van de externe hosts (bijv. pakketten nummer 88,90,92
enzovoort) niet op de interne host terecht komen, maar EPC heeft ons waardevolle informatie
verstrekt en bevestigd dat sommige pakketten door cEdge-router worden gedropt.

Probleemoplossing met Help voor Cisco I0S-XE Packet Tracer-hulpprogramma

Om verder te onderzoeken moet u pakketvastlegging en filtergegevens gebruiken die op het
openbare adres van de FTP-server zijn gebaseerd:

debug platformcondition ipv4 198.51.100.7/32 both

debug pl atf orm packet-trace packet 1024 fia-trace data-size 4096
debug platformcondition start

'if you want to capture HEX data of the packet, use as well:
debug pl atf orm packet-trace copy packet both size 2048 L2

Sluit vervolgens een tweede keer op de FTP-site en wacht langer dan 2 tot 3 minuten voordat u op
de verfrissingsknop klikt of iets opnieuw downloaden. In het logbestand kunt u dezelfde
foutmelding waarnemen als in de afbeelding:

Status: Retrieving directory listing of "/upload”...

Command: PASV

Error: Disconnected from server: ECONNABORTED - Connection aborted
Error: Failed to retrieve directory listing

Vanaf een pakketspoor kunt u zien dat een van de pakketten is gevallen:



134 G3 internal 0/ 0/ svc_eng: 0 PUNT
135  Tu6000001 G7 FWD
136 G7 internal 0/ 0/ svc_eng: 0 PUNT
137  Tu6000001 G3 FWD
138 G3 internal 0/ 0/ svc_eng: 0 PUNT
139  Tu6000001 G7 FWD
140 G7 internal 0/ 0/ svc_eng: 0 PUNT
141  Tu6000001 G3 FWD
142 G3 G3 DROP
143 G3 G3 DROP
144 G 3 G3 DROP
145 G3 G3 DROP
146 G 3 G3 DROP
147 G3 G3 DROP
148 G 3 G3 DROP
149 G3 G3 DROP
150 G3 G3 DROP
151 G3 G3 DROP
U kunt ook gegevens over bepaalde pakketten controleren:
Br anch#show pl at f or m packet -trace packet 151
Packet: 151 CBUG I D: 151
Sunmmary
I nput G gabi t Et hernet 3
Qut put G gabi t Et hernet 3
State DROP 479 (Sdwanl npl i cit Acl Drop)
<<LLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLL
Ti mest anp
Start : 179731083510 ns (11/07/2019 13:08:27.567722 UTQ)
St op : 179731145820 ns (11/07/2019 13:08:27.567785 UTQ)
Path Trace
Feature: |PV4(Input)
I nput : G gabitEthernet3
Qut put <unknown>
Sour ce 198. 51. 100. 7
Destination : 100.64.2.10
Pr ot ocol 6 (TCP)
SrcPor t 21
Dst Por t 5801
Feat ure: DEBUG_COND_| NPUT_PKT
Entry I nput - 0x817e8838
I nput G gabi t Et hernet 3
Qut put <unknown>
Lapsed time : 8280 ns

Feat ur e:

Feat ur e:

Feat ur e:

Entry
I nput
Cut put

Lapsed tinme :
SDWAN I mplicit ACL
<<LLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLL

| PV4_| NPUT_DST_LOOKUP_CONSUNME

I nput - 0x817e885c
G gabi t Et hernet 3

<unknown>
4160 ns

Action : DI SALLOW
Reason : SDWAN_SERV_TCP
Defer Action to Ingress ACL : No

Entry
I nput
Cut put

Lapsed tinme :

STI LE_LEGACY_DROP_EXT

I nput - 0x81835c68
G gabi t Et hernet 3

<unknown>
12900 ns

64

64

64

64

479
479
479
479
479
479
479
479
479
479

(Servi ce Engi ne packet)
(Servi ce Engi ne packet)
(Servi ce Engi ne packet)
(Servi ce Engi ne packet)

( Sdwanl npl i ci t Acl Dr op)
( Sdwanl npl i ci t Acl Dr op)
( Sdwanl npl i ci t Acl Dr op)
( Sdwanl npl i ci t Acl Dr op)
( Sdwanl npl i ci t Acl Dr op)
( Sdwanl npl i ci t Acl Dr op)
( Sdwanl npl i ci t Acl Dr op)
( Sdwanl npl i ci t Acl Dr op)
( Sdwanl npl i ci t Acl Dr op)
( Sdwanl npl i ci t Acl Dr op)



Feature: | NGRESS MVA LOOKUP_DROP_EXT

Entry : I nput - 0x8182be6c
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 14940 ns
Feat ure: | NPUT_DROP_FNF_AOR_EXT

Entry : Input - 0x81819480
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 22040 ns
Feat ure: | NPUT_FNF_DROP_EXT

Entry : I nput - 0x818185bc
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 17580 ns
Feat ure: | NPUT_DROP_FNF_AOR RELEASE_EXT

Entry : Input - 0x81818e08
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 4680 ns
Feat ure: | NPUT_DROP_EXT

Entry : I nput - 0x817ed780
I nput : G gabitEthernet3
Qut put : <unknown>
Lapsed time : 5540 ns
Feature: | PV4_SDWAN | MPLI CI T_ACL <LLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLL<
Entry : Input - 0x8183c774
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 449760 ns
Packet Copy In
00505608 6500050 56add375 08004500 00363481 40002d06 122c5a82 46496440
020a0015 16a9f 873 89d3ef aa 3785019 00e523ch 00003432 31205469 6d656f 75
Packet Copy Qut
00505608 6500050 56add375 08004500 00363481 40002c06 132c5a82 46496440
020a0015 16a9f 873 89d3ef aa 3785019 00e523ch 00003432 31205469 6d656f 75

Die pakketten worden opnieuw verzonden van de beoogde FTP server. U hebt al een soortgelijke
reeks terugzendingen in de pakketvastlegging gezien.

Op basis van de pakketsporenuitvoer lijkt het erop dat om de een of andere reden SD-WAN
impliciete ACL (dat in feite een lijst is van services die zijn toegestaan onder de configuratie van
de tunnel-interface) pakketten neerzet. U kunt dit afsluiten op basis van de lijnen die worden
gemarkeerd met <<<<<<<< <. Om te testen, sluit SD-WAN impliciete ACL uit en staat alle
services in de configuratie van de corresponderende externe interface toe:

Br anch#confi g-transaction

adm n connected from 127.0.0.1 using consol e on Branch
Branch(confi g)# sdwan

Branch(confi g-sdwan)# i nterface G gabitEthernet3
Branch(confi g-interface-G gabi tEthernet3)# tunnel -interface
Branch(config-tunnel -interface)# all ow service all
Branch(confi g-tunnel -interface)# commt

Commit conpl ete.

Tip: Een andere optie zou zijn om expliciete IPv4 toegang-lijst te vormen en pakketten van
verre hosts op de Gigabit Ethernet3 interface met access-group opdracht toe te staan, het
overtreedt impliciet WAN-ACL met voeten.



Als de configuratie is voltooid, herhaal dan de test, maar zorg ervoor dat u het pakkettraceren
stopt en opnieuw start voor:

debug platform condition stop
debug pl at form packet-trace packet 1024 fia-trace data-size 4096
debug platformcondition start

Wanneer het probleem opnieuw wordt gereproduceerd (bijvoorbeeld wanneer u probeert om
folder te wijzigen) en de verbinding verloren is als per logs van FTP client (FTP client probeert om
verbinding te maken), laten we pakkettraceren statistieken opnieuw zien:

Branch# show pl atform packet-trace statistics
Packets Summary

Mat ched 292
Traced 292
Packets Recei ved
I ngress 282
I nj ect 10
Count Code Cause
10 6 QFP Fwal | generated packet

Packets Processed
Forward 134

Punt 134
Count Code Cause
5 22 QFP Fwal | generated packet
129 64 Servi ce Engi ne packet
Drop 24
Count Code Cause
21 55 For Us

Consunmre O

Nu kunt u een andere dalcode, "DROP 55 (Voorons)" merken, ondanks dat u impliciete ACL met
de-dienst alle configuratie hebt uitgeschakeld, worden de pakketten nog steeds ingetrokken.
Neem een kijkje bij de hand en probeer het verschil tussen de gedemonteerde pakketten en de
verzonden pakketten te begrijpen:

Br anch#show pl at f or m packet-trace sunmary

<ski pped>

269 G3 internal 0/0/svc_eng: 0 PUNT 64 (Service Engi ne packet)
270 G3 internal 0/0/svc_eng: 0 PUNT 64 (Service Engi ne packet)
271  Tu6000001 G7 FWD

272 Tu6000001 G7 FWD

273 G7 internal 0/0/svc_eng: 0 PUNT 64 (Service Engi ne packet)
274 G7 internal 0/0/svc_eng: 0 PUNT 64 (Service Engi ne packet)
275  Tu6000001 G 3 FWD

276  Tu6000001 G 3 FWD

277 G7 internal 0/0/svc_eng: 0 PUNT 64 (Service Engi ne packet)
278  Tu6000001 G 3 FWD

279 G3 internal 0/0/svc_eng: 0 PUNT 64 (Service Engi ne packet)
280  Tu6000001 G7 FWD

281 G7 internal 0/0/svc_eng: 0 PUNT 64 (Service Engi ne packet)
282  Tu6000001 G 3 FWD

283 G 3 G 3 DROP 55 (ForUs)

284 G 3 G3 DROP 55 (ForUs)

285 G 3 G3 DROP 55 (ForUs)

286 G 3 G 3 DROP 55 (ForUs)

287 G 3 G3 DROP 55 (ForUs)



288 G 3 G3 DROP 55 (ForUs)

280 G 3 G3 DROP 55 (ForUs)
290 G 3 G3 DROP 55 (ForUs)
291 G 3 G3 DROP 55 (ForUs)
292 G 3 G3 DROP 55 (ForUs)
293 G 3 G3 DROP 55 (ForUs)

In de vorige output is Gi7 een service-side interface, Gi3 is een transport side interface. Vergelijk

bijvoorbeeld het verschil tussen pakket 279 en pakket 283 (belangrijke verschillen zijn gemarkeerd
met <<<<<<<);

Br anch#show pl at f or m packet -trace packet 279

Packet: 279 CBUG I D: 794
Sunmmary
I nput : G gabitEthernet3
Qut put : internal 0/ 0/svc_eng: 0
State : PUNT 64 (Service Engi ne packet)
Ti mest anp
Start 1 142279273535701 ns (11/07/2019 12:46:47.57026 UTC)
St op 1 142279273732912 ns (11/07/2019 12:46:47.57223 UTCQ)
Pat h Trace
Feature: |PV4(Input)
I nput : G gabitEthernet3
Qut put : <unknown>
Sour ce :198.51.100.7
Destination : 100.64.2.10
Pr ot ocol 6 (TCP)
SrcPor t 1 28143
Dst Por t : 5668
Feat ure: DEBUG_COND_| NPUT_PKT
Entry : Input - 0x817e8838
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 5880 ns
Feature: | PV4_|I NPUT_DST_LOOKUP_CONSUME

Entry : Input - 0x817e885c
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 7320 ns

Feature: SDWAN Inplicit ACL <<LLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLL<
Action : ALLOW
Reason : SDWAN_NAT_DI A <<LLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLL <L
Defer Action to Ingress ACL : No

Feature: | PV4_SDWAN_| MPLI CI T_ACL

Entry : Input - 0x8183c774
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 112800 ns
Feature: |PV4_I NPUT_FOR US_MARTI AN

Entry : Input - 0x817e8860
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 78480 ns
Feat ure: DEBUG COND_APPLI CATI ON_I N

Entry : Input - 0x817e8848
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 1460 ns
Feat ure: DEBUG_COND_APPLI CATI ON_I N_CLR TXT
Entry : Input - 0x817e884c



I nput G gabi t Et hernet 3
Qut put <unknown>
Lapsed time : 120 ns
Feature: |PV4_| NPUT_VFR <<LLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLL
Entry : I nput - 0x817e89b0
I nput G gabi t Et hernet 3
Qut put <unknown>
Lapsed time : 3880 ns
Feat ure: NAT <<LLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLL
Di rection QUT to IN
Acti on Transl ate Destination
St eps :
Match id 1
O d Address : 100.64.2.10 05668
New Address : 10.5.40.14 49588
Feature: | PV4A_NAT_I NPUT_FI A <<<<<<<L<LLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLL<L
Entry I nput - 0x8182c8a8
I nput G gabi t Et hernet 3
Qut put : <unknown>
Lapsed time : 117600 ns
Feature: | PV4_| NPUT_DST_LOOKUP_I SSUE_EXT
Entry I nput - 0x817e8858
I nput G gabi t Et hernet 3
Qut put <unknown>
Lapsed time : 19620 ns
Feat ure: RELOOKUP_NOTI FY_EXT
Entry : I nput - 0x817eed90
I nput G gabi t Et hernet 3
Qut put : <unknown>
Lapsed time : 14040 ns
Feature: | PV4_|I NTERNAL_DST_LOOKUP_CONSUME_EXT
Entry I nput - 0x817e8870
I nput G gabi t Et hernet 3
Qut put <unknown>
Lapsed time : 4620 ns
Feature: |PV4_|I NPUT_FOR_US_EXT
Entry : Input - 0x817e89a4
I nput G gabi t Et hernet 3
Qut put : <unknown>
Lapsed time : 280 ns
Feature: |PV4_VFR _REFRAG _EXT
Entry : Input - 0x817e89cO
I nput G gabi t Et hernet 3
Qut put : <unknown>
Lapsed time : 2720 ns
Feature: CFT
API cft _handl e_pkt
packet capabilities : 0x0000018c
input vrf_idx 0
calling feature STI LE
di rection I nput
triplet.vrf_idx 3
triplet.network_start : 0x01003f 8e
triplet.triplet_flags : 0x00000000
triplet.counter 32
cft _bucket _nunber 942419
cft _| 3_payl oad_si ze 20
cft_pkt_ind_fl ags 0x00000100
cft_pkt_ind_valid 0x00009bf f
tuple.src_ip 198. 51.100. 7
tuple.dst_ip 10.5.40. 14
tupl e.src_port 28143
tupl e. dst _port 49588
tuple.vrfid 3



tupl e.l4_protocol : TCP

tupl e. | 3_protocol I PV4

pkt _sb_state 0

pkt _sb. num fl ows 1

pkt _sb. tupl e_epoch 1 32
returned cft_error 0

returned fid . Oxec4eeb70

Feat ure: NBAR
Packet nunber in flow NA
Classification state: Final
Classification nane: ftp-data
Classification ID: [|ANA-L4: 20]
O assification source: Unknown
Nunber of matched sub-classifications: 0
Nunber of extracted fields: O
Is PA (split) packet: Fal se
TPH MQC bi t mask val ue: 0x0
Is optim zed packet: Fal se

Feature: |PV4_I NPUT_STI LE_LEGACY_EXT

Entry : I nput - 0x81835ba8
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 315800 ns
Feature: |PV4A_I NPUT_FNF_FI RST_EXT

Entry : Input - 0x81818128
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 62200 ns
Feat ure: SDWAN_APP_ROUTE_POLI CY_EXT

Entry : Input - 0x8183c758
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 12440 ns
Feat ure: SDWAN_DATA POLI CY_QOUT_EXT

Entry : Input - 0x8183c754
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 12520 ns
Feature: | PV4_|I NPUT_LOOKUP_PROCESS EXT

Entry : Input - 0x817e8864
I nput : G gabitEthernet3
Qut put : G gabitEthernet?7

Lapsed time : 8900 ns
Feature: | PV4_|I NPUT_| POPTI ONS_GOTO_OUTPUT_FEATURE_EXT

Entry : Qutput - Ox817e895c
I nput : G gabitEthernet3
Qut put : G gabitEthernet?7

Lapsed time : 9840 ns
Feat ure: CBUG OUTPUT_FI A

Entry : Qutput - 0x817e8840
I nput : G gabitEthernet3
Qut put : G gabitEthernet?7

Lapsed time : 6520 ns
Feature: |PV4_OUTPUT_VFR

Entry : Qutput - 0x817e89b4
I nput : G gabitEthernet3
Qut put : G gabitEthernet?7

Lapsed time : 3660 ns
Feature: ZBFW
Action : Pwd

Zone- pai r nane : ZP_GUEST- | NSI DE_QUTSI D_642078363
Cl ass-nmap nane : BRANCH- DI A- GUEST-seq-11-cm_
Input interface : G gabitEthernet3

Egress interface : G gabitEthernet7



AVC Classification ID : O
AVC C assification name: N A

Feature: | PV4_QOUTPUT_I NSPECT
Entry : Qutput - 0x8181c97c
I nput G gabi t Et hernet 3
Qut put G gabi t Et hernet 7
Lapsed time : 296980 ns
Feature: CFT
AP : cft_handl e_pkt
packet capabilities : 0x00000014
input vrf_idx 0
calling feature : UTD
di rection ;I nput
triplet.vrf_idx 3
triplet.network_start : 0x01003f 8e
triplet.triplet_flags : 0x00000004
triplet.counter 1 32
cft _bucket _nunber 1942419
cft_| 3_payl oad_si ze 1 20
cft_pkt_ind_fl ags : 0x00000100
cft_pkt_ind_valid : 0x0000bbf f
tuple.src_ip : 198.51.100.7
tuple.dst_ip : 10.5.40.14
tupl e.src_port 1 28143
tupl e. dst _port : 49588
tuple.vrfid 3
tupl e.l4_protocol : TCP
tupl e. | 3_protocol I PV4
pkt _sb_state 0
pkt _sb. num fl ows 1
pkt _sb. tupl e_epoch 1 32
returned cft_error 0
returned fid . Oxec4eeb70
Feature: UTD Policy (First FlA)
Acti on Di vert
Input interface : G gabitEthernet3
Egress interface: G gabitEthernet?7
Feat ure: OUTPUT_UTD_FI RST_I| NSPECT
Entry : Qutput - 0x8183a0d8
I nput G gabi t Et hernet 3
Qut put G gabi t Et hernet 7
Lapsed time : 117420 ns
Feature: UTD I nspection
Acti on Di vert
Input interface : G gabitEthernet3
Egress interface: G gabitEthernet?7
Feat ure: OUTPUT_UTD_FI NAL_I NSPECT
Entry : Qutput - 0x8183a108
I nput G gabi t Et hernet 3
Qut put : G gabitEthernet?7
Lapsed time : 122900 ns
Feature: | PV4_OUTPUT_LOOKUP_PROCESS_EXT
Entry CQut put - 0x817eele8
I nput G gabi t Et hernet 3
Qut put Tunnel 6000001
Lapsed time : 10980 ns
Feature: | PV4_OUTPUT_GOTO OUTPUT_FEATURE_EXT
Entry Qut put - 0x817edf dO
I nput G gabi t Et hernet 3
Qut put Tunnel 6000001
Lapsed time : 16200 ns
Feat ure: CBUG OUTPUT_FI A
Entry CQut put - 0x817e8840

I nput

G gabi t Et hernet 3



Cut put
Lapsed
Feat ure:
Entry
I nput
Cut put
Lapsed
Feat ure:
Entry
I nput
Cut put
Lapsed
Feat ure:
Entry
I nput
Cut put
Lapsed
Feat ure:
Entry
I nput
Cut put
Lapsed
Feat ure:
Entry
I nput
Cut put
Lapsed
Feat ure:
Acti on
I nput
Egr ess
Feat ure:
Entry
I nput
Cut put
Lapsed
Feat ure:
Entry
I nput
Cut put
Lapsed
Feat ure:
Entry
I nput
Cut put
Lapsed
Feat ure:
Entry
I nput
Cut put
Lapsed
Feat ure:
Entry
I nput
Cut put
Lapsed
Feat ure:
Entry
I nput
Cut put
Lapsed
Feat ure:
Entry
I nput

Tunnel 6000001
time : 4960 ns
| PV4_QUTPUT_VFR
Qut put - 0x817e89b4
G gabi t Et hernet 3
Tunnel 6000001
time : 520 ns
| PV4_QUTPUT_| NSPECT
Cut put - 0x8181c97c
G gabi t Et hernet 3
Tunnel 6000001
time : 4420 ns
| PV4_QUTPUT_THREAT_DEFENSE
Qut put - 0x81838278
G gabi t Et hernet 3
: Tunnel 6000001
time : 3300 ns
| PV4_VFR_REFRAG
CQut put - 0x817e89cO
G gabi t Et hernet 3
: Tunnel 6000001
time : 320 ns
DEBUG_COND_APPLI CATI ON_OUT_CLR_TXT
CQut put - 0x817e8854
G gabi t Et hernet 3
Tunnel 6000001
time : 4740 ns
UTD Encaps
Encaps

interface : G gabitEthernet3

interface: Tunnel 6000001

| PVA_OQUTPUT_L2_REWRI TE
Qut put - 0x817e83b0
G gabi t Et hernet 3
Tunnel 6000001

time : 296420 ns

DEBUG_COND_MAC_EGRESS
CQut put - O0x817e8844
G gabi t Et hernet 3
Tunnel 6000001

time : 860 ns

DEBUG_COND_APPLI CATI ON_OUT
CQut put - 0x817e8850
G gabi t Et hernet 3

: Tunnel 6000001

time : 300 ns

| PV4A_OQUTPUT_FRAG
CQut put - 0x817e89a8
G gabi t Et hernet 3
Tunnel 6000001

time : 2560 ns

| PV4_OUTPUT_SDWAN_FNF_FI NAL
Qut put - 0x818181b8
G gabi t Et hernet 3
Tunnel 6000001

time : 100980 ns

| PVA_TUNNEL_OUTPUT_FI NAL
Qut put - 0x81838bac
Tunnel 6000001

: Tunnel 6000001

time : 55460 ns

| PVA_TUNNEL_GOTO_OUTPUT
Qut put - 0x81838bb0
Tunnel 6000001



Cut put
Lapsed
Feat ure:
Entry
I nput
Cut put
Lapsed
Feat ure:
Entry
I nput
Cut put
Lapsed
Feat ure:
Entry
I nput
Cut put
Lapsed
Feat ure:
Entry
I nput
Cut put
Lapsed
Feat ure:
Entry
I nput
Cut put
Lapsed
Feat ure:
Entry
I nput
Cut put
Lapsed
Feat ure:
Entry
I nput
Cut put
Lapsed
Feat ure:
Entry
I nput
Cut put
Lapsed
Feat ure:
Entry
I nput
Cut put
Lapsed
Feat ure:
Entry
I nput
Cut put
Lapsed
Feat ure:
Entry
I nput
Cut put
Lapsed
Feat ure:
Entry
I nput
Cut put
Lapsed
Feat ure:
Entry

Tunnel 6000001
time : 3920 ns
| PVA_TUNNEL_FW CHECK EXT
Qut put - 0x81838de8
Tunnel 6000001
: Tunnel 6000001
time : 9520 ns
| PV4_| NPUT_DST_LOOKUP_I SSUE_EXT
CQut put - 0x817e8858
Tunnel 6000001
Tunnel 6000001
time : 14960 ns
| PVA_| NPUT_ARL_EXT
Qut put - 0x817e89d0
Tunnel 6000001
: Tunnel 6000001
time : 5680 ns
| PVA_| NTERNAL_DST_LOOKUP_CONSUMVE_EXT
CQut put - 0x817e8870
Tunnel 6000001
: Tunnel 6000001
time : 1260 ns
| PVA_TUNNEL_ENCAP_FOR_US_EXT
Qut put - 0x81838db8
Tunnel 6000001
: Tunnel 6000001
time : 5460 ns
| PV4_| NPUT_LOOKUP_PRCCESS_EXT
CQut put - 0x817e8864
Tunnel 6000001
Vi rtual Port Groupl
time : 960 ns
| PVA_TUNNEL_ENCAP_GOTO_OUTPUT_FEATURE_EXT
Cut put - 0x817ee30c
Tunnel 6000001
Vi rtual Port Groupl
time : 13020 ns
CBUG_QUTPUT_FI A
CQut put - 0x817e8840
Tunnel 6000001
Vi rtual Port Groupl
time : 1980 ns
| PV4_OUTPUT_VFR
Qut put - 0x817e89b4
Tunnel 6000001
Vi rtual Port Groupl
time : 660 ns
| PV4_OUTPUT_| NSPECT
CQut put - 0x8181c97c
Tunnel 6000001
Vi rtual Port Groupl
time : 15960 ns
| PV4A_OUTPUT_THREAT_DEFENSE
Qut put - 0x81838278
Tunnel 6000001
Vi rtual Port Groupl
time : 1720 ns
| PVA_VFR_REFRAG
CQut put - 0x817e89cO
Tunnel 6000001
Vi rtual Port Groupl
time : 660 ns
DEBUG_COND_APPLI CATI ON_OQUT_CLR _TXT
CQut put - 0x817e8854



I nput : Tunnel 6000001
Qut put : Virtual Port G oupl
Lapsed time : 1560 ns

Feature: |PV4_OUTPUT_L2_ REWRI TE

Entry : Qutput - 0x817e83b0
I nput : Tunnel 6000001
Qut put : Virtual Port G oupl

Lapsed time : 10420 ns
Feat ure: DEBUG _COND MAC EGRESS

Entry : Qutput - Ox817e8844
I nput : Tunnel 6000001
Qut put : Virtual Port G oupl

Lapsed time : 520 ns
Feat ure: DEBUG COND_APPLI CATI ON_OUT

Entry : Qutput - 0x817e8850
I nput : Tunnel 6000001
Qut put : Virtual Port G oupl

Lapsed time : 180 ns
Feat ure: | PV4_OUTPUT_FRAG

Entry : Qutput - Ox817e89a8
I nput : Tunnel 6000001
Qut put : Virtual Port G oupl

Lapsed time : 940 ns
Feature: | PV4A_OUTPUT_SDWAN_FNF_FI NAL

Entry : Qutput - 0x818181h8
I nput : Tunnel 6000001
Qut put : Virtual Port G oupl

Lapsed time : 2560 ns
Feat ure: QOUTPUT_SERVI CE_ENG NE

Entry : Qutput - 0x81834550
I nput : Tunnel 6000001
Qut put : internal 0/ 0/svc_eng: 0

Lapsed time : 65820 ns
Feature: |PV4_|I NTERNAL_ARL_SANI TY_EXT

Entry : Qutput - 0x817e89f4
I nput : Tunnel 6000001
Qut put : internal 0/ 0/svc_eng: 0

Lapsed time : 12280 ns
Feature: ZBFW
Action : Pwd

Zone- pai r nane : NVA

Cl ass-nmap nane : NVA

Input interface : Tunnel 6000001

Egress interface : internal 0/0/svc_eng: 0

AVC Cl assification ID : O
AVC C assification name: N A
Feat ure: | PV4A_OUTPUT_I NSPECT_EXT

Entry : Qutput - 0x8181c97c
I nput : Tunnel 6000001
Qut put : internal 0/ 0/svc_eng: 0

Lapsed time : 38200 ns
Feature: | PV4_OUTPUT_THREAT_DEFENSE_EXT

Entry : Qutput - 0x81838278
I nput : Tunnel 6000001
Qut put : internal 0/ 0/svc_eng: 0

Lapsed time : 1980 ns
Feature: |PV4_VFR _REFRAG _EXT

Entry : Qutput - 0x817e89cO
I nput : Tunnel 6000001
Qut put : internal 0/ 0/svc_eng: 0

Lapsed time : 400 ns

Feature: |PV4_OUTPUT_DROP_POLI CY_EXT
Entry : Qutput - 0Ox817e893c
I nput : Tunnel 6000001



Qut put : internal 0/ 0/svc_eng: 0
Lapsed time : 26240 ns
Feat ure: | NTERNAL_TRANSM T_PKT_EXT

Entry : Qutput - Ox817e88e4
I nput : Tunnel 6000001
Qut put : internal 0/ 0/svc_eng: 0

Lapsed time : 156540 ns

Br anch#show pl at f or m packet -trace packet 283

Packet: 283 CBUG I D: 798
Sunmmary
I nput : G gabitEthernet3
Qut put : G gabitEthernet3
State : DROP 55 (ForUs)
Ti mest anp
Start : 142367023778233 ns (11/07/2019 12:48:14.807268 UTC)
St op : 142367023853492 ns (11/07/2019 12:48:14.807343 UTC)
Pat h Trace
Feature: |PV4(Input)
I nput : G gabitEthernet3
Qut put : <unknown>
Sour ce :198.51.100.7
Destination : 100.64.2.10
Pr ot ocol 6 (TCP)
SrcPort 21
Dst Por t : 5635
Feat ure: DEBUG_COND_| NPUT_PKT
Entry : Input - 0x817e8838
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 12340 ns
Feature: | PV4_|I NPUT_DST_LOOKUP_CONSUME

Entry : Input - 0x817e885c
I nput : G gabitEthernet3
Qut put : <unknown>
Lapsed time : 7140 ns
Feature: SDWAN Inplicit ACL <<LLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLL<
Action : ALLOW
Reason : SDWAN_SERV_ALL <<LLLLLLLLLLLLLKL LKL LLLKLLLLL LKL LKL LKL LKLLLLLLKLLLLLLLLLL LKL

Defer Action to Ingress ACL : No
Feature: |PV4_SDWAN_| MPLI Cl T_ACL

Entry : Input - 0x8183c774
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 139700 ns
Feature: |PV4_I NPUT_FOR US_MARTI AN

Entry : Input - 0x817e8860
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 97840 ns
Feat ure: DEBUG COND_APPLI CATI ON_I N

Entry : Input - 0x817e8848
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 2260 ns
Feat ure: DEBUG COND_APPLI CATI ON_I N_CLR TXT

Entry : Input - 0x817e884c
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 140 ns
Feature: | PV4_I NPUT_VFR <<LLLLLLLLLLLLKL LKL LLLKL LKL LKL LKL LKL LKLLLLLKLLLLLLLLLLL LKL



Entry : I nput - 0x817e89b0

I nput : G gabitEthernet3
Qut put : <unknown>
Lapsed time : 5860 ns
Feat ure: OCE_TRACE( | nput) <<LLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLL
I nput : G gabitEthernet3
Qut put : <unknown>
Type : OCE_ADJ_RECEI VE
Feature: | PVA_NAT_INPUT_FI A <<<<<<L<<L<LLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLL<L
Entry : Input - 0x8182c8a8
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 166780 ns
Feature: STILE_LEGACY_DROP_EXT

Entry : Input - 0x81835c68
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 1920 ns
Feature: | NGRESS_MVA LOOKUP_DROP_EXT

Entry : I nput - 0x8182be6c
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 8340 ns
Feat ure: | NPUT_DROP_FNF_AOR_EXT

Entry : Input - 0x81819480
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 10920 ns
Feat ure: | NPUT_FNF_DROP_EXT

Entry : I nput - 0x818185bc
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 6460 ns
Feat ure: | NPUT_DROP_FNF_AOR _RELEASE_EXT

Entry : Input - 0x81818e08
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 2240 ns
Feat ure: | NPUT_DROP_EXT

Entry : I nput - 0x817ed780
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 1200 ns
Feature: | PV4_] NPUT_LOOKUP_PROCESS

Entry : Input - 0x817e8864
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 176340 ns

Zoals u kunt zien, is het belangrijkste verschil dat pakketten van de buitenkant normaal met code
SDWAN_NAT_DIA tegen geworpen pakketten SDWAN_SERV_ALL zijn toegestaan. Naast deze
functie zijn tussen IPV4_INPUT_VFR en IPV4_NAT_INPUT_FIA functies, voor toegestane
pakketten, verschillende I0S-XE optie betrokken NAT versus OCE_TRACE. Al het verschil kan je
al een idee geven dat het probleem te maken heeft met de NAT. Even kijken of er NAT-
vertalingen zijn nadat een FTP-sessie is gestart:

Branch#show i p nat translations tcp verbose | b 198.51.100.7

tcp 100.64.2.10:5801 10. 5. 40. 14: 49648 198.51.100.7: 21 198.51.100.7: 21
create: 11/07/19 13:02:05, use: 11/07/19 13:02:06, timeout: 00:00:57
Map-1d(In): 1



Fl ags: unknown

Appl type: none

WLAN- Fl ags: unknown

Mac- Addr ess: 0000. 0000. 0000 I nput - | DB:

VRF: 40, entry-id: Oxee54lecO, use_count:1

In_pkts: 24 In_bytes: 698, CQut_pkts: 13 Qut_bytes: 605
Qut put-1DB: G gabitEthernet3

tcp 100.64.2.10:5795 10. 5. 40. 14: 49644 52.179. 129. 229: 443 52.179. 129. 229: 443
create: 11/07/19 13:01:18, use: 11/07/19 13:01:18, timeout: 00:00: 09
Map-1d(In): 1
Fl ags: tim ng-out
Appl type: none
WLAN- Fl ags: unknown
Mac- Addr ess: 0000. 0000. 0000 I nput - | DB:
VRF: 40, entry-id: Oxee542640, use_count:1
In_pkts: 29 In_bytes: 5114, CQut_pkts: 12 CQut_bytes: 7113
Qut put-1DB: G gabitEthernet3

tcp 100.64.2.10:5802 10. 5. 40. 14: 49649 198. 51. 100. 7: 21319 198. 51. 100. 7: 21319
create: 11/07/19 13:02:06, use: 11/07/19 13:02:06, timeout: 00:00:57
Map-1d(In): 1
Fl ags: tim ng-out
Appl type: none
WLAN- Fl ags: unknown
Mac- Addr ess: 0000. 0000. 0000 | nput - | DB:
VRF: 40, entry-id: Oxee541380, use_count:1
In_pkts: 8 In_bytes: 184, Qut_pkts: 4 CQut_bytes: 837
Qut put-1DB: G gabitEthernet3

tcp 100.64.2.10: 5800 10. 5. 40. 14: 49636 198.51.100.7: 21 198.51.100.7: 21
create: 11/07/19 13:02:05, use: 11/07/19 13:02:05, timeout: 00:00: 56
Map-1d(In): 1
Fl ags: tim ng-out
Appl type: none
WLAN- Fl ags: unknown
Mac- Addr ess: 0000. 0000. 0000 | nput - | DB:
VRF: 40, entry-id: Oxee5423c0, use_count:1
In_pkts: 2 In_bytes: 66, Qut_pkts: 1 CQut_bytes: 20
Qut put-1DB: G gabitEthernet3

tcp 100.64.2.10:5633 10. 5. 40. 14: 49432 52.242.211. 89: 443 52.242.211. 89: 443
create: 11/07/19 12:44:18, use: 11/07/19 13:01:17, timeout: 00:00: 08
Map-1d(In): 1
Fl ags: unknown
Appl type: none
WLAN- Fl ags: unknown
Mac- Addr ess: 0000. 0000. 0000 | nput - | DB:
VRF: 40, entry-id: Oxee527840, use_count:1
In_pkts: 53 In_bytes: 6257, CQut_pkts: 29 CQut_bytes: 7030
Qut put-1DB: G gabitEthernet3

tcp 100.64.2.10:5792 10. 5. 40. 14: 49647 51.143.111. 7: 443 51.143.111. 7: 443
create: 11/07/19 13:02:00, use: 11/07/19 13:02:09, timeout: 00:01:00
Map-1d(In): 1
Fl ags: syn_in
Appl type: none
WLAN- Fl ags: unknown
Mac- Addr ess: 0000. 0000. 0000 | nput - | DB:
VRF: 40, entry-id: Oxee542500, use_count:1
In_pkts: 6 In_bytes: 224, Qut_pkts: 3 Qut_bytes: 96
Qut put -1 DB: G gabitEthernet3

Total nunber of translations: 12



En let op de pauze. Ziet het er niet achterlijk laag uit? Na ongeveer 2-3 minuten inactiviteit van
FTP-client, controleer dit nogmaals en u kunt zien dat er geen vertalingen in de NAT-tabel zijn:

Br anch# show ip nat translations | i 198.51.100.7
Br anch#

Voila! Zodat de oorzaak van het probleem: De sessies verlopen te snel en ondanks dat vanuit het
perspectief van de FTP clientsessie nog bestaat, weet de cEdge-router niets over die TCP-sessie
al en daalt hij het retourverkeer. Als u de configuratie controleert, ziet u dat de NAT sessietijd
ingesteld is op 120 seconden, waarschijnlijk per ongeluk:

Branch#show run | i tcp-timeout
ip nat translation tcp-timeout 120
Br anch#

En deze timer moet in de corresponderende apparaatsjabloon op vManager worden vastgelegd:

Cisco vManage

L CONFIGURATION | TEMPLATES

Feature

Faature Template

Basic Configuration Tunnel VRRP ACL/QoS ARP 802.1X Advanced

NAT
o “

NAT . @on | off
Refresh Mode s~
Leg NAT flow creations or deletions S~ On ® Off
UDP Timeaut -
TCP Timeout -
Block ICMP @~ ® On off
Respend To Ping & - On e Off
MAT Peaol Range Start o~

Verander bijvoorbeeld naar 60 min. en dan wordt het probleem opgelost.
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