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x-taxii-content-type: urn:taxii.mitre.org:message:xml:1.1
x-taxii-protocol: urn:taxii.mitre.org:protocol:http:1.1
x-taxii-services: urn:taxii.mitre.org:services:1.1
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x-taxii-accept: urn:taxii.mitre.org:message:xml:1.1
content-type: application/xml
accept: application/xml
authorization: Basic ...
27 H
<taxii 11:Poll Request xmlns:taxii 11="http://taxii.mitre.org/messages/taxii xml binding-1.1"
message id= collection name=" ">
<taxii 1l:Exclusive Begin Timestamp>2015-01-16T00:00:00+00:00</taxii 1l:Exclusive Begin Timestamp>
<taxii 1l:Inclusive End Timestamp>2015-01-17T00:00:00+00:00</taxii 11:Inclusive End Timestamp>
<taxii 11:Poll Parameters allow asynch="false"/>
<taxii 11l:Response Type>FULL</taxii 1l:Response Type>
</taxii 11:Poll Parameters>
</taxii 11:Poll Request>
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x-taxii-content-type: urn:taxii.mitre.org:message:xml:1.1
x-taxii-protocol: urn:taxii.mitre.org:protocol:http:1.1
x-taxii-services: urn:taxii.mitre.org:services:1.1
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<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<t:Poll Response xmlns:t="http://taxii.mitre.org/messages/taxii xml binding-1.1"
xmlns:c="http://cybox.mitre.org/cybox-2"
xmlns:cc="http://cybox.mitre.org/common-2"
xmlns:co="http://cybox.mitre.org/objects#CustomObject-1"
xmlns:coa="http://stix.mitre.org/CourseOfAction-1"
xmlns:sc="http://stix.mitre.org/common-1"
xmlns:ind="http://stix.mitre.org/Indicator-2"
xmlns:ttp="http://stix.mitre.org/TTP-1"
xmlns:inc="http://stix.mitre.org/Incident-1"
xmlns:s="http://stix.mitre.org/stix-1"
collection name=" " more="true"
result id=" " result part number="1"
in response to="generatedMessageID" message id="responseMessageID">
<t:Exclusive Begin Timestamp>2015-01-17T15:11:00.6482</t:Exclusive Begin Timestamp>
<t:Inclusive End Timestamp>2015-01-20T15:11:00.6492</t:Inclusive End Timestamp>
<t:Content_ Block>
<t:Content Binding binding id="STIX XML 1.1"/>
<t:Content>
<s:STIX Package xmlns:cta="http://cisco.com/td/cta"
id="cta:package-1412045744-66911c07-c908-4389-8888-00e438f58c2e"
timestamp="2015-01-20T15:11:02.766Z" version="1.1.1">
<s:STIX Header>
<s:Package Intent>Incident</s:Package Intent>
<s:Information Source>
<sc:Identity id="cta:customer-1234567890"/>
<sc:Tools>
<cc:Tool id="cta:tool-cta">
<cc:Name>Cognitive Threat Analytics</cc:Name>
<cc:Vendor>Cisco</cc:Vendor>
</cc:Tool>
<cc:Tool id="cta:tool-amp">
<cc:Name>Advanced Malware Protection</cc:Name>
<cc:Vendor>Cisco</cc:Vendor>
</cc:Tool>
</sc:Tools>
</s:Information Source>
</s:STIX Header>
<s:Incidents>
<s:Incident xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="inc:IncidentType"
id="cta:incident-1412045744 f8bae03fb2ff7d6185907ae3240d ITMAL1">
<inc:Title>malware|using automatically generated domain (DGA)</inc:Title>
<inc:Victim>
<sc:Name>JohnDoe</sc:Name>
</inc:Victim>
<inc:Related Indicators>
<inc:Related Indicator>
<sc:Indicator xsi:type="ind:IndicatorType"
id="cta:indicator-1412045744 1421623800000 f8bae03fb2ff7d6185907ae3240d 0">

<ind:Observable>
<c:0Observable Composition operator="AND">
<c:0bservable>
<c:0bject>
<c:Properties xsi:type="co:CustomObjectType">
<cc:Custom Properties>
<cc:Property name="timestamp">1421623882432</cc:Property>
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<cc:Property
<cc:Property
<cc:Property
<cc:Property
<cc:Property
<cc:Property
<cc:Property
<cc:Property
<cc:Property
<cc:Property
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name="xElapsedTime">1810</cc:Property>
name="scHttpStatus">0</cc:Property>
name="csContentBytes">622</cc:Property>
name="scContentBytes">907</cc:Property>
name="csUrl"></cc:Property>
name="sIP">195.22.26.231</cc:Property>
name="cIP">33.196.39.11</cc:Property>
name="cUsername">JohnDoe</cc:Property>
name="sReputation">-580</cc:Property>
name="sCategory">unclassified</cc:Property>

</cc:Custom Properties>
</c:Properties>
</c:0bject>
</c:0Observable>
<c:0bservable>
<c:0bject>
<c:Properties xsi:type="co:CustomObjectType">
<cc:Custom Properties>

<cc:Property
<cc:Property
<cc:Property
<cc:Property
<cc:Property
<cc:Property
<cc:Property
<cc:Property
<cc:Property
<cc:Property
<cc:Property

name="timestamp">1421623896635</cc:Property>
name="xElapsedTime">1942</cc:Property>
name="scHttpStatus">0</cc:Property>
name="csContentBytes">361</cc:Property>
name="scContentBytes">582</cc:Property>
name="csUrl"></cc:Property>
name="sIP">195.22.26.231</cc:Property>
name="cIP">33.196.39.11</cc:Property>
name="cUsername">JohnDoe</cc:Property>
name="sReputation">-580</cc:Property>
name="sCategory">unclassified</cc:Property>

</cc:Custom Properties>
</c:Properties>
</c:0bject>
</c:0Observable>
</c:0Observable Composition>
</ind:Observable>
<ind:Indicated TTP>
<sc:TTP xsi:type="ttp:TTPType">
<ttp:Title>communication to automatically generated domain
(DGA) </ttp:Title>
</sc:TTP>
</ind:Indicated TTP>
</sc:Indicator>
</inc:Related Indicator>
</inc:Related Indicators>
<inc:Discovery Method>Log Review</inc:Discovery Method>
<inc:COA_Requested>
<inc:Course Of Actionxsi:type="coa:CourseOfActionType">
<coa:Stage>Remedy</coa:Stage>
<coa:Type>Eradication</coa:Type>
<coa:Parameter Observablescybox major version="2"cybox minor version="1">
<c:0Observable Package_ Source>
<cc:Time>
<cc:Produced Time>2016-08-15T17:02:02.6162</cc:Produced Time>
</cc:Time>
</c:0Observable Package Source>
<c:0bservable>
<c:0bject>
<c:Propertiesxsi:type="user:UserAccountObjectType">
<user:Username>JohnDoe</user:Username>
</c:Properties>
</c:0bject>
</c:0Observable>
<c:0bservable>
<c:0bject>
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<c:Propertiesxsi:type="addr:AddressObjectType"category="ipv4-addr">
<addr:Address_Value>33.196.39.11</addr:Address_Value>

</c:Properties>
</c:0bject>
</c:0bservable>
</coa:Parameter Observables>
</inc:Course Of Action>
</inc:COA Requested>
<inc:Confidence>
<sc:Value>Low</sc:Value>
</inc:Confidence>
<inc:Information_ Source>
<sc:Tools>

<cc:Tool idref="cta:tool-cta"/>

</sc:Tools>
</inc:Information Source>
</s:Incident>
</s:Incidents>
</s:STIX Package>

</t:Content>
</t:Content Block>
</t:Poll Response>
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Information_Source o] QINHES] A #hed Fu ey}
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<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<t:Status Message

xmlns:t="http://taxii.mitre.org/messages/taxii xml binding-1"

xmlns:c="http://cybox.mitre.org/cybox-2"
xmlns:cc="http://cybox.mitre.org/common-2"
xmlns:co="http://cybox.mitre.org/objects#CustomObject-1"
xmlns:sc="http://stix.mitre.org/common-1"
xmlns:ind="http://stix.mitre.org/Indicator-2"
xmlns:ttp="http://stix.mitre.orqg/TTP-1"
xmlns:inc="http://stix.mitre.org/Incident-1"
xmlns:s="http://stix.mitre.org/stix-1"

status_type="FAILURE" in_response_ to="23537"
message id="16ed0b75-2af6-4537-b71c-da00e0alc419">
<t:Message>An error occurred during request processing.</t:Message>

</t:Status Message>

TAXII status_type SF Ay
AHEAL 7L QIS H A &2, HTTP 33 A H| L= 404

DENIED ARG AL Al A jEo] o B 4] &5, HTTP &% A Hl SL=
401

BAD_MESSAGE 25E 24 WA A Ut Message I/ 45 25}
AL

FAILURE A=A 2 S FYYrh Message I HFE F 23}
Al /\] [e)
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U}-S-& TAXIT Z&}o] A E7F TAXIT Z8 Au] 20 BUl= 28 =8 @ 3 9] o ¢t}
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HTTP £ 3l 4:

x-taxii-content-type:
x-taxii-protocol: urn:taxii.mitre.org:protocol:http
x-taxii-services: urn:taxii.mitre.org:services:1.1
x-taxii-accept: urn:taxii.mitre.org:message:xml:1.1
content-type: application/xml

accept: application/xml

authorization: Basic

urn:taxii.mitre.org:message:xml:1.1

:1.1
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<taxii 11:Poll Fulfillment

xmlns:taxii 11="http://taxii.mitre.org/messages/taxii xml binding-1.1"
message id=" " collection name=" "
result id=" " result part number="2" />

i

<taxii 1l:Exclusive Begin Timestamp>2015-01-16T00:00:00+00:00</taxii 1l:Exclusive Begin Timestamp>

<taxii 1l:Inclusive End Timestamp>2015-01-17T00:00:00+00:00</taxii 11:Inclusive End Timestamp>

<taxii 11:Poll Parameters allow asynch="false"/>
<taxii 11l:Response Type>FULL</taxii 1l:Response Type>
</taxii 11:Poll Parameters>

</taxii 11:Poll Request>

A L= = 8 w7 H S A

Poll Request
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result_part_number Zo) Suto ghol A 18 @S ol go= iy
exclude Begin Timestamp 717kl W} o] FhS =AY o}
Inclusive_End_Timestamp 713kl whet o] ghs =AY

Poll_Parameters

allow_async o] 542 A false= A G o)

4
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campaign!="" | table cUsername campaign | dedup cUsername campaign | sort + cUsername
T A ol ve i Z=E AR YT
campaign!="" | transaction cUsername | table cUsername campaign | sort + cUsername

S 71k lel] 919 9139 AT = ALE A

o] F g]oll+= first-seen L last-seen & = X gHg Yt} H]
+7u Jﬂ o] /V\]— o7z A 7;]] o]_ °Jl E—?—
ez @92 A H ™ g sid

campaign!="" | stats min(timestamp) max (timestamp) by cUsername campaign

strftime <75 AFE-oko] ol 24 WSS 23 T JFU T o] ol A= BFY AR ZE 100022

b W xS AATY

campaign!="" | stats min(timestamp) as oldest max (timestamp) as newest by cUsername campaign
|
eval oldest time=strftime(oldest/1000,"%m/%d/Sy $H:S$M:%S") |
eval newest time=strftime (newest/1000,"%m/%d/Sy $H:S$M:%S") |
table cUsername, campaign, oldest time, newest time
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confidence="High" risk="High" | dedup cUsername | table cUsername campaign
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