= =

Secure Firewall Management Center = & = %

=

-‘_l

o] ZFz ol A = Secure Firewall Management Center2] ™8 & & <15 3 o] 2~(CLI)l| tfsl] A &}

%

#3 Secure Firewall Threat Defense2] 73 -$-oll £ Cisco Secure Firewall Threat Defense ™ & %o Y| &S 3+
Z3A A L.

« Secure Firewall Management Center CLI % 1., 1 3| ©] %]

» Secure Firewall Management Center CLI ¥+2] 85, 2 #| o] #]
» Secure Firewall Management Center CLI show ™8 &, 3 #| ] #]
* Secure Firewall Management Center CLI 7+ "8 ¥, 4 5| o] #]

* Secure Firewall Management Center CLI A 2~ 82 5 5| 0] 4]

* Secure Firewall Management Center CLI] 7] 5, 8 3] 0] #]

Secure Firewall Management Center CLI 7 .

SSHE- ©]-& 3} management center®l] =11 3}H, CLIO] N A ~3HA Y vl HASHA] = E A T expert
7S AFE-31o] Linux Aol A ~3 5% Q)5 T},

A

2] Cisco TAC7} A A 8} A 1} Firepower A8} A8 Aol A] T A] 2] . &2 XA 8}A] ¢k+= &, Linux Aol o
A 2=3HA] e Aol E5UT

Secure Firewall Management Center 'J & = 3% .


https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html

Secure Firewall Management Center 3 % = 3= |
. Secure Firewall Management Center CLI ==

E A% A4S 5 glon], mebd Bt 9 ge] M S 9
b=}

Aqq]AﬂE%%%ﬂq%%q Ay
« 7 TS AA 8= A9 Linux & HA| 2~ Agko] 9l ARE-A 55 A A 8k A Al ghaf of 9y
t}.
« AFA g o] E a2 AFE-AF 9] o Linux A AF8-AHE A A 31A] vl Al 2
o] H-Fof ArdH ]S X183} Secure Firewall Management Center=(5) H.1l A & |2 & =
Q& W ot} A FE T4 AJE FHT S YHyh

Secure Firewall Management Center CLI =2 =

CLIz= 47H4] =& I3t 7] 2 =<1 CLI Management©l| &= CLI 2} Woll A B4 &} 7] 91 &
o] ZehE Ut} Y X L= of = Secure Firewall Management Center 7|5 2] Al 7}4] & 92 =1 €]
sk E o] 2 Ut o] gk B E Yo WE & B E o] F(system, show 1 configure) &= A] %}

gy},

> show version
show L& Oﬂ 2] _:‘_]_' 76“‘?*, show 2= CLI E%EEOH /\'] show 7] —rq = Oiol 5| Eé]% ?.IJ E—ﬂ. s} I 9\)\’{3\“4 E]‘

show> version

Secure Firewall Management Center CLI 32| 5 3

CLIFHE] B3 & CLISH A5 2-835H 715 & Al 3 atn, o] 2] Aol = e v 4 e
.

exit

CLIAYAES thg o2 7P 52 CLIFE2E gz o] 3t} 712 oA o] §g 4
ot @A) CLLAIA oM AFEAR7E 2= 1ok Y o,

TR

system> exit
>

. Secure Firewall Management Center " 8 = 3%



2z

I Secure Firewall Management Center ™5 & =

expert .

expert

al7

expert

> expert

=
olp

-

CLI "7 2 ulj 7] ¥ =] tjf

Al L.

o)

« A4 CLI A Y 2 E Yo A AF-E 7}

oy,

()5 94

= A o ZE A ey,

()= 2

3z
ar

20
=T

T

?

abbreviated command ?

[arguments]

?

command

?

Secure Firewall Management Center CLI show g &

ow, R A A A2

o)
)

i

=}
=1

.

=
o=

Secure Firewall Management Center ™3




Secure Firewall Management Center 3 % = 3= |

. version

version

show version

of

> show version

Secure Firewall Management Center CLI -4 3 =3

configuration 8 &3 ‘&8l AH& A= Al AT S A B e
ol d&F= Futh

1
¥

T AFUTE o] Y g ¥

flo
>,
[>
it}
i

password

@A CLIAHE- A7 AH4l o] v 55 W 7 8=

i

518yt

O

Fol A28 Wobe] o 2 HE ol Zabol ol ol A Aba Aol | Phelat ool A ALeAbE ek ok

= Aol F5YHh

AL password WS WH 7] oA A A5 #] FF Utk Bt she] Al 2~’lo A fhe] ko] M S

5 A gael e AR A0S AN S BETF Rl A passwora WS ALEBHS] )4
H] ‘je]ﬂdi% XH@@ 6‘}% 76]“01* configure user admin password Ué] ‘%‘% /\}%6}04 H] ‘jel.lﬂfigé ZH:FL/E%) ?‘5]'
= glo] E5UL HANEE AT T AR/ e 2 ATeT el 4 AL A W EHE A
7} Jopt/cisco/config/db/sam.config X /etc/shadow 3+ of| A -5 k=] gkl gt T},

o] §E S At AA(FE= ol ) HIEHZE A H st CLI ZH5ZE7F A9 U5 A vl

TE W Qs TEZETF AU

TR

configure password

o

> configure password

. Secure Firewall Management Center " 8 = 3%


https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html

I Secure Firewall Management Center '8 3 & 3%
Secure Firewall Management Center CLI A] 2~ 5] 3 & .

Changing password for admin.

(current) UNIX password:

New UNIX password:

Retype new UNIX password:

passwd: password updated successfully
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> system generate-troubleshoot VDB NMP

starting /usr/local/sf/bin/sf troubleshoot.pl--

Please, be patient. This may take several minutes.

The troubleshoot options codes specified are VDB,NMP.

Getting filenames from [usr/local/sf/etc/db updates/index]
Getting filenames from [usr/local/sf/etc/db updates/base-6.2.3]

Secure Firewall Management Center 'J & = 3% .




. lockdown

lockdown

reboot

restart

Troubleshooting information successfully created at

/var/common/results-06-14-2018—222027.tar.gz
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> secure-erase
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If you run this command:
- The management center hard drive data, including configurations
and bootable images, will be permanently erased.
- The device will reboot and reinitialize.

Note: Do not power off your device during this procedure.

Secure Firewall Management Center 'J & = 3% .



Secure Firewall Management Center 3 % = 3= |

. Secure Firewall Management Center CLI®] 7] &

R R R R R R R R R I I I R R E E E b h E b b b b dh b b b h E h b b E h E h b E b b b h E E I b b E b b b b b 3

Do you want to proceed? (Yes/No)
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® show version

configure password

system generate-troubleshoot
® system lockdown

® system reboot

® system restart

® system shutdown
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