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ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: *****x

Repeat Password: ****x*

ciscoasa# configure terminal

ciscoasa (confiqg) #

4. clear configureall 8 ¥
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default config —p —>
v
ASA CLI 5 ) (optional)
Change the IP
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ASDM \6 ' JLog into 7 J Configure \J gf' Configure the
ASDM feature ASA
licenses —»
l A
/=N
Cisco '\Z/' Obtain
Commerce Standard
Workspace license and
feature
licenses
Smart 8 ) Generate a
Software license token
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(1) [P Az d s AN shE o] A el =g FAaEIAL.
Ay
(o) [AHd g ageld YEY T 75 2 718 74 AR, 5 do] Ao Adsls uis 1 o] Zaold Ay
Nl .
(3) [P Ay e o] A nrslE A o] 2 A, 7 o] Ao AdalE mAS 1 o] Zaloldd At}
3
(a) [P A9 g ol A Firewall 7 7], 8 o] % o] Aetal= 1A% 14 o] Zafo]al A9t}
W
5) |ASACLI (A B AR IP T2 W7, 9 Flo] Ao Atk w4 2 ol Fetel A=Yt

[l ASDME 53 ASA 7%


https://cisco.com/go/secure-firewall-4200-install

| AsDMS 53 ASA 5

FECEEEERERFELN

(6) |ASDM ASDMel 27121, 10 o] o] ADali= A5 1 o] Zefo] =)

(7" | Cisco Commerce Standard 2}o]d 2 BB 7] o] A as Ay rhEhel A7 -4, 11 = o] A))
~— | Workspace

( 8 Smart Software Manager | AjA]of] T gl 2lo] = BEES AT thEFo] A4 141, 11 7| o] A])

‘g |ASDM Vs 2ol g FAFU TR T4, 11 7o) X)),

(10) |ASDM ASA 78, 17 ¥ o] A

HE

AT 7= R T

YA

. =

713 =Y A FEe] thek LT,

A4 AAsHE 4ol = ASAZF Ul - v E 9] o
Eﬂﬂ”ﬁi”ﬂabﬂﬂz*uﬂlwﬂﬁa
g 3 oF 3t 4 -§- ASDM Al 2} Wi Abe] -7 5= 9]

U -l oA ] 7]

A% Aol 28 A
WC’H vJ‘L.

L ASDM A 2~of 713 ] IP 45 AFE S 4= Ql= - ASA CLION A A& 1P =45 A4 4= 9l

FUT (A8 AFRDH IP 54 1A, 9 Flo] A o] &2 Fxe A 2

U 1P 48 Bl oF 3hi= 45 ASDM Al 2F upiALE AFE-slo] B S = U ol & 9

O3 2 22 g3 A= U 1P =45 B o & 5 dFU T
« QL QT E Ho] A7} FE 7] Y EY T2 192.168.1.0 IEY TN IP F40E Qo] A =3}
W DHCP 2] 227} A s 3} 3 o] 3 QIEf s 0] 27} [P =225 7hA] 2. 4] @5y th. o] 4= ASAZ}
SUTUEY A F ] A FH o] ~E 7HE 4 7] W ol AU o] A9 A HESA
of AEFH YH-1P =425 WA s oF .
712 YR Y EY T ASAS Z271et= AL YR P FAE 7|2 Y E o] Qs ¥ Aok
P

ASDM




ASDMS 53 ASA 75 |
. Secure Firewall 4200 7] & -4

( Outside

outside
Etherneti/
DHCP from outside nw

DHCP from
management nw

(Optiona
Managemen
inside )
Ethernet1/2
192.168.1.1

Management Computer
DHCP from inside ifc: 192.168.1.x

Secure Firewall 4200 7] & <-4
Secure Firewall 42009] 7] ¥ &4 74 & t}5-5 -4 gt}
« YR -2 Eg Z 2 -9—Ethernet 1/1(2] %), Ethernet 1/2(W] )
« DHCPZHF-E 9] 9] & |P T4, U5 IP F4—192.168.1.1
o Te]—32] 1/1 (FE]), DHCPO A #ll-&% 1P 4
« U5 Q1Ej s o] 2~ 2] DHCP 4 H|
« 2|5 DHCP®] 7] 7 2, ¥2] DHCP

« ASDM A ~—3e] D Y| F S 2E7F S &Yk U5 S 2E= 192.168.1.024 M ES A=
Al st Y},
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interface Managementl/1
management-only
nameif management
security-level 100
ip address dhcp setroute
no shutdown
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terface Ethernetl/1
nameif outside
security-level O

ip address dhcp setroute
no shutdown

terface Ethernetl/2

nameif inside

security-level 100

ip address 192.168.1.1 255.255.255.0
no shutdown

ject network obj_ any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface

tp server enable
tp 0.0.0.0 0.0.0.0 management
tp 192.168.1.0 255.255.255.0 inside

cpd auto config outside
cpd address 192.168.1.20-192.168.1.254 inside
cpd enable inside

s domain-lookup outside

s server—-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

Hats Alols 2

1% 2: Secure Firewall 4200 7 o] & <12

Ethernet 11
_ —— management,
(Optional) Console port — DHCP from outside nw

OO0000OCO0000

Fogog
V)=

0000000000000

Ethernet 1/2
inside, 192.168.1.1

Management computer

<M LAY

DHCP from inside ifc: 192.168.1.x

( { )
. Yy A

(Alt.) Management 1/1
management,
DHCP from mgmt nw

Other data networks

e 1/1 == o]t Yl 1/290] 4] Secure Firewall 42005 2] gy t}. 7] 5 1A ol A= Ethernet1/1-S 9] &

=

= A,

ASDM




ASDMS 5 31 ASA 75 |
. Firewall 7] 7]
REEEEL

EBEREE BESAE

&4 Fre] L E | SFP A X - 7] Al ¥ 3L E = SFP 50| & 2.3 1/10/25-Gb
SFP ZE I},
o (A8 ALE ZE Aol E DY) - WstH 2 VB A o R Z& Aol B I AT HA Forn = 4
£ 50 A =3E] USB-RI-45 A &E Alo] &5 Tl 3l oF .
R A|A
A1 AAE AA UL =gl A A 7hel =g FEREA AL
WA 2 v B E o] 2~ T ahtell ] HAFHE AAF YT
« Ethernet 1/2—7] & IP 543(192.168.1.1)7} %1+= Ethernet 1/20] 4= DHCP A ¥ & 2 85l of Z&}
1“E9ﬂ7‘ B Z3holl IP 45 Al gst2 = o] A o] 7]Eo] Y- U ES = A4 3
E314] = T t(Secure Firewall 4200 7] ¥ 714, 6 ¥ 0] #] =), 192.168.1.0/242] Z&}
101 vt asadl A28 5 gl
mmmnnm$AeﬂiﬁﬂHﬁﬁﬂk§’%H%ﬂﬁ%HE%%EEﬂﬂéﬂ%%W
b (R AR TP T4 WA, 9 H| o] X o] W85 FFEA AL
« 3 11—3e 118 Be] M EY A2 DHCP A A IP F42 7} 3 Ut} o] SlE o] A2
AHEEhE A9 el AFEA S F P Fhol AT 5 QIS ASA] FIFH P FAE T
aff oF et
U th2 #e] Qg o]l ~v Ao s 49 #1258 A4 = dHU
Uzol & I Flo] 2o A ASA #e] A 25 A
xS AI 2

A 3 Ethernetl/1 Q1B H|o] 2o ] Y EJIE A

g,
snbE A Ego] ghol 44 9] 2§ ASAC] = Q1 Yl o4 7k 1 2 g v,
WA 4 oA Qe o] el thE M ES)2E A FY b,

Firewall 7 7|

)\]/\Eﬂ x{ OJ [e] 1:]H}.o]

sl gl 27 A9 2942 Aol gtk A 2904 J4H F5
2 AASHE ALE OY 29X FA ] A28 REO] % dlolE &40 AFE FolF]
o}

EERE

SA1 AL Aol &S

Rus



https://cisco.com/go/secure-firewall-3100-install
https://www.cisco.com/go/asa-config
https://www.cisco.com/go/asa-config

| AsDMS E3ASA %
RERSINTESSUEN |
HA2 A 2= G A TRl e 2 27 73 A AVVIL7] 29A S ARkl dee Hun
w73 33k 5wl A9 LEDE A A€ol A4 Yow w0z wAP U
O~

System LED ——
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A2, 19 3 0] 4| 218 R4
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configure factory-default [ip_addr
of A

&
i

ciscoasa (config)# configure factory-default 10.1.1.151 255.255.255.0
Based on the management IP address and mask, the DHCP address
pool size is reduced to 103 from the platform limit 256

WARNING: The boot system configuration will be cleared.
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The first image found in diskO:/ will be used to boot the
system on the next reload.

Verify there is a valid image on disk0:/ or the system will
not boot.

Begin to apply factory-default configuration:

Clear all configuration

Executing command: interface ethernetl/2

Executing command: nameif inside

INFO: Security level for "inside" set to 100 by default.
Executing command: ip address 10.1.1.151 255.255.255.0
Executing command: security-level 100

Executing command: no shutdown

Executing command: exit

Executing command: http server enable

Executing command: http 10.1.1.0 255.255.255.0 management
Executing command: dhcpd address 10.1.1.152-10.1.1.254 management
Executing command: dhcpd enable management

Executing command: logging asdm informational
Factory-default configuration is completed
ciscoasa(config) #
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Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Convert to Smart Licensing

b) General(uh) 5ol 4 New Token(X E2)S 28}
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Product Instance Registration Tokens

The registration tokens below can be used to register new product instances t

Token Expiration Date Uses

OWFINTZiYTgtY2Ew... 2024-May-18 17:41:53 (in 30 days) 0of 10

c) CreateRegistration Token(‘s 5 £ A 4]) ] 8} Aol A 5 A & 1 = $F o} Create Token(E
T A0S ST

Create Registration Token ©

This will create a token that is used to register product instances, so that they can use licenses from this virtual account.Once it's
created, go to the Smart Licensing configuration for your products and enter the token, to register them with this virtual account.

Virtual Account:
Description: Description
* Expire After: 365 Days

Between 1 - 365, 30 days recommended

Max. Number of Uses:

The token will be expired when either the expiration or the maximum uses is reached

Allow export-controlled functionality on the products registered with this token @

Create Token Cancel

R

* Expire After (th3- o] 3-of] Wkg) —30¢ 2 A4} Zo] 5L

C AU ALE A

« Allow export-controlled functionality on the products registered with thistoken(¢] EZ2 A}
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General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Uses Export-Controlled
OWFINTZiYTleZEw_. 2024-May-18 17:41:53 (in 30 days) 0 of 10 Allowed
Iy 72 EE B4
Token 0 X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY

mFJN2dYQjISQWRhOEdscDU4cWISNFNWRUtsa2wz %
NAMOANSTN%A3AN%ANA

Press cfrl + ¢ fo copy selected text to clipboard.

ASDMe]| 4] Configuration(--/d) > DeviceM anagement(t] B}-o] 2~ ¥2]) > Licensing(2l¢] 41 7%)) > Smart
Licensing(Z=V}HE 2to] X 7d)& A e g},
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Configuration > Device Management > Licensing > Smart Licensing
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smart licensing.

[[] Enable Smart license configuration
Feature Tier: —MNone —

Throughput Level: | —None -

Privacy Host Mame Version

Transport Call Home
Configure Transport URL
Default URL
Registration
Utility
Proxy URL
Proxy Port
Configure Utility Mode
Enable Standard Utility Mode
Custom ID
Customer Company Identifier
Customer Company MName
Customer Street
Customer City
Customer State

Customer Country

Customer Postal Code

Registration Status: UNREGISTERED

Register Renew ID Certificate

Effective Running Licenses -

Smart Transport

Renew Authorization

To configure an HTTP proxy for smart licensing, see the Smart Call-Home page. Note that Smart Call Home is automatically enabled and is required for

License Feature
Maximum YLANs
Inside Hosts

Failover
Encryption-DES
Encryption-3DES-AES
Security Contexts
Carrier

License Value
200

Unlimited
Active fActive
Enabled
Enabled

2

Disabled

A5
[ ] @

ID Token:

Force registration

Help

Cancel

Apply

Reset

ID Token(ID E2) B =of 55 EZS JH
Smart License Registration
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Registration Status: REGISTERED

Unregister Renew ID Certificate Renew Authorization

U2 vy s Ay ok

To configure an HTTP proxy for smart licensing, see the Smart Call-Home page. Note that Smart Call Home is
automatically enabled and is required for smart licensing.

Enable Smart license configuration

Feature Tier: standard a
Context: 3 (1-38)

Enable strong-encryption protocol

Registration Status: REGISTERED

Unregister Renew ID Certificate Renew Authorization

a) Enable Smart license configuration(Z=PHE 2}o] A2 Ax] 18 o] A &4 31)S A el g},
b) FeatureTier (715 75) =5 the 554 Essentialss A1 ¥ 94 o
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A1 Wizards(WHHAF > Startup Wizard(A] 2 »FH AN E 23 3131 Modify existing configuration(7]<& 21
5 ol 4 ) 2l o M ES 2 gt
@& Launcher File View Tools m Window Help

ece Startup Wizard... Cisco
& . . 3 VPM Wizlirds ‘ @ ‘ - .
&% Configuration |**| Monitor ard Help | Type topic Co
- B : D . High Availability and Scalability Wizard... | b g
~Device List- iipiatiay | Unified Communication Wizard... |

000 Device List _ ASDM Identity Certificate Wizard... L
% Add [} Delete & Connect { Packet Capture Wizard
Find: Go -

Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup fﬂizard Starting Point (Step 1 of 10)

Choose a starting point for the wizard.

© Modify existing configuration

' Reset configuration to factory defaults

+| Configure the IP address of the management interface

IP Address:

<

Subnet Mask: 255.0.0.0

i
Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard

Stal‘lll_ll W ard Basic Configuration (Step 2 of 10)

Enter the host name and the domain name of the ASA. If your Internet Service Provider (ISP) requires
that your host uses DHCP, you may need to use the device name supplied by the ISP as the host name
of the ASA.

ASA Host Name: ciscoasa

Domain Name:

Privileged Mode (Enable) Password
The privileged mode (enable) password is required to administer the ASA using ASDM or the
Command Line Interface (CLI).

| Change privileged mode (enable) password
Old Password:
New Password:

Confirm New Password:

7 2 Startup Wizard(A 4 phl Aol 42 the 8- A B2 g n
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- QTE] 0] (U3 W 913 Q1E] M o] 25 1P 4 W QVE|so) 2~ B4 3
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enable

enable 8 S A& s v LW 55 WA st WA A7 mAE YT
of| |

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: **x**x*%

Repeat Password: ****#*x*

ciscoasa#

ASA° A A &4 3 v U 5 = ASAVE F-H 8F= d] A o)l 5= 7 -9- FXOS 3| Y A o] X B=of X
3= FXOS admin AF-&-2} v U 5 9} 5 A3k},
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configure terminal

o) A

ciscoasa# configure terminal
ciscoasa (config) #

Al RN ASA THE AR S AUtk A9 T4 BES EReke ¥ edt, quit EE
end 1§33 91 gk,

A8 AL FXOS CLIC 12 S T
connect fxos [admin]

- admin—2ke] 2 2 oA 2 F AT FUTE o FHL AHEFA FoW AN AL 917 A8
AT YUtk B R E Y BFS A S U

PSR AR T A ZEEES FASHA] GEUTE A ASA AFEA} o] F o] FXOSE e H Y
lo] Fakx| ey th ASA CLIZ Eol7Fe ¥ exitS o 28} A 1 Ctrl-Shift-6, x5 99

FXOS Wl A scope security/show audit-logs ™8 & = AF-&31o] AF&AF &5 & & = dFH T

o) A

ciscoasa# connect fxos admin

Connecting to fxos.

Connected to fxos. Escape character sequence is 'CTRL-"X'.
firepower#

firepower# exit

Connection with FXOS terminated.

Type help or '?' for a list of available commands.
ciscoasa#

= Uy 7R
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