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Enter a hostname or fully qualified domain name for this system [firepower]: fmc
Configure IPv4 via DHCP or manually? (dhcp/manual) [DHCP]: manual

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.0.66
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.224
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Enter the IPv4 default gateway for the management interface [ ]: 10.10.0.65
Enter a comma-separated list of DNS servers or 'none' [CiscoUmbrellal: 208.67.222.222,208.67.220.220
Enter a comma-separated list of NTP servers [0O.sourcefire.pool.ntp.org, l.sourcefire.pool.ntp.org]:
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Hostname: fmc
IPv4 configured via: manual configuration

Management interface IPv4 address: 10.10.0.66

Management interface IPv4 netmask: 255.255.255.224

Management interface IPv4 gateway: 10.10.0.65

DNS servers: 208.67.222.222,208.67.220.220

NTP servers: 0.sourcefire.pool.ntp.org, 1l.sourcefire.pool.ntp.org
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Are these settings correct? (y/n) y
If your networking information has changed, you will need to reconnect.

Updated network configuration.

G 8 A AT exit (T 8) S =2 FMC CLIYIA Wiyt

f
i

el £ 4
TS UES T AU AHato] FMCy 4] B o] 2ol A2 5 ABU T

=z

=

« 27] A3 aEo| A ZRA 0] AR EA FMCT} AHE O FAFHE $5 2
Egth o2 @ H5 & AR5 A4 AR F 85 bl e & wgls) 98 Ay 4
% 27] FAMA 65 o)) AE, 7 Ao 4 &(F) FEFAA L.

i

e 7] A o] A AL&A}2] WA ol 9= Firepower Management Center 774 7}-0] =0l 4] A1
g 4 JIEH o] 25 o] &-&l], IPv6 T4 A= $18 FMCE(E) 788 + dFHTth

9 AdE H o] 2=(H % 6.5 o] F)E o] &3 7] AA
FMCy 7% F ol o] 212~ 9] Q1E] 0] 0] ] HTTPSE AFg-3te] 27] 44 & +4F 5 U<y
o,

220 2 FMC § ¢1g] g o] 2ol 212138k 7§ FMC7F 7] 74 PHALS A A 81o] o] Zgfo] ol
2o et 7| A S w23 FA TS AERF Fu) o] vpH A 8h 3719 # i Ed A}
shuE gy

Firepower Management Center Virtual 7] 2174 [J]


https://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html

Firepower Management Center Virtual 7] 2174 |
W v ssolzmideso e oled 27 4%

A A shA o A= el A AFEAEe] v & 7] R 7091 Admin123S W A s oF fhy o

T RA sp o= o] ZEfo]l A 2B ALESLY] Aol B2l o shi= FF AFE-A} ghold 2 Aok
(EULA)°] AUt}

Al A A B ol M= o} EEhol d 2 whe] IEf | o] 2o T
o} o] FojA= A Aol vE] Y= o, g

SR EEERE ERE LR
W e gy,
PP AR ARG A7 o] el A el e gholl ek f i AAME FaAshe] theg Sl ghnh,

A (T BE = IP T4 2 Ao EQ 9], == FQDNS o] &3] NTP A H & #]

* FMCv % DNSS} NTP A ¥ 7] HIEQ T A4

P AR o2l gk Bl = E ARE o] AAZFO R FAISHA, whebA] AbEAE A AFES 4
S8kl 7o) of WAl Bol=A] 1% th 3 of el 9= Finish($5)E S otd gy th
NTP % DNS 4 B 2 E = v 2be A Ay vk vp AL A4 | 2 E S gk 8l7] % of] Finish($F
)2 Y= HU Finish(g2)2 FJed A 2god A2 A4S Badhohd, npg A
o A S uFA m A @ 27] 7 g5 F 4 QlEHo] 25 o] &8 AA S A sl oF fhu
FMCy 7] B.2}--# 7he] 711 AAE A= 78 S FE AT, A2 S A HAE

£ FH5A FFUE o] 45 v ARl = DNSH NTPol| gk A2 3 Fﬂ BRE A A B
Yt

v S 3N E W B HY et e, 2ohE she] 492 43 w4
@ % AU A E AL,

27] 74 PHALE SR eI 20kE Bhol A ta A E QYA FAISH, Al 4w & ALg A
o] ¥ A o tf) 3k Firepower Management Center Configuration Guide2] g ¥+2] 7] &2 Algho] A A v 5}
= tupol 2 ] H o] XS FAI G},
A1 2171 el
« FMCOl(7h) #e] VIES ol A FAl3he o] Do @ ohg Jurt gler g,
« IPv4 2] IP 4

FMC #g] 21| #o] 2~ DHCPo| A €33} [P4 T4 5 S8t == AL A H o] Q<5
ot} Al 2~E FE] zfof Al 2] 8] DHCP7F FMC MAC =40 8943l es A E IP 45 &
Q13 Yttt DHCPE AHE-8 7 §l= Aol ebd, FMC ¥ QIE 3| o] 2~ IPv4 F4
192.168.45.455 A3t}

c YEA nt2A 9 7] 2 Aol E 9 o|(DHCPE AH&-aHA] &= 4 9)

- DHCPE AH8314) 94 49 th& V=2 442 Ahgatel 22 AFEE P
o [P 74::192.168.45.2

* Netmask: 255.255.255.0

[l Firepower Management Center Virtual 7] 4174


https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html#id_47280

| Firepower Management Center Virtual 7] 4174

EREE PRI TR ESREE N |

« 7] Aol E9lo]: 192.168.45.1

o] AFE el e VES A AR L v BT

G QY Bk A E ARE-8E] FMCv IP 4241 https://<FMC-IP> & o] &3 th.
211 # o] A 7k ey T

A 2 AFE-A} o] 5 2. & adming AFE-SFaL wHE] A Al o Ml S 2 Adminl23< AF8-8ke] FMCvell 2 11§t (H]
RS = d/AaeAs ?“:'5“4\’%.)

a)

b)

d)

T3
(A8 AF&l) Show password(ﬂl ““ﬂi FA]) SIS A Eshd o] 3hH S o] 8ol Fe A S E Sl 4=

ATk

(A8 A8 GeneratePassword(H| B & AA) B ES FY sl Uy 7|58 S5t vEH s E A 2go]
Al AU (ol 2A AP E =LA E 7977 A gH Ut o] FAS At vdis s

71538 FAAL)
3= vdH S E A7 3t# A New Password(A H] ' ¥ 5) 2} Confirm Password(H] 2 5 Q1) 8| ~E 2t
of  vE T E 3T

R S = i3} kel bd e 71Es S8 oF gyt

Fa FMC2(2) HIEH S E vE s A7) A} dizal, dofabdel A 2 dol= B8 dihs
AHEHS 7] 7oz A 5T 7 A= DT YA sh=A] RAF YT o & 5ol 7] 7
A 2~ Y E = abedefg' U 'passwOrd' 22 HEH &= AR o}

i Z7] 74 ZEA 27 S A 2] 5w A A28 A I CLL A =8 Al )l 2
S WS S AU v S = AFE-A2] W A of] Bk Firepower Management Center

Configuration Guide®l] 4] 4™ 3} = 70 et uEH s 8 18 Tl oF gy th vTol ofF el A Al
NN ETE WASH F A v LN S, 4 s v EHE 2 o] 9 Qe o] A 7]
AL A ol 485 A A FH k.

o{w

Next(tt5) &5 = g4yt

Change Password(H] & & ¥17d) 3} ol A Next(Wh5)E S8 atal vhi Ak A de] At v 25 o8,
w PAAL 2SS Al skA] ehobm vl S ) §) QIE #| o] 29k CLI e A Al Bl A8 Yt

o7 4 User Agreement(AH-&2F 7)) oF) 3} ol A} EULAS 2] 31 Accept(72h)<S S8 6to] A4 A 83}
Decling(7] 2)& ¢ s FMCvoll A 21023 Yt}

@A 5 Next(th)E 2834t

W7 6 Change Network Settings(M|EH 3 A4 W7) g A o3& =3 o}
a) FQDN(FuIIy Qualified Domain Name)< ¢ 53t th. 7] 2 ¢ko] A=A U ES A A3 ad o]y 53k =
G- o] e AFEE Gt 18R] e HS- A FEE &2 E o] E(syntax <hostname>.<domain>) i &

E o]~€ ole:]sh/]x;]_

Firepower Management Center Virtual 7] 2174 [J]


https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html#id_47280
https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html#id_47280

Firepower Management Center Virtual 7] 2174 |

W v ssolzmideso e oled 27 4%

A7

b) ConfigurelPVA(IPV4 T-4) A9 FE X2 E
T A= ARyt
¢) IPV4Address(IPV4 F22)o] th3l] TA = 3hs ksl AU Al 2hS 993yt doz iy 1074 32
(ol: 192.168.45.45) & AH-&-3 o}
Funo z7) v O ol Foll 1P FAaE WAshs A5 A UIEY A A RS ARE-sEe] EMColl v A &fof
Pt
d) Network Mask(UIE ¢ nl2~A)ol tisl] A &= #hS FatAU Al S d=8 3y o= 749 10315
&2 (4: 255.255.0.0)2 AFE U T
iz Aol SOl MES A rfAaE WA SE A9 A VES A JRE AFE-5Fe] FMColl thA
AAs)oF ot
e) Gateway(Alo]Eo])ol thall A k= FetstA v A} 712 Alo]Efjol & 8yttt o & 334 101
3 2)(4: 192.168.0.1) AFE- 3 T}

|

< Using DHCP(DHCP A}-4-) &=+= Using Static/Manual (3273 /

L Z7]1 v 1do)d Foll AlolEfjo] FAE WA st 45 A U ES A HE A&t FMCol| thA|
AZdsfoF & = 5
f) (A= A3} DNS Group(DNS :/_*)Oﬂ A 7182k Cisco UmbrellaDNSE =234 o).

DNS A4S W73 =508 550 4] Custom DNS Server s(AH& A} A 4 DNS A H)E A €&} 3L, Primary

DNS(7] ¥ DNS) % Secondary DNS(liZ DNS)oll IPv4 425 A FYTh FMCol A QTEJ Yl A28t 4= ¢

=9 27 ES A 954 DNSE AHE 3 4 gleruth S8 he 2204 Custom DNS Server (A&

#]7d DNS A H)E 4 €13} a1 Primary DNS(7] = DNS) 2 Secondary DNS(}X.Z DNS) 2 =5 8351 gtow

DNS AW & A e1A] 54t

21 NTP A H 2 %] & 5}7] %ﬂ IP 24 4] FQDNS AF&-3h= 7 §- A DNSE A A dfjof gt} H 7}
gho]ld 2~ 5 AF-8-5F= 739 DNST A 8] ALgko| A gk F- 550 - gho]d 2~ &5 A}-8-3512{ ™ DNS7F 2 &
gt

g) NTP Group Servers(NTP ZL A H)oll = 7] 23121 Default NTP Servers(7] 3 NTP A )& =23t 5= 9l &5 th
o] 749 A2~ ®l-& 0.sourcefire.pool.ntp.orgs 71 NTP A H 2, L.sourcefire.pool.ntp.orgs X3 NTP A B 2 A}
|yt
U2 NTP AW E A48t =F U 5594 Custom NTP Group Servers(AF8-AF |7 NTP L& A H)&
A els}ar, vl E 9] H ol A 0123%? L= NTP A H 3L} = 5 7] 9] FQDN =& 1P 45 483yt FMCo
A QI el A28 = gl A 24 UE A 254 NTP A H & AHE & 5= gl Ut

a7 Al Tl MEN T AL WAt A A UEA A AR E Aol FMCel| T A4
afjoF gt
Finish(v}3) S =

whi Az o] She el A §)
NTP A1 7he] Y=<
Ahe] 3742 uhEA ph A

-
o,

i)
]
i
9 0

FEA AAE A TR A3, 48 S o) S84, FMCSHGT DNS 2
91 gL ok Finish($h2) % 2 g0 Al = 5lol 4] 912 §41 % B ghrhe, nhy
(27 47 SR FEMC 4 AE A o] 22 o §3) AALS T G,

=
o Lo,

HJ
rO

fo m o
o

[l Firepower Management Center Virtual 7] 4174



| Firepower Management Center Virtual 7] 4174

SRR ERTERI DR |

ool 3 e A
« 20LE o] S mELL A AT e I SR FAE YT o] tish At ARE-
o A8 AFgFQI Y th FMCvoll A Firepower Threat Defense Tl H} o] 25 2] 5} 2w} E glo] 47
o o] st AITHH o] s AL E ARR S Al Q. 1A T t S AL E Al skaL, B Aol Bt

+ Firepower Management Center 7-/J 7}°] =2] 'Firepower Al 228 g} o] A 'S 2814 Al &

Z7) A ag ol TE A A0 AR E XA FMC7} A5 02 A= 1 &
B3t} o]l gt B85S Al ~ES H A AE & A8kl tlo] Bl S W8}
T 27 FAMA 6.5 01 A E, T H A &(E) FFIIIA L.

Z7] 774 vHALE kR stal 2utE o] A tish i AE ek AL Al ek, Al = Hle
Firepower Management Center Configuration Guide2] '] #+&] 7] A}aho| A A 31 t]n}o]
2 e Hol| A& FAI T

7] A7 o] B AF8-AF] ¥ A of] 9= Firepower Management Center 173 7}o] Zof| A A w8
t= ) QIE o] =& o] &3, IPve T4 A 85 AT FMCe(E) 788 7+ IFHTH

A 05 BEL A
918 AYY]

Ak

S

{0 }-Nl

[¢]

s 271 T 65 ol ) AR

4

(%7 74 VAR CLIZ @3k 27] 74 4ol 4 FMCS(E) A ohel 498 4502 7
o A= S A A2 fA sk dlo el S M e o,

ole] g Al e UTC 7|2 0.2 o oFs| v, uheba] ALg A7k gliz o) ool npeh 945 0.2 199
Ytk 3 29 & UTC 71 % 0.2 ol oFs] 7] ol &g Aok A7k, Ao Bhe) = A1g2} 9121 6] 4
WA Qe A 2 0] ARe WA EUTh 9 Witk dok 2ol e @) Aghel o

g} o] Foll= A HT 1A ZF Sl Aggynt

=

A% oo T4 AESLFMCTE 158 A3 A 0w B4stn B e v 24 AEA S Feld
A e AH Y

+ 71 GeoDB Y H|o| E

FMCA A1 3= GeaDB 4 Hl0] £ 7} vl 242 3-2h91 47 A kol 4 )5 % 45 e ol 1. 4
JAE H o] 2~ w A A] Al & AFE-31H o] Julo]Eo] & g1E o‘/\‘%ﬁr 4 AE H o]~

9] System(A] 2~ Bl) > Updates(] ©l| ©] E) > Geolocation Updates(X] 2] $1 %] ¢ dl©] E)> Recurring
Geolocation Updates(¥H5 £12] fe]o] E)oll A o] Ap& o] Ed thet 4S5 & 5 A5yt
A 2=80] o] £2 4 3kA] 2531 EMCo|(7h S1E Hholl 9141 225k 5+ IThel, Ap&ke] v 4
ol gki= Firepower Management Center 73 7}o] =2] A o] w2} A 7] GeoDB QG H°| EE T4
& Ae AEeA AU

ZFFMC A2 E g0} gJH ol E

FMCo M &= 3+ 219 & AE o= o ofalo] FMC 3 mj U A = tufo] 28] H 4l AZE ol &
e zEd o] A4S 489 ¢ A 234 UTCO A= %% oebg Ut} whelq date}
A& AEE] 910l whet FA] AITF7]E B L 5ol das —-—?‘ Atolel] XsE = lHF YT

%

Firepower Management Center Virtual = 7] 4% .


https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html#id_47280
https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html#id_47280
https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html#id_47280

Firepower Management Center Virtual 7] 2174 |

B oos 2 ramaesoh aE

A B g o] 2 WA A] AE & AFEslH o] 2 o] AHE 1T o dFH T § QlE Ho] 29
System(*] 2=§) > Tools(:) > Scheduling(ell 2F)oll A1 o] ZFdell vt 45 & = AFHTh 2y
of oFo] A s 3} 31 FMCo|(7h) 1 Yol HA 23 5= b, AR-&-2F2] ¥z o] Ub= Firepower
Management Center 7-/3 7}o] =2 A o] 2 ALX E Qo] d|o] E thg Z & HHE 214 of oF-&
7 skA A o

o] A2 of FefolAd oM A A T Wl gk AT ES o] 3| A ¢} FF 2 Qo] E
TR =YL o] ]l o R R Edks Qo] E Y AR = AR AR Al YUt AjA|
3l U]-8-2 Cisco Firepower Management Center ¢ L@ o] = AW S 2234 A Q..

FHFMC T4 1Y

FMCel A= 2ol A48 4 A& M-S dad o4 24 UTCel %]53'3}5% T A=
AbE  FFUth ek Eaof AbgAEe] 9o mhet AA] AR V]E EA Y @ FollA e
AL A 2 3151} B AN A IS A6 e o] 9] A B
& % 913U 4 2LE] 9 0] 28] System(x] 2= 51) > Tools(%) > Scheduling(l sl A o] 231l
e TS BT ASFUT 2] of oFo] A sl ghrh i, AF8-2}F] B of] BE= Firepower Management
Center 741 7Fe] =9] A4ol k2 wle] 22 W% 214) ol 2F2 2=l e A3
F ek dolHuo] 2~ Hl o] E
W7 6.6 0]/l 4] FMC+= Cisco A| 9 AFO]| B A 41 FH oFd dlo]E{ W o] ~(VDB)E U+ 2=
ahal ATt o] 24412 gk Rt st Funh {1 Qg | o] 2~ w A A Al Y & AF-8-5HE
o) SIHlo] o] AFHE 1T ATk AILTL A AL FA L YR EMCTF 1]
o] AA 28 4=l v AF8-2Fe] B A of] BE= Firepower Management Center Configuration Gulde
o] 973o) whef VDB S Hlo S ThER 8 AE0 2 W A 9 AL o ok o] %
e,

A A A dulolE

B4 6.6 ©] &l A FMC3= Cisco A 9 Afo 1E°ﬂ*1 w2 A9 73 JElelEE A
FMCE= thioll 9&a we AAs 758 29 d%2 e we 1 tjupe] 2ol A5 0. &
A} At oS T Z?SLHE} U AE | o] 2= HAA] AE}E AFESH ©of 2hef o] FEE &

13k 4= lH Yl ¢ Qe w o] 2] System(A] 22 §l) > Updates(] tll ©] E) > Rule Updates(7f- 2]
el E)elA o] Aol gk 7485 & AFH T GulolE -4 ol Aafstal FMC7F TE Y
off AA|2~3t 4= QI thH W A o] 2= Firepower Management Center Configuration Guide2] 23 ™ ]|

et 7] A A el EE sk Aol FHUTh

[l Firepower Management Center Virtual 7] 4174


https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html#id_47280
https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html#id_47280
https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html#id_47280
https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html#id_47280
https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html#id_47280
https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html#id_47280

	Firepower Management Center Virtual 초기 설정
	CLI(버전 6.5 이상)을 이용한 FMC 초기 설정
	웹 인터페이스(버전 6.5 이상)를 이용한 초기 설정
	자동 초기 구성(버전 6.5 이상) 검토


