1:} FA A A= & SHE AFE8Fe] 95 o]l E 275 Secure Firewall Management Center©l] A]
Sote s AdWdyy

* Secure Firewall Management Center &% 5%, 1 3| 0] 4]
< 4E SH 8T AN B AR 8.1, 2 Flo] A
« SNMP [eX =3 g o} /Kg/\‘] 3 jﬂ O] Z]

S
* Syslog ¢ &5 A, 5 o] A
colmd e S A, 7 o)A
cFF A G A, 8 H A
« A oW E gyl A7, 8 H o] A
A FIE S dH A, 9 HelA

Secure Firewall Management Center &3 2%
(=4 .9_;(] ] T} 2= 9]

SNMP, A 2Bl 271 = o] iU S 53 o] - o] Wl E 23] k= 3l
%Yt} Secure Firewall Management Center2(£) 24 7153 48 SHS O] 3 2] 5 Ao} ds
283tk 4 S E2 o] WY, SNMP B== Al =8 2271 A1 9}9] et A 01‘43} 5
olgbal 23t 0] & o] 43 Firepower7} B4 & o] Wl = O dHS i S ]
=gyt e d§ SRS A gt FP e IS vkt ERGh: 55%3 /\}%“’ﬂ A A
& dFYh

ofN
Fo
l
1y
o
1-1:]
_\'_',
L
K‘i

g
T, oo mﬁ
o, ol o

4

Fa t)nfo] 29} Firepower H Aol whe}, &g &eho] Al =8 2 71 WA X & A F8h= 2] W o] ofd
I 554t} Cisco Secure Firewall Management Center U] B} o] 2 4] 7Fo] = o] A| 28l 2 77 A W 2
S Fx3HA A L.

%

Far 4 S-S AFE-SHE 492 Secure Firewall Management Center(2) 2 A5 th &8 S8S AL
HA] = % ¢ olvl Y &9l = Secure Firewall Management Center(2.) 2 A 53t o} ¥hd 7 3 <)
T3 Eg A 7149HS = SNMPF Al 28 271 94 v U x| = tiupo] A7 A As gy



http://www.cisco.com/go/firepower-config

0
o S M.w M& s o T
o 3 T io - Q
W.M < pr pt % Uﬂu g
w AF P T oo o = o
oot ®E O E T 5
L oﬁw & o T o £
= B WE T e 2 _
= 10_.:._ \.lﬁﬂ OMO \H_OW BH Y — o o =
e o < 5 o | o |z
L I = le | e
Bl= o T o| B B 2 |z St
L R = T 53
B S i o)/ >t o | o
W w = m < ) By »n 2| 2w 0 TR
~he ¥ & - o i B o
oo W —
e g 2 0w BT |2 w T
<] o E L Mno n = ° % | | o
TG A W T = | | = ﬁ M
R A S U A e I
Ty o M oy o) TR e %
ORI S Zo R o
TR 63 B Ma A = 2 T
W= B 5 a1 o o ) N
Hmu <®m % b WA oy i
T N X A = an E O
WNe 5 W %o Mﬂ ol dlo o =
I e e - W |° vl
i ML T L o c = N
==z gol .l < DX i e x \
D= = — EO ‘ml.._ S =5 —_ — Eﬁ X
mET 2L W ° ° | N:RE: ~
dmE PN 2 oF o = = Ly A
TEE LeE L Of G I = P =T
oo W g Y Qv T ~ w2 A
I A = S - = | u | =M |
+FE mom ORI HW s || B |2 N 0
A ™ TH Fa o To o1 [ OF | |0 oo of | < o
som TV0 ma = o o A MO ST v Cl w
N~ R x q E W o |[B|T | : . ~ = o
| X O T 1 oo T (i |y | -
it o | N S X dodo |2 i - _ W oo )
T @ T A e = |3 | W | H | l| o 1 T X »
N 0 ~~ — —_
o oF [T W R OL I BT g o
MoM ® oM X< fim
olo
ol

o

& X

Wu \HH ‘D_J,.D La
ojo olo ’

olo

i



managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter14.pdf#nameddest=unique_262

NMPv2= 217] A4 7 HUE gl %] 5

SNMP Z 2 EZS 9|3k SNMP ¥ A2 A 8l3t= 729, SN
S G384 A 2. SNMPv3E AES128S ©] 83+ &1 &

SNMPv3E 7] A& AF&AF0E X 3hoh= Apal
s A g

SNMPE 644 E 7h2 U ¥ 2 5}2] = 7%, SNMPv2 FE 5 SNMPv3S A}-8-3] oF gLtk SNMPv1 &
64° E T UEH YL A A54A] o)

A 2Fst7] Zd el

« U E S A 2] A]2="ol| Secure Firewall Management Center2] ¥2] 4 K. W] o] ~(MIB) ¥} d o] &
Q3 A $- /ete/se/pcEALERT.MIBO A 74 & = 5 Y T

L 2AIA

A1
A 2
A3
a)
b)
c)

Policies(d ) > Actions(24]) > Alerts(Z#)2(5) A& gt}
Create Alert(Z ¢ AA) =5 b2 7ol A Create SNMP Alert(SNMP &3 A A])S A &gt}
SNMP Alert Configuration(SNMP ¢4 +4) Z =& #A g}

Name(®] &) - SNMP &5 215 913 o] 55 9 gt
Trap Server (534 A H]) - SNMP E3] B8] 3 AE o5 == 1P 45 4HIdHTH

il o] drof FadtA &2 IPvd F4(dE E9] 192.169.1.456) 2 = 3H}al &f .= Al
o A A a18hA] eethe Aol FrolshA L. 2 E FATE S AE o] F o= A E
Huoh
A=} .

Version(H 3) - =5 Th2 550 A] AF8-32] = SNMP ¥ & A 8134 Tk SNMPv3o] 7] 24t
Yt

O Toll A gy

« SNM Pvlor SNMPv2: Community String(A F U E] £AFd) B = ¢]7] A& SNMP A H4Y
E o5& ¥ da T2 dYgyrh

Za SNMP AFUYE #AE o] Foll s EFEAH<>/ % #&?', 5)5 L3814 &5
A=
* SNMP v39] User Name(AH-& 2 o] &) D =o]] SNMP A1 H] & ¢l 53l &= AL&4} o] &

%
eleha ohe Bl = ol gt




7 4 Save(H ) E

d)

e)

g)

h)

S rm O
ot d¢ on dlo

T oe

o n

-

o gxte g ol A |
Authentication Protocol ()1 5 Z 2 EF) - =t 5504 )5S dostste b A 28
EZS A9y
U2 ol A Ao
» MD5 — MD5(Message Digest 5) 3]l A] =< 1t}
» SHA — SHA(Secure Hash Algorithm) 3] A] &<~ 4t}
Authentication Password(¢1% Bl Y 3) - 21 =S A3t U HE S o H o)
Privacy Protocol (ZZ2}o| HA| T2 EF) —=FU§ B2 A 7] v|EH 3 = ¢k 3}8t= o AL
SR T2 EZ S A8
ol A dE gt
« DES- 1 v 7] 55 &gl Sl A 56H E 7] & AHE-3h dlol Y 933 EF(DES)Y Y
=3
« AES— 13 &5 dag]Foll A 564 E 7] & AF-8-3F= AES(Advanced Encryption Standard) ¢
Yt}
« AES128— th ot 5 darg]Foll A 1280 E 7] & ARE-8h= AESH U TE 7] Aol 7t 45 1
S o =AW AT WEEY
Privacy Password(Z2}o] B A] ] @ &) - SNMP A Bjol] Z @ 3l Zalolu] Al HIUH T E 1&gt
Ytk i v EHEE A A g 9 efol A 7 /g shE ), Q1S v E R S e WEEA] 2] g s) of
Pt
EngineID(1% ID) - A5 AF8-31o] 1671 22 SNMP <l 7l & 918k 218212 9] & g}
SNMPv3& A8 uf, Al =812 Sl ID ghe AHE-5te] WA A& 58k T SNMP A B ol A]
= #WAIA & &l 58kl o] gho] E 83t

Ciscoll A = Secure Firewall Management Center IP 222] 16315~ H A& AF&-3F A& A4 o)
o] & £ 9], Secure Firewall Management Center2] IP 5=4~7} 10.1.1.77°] ™ 0a01014D0S AF-&-3H
=3

gy,

o
N
O%

ok

>~
>,
flo
AN
>
2
ofo

otk

i

~
>,
oo
gl:g
e
%
o
a)
i)
o
=
il
ol
2
o
%t
o
gl:g

A

T



(RUBNA)

o

ey

(RUBNAURN AU

R )
N -

2
w

D%@ﬂz*mguqﬂo%1Mﬂ%@@ata%4¢@%4am%@4
S o AA 8] A4S G FUL 7% D A2 syslogel LhehLbE A 4] WA A o EA 57
2 s a8k A 2wlol Wl A4 Fhel el 3 g Agats o) ARgE U T

syslog®] 2t W2 Bl 5170 Wb of] o & 2} A g ] 8- A| 2~ ¥lol ofj gt
Al Z~Bo)| M= sysiog W syslog.confl] man H O] Xl A 7d HH X

Ael 20 g S-S A S wjo = oW {3 9] 7] FolE Agsk 4=
gt R A28 2 A W7 ok e @A o] Al AF 2 AW E 7]HEe.
A8l oF Yt} UNIX syslog A1 H 2] 7 9-, syslog.cont 3 Y-2 o= 7] 59| "13% ‘Hiili}"é
o A= =A e YT

A25}7] Aol

>,

>

T,
i
[
>
Iz
N
o,
1Y
A
>,
N
Ll
&
1
i
4
%2,
rlr
X
o
rO
sl
iw
ut

L2 AIA

Policies(*d @) > Actions(3}%]) > Alerts(&#)&(£) A gl gty o}
Create Alert(2d A A) =5 th¢ vli7ol 4 Create Syslog Alert(x] 2~ 21 &3] A1) Aelgy
t}.

23] Name(c18)% YA

Host(Z 2~ E) D =of Al 28 &7 A [P FAU TAE o] &S ¢edht},

A o] A=of fradtA] &2 IPvd T4 (5 501 192.168.1.456)F ¢ 2 Shrhal o &= A] 2= H]
o A A 1EhA] SF=ths Aol G-93HAA] Q. BEE F a5 AE o] 20 2 Aa]

A7} A 228 2 WA A o] A} L3 ZE S Port(ZE) REdf ) 7|24 02 o] ghe 514

2 ALY
Facility(Al ) S50l A Al 28] 21 47 Al 6 o] x| o] Al A S Mgy,
Severity(X 2t ) =0l A o] Syslog A1 ZF = @], 7 H|o] X of] A ¥ A7t =S Meidgt
Tag(ell 1) H=of] Al2=gl] 271w x| o} A A S B L o] 55

AZ S AAE 202 AEE ZE WA A = rromuc ol QEE G

oy,




Al 2y A

A9 Save(A ) E F
kol e 24
W AFE SA] A8 gtk o,
A SHS A A2 2O AR dd 2O Hlle A e 4 3HS
W7 AbE TSl oF Fu v
Al2El 201 9k A4
o 2ol A8 71538k syslog 715 ] Yo JlFyTth
I 1:AHE 7H5 3 Syslog 75
715 e
ALERT e wA A Y o
AUDIT ZEAL BF] Al 2=dllel] o &) A E w A A YU T
AUTH Bek R Q1w ghel g WA X gyt
AUTHPRIV Hob g Qv A A3 A wA A T B Al Bl o A o] ] 3
A A= Bet st 2 HAeg Yy
CLOCK 5 vl oa] A e WAA G
Windows 24 A A 2 A 8 3}+= syslog A Bl = crock 7] %5& AH& g o}
CRON 25 dll oa] A e WAA YT
Linux &% A A& 4 B3} syslog A1 & cron 7] 5& AFES-H T
DAEMON Al =8l ol A A A A Y e
FTP FTP ] ol o] &l A/8 ¥ WA A Yot
KERN 712 el o] sl B E w A A YU T o 2] A|2="lol| A o] WA 7} LpERLbE 2
ol AaFTh
LOCALO-LOCAL7 |5 32 A 2ol o] 3] A4 5 A %] ¢t}
LPR AN 39 Al =" ol o]zl A g e HAIA Y T}
MAIL Hd A] 28 ol] o] 3 A A A Y T
NEWS U ES A 572 319 Al2=wllel] o] 3] A ml Al A U ),
NTP NTP tl el ol s A4 e A A e

2
it

"

oo
ol
o

>~
>
oo
o
2
o



Syslog 4] 7} = &= .

7% A

SYSLOG syslog Hl=ell o] &l A4 ¥ wl Al A Yy T

USER A2} ) ST A 2ol o5 A E w A K QG
uuce UUCP 3}-9] Al =8l el o] 3] B vl A A4 Iy o

Syslog 4! 7} = #&
ohe o

rlr
2
)
N
L
ofr
r
=
SN
<
=)
(4]
>
=)
k1
o,
£
o
i
o
%0,
)%
i
vl

dlo
=3

3% 2: Syslog 7 7} = &'

el a4

ALERT Z) S A s of a1 Ay o,

CRIT A7hg e

DEBUG o7 AR E Egehs v gyt

EMERG wE ALEAG A Ll 98 AU T

ERR oF gedut

INFO AR5 AFaE A A YT

NOTICE | 9.7 ez oh] 4wk 591 7} B 2.3 el gl o,
WARNING 7431 WA A Yt}

o] olg] ot} A
oM d dH H AA
Al A7) ol
* Secure Firewall Management Center®|(7}) ZHA] IP =45 9 8218t 4= 9l =% &2l
e 8

cmd Helo] SAES W Hefo] SAE B oy F4 A A



managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter8.pdf#nameddest=unique_170

ZAA

hya

o .
T Gl Udm oF o
T < =l <
ot o7 ol oy (-
(i o AR By =
7 T A 5m on o=
o JJ W:o_ xR o T o
) Ny Ko ) )
= - SCHENE -
< iy oo oy ~ ar oy
m T b MU N - B
LE L.H ~ BU duL %# xX ,_._fm.o ‘IL|
° i e ,ﬁ = - o AF
— = — ;O._ EE 0 —
e i ,Dl <K o ~ o
—_ 5L T ) . <0 R B
s TR e g ) ]
© o ) I < Y < o
T = = T s - <) o
(0] o - = ol WO =y 2r X %o
T8 gl o ey F =
mp < o o - M| o mn i M ) il
ot — = i *d X ol : T Z ojy
- I s S 7
= E oo C T P W 5
b ma s [ I e {
@ TR N . ~ BK ol ) Al
= oF N oW R B r o oo il <
—~ 8 wE 2 ~ — B T o o
o = — T %0 TR T ol S mr
Tr w2z EEa X W T ® M
o o= o < B 5 oy 3T o el Sl 5
N/ o A = RO oy By oo i on
T oEw oE MW = W 5 o Ry X
5= Ty E o | w o < = v
R R i N odp T ow P =
A oﬂ@ ,_%ﬁ o .M.#A il o = oF H ) < mﬁw ) =T E3
—~ o o — ! —~
FrToTe I Jiz e 1o R E =
SO T . ey TE T o W o
L T o) A e B o ooy o =
o X — L = Cy ¥ XO Lo N T I o = o -
B R ol T o] T i TR s w N fr B oy o Wl
<p gz idsT @ ow T TEe R S®ET % F o X” =
ANEC8 Y W s - X of o X 5 = 5 . & 7
w2k E W Mo <2 F BEra e g
®E oo I nZLe o ANB S 5T = o
wems g o [T Il 2F n i
M\ v oo < wu._m T o ~ LvE TR OOV w S rlqm w 5§ X ~ ‘a N !
S § il E RS 3 oW s & ~ | T g% S® ® Ay %
% Q = (0\ m D l\ru = %o ﬂm.o = W ﬁwaL i) m ..IAN_W m O#E N .O OW <
o = L okt W % ur go etk = Q F Q A T —_ oj
m N o s oo ~ er s o 8 Ezxw Ew§ Wl "
TRRTRTT = - ~ - # nr -
il B <R v <l N o === = 2 — 5
‘Dﬂ_ T N < = oy ‘mL <
oW W o om




o
-
oX
&l
[t
=
olo
ue
o
il
ox

A 2a7] Aol

* Cisco Secure Firewall Management Center T] H}0] 2~ 247 7)o = o] UJE ] T A A A & Aol A
AUz das Ags A o ME $88 7 ESFLEE YES T AN A g,

ZEAA

A1 Policies("d ¥) > Actions(ZH3]) > Alerts(&H)2(&) A
7] 2 Discovery Event Alerts(73 4 o]l & =
A3 Alerts(& ) AN A 7 G Foll AFEE S S-S Ay

e A % ES A = FE B0l A New(2 i) S(E) A gt

7] 4 EventsConfiguration(o] 1 E A7) Al ol A Z} 7 A o] I E -3 o] o &l =218} az} sf= &d o 3
Gtk s gy

ot FE g5 (UMEY TS AMP)7} 3] o|HIEE X353t ol 3
EfA 7Nkt s olflENTL A4 E wfjnitt) & =
AMP for Endpoints( = 1 E & AMP)("el =321
HEo tjgt &2 s = glsyth

et
4 2
30,
bl
A
Id

A28 Aol
O IE Fehe T 23 F ST PN A2 AES TH3} ARFES 3 S 4

A3y AFA $F W82 Cisco Secure Firewall Management Center T} H} 0] 2~ 243 7ho] =9] ol A
2 Al N8 E FxFA A L.

.(

ol A S AAsted I E efo] A AT glofoF Stk

A1 Policies(d ) > Actions(2H4]) > Alerts(23)S(S) A&l g
7] 2 Advanced Malware Protections Alerts(alw 2 =
A3 Alerts(2 ) Ao A 24 A F ol AHE S I S

i
O
Mo
I
fu
K-
o
2
2
>
3
tlo
gl/m
r)v
)
i
T
O

k! A s st =



http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config

(e
=

ox,

K
[n

olo

17
o
i
o,

oA 5

Event Configuration(o] ¥l E A1 A) A Ao #] 7} o 7= o] M E -3 of 3] 5218} 4} 3H= &2

All networ k-based malwareevents(:. = W E 9] . 7| 9k o} 5= o] ¥l E)of| 1= Retrospective Events(Z]
7] ol E)7} 23R = Aol F- 2l sH Al Q.

(297, HE Y A 719k o} Z = o] ¥l E = AMP for Endpoints(1 =2 S E-8 AMP)7} A A gt o]l E

= XA wgh)

Ssave( ) E S



|W__

3
El

ar
Tl

— =
E
=

Mo



