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HMONITOR  WLANS CONTROLLER  WIRELESS SECURITY  MANAGEMENT

Priority Order > Management User

Authentication
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& NP3 (Local) RADIUS Clie
4 | RADIUS Clients and Sercers
& RADIUS Clients
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¢ B Metwork Access Pretection
E Aecounting
i W Ternplstes Management
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File Action WView Help Crvervierw | Conultions | Settings
o 5 @B Poboy e [
i NP (Locsl)
4[] RADIUS Clierts and Servers Polcy State
5 RADIUS Clients I enabled, NPFS swsiustes this polcy whils processing connection requests. I dissbled, NPS doss not evalus this policy.
& Remote RADIUS Server
a [ Policies [+] Pobcy snabled
i) Connection Request Po
B Hetwoik Policies Matwid, oonmaction method
p Select the type of nefwodk acoess server that sends the conmection reguest to NPS. Wou can select ether the network access server
] Health Policies tvpes or Vendar speciic but nether i requeed § your network access server s an 202 T8 sutherbestng mwich or wansless access port,
a B, Network Access Protection spiect Lnspactied.
b o Systemn Health Validete
5 Remediation Server Gre %) Tyewn of rosbwiorks mecass sanver:
B Accounting |l..h|p-u-=ﬁud "
T 8]
¢ By Templates Management a

3EH7|. Conditions 401 A1 NAS Identifier® A =712 MEHSHL|CL ZEZT EJ} EA|E|/H o|O|X|of
EANEICHZE HEEDO S AE O|EE ZIo =2 Ql245tL|C}.



| Overview | Condtiens. | Settings |
Configure the condtions for this network policy.

¥ condtions match the connection request, NPS uses this policy to authorize the connection request. ¥ conditions do not match the
connection request, NFS skips this policy and evaluates other policies, ¥ addtional policies are configured.

Condition Value

Cisco-WLC

Condition dascription:
The NAS Identfier condition spacifies a chamacter siring that is the name of the network access server (NAS). You can use pattem matching
gyt to specly NAS names.

4EtA|. Policies(’3 =) > Network Policies(LE {3 HA)E O|SELICLOI?A QLEZ HESZ 28]
5tod Al =g =7+t o] oflofl A 24 0|§2 Cisco WLC RWZ X|HE|H, Ol HAo| Tk
|

x| = lgrct,



nkﬁxﬁon‘ﬁzwﬂdp

e nm Bm

& NPS (Local)
4 | RADIUS Clients and
5 RADIUS Clients
i3 Remote RADIUS Server
[ a [1] Policies
] Connection Request Pc
i Network Policies
[ Health Policies
¢ B Network Access Protection
B, Accounting
¢ il Templates Management

Overview | Condeions | Canstraints | Settings |

Pokey nama: [Gace WIC RW |
Pokcy State
¥ enabled, NP$ evahustes this pobicy whils perfurming authorization. I dsabled, NP5 does not evaluate this polcy.
[+] Pokicy snablad
Access Pemmission

Hwﬁﬁruwmﬁm#hwm match the connection request, the policy can either grant access or deny
sccess. Wwhatis sccess permission

(®) Grart access. Grant access f the connection request matches this pobcy.
) Deny access. Deny access f the connection request matches this policy.

[+ lgnore user account dialan proparties.

¥ the connection request matches the conditions and constrants of this network policy and the policy grants access. perform
authorzation with network policy only; do not evakuate the dialin properties of user accounts .

HNetwork: connection method

Sadact the type of network access senver that ssnds the connection request ta NPS. You can select etther the netword: access sarver type
or Vendor spacific, but neither is required. F your network access server is an B02. 1X authenticating switch or winslass accass point,

() Type of network access senver;
II.I'm-ll;ﬁ-d w
() Vendor specific:

| ok || Concel || oot

5EtA|. Conditions B0 A AddE E =2 LICHAIE R I8 S MENSH DT O|O|X[of EA|E CHE AddE

ZEELICH




Cisco WLC RW Properties

.|mm|m|m|m[

Configune the condtions for this netwaric policy.

i condiions match the connection reguest, NP'S uses this policy to authorize the conneclion request, F condiions do not maich the
connection request, NP5 skips this policy and evaluales other policies, f additional policies are configured,

Select 2 condtion, and then cick Add.
Groups
Windows Groups

The \Windows Groups conditon specifies that the connecling user or computer must belong to one of the selectad
groups.

Machine Groups
The Machine Groups condition specifies that the connecting computer must belong to one of the selected groups.
User Groups
The User Groups condiion specifies that the connecting user must belong to ane of the selected groups.
HCAP

Location Groups

& The HCAP Location Groups condition specifies the Host Credential Authorization Protocol (HCAF) location groups
resuired to match this policy. The HCAP protocol is used for communication between NPS and some third party
network access servers (NASs). Ses your NAS documentation before using this condation.

- B -

6THA|. CHEE A Ktof -IAdd Groups(:L.';.l FIHE Z=IELICHUEIIE 28 M FolM &
A /Y L Qx|E MEHS T o|0|X|of EAIE CHE Tt ZHX| 0|2 =dELct.




Cisco WLC RW Properties X
User Groups L x|

Spacify the gmup membership required to match this policy.
b request. § condtions do not match the

& j are configured.
[x |

|n-c:|§]

iter must belong to one of the selected

I Add Groups.... | | Remove | belong to one of the selected groups.

beol (HCAP) location groups
and some third party

ZUE SHIEH FIIE B2 o47|o ZAIE CHz #QlstioF &Lt



| Overview | Cendtions | Constraints | Settings |

Corfigure the condtions for this network pobicy.

¥ conditions maich the connection requast, NP5 uses this policy to authorize the connection request. F conditions do not maich the
connection requast, NP S skips thes policy and evaluates cther policies,  additional policies are configured,

Condtion Walue
&% User Groups WLANLSC\Domain Admins
Condition description:

The User Groups condiion specifies that the connecting user must balong 1o one of the sslacted groups.

#1:2x| L A 0|8 ME HEE &02l5t2{™ active directoryE @1 HetE AL XL OIS
A& LCH 0] of|o A Domain Admins® &l HAMA HEHE 717 AFZ X2 A= L Ct
.adminuser= O| 7iX|| O|§ 29| YL lL|CI.
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" ForeignSecurityPrinci
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File Action View Help

s 2@ & 0O

Active Directory Users and Computers

¢ [ Builtin

7 Users

MEfR=X] e gLt

b [ Managed Service &

| A || Remove |

Primary group: Diernain Admins

There is no need to change Frimany group uniess
el Frmany o0y have Macintosh chents or POSIX-compliant

applcatons.




[ Cverview | Condtions | Constrants | Settings |

Configune the constraints for this network policy.
¥ 2l consiraints are not matched by the connection reguest, network access is denied.

Constraints:
Ecm:.l'a'ru

Allow access only to thoss chants that suthenticats with the spacifisd methods.
futhentication Methods

o8 Idbe Timecut EAF types ame negotiated between NS and the chent in the order n which they are
g, Session Timeout o
5] Called Station ID

D Day and time restrictions
T MHAS Port Type

EAF Types:

Morve Up

Mowa Diown .

| [

Less secune authentication methods:
[] Micmaoft Encrypted Authentication vemion 2 (MSCHAP«Z)
Uzer can changs password after it has expned

[ ] Microseft Encrypted Authetication (MS-CHAP)

[_] User can changs password after it has sxpined
(] Encrypted authentication (CHAF)
[v] Unencrypted authentication (PAP, SPAF)
[] Alow chents to connect without negotiating an authentication method
[ ] Pesfiorm machine health check only

8EHH|. Settings(A%) &Y ol 2ol A RADIUS Attributes(RADIUS & 4d) > Standard(E&)Z O|S &L
Ch.Add(FEIHE Z&l5t0d Ml £, Service-Type2 F7IELICH=EECH2 M0l A
Administrative(Z2/)S E45t04 0| Aol OiEE AL Xtof| CHEE A HMAE MS gLt olO|
X|ofl ZA|E CHZ Apply(M8)E E2l5to] HE AFE S MEELICH



Cisco WLC RW Properties [ x|

" Overview | Condtions | Constrants | Settings |

Configuns the seftings for this natwards policy.

¥ condtions and constraints match the connection request and the pobcy grants access, settings ane applied.
Settings:
RADIUS Attrilbubes

*b Standand

Wendor Specific
Hebwork Access Prolech
&g, NAP Enforcament
{E Exended State
Routing and Remole A

oy Muliilink and Bandwid| Atrbute Value:
Allscation Protecol (B () Commonly used for Diak-Up or VPN

"I IFFilters P
£} Encryption ) Commonly used for 802.1x
oty 1P Settings e

Erumerator

-1 o A —_o T

LIt O] ool A= Domain Users Z4A| O|F of2Hol] AL RHofH| e47] H& AMAE MBS 3t7
%|3H Cisco WLC ROZt= CHE o] H-ELICH.

AISH ASKIH 47| TS HMAE RIZst2AH = ECHR 0l A NAS-PromptE Myt
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Corfigre the condbons for ths network pobcy

¥ conditions match the connection request, NIFS uses this pollicy to suthorze the connection reguest. F oonditions do not match the
connsction requast, NPS skips this polcy and evalustes other policies, f addiional policies sre configuned.

Condition Value
B User Groups WLANLSC Domain Usars
Condition description;

The Lisar Groups condiion speciies thal the connecting user must belong o ons of the sslected groups.

| Add. || Ed. | Remove |

| ok || Concel || ooy




Cisco WLC RO Properties x|

Corfigune the seftings for ths network; pobcy
¥ condiions and consiraints match the connssciion requeest and the policy grants actess, selings are apphed

Zeftings
HADIWS Aftributes Attribute Information e —
ADILS clhanty, See

1 Viendor E'H\:'{‘-r Sm-T:.m

Hetwaork Sooess Prolect Aok ;

B, NAF Erforcement &

‘B Extended Timte Feirbube Formal

e Erurmerator

Houting and Femole Sao
Ay Multilink and Bardwid Firiute WValue
Aiocation Protocol (B8 () Comemonly used for Dial-Up or VPN

V' IF Filsers .
§h Encrypsion Commeriy used for 802 tx
#ly |F Semings
® Others
= 7

0K || Concel

O |_E.|r|-a=l

Cte& & elRiLic
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Authorization Failed. No sufficient privileges

debug aaa all enabletl| A T8 £ 04 SE0i| M service-type §432| Zt0| NAS ZEZ Eof &

7HE FHolg + &Lt

*aaaQueueReader: Dec 07 22:20:14.664: 30:01:00:00:00:00 Successful transmission of

Authentication Packet (pktId 14) to 10.106.33.39:1812 from server queue 0, proxy state

30:01:00:00:00:00-00:00

*aaaQueueReader: Dec 07 22:20:14.664: 00000000: 01 Oe 00 48 47 £8 £3 5c 58 46 98 ff 8e £f8 20 7a
JHGL A\XF.... . z

*aaaQueueReader: Dec 07 22:20:14.664: 00000010: £6 al f1 dl 01 Ob 6c 6f 67 69 6e 75 73 65 72 02

...... loginuser.

*aaaQueueReader: Dec 07 22:20:14.664: 00000020: 12 c2 34 69 d8 72 fd Oc 85 aa af 5c bd 76 96 eb

*aaaQueueReader: Dec 07 22:20:14.664: 00000030: 60 06 06 00 00 00 07 04 06 0Oa 6a 24 31 20 Ob 43
S j81..C
*aaaQueueReader: Dec 07 22:20:14.664: 00000040: 69 73 63 6f 2d 57 4c 43 isco-WLC

*radiusTransportThread: Dec 07 22:20:14.668: 30:01:00:00:00:00 Access-Accept received from
RADIUS server 10.106.33.39 (qgid:0) with port:1812, pktld: 14

*radiusTransportThread: Dec 07 22:20:14.668: AuthorizationResponse: 0xa3d3fb25a0
*radiusTransportThread: Dec 07 22:20:14.668: RadiusIndexSet(l), Index (1)

*radiusTransportThread: Dec 07 22:20:14.668: StrUCLUTreSIizZe . vt i ittt ittt ittt ineneeeennennn 304
*radiusTransportThread: Dec 07 22:20:14.668:

ProtocolUsed. i ittt ittt ettt et e 0x00000001

*radiusTransportThread: Dec 07 22:20:14.668:

pProxyState. . i e e e 30:01:00:00:00:00-00:00

*radiusTransportThread: Dec 07 22:20:14.668: Packet contains 2 AVPs:
*radiusTransportThread: Dec 07 22:20:14.668: AVP[01l] Service-

1. < 1= 0x00000007 (7) (4 bytes)
*radiusTransportThread: Dec 07 22:20:14.668: AVP[02]
L = DATA (44 bytes)

2. LE|A X1 BHE AR5t AR AI2XKE #Elof siEsts MH|A 8 7t 62| ZE HMA H
ﬁl'% 7|'x|-T'— AA '|OF E“—“-_-I'.
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Maonitoring
B
*aaaQueueReader: Dec 07 22:14:27.439: AuthenticationRequest: 0x7fba240c2£00
*aaaQueueReader: Dec 07 22:14:27.439: CallbacKk. ...ttt ittt ettt 0xa3cl3ccb70
*aaaQueueReader: Dec 07 22:14:27.439
PrOXYState . vttt it e i e 2E:01:00:00:00:00-00:00
*aaaQueueReader: Dec 07 22:14:27.439: Packet contains 5 AVPs:
*aaaQueueReader: Dec 07 22:14:27.439: AVP[01l] User-NamMe. ..ttt ittt eeeeennnnnneeeennn adminuser
(9 bytes)
*aaaQueueReader: Dec 07 22:14:27.439: AVP[04] Nas-Ip-
2N L et = 0x0a6a2431 (174728241) (4 bytes)
*aaaQueueReader: Dec 07 22:14:27.439: AVP[05] NAS-TIdentifier. ...t eeeeeenennn Cisco-WLC

(9 bytes)

*radiusTransportThread:

Dec 07 22:14:27.442: 2e:01:00:00:00:00 Access-Accept received from
RADIUS server 10.106.33.39 (gid:0) with port:1812, pktId:13
*radiusTransportThread: Dec 07 22:14:27.442: AuthorizationResponse: 0xa3d3fb25a0
*radiusTransportThread: Dec 07 22:14:27.442: structureSize........ ...t iiiiiiiiiiiinnnn. 304
*radiusTransportThread: Dec 07 22:14:27.442:
ProtocolUsed. c i ittt ittt ettt it 0x00000001
*radiusTransportThread: Dec 07 22:14:27.442:
PrOXYSEatE . vttt it e 2E:01:00:00:00:00-00:00
*radiusTransportThread: Dec 07 22:14:27.442: AVP[01l] Service-
1 1 0x00000006 (6) (4 bytes)
*radiusTransportThread: Dec 07 22:14:27.442: AVP[02]
[ = = DATA (44 bytes)
= 8=
NPSE &5l WLCO CHet 22| AAM|A EXE s E5IE4H debug aaa all enable BHE A LICH
1. &2 E XE ZHo| MEE 2= of7|of EA[ELICEH
*aaaQueueReader: Dec 07 22:36:39.753: 32:01:00:00:00:00 Successful transmission of
Authentication Packet (pktId 15) to 10.106.33.39:1812 from server queue 0, proxy state
32:01:00:00:00:00-00:00
*aaaQueueReader: Dec 07 22:36:39.753: 00000000: 01 Of 00 48 b7 e4 16 4d cc 78 05 32 26 4c ec 8d
LHO L MLx.28L. .
*aaaQueueReader: Dec 07 22:36:39.753: 00000010: c7 a0 5b 72 01 O0b 6¢c 6f 67 69 6e 75 73 65 72 02
..[r..loginuser.
*aaaQueueReader: Dec 07 22:36:39.753: 00000020: 12 03 a7 37 d4 cO0 16 13 fc 73 70 df 1f de e3 e4
T SPe....
*aaaQueueReader: Dec 07 22:36:39.753: 00000030: 32 06 06 00 00 00 07 04 06 Oa 6a 24 31 20 Ob 43
20, 3$1..C
*aaaQueueReader: Dec 07 22:36:39.753: 00000040: 69 73 63 6f 2d 57 4c 43 isco-WLC
*aaaQueueReader: Dec 07 22:36:39.753: 32:01:00:00:00:00 User entry not found in the Local FileDB
for the client.
*radiusTransportThread: Dec 07 22:36:39.763: 32:01:00:00:00:00 Counted 0 AVPs (processed 20

left 0)
*radiusTransportThread:

bytes,

Dec 07 22:36:39.763:

32:01:00:00:00:00 Access-Reject received from



RADIUS server 10.106.33.39 (gid:0) with
*radiusTransportThread:
deleted in the RADIUS cache database
*radiusTransportThread:

'Authentication Failed' (-4) for mobile

*radiusTransportThread: Dec 07 22:36:39.763:
*radiusTransportThread: Dec 07 22:36:39.763:
*radiusTransportThread: Dec 07 22:36:39.763:
*radiusTransportThread: Dec 07 22:36:39.763:
ProtocolUsed. v v vt ittt ettt e et e
*radiusTransportThread: Dec 07 22:36:39.763:
*emWeb: Dec 07 22:36:39.763: Authentication

2. service-type O Administrative(2£=6) 0]2/2|

Dec 07 22:36:39.763:
32:01:00:00:00:00 serverIdx 1

port:1812, pktId:15
Dec 07 22:36:39.763:

32:01:00:00:00:00 Did not find the macaddress to be

32:01:00:00:00:00 Returning AAA Error

AuthorizationResponse: 0Ox7fbaebebf860
SErUCtUreSizZe. i ittt e e e e e e e, 136
resuUltCode. v v it ittt ittt et e e et -4

Oxffffffff
Packet contains 0 AVPs:
failed for loginuser

7t EE NAS TR I E(Zt=7)7} ot Ztat &7 ALS

HA —— 1L

tle 23& ChEnt Z&Licholefer 32 21580| ¥&stHete 2a210] AufgfLct.

*aaaQueueReader: Dec 07 22:46:31.849: AuthenticationRequest: 0x7fba240c56a8

*aaaQueueReader: Dec 07 22:46:31.849: Callback. ...ttt ittt teeeeeenenennn 0xa3cl3ccb70
*aaaQueueReader: Dec 07 22:46:31.849: ProtOCOLl Ty P . v vttt i ittt ettt eeeeeeeeeenneeeens 0x00020001
*aaaQueueReader: Dec 07 22:46:31.849

PrOXYState . i ittt it it et e e et e e e et 39:01:00:00:00:00-00:00

*aaaQueueReader: Dec 07 22:46:31.849: Packet contains 5 AVPs:

*aaaQueueReader: Dec 07 22:46:31.849: AVP[01l] User-NamMe. ..t vttt ittt eeennnnnneeeeenn adminuser
(9 bytes)

*aaaQueueReader: Dec 07 22:46:31.849: AVP[02] UsSer—-PassWord. ..o uue et eeeeeeenenenennn [...]
*aaaQueueReader: Dec 07 22:46:31.849: AVP[03] Service-

17 LY 0x00000007 (7) (4 bytes)

*aaaQueueReader: Dec 07 22:46:31.849: AVP[04] Nas-Ip-

AddrESS . vttt ettt ettt 0x0a6a2431 (174728241) (4 bytes)

*aaaQueueReader: Dec 07 22:46:31.849: AVP[05] NAS-TIdentifier...u .ttt te e eeenenennn Cisco-WLC
(9 bytes)

*radiusTransportThread: Dec 07 22:46:31.853: AuthorizationResponse: 0xa3d3fb25a0
*radiusTransportThread: Dec 07 22:46:31.853: RadiusIndexSet(l), Index(1l)
*radiusTransportThread: Dec 07 22:46:31.853: structureSize. . ...ttt ittt iteeeeeeeennnnns 304
*radiusTransportThread: Dec 07 22:46:31.853: resUltCoOde. i i ittt ittt ittt it eeeeeeeeeennenns 0
*radiusTransportThread: Dec 07 22:46:31.853:

ProtoCOlUSed. v v vt ittt ittt et ettt 0x00000001

*radiusTransportThread: Dec 07 22:46:31.853: Packet contains 2 AVPs:

*radiusTransportThread: Dec 07 22:46:31.853: AVP[01l] Service-

i 152 == 0x00000001 (1) (4 bytes)

*radiusTransportThread: Dec 07 22:46:31.853: AVP[02]

[0 = = DATA (44 bytes)

*emWeb: Dec 07 22:46:31.853: Authentication

succeeded for adminuser
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