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1. EM2| NCS CLIoi| 2 QlgrL|Ct,

/ opt/ ci sco/ usp/ packages/ nso/ ncs-<versi on>/bin/ncs_cli -u admn -C
Exanpl e:
[ opt/ ci sco/ usp/ packages/ nso/ ncs-4.1.1/bin/ncs_cli -u admn -C
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# | opt/ci sco/ usp/ packages/ nso/ncs-4.1.1/bin/ncs_cli -u admn -C

adm n@cm# devi ces devi ce cpod-vpc-cpod- nme- cf-nc connect
result false
info Failed to authenticate towards device cpod-vpc-cpod-me-cf-nc: Bad password for
| ocal /renote user adnmin/admn
adm n@cn# *** ALARM connection-failure: Failed to authenticate towards device cpod-vpc-cpod-
mme-cf-nc: Bad password for local/remote user admin/admin
adm n@cn#
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adm n@cm# show al ar s
alarms summary indeterminates O
alarms summary criticals 0O
alarms sumary majors 0O
alarms sumary minors 0O
al arms summary warni ngs 0
alarns alarm|list nunber-of-alarns 1
alarms alarmlist |ast-changed 2020-03-22T16: 27: 52. 582486+00: 00
alarms alarm-list alarm cpod-vpc-cpod-mme-cf-nc connection-failure /devices/device[name='cpod-
vpc-cpod-mme-cf-nc'] ""
is-cleared false
last-status-change 2020-03-22T16:27:52.582486+00:00
| ast - percei ved-severity major
last-alarm-text "Failed to authenticate towards device cpod-vpc-cpod-mme-cf-nc: Bad password
for local/remote user admin/admin "
st at us- change 2020- 03-22T16: 26: 38. 439971+00: 00
received-time 2020-03-22T16: 26: 38. 439971+00: 00
percei ved-severity major
al armtext "Connected as adnmi n"
adm n@Gcm
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adm n@cm(confi g)# devi ces devi ce cpod-vpc-cpod- me-cf-nc check-sync
result in-sync
adm n@cm(config)#

4. CF C|HFO|A0] CHEF $4AH authgroup Z1Z|22i|0| S & QIEtLICY.

adm n@cn(config)# show full-configuration devices device cpod-vpc-cpod- mre-cf-nc aut hgroup
devi ces devi ce cpod-vpc-cpod- me- cf - nc



aut hgroup cpod-vpc- cpod- nmre- ci sco- st ar 0s- nc- ag
!
adm n@cn(config)#

5.umap ¥4 0O|& 4 o5 ME HEof cis authgroup ZAI|2dio|MHE & QlghL|Ct.
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adm n@cm(config)# show ful |l -configuration devices aut hgroups group cpod-vpc-cpod- mre-ci sco-
st aros-nc-ag

devi ces aut hgroups group cpod-vpc-cpod-nme-ci sco-staros-nc-ag

umap admin

renot e- name adnin

renot e- password $4$Eel NS2r ZCbXdh6ZY+VEXk Q==

!

unap oper

renot e- name adnin

renot e- password $4$Eel NS2r ZCbXdh6ZY+VEXk Q==

!

umap security-admn

renot e- name adnmin

renot e- password $4$Eel NS2r ZCbXdh6ZY+VEXk Q==

!

!

adm n@cn(config)#

6. M H|ZHE 2 C|dtolA Zm|Teo|M HIZHS & A& 5104 authgroup(cpod-vpc-pod-mme-
cisco-staros-nc-ag) umap admin2| H/ZHS E ¢

adm n@cn(confi g)# devi ces authgroups group cpod-vpc-cpod- mre-ci sco-staros-nc-ag umap admn
r enot e- password <new passwor d>

adm n@cmn(confi g-umap-adni n)# top
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adm n@cn(config)# comrit dry-run
adm n@cn(config)#
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adm n@cm(config)# commit check
Val i dation conplete
adm n@cm(confi g)#

9. 7TEFAI7L A CHH HIAIE S AU LICH

adm n@cn(config)# conm t
10. authgroup config 2! device config admin AF& X+ HIZHE 7} HIO|E L= K| &I L|Ct.

adm n@cm(config)# show ful |l -configuration devices aut hgroups group cpod-vpc-cpod- mre-ci sco-
staros-nc-ag

adm n@cm(config)# exit



11. running-configoil A S Y 8HX|
adm n@cm# show runni ng-confi g devi ces aut hgroups group cpod-vpc-cpod- mre-ci sco-staros-nc-ag
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