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Flush the subscriber from the node and also clear browsing history/database from testing user handset s
to be executed in the node to clear the subscri

clear subscriber imsi <IMSI number>

PDP &8 5tLIZ EXNE =Qlst= E|lAER AIEE
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<ffroot>

On SPGW

facility
facility
facility
facility
active facility
active facility

active
active
active
active

filter
filter
filter
filter
filter
filter
active

Togging
Togging
Togging
Togging
Togging
Togging
Togging

after 5 mins
no logging active

On CP:

active
active
active

filter
filter
filter
filter
filter
active

facility
facility
facility
active facility
active facility

Togging
Togging
Togging
Togging
Togging
Togging

after 5 mins
no logging active

On UP:

facility
facility
facility
facility
active facility
active facility

active
active
active
active

filter
filter
filter
filter
filter

Togging
Togging
Togging
Togging
Togging
logging filter
Togging active
no logging active -------------
Note ::
increase the utilization so whi

3.+ EEZ 0|58 CI2 71

config
logging monitor msid <imsi>
end

HEts
Ta

putty M4 7|E8tLICH MAM0o| SR EIX| €

st
b 7|& +21 H E0ICt Enter 7| 58).

sessmgr level debug
acsmgr level debug
npumgr-acl level debug
firewall level debug

vpn level debug

vpnmgr Tlevel debug

to enable the logging

to disable the logging

sessmgr level debug
sxdemux level debug
firewall level debug
vpn level debug
vpnmgr Tlevel debug

to enable the logging

to disable the logging

sessmgr level debug
sxdemux level debug
npumgr-acl level debug
firewall level debug
vpn level debug
vpnmgr Tlevel debug

to enable the logging
to disable the logging

Te enabling logging need to keep a watch on CPU

|Xtoll CHEE 24 ZLIEE g3t

+o}of

°FLJEP

These Togging has to be enabled for short time depending on the CPU utilization because it
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<ffroot>

SPGW

Press + for times then it collects the logs verbosity 5 Togs then select next options
+++++

X, A, Y, 19, 33, 34, 35, 22, 26, 75

Once option 75 1is pressed then select 3,4,8 then press esc

CUPS: :
on CP
monitor subscriber imsi <IMSI> +++++ S, X,A,Y,56,26,33,34,19,37,35,88,89
on UP:
monitor subscriber imsi <IMSI> +++++ S,X,A,Y,56,26,33,34,19,37,35,88,89

5. 7t UXtE 9145104 URLE 320M 52 SO A& AMstn, HMst= St o248 F
H ASE D putty MIMHE 2Z2EHLICH

<ffroot>

ON SPGW SAEGW

show subscriber full dimsi <>

show active-charging session full imsi <>
show subscriber pgw-only full imsi <>

show subscriber sgw-only full imsi <>

show subscribers data-rate summary imsi <>
show ims-authorization sessions full imsi <>
show subscribers debug-info msid <>

On CP node:

Show subscriber full imsi <imsi>

Show active-charging session full imsi <imsi>

show subscribers pgw-only full imsi <>

show subscribers sgw-only full imsi <>

show session subsystem facility sessmgr instance <> verbose
show Togs

FE 0idd



On UP node:

show sub user-plane-only full callid <>

show sub user-plane-only callid <> urr full all

show sub user-plane-only callid <> far full all

show sub user-plane-only callid <> pdr full all

show subscribers user-plane-only callid <> far all

show subscribers user-plane-only callid <> far

show subs data-rate call <callid>

show subscribers user-plane-only flows

show user-plane-service statistics all

show user-plane-service statistic rulebase name <rulebase_name>

6. 52 EfAM = 3EHH| 0| Mo logging active 91 CHE EFr 7|0l A] & AlstgtLCH.

7. 7t Rtol CiEt 224 2 LIEE d|&MsHerL|Ct.

Config

no logging monitor msid <imsi>

end

8. monsubE SXISHX| B At £ 0| B W7HK| A™SHE| CPUE HIE FAISHAAIL.

9. 7tUR S| AR idE 7K1 O|of CHEH putty MM E 2Z5t24H O WHES A™ELICH

Show subscriber full imsi <imsi>. -aget the call id
show logs callid <call_id>
show logs

AR ID7E UE B2 THUR MY 27t S EEIIER] st TF K| 22 B CHAl Ao BTt

o HWURL MH IPFAE Pingdl THZ! &40| U =X| EQIEHL|CH.

ping <URL IP address> ------------ from Gi context
--- ping statistics ---
3 packets transmitted, O received, 100% packet loss, time 12160ms. >.>>>> There are packet drops, now we need to check were it is dropping

2. Gl ZAHAE 0| M tracerouteE st 42 EX7H U= K| F AR LICH



traceroute <peer ip address> src <local diameter origin host ip address>

Ex: traceroute 10.52.5.49 src 10.203.144.8

3. I AKX E = elst 2T JH At SHE = el
<#root>
Show subscriber full inmsi <insi nunber>

input pkts: 455 output pkts: 474

input bytes: 75227 output bytes: 103267

input bytes dropped: 0 output bytes dropped: 0

input pkts dropped: 0 output pkts dropped: 0

input pkts dropped due to lorc : O output pkts dropped due to Torc : O
input bytes dropped due to lorc : 0

in packet dropped suspended state: 0 out packet dropped suspended state: 0
in bytes dropped suspended state: 0 out bytes dropped suspended state: 0
in packet dropped sgw restoration state: 0 out packet dropped sgw restoration state: 0
in bytes dropped sgw restoration state: 0 out bytes dropped sgw restoration state: 0
pk rate from user(bps): 18547 pk rate to user(bps): 25330

ave rate from user(bps): 6182 ave rate to user(bps): 8443

sust rate from user(bps): 5687 sust rate to user(bps): 7768

pk rate from user(pps): 13 pk rate to user(pps): 14

ave rate from user(pps): 4 ave rate to user(pps): 4

sust rate from user(pps): 4 sust rate to user(pps): 4

1ink online/active percent: 92

ipv4 bad hdr: 0 ipv4 ttl exceeded: 0

ipv4 fragments sent: 0 ipv4 could not fragment: O

ipv4 input acl drop: 0 1ipv4 output acl drop: O

ipv4 bad length trim: 0

ipv6 input acl drop: 0 1ipv6 output acl drop: O

ipv4 input css down drop: O ipv4 output css down drop: O

ipv4 input css down drop: O ipv4 output css down drop: O

ipv4 output xoff pkts drop: 0 ipv4 output xoff bytes drop: 0

ipv6 output xoff pkts drop: 0 ipv6 output xoff bytes drop: 0

ipv6 input ehrpd-access drop: 0 ipv6 output ehrpd-access drop: 0O

input pkts dropped (0 mbr): 0 output pkts dropped (0 mbr): 0

ip source violations: 0 ipv4 output no-flow drop: O

ipv6 egress filtered: 0

ipv4 proxy-dns redirect: 0 ipv4 proxy-dns pass-thru: 0

ipv4 proxy-dns drop: 0

ipv4 proxy-dns redirect tcp connection: 0

ipv6 bad hdr: 0 ipv6 bad Tength trim: O

ip source violations no acct: O

ip source violations ignored: 0

dormancy total: O handoff total: 0O

ipv4 icmp packets dropped: 0

APN AMBR Input Pkts Drop: O APN AMBR Output Pkts Drop: 0

APN AMBR Input Bytes Drop: O APN AMBR Output Bytes Drop: O

APN AMBR UE Overload Input Pkts Drop: O APN AMBR UE Overload Output Pkts Drop: 0
APN AMBR UE Overload Input Bytes Drop: O APN AMBR UE Overload Output Bytes Drop: 0
Access-flows:0



Num Auxiliary Al0s:0

4. 7tUR EBfE | S¥E F= 2 ST £ EAIE FFLCL

Show active-charging session full imsi <imsi num>

PP Dropped Packets: 0
CC Dropped Uplink Packets: 0 CC Dropped Uplink Bytes: 0
CC Dropped Downlink Packets: 0 CC Dropped Downlink Bytes: 0

5. ECSACS tlle mZ! AfA|oil CHEF show active charging B £342 £ Qlst 1 WZ! A&7k /U= X] & lgfLct 23 ohS o 2y
ol +EEIREX| HuladloldE FQlghLct.

<#root>

Show active-charging session full insi <insi num or show sub user-plane-only full callid <>

Ruledef Name Pkts-Down Bytes-Down Pkts-Up Bytes-Up Hits Match-Bypassed

dns_free_covid 4 428 4 340 8 0
icmpve 0 0 5 1423 5 0
ip-pkts 479 103670 432 74488 764 429

6. DNS 2 210| YZ =X & IELICt H335tH DNSH= EX|7F & LICt

10.60.15@.135 GTP <DNS= Standard query response @x3ad4c AAAA tracking.india.miui.com CNAME tracking-india-miui-com-1-77
42.185.241.29 GTP <DMS> Standard query @x3984 AAAA www.shcilestamp.com
42.105.241.29 GTP <DNS= Standard query @x3984 AAAA www.shcilestamp.com
42.185.241.29 GTP <DMS> Standard query @x3984 AAAA www.shcilestamp.com
42,185.241.29 DNS Standard query 8x3984 AAAA www.shcilestamp.com
42.185.241.29 DNS Standard query 8x3984 AAAA www.shcilestamp.com
42,185.241.29 DNS Standard query 8x3984 AAAA www.shcilestamp.com
42.185.241.29 GTP =DNS> Standard query @x63bb A www.shcilestamp.com
42,185.241.29 GTP <DNS= Standard query @x63bb A www.shcilestamp.com
42.185,241.29 GTP <DMS> Standard query @x63bb A www.shcilestamp.com
42.105.241.29 DNS Standard query 8x63bb A www.shcilestamp.com
42.105.241.29 DNS Standard query 8x63bb A www.shcilestamp.com
42.105.241.29 DNS Standard query @x63bb A www.shcilestamp.com

bl Standard response www,shcilestamp.com A 121.241,45.21
18.6@.158.135 DNS Standard query response @x63bb A www.shcilestamp.com A 121.241.45.21
10.60.150.135 DNS Standard query response @x63bb A www.shcilestamp.com A 121.241.45.21
18.6@.15@.135 GTP =DNS> Standard query response @x63bb A www.shcilestamp.com A 121.241.45.21
18.60.150,135 GTP <DNS= Standard query response @x63bb A www.shcilestamp.com A 121.241,45.21
18.60.158.135 GTP =DNS> Standard query response @x63bb A www.shcilestamp.com A 121.241.45.21
18.60.158.135 DNS Standard query response 0x3984 AAAA www.shcilestamp.com AAAA 64:ffOb::79f1:2d15
18.60.150.135 DNS Standard query response @x3984 AAAA www.shcilestamp.com AAAA 64:ffOb::79f1:2d15
18.608.158.135 DNS Standard query response Bx3984 AAAA www.shcilestamp.com AAMA 64:fFf9b::79f1:2d15
18.60.15@.135 GTP <DNS= Standard query response 0x3984 AAAA www.shcilestamp.com AAAA 64:FfOb::79f1:2d15
1A_RA_15A_ 138 GTR NS Standard auery reconncs Gei0Ad AAAA wuas chrilectamn. rom ARAA Ad: FFGh:-T7GF1-2d15

7. TCP ¢4 0| UE(User Equipment)t M ZHof 3o 2 MHE|RJ=X| =QlFL(ct.
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Total Dropped Packets : 132329995
Total Dropped Packet Bytes: 14250717212

Total PP Dropped Packets: 0
Total PP Dropped Packet Bytes: 0

R7Gx Rule-Matching Failure Stats:
Total Dropped Packets : 871921
Total Dropped Packet Bytes : 86859232

P2P random drop stats:
Total Dropped Packets: 0
Total Dropped Packet Bytes: O

2. show subscriber 220 2HEHE AT HIE S FQIFLICH IHZ! =80 1% OIBto|H CHR E E33 Y 7ts¥0l £222 107t ¢f

&Lt

input pkts: 455 output pkts: 474

input bytes: 75227 output bytes: 103267

input bytes dropped: 0 output bytes dropped: 0
input pkts dropped: 0 output pkts dropped: O
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ITC Packets Drop: 47235019
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