Kubernetes Pod2| =2 CPU/HIZ2 2| A E X
ol &

A0

At

a7

1. PodOi|A CPU/HIZE|7} =8 2 22!

1.1. CPUO{ CHEt B

1.2. H22|o Cift B0

2. Kubernetes ZEAM|AE T2 uQlal

2.1. CPU = £ 1} 212](/debug/pprof/profile)

2.2. W2 2| = = 1t 2 2l(/debug/pprof/heap)

2.3. Goroutine X 2 It 2/2(/debug/prof/goroutine)
2.4. Kubernetes ZEO|M ZE 37|

3. A|AE-IIO.||A-| J\Ilol- 7;|.§_

4. AXIEl _\.LE-U-I Ej. 7<E=1 o|3H

4.1, HZ2 iiﬂh%'Eo'(/debuq/porof/heao)oﬂA—I EHS E S
5. JcfofLt

5.1. CPU Z 2|

52 H=22| 2|

A7

O] E Mol ME SMF(Session Management Function) 5= PCF(Policy Control Function)2
= CNDP(Cloud Native Deployment Platform) %%ﬂ%oﬂki CPU E= HZzZ EXME &4 5}
of CHaH A efL|ch.

1. Podoi A CPU/HIZ 2|7 =2 BA &2

Ol Zxll sHZS M= Al ste{H B0 E olsliste Aol SLELICH A FHEIBEE 7|2 81
o

&
of CHEF ME2 0| 2 30i I&LICE
1.1. CPUO{ CHEF B
07| E2|HEl= M 7|2 1= o3 &t k8s-pod-cpu-usage-high .

O| Pod= CHE1t 22 Podet &&10| U&LICE smf-udp-proxy-0 ZiElo|L47} Ri&LICt. k8s_smf-udp-
proxy_smf-udp-proxy-0_smf

o] ZdEo[LA7F A O|A0 USE & 4 UAELICH st


/content/en/us/td/docs/wireless/ucc/smi/ops-guide/ucc_5g_smi_cluster_manager_ops_guide/m_cluster-manager-alerts.html
/content/en/us/td/docs/wireless/ucc/smi/ops-guide/ucc_5g_smi_cluster_manager_ops_guide/m_cluster-manager-alerts.html

alerts active detail k8s-pod-cpu-usage-high 36fbd5e0bbce

severity major

type "Processing Error Alarm"

startsAt 2024-02-23T12:45:44.558Z

source smf-udp-proxy-0

summary "Container: k8s_smf-udp-proxy_smf-udp-proxy-0_smf of pod: smf-udp-proxy-0 in namespace: smf has
labels [ "name: k8s_smf-udp-proxy_smf-udp-proxy-0_smf" "namespace: smf" "pod: smf-udp-proxy-0" 1]
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master $ kubectl get pods smf-udp-proxy-0 -n smf
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alerts active detail container-memory-usage-high 9065cb8256ba

severity critical

type "Processing Error Alarm"

startsAt 2024-04-25T10:17:38.196Z

source grafana-dashboard-sgw-765664b864-zwxct

summary "Pod grafana-dashboard-sgw-765664b864-zwxct/k8s_istio-proxy_grafana-dashboard-sgw-765664b864-zw
Tabels [ "alertname: container-memory-usage-high" "beta_kubernetes_io_arch: amd64" "beta_kubernetes_io_
annotations [ "summary: Pod grafana-dashboard-sgw-765664b864-zwxct/k8s_istio-proxy_grafana-dashboard-sg
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master $ kubectl get pods grafana-dashboard-sgw-765664b864-zwxct -n smf
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master:~$ kubectl describe pod <POD NAME> -n <NAMESPACE> | grep -i pprof
£3 of:
master:~$ kubectl describe pod udp-proxy-0 -n smf-rcdn | grep -i pprof
PPROF_EP_PORT: 8851
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CEE:

cee# show alerts active detail
cee# show alerts history detail
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General information

cee# tac-debug-pkg create from yyyy-mm-dd_hh:mm:ss to yyyy-mm-dd_hh:mm:ss



master-1:~$ kubect]l get pods <POD> -n <NAMESPACE>
master-1:~$ kubectl pods describe <POD> -n <NAMESPACE>
master-1:~$ kubectl logs <POD> -n <NAMESPACE> -c <CONTAINER>

Login to impacted pod and check top tool:
master-1:~$ kubect]l exec -it <POD> -n <NAMESPACE> bash

root@rotocol-

n0-0:/opt/workspace# top

If pprof socket is enabeled on pod:
master-1:~$ kubectl describe pod <POD NAME> -n <NAMESPACE>

master-1:~$ curl http://<POD IP>:
master-1:~$ curl http://<POD IP>:
master-1:~$ curl http://<POD IP>:
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Thislineindicates that atotal of 1549 goroutines were captured in the profile. The top frame (0x9207a9) shows that the function
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| grep -i pprof

<PPROF PORT>/debug/pprof/goroutine?debug=1
<PPROF PORT>/debug/pprof/heap
<PPROF PORT>/debug/pprof/profile?seconds=30
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google.golang.org/grpc.(* addrConn).resetTransport is being executed, and the line number in the source code is clientconn.go: 1164 .

ZTAHO: 200)2 AlE St Zf M2 Goroutine2| ABH TS LIEFHLIC.

goroutine profile: total 1549
200 @ 0x4416c0 0x415d68 0x415d3e 0x41l5a2b 0x9207aa 0x46f5el

# 0x9207a9

google.golang.org/grpc. (*addrConn) .resetTransport+0x6e9

/opt/workspace/gtpc-ep/pkg/

Thefirst line in each section shows the number of goroutines with the same stack trace. For example, there are 200 goroutines with the same

stack trace represented by memory addresses (0x4416¢0 , 0x415d68, and more.). The lines that start with # represent the individual frames of

the stack trace. Each frame shows the memory address, function name, and the source code location (file path and line number) where the

function is defined.

200 @ 0x4416c0 0x45121b 0x873ee2 0x874803 0x89674b 0x46f5el

# 0x873eel
# 0x874802
# 0x89674a

92 @ 0x4416c0
# 0x873eel
# 0x874802
# 0x897b2a

google.golang.org/grpc/internal/transport
google.golang.org/grpc/internal/transport
google.golang.org/grpc/internal/transport

0x45121b 0x873ee2 0x874803 0x897b2b 0x46f5el
google.golang.org/grpc/internal/transport
google.golang.org/grpc/internal/transport
google.golang.org/grpc/internal/transport
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. (*controlBuffer).get+0x121
. (*1oopyWriter).run+0xle?2
.newHTTP2Client.func3+0x7a

. (*controlBuffer).get+0x121
. (*1oopyWriter).run+0xle?2
.newHTTP2Server. func2+0xca

/opt/workspace
/opt/workspace/g
/opt/workspace/

/opt/workspace
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sum(cpu_percent{service_name=~"[[microservice]]"}) by (service_name,instance_id)
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sum(increase(mem_usage_kb{service_name=~"[[microservice]]"}[15m])) by (service_name,instance_id)
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