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[1i-context]<hostname>(config-ctx)# |awful-intercept tcp event-delivery

dest-addr - Destination |IP address where the intercepted informati on needs to be forwarded.
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[l ocal ] <host nane># show | icense information | grep -i |awf ul

Monday Decenmber 10 01:54: 13 UTC 2018

Lawful Intercept [ ASR5K- XX- CSXZZLI ]

+ Enhanced Lawful Intercept [ ASR5K- XX- CSOZZELI / ASR5K-00- CS00XZI ]
Persistent Lawful Intercept [ ASR5K- XX- CS1ZZPLI ]

Segregating Lawful Intercept Context based on Count [ ASR5K- XX- PWKZZI CS ]
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[1 ocal ] <host nane># context i

[1i]<hostnane># config

[1i]<hostname>(config-ctx)# |awful -intercept tcp event-delivery

dest-addr - Destination |IP address where the intercepted informati on needs to be forwarded.
====> customer do see only this option

[1i]<hostname>(config-ctx)# |awful -intercept tcp event-delivery buff
Unknown command - "buff", unrecognized keyword

T 74122 0l Hoil THa Ol9h 22 CLIE 2r2 5H24T "buffer” 7I9I= 7 ZBEl S48 2 20|
Feuc

configure

cont ext

lawful -intercept tcp event-delivery buffer max-linmt <1000 ... 50000>
end
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[1 ocal ] <host nane>(confi g)# context | ocal
[l ocal ] <host nane>(config-ctx)# adm nistrator |li-adm n password *** |i-administration ftp
[l ocal ] <host name>(confi g-ctx)# end

[l ocal ] <host nane>(config)# context |i

[1i]<hostname>(config-ctx)# adm nistrator |i-admn password *** ftp |i-admnistration

<we renoved li-admn fromlocal context to add dedicated |Ii which will help us to enable the
segregate the |i context from|local context >

[l ocal ] <host nane>(config-ctx)# no admi nistrator |i-admn

[l ocal ] <host name>(confi g-ctx)# exit

[l ocal ] <host nane>(confi g)# dedi cated-1i context i

Warning: Creating a dedicated LI context is a permanent configuration setting
Info: Context |i is dedicated to Lawful-Intercept configuration

Info: Undefined ACLs will be set to deny-all within this context

[1'i]<hostname>(config-ctx)#
[1i]<hostname>(config-ctx)# access-list undefined permt-all
[1i]<hostname>(config-ctx)# end

o & &0, li-admin AAEXHE AtEstod 2018 O S Hedt 2RE M € & U&LICH

<| ocal - node><host nanme>$ ssh li-adminelie@

Cisco Systems QvPC-SI Intelligent Mbile Gateway



li-admin@i @a. bb. cc.dd' s password:

Last login: Wed Jan 23 17:32:31 -0500 2019 on pts/2 from 10. xx.yy. zz.
Cisco Systems QPC- SI

Lawful Intercept Interface

No entry for termi nal type "xterm 256col or";

using dunb term nal settings.

[1i] # configure

Warning: One or nore other administrators may be configuring this system
[1i]

buffer - This is used to configure the LI buffering >>>>>>> We can see the buffer option now.
dest-addr - Destination |IP address where the intercepted informati on needs to be forwarded.
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