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<#root>
(Cisco Controller) >
apci scoshel

I''Warning!!: You are entering ap shell. This will stop you from establishing new telnet/SSH/Web session
Also the exsisting sessions will be suspended till you exit the ap shell.
To exit the ap shell, use 'logout'

User Access Verification
Username:

adm n

Password:

*kkkkkkk*k

RAP>

| ogout

(Cisco Controller) >
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#show run interface Gig 0/1

Current configuration : 205 bytes

|
interface GigabitEthernet0/1
description Laptopl
switchport access vlan 39
switchport mode access

end
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Swi tch2

#show run interface Gig 0/8

Current configuration : 205 bytes
|
interface GigabitEthernet0/8
description Laptop?2
switchport access vlan 39
switchport mode access
end

APV H4ZAEl AQ|x| ZEE 7|2 VLANO| 392 MA = ExHg Ryt Euct

<tfroot>
Switchl

#show run interface Gig 0/8
Building configuration...

1

interface GigabitEthernet0/8
description 1542-1 (RAP)
switchport mode trunk
switchport trunk native vlan 39
end

<ttroot>
Swi t ch2

#show run interface Gig 0/1
Building configuration...

|

interface GigabitEthernet0/1
description 1542-1 (RAP)
switchport mode trunk
switchport trunk native vlan 39
end
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22 0|0|X|E AS= AP2| show HHA of:

cisco AIR-AP15621-E-K9 ARMV7 Processor rev 1 (v71) with 1028616/605344K bytes of memory. Processor board ID FCZ21502099 AP
Running Image : 8.5.151.0 Primary Boot Image : 8.5.151.0 Backup Boot Image : 0.0.0.0 1 Gigabit Ethernet interfaces 2 802.11 Radios Radio
Driver version : 9.0.5.5-W8964 Radio FW version : 9.1.8.1 NSSFW version : 2.4.26
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AP#show version . .. AP Running Image : 8.10.185.0 Primary Boot Image : 8.10.185.0 Backup Boot Image : 8.10.185.0.. .. . AP Image type:
MOBILITY EXPRESS IMAGE AP Configuration : MOBILITY EXPRESS CAPABLE

1542-2(MAP)0|| Z&& capwap O|O|X| CIREE
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#capwap ap ip 192.168.1.202 255.255.255.0 192.168.1.1
#archive download-sw /reload tftp://192.168.1.100/aplg5-k9w8-tar.153-3.JK9.tar

AP7} 4 0|=E& +&et CIZ HFEZELICH show version HEE AHE5H0{ FB0I=7H H3

MAP#

show versi on

AP Running Image : 8.10.185.0

Primary Boot Image : 8.10.185.0
Backup Boot Image : 8.8.125.0

AP7t AR|x| 10i M BEIE|1 A X| 204 CHA| AZELICH.
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Aironet 15421 Outdoor Access Point

Release 8.10.185.0 Related Links and Documentation
S Release Notes for 8.10.185.0

File Information Release Date Size

Cisco 1540 Series Mobility Express Release 8.10 Software,to be 24-Mar-2023 60.80 MB s
used for conversion from Lightweight Access Points only.
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AIR-AP1540-K9-ME-8-10-185-0.tar
Advisories 7

Cisco 1540 Series Mobility Express Release 8.10 Software. Access  24-Mar-2023 503.27 MB +
Point image bundle, to be used for software update and/or

supported access points images.

-

AIR-AP1540-K9-ME-8-10-185-0.zip
Advisories [
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CISCO

Cisco Aironet 1542 Series Mobility Express

Welcome! Please start by creating an admin account.

The same credentials will be used for Access Point
SSH login.

Start

Mobility Express AP2| A|AE] O]
C}. ofl: MobilityExpress-WLC
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CISCO

System Name

Country

Date & Time

Timezone

NTP Server

Cisco Aironet 1542 Series Mobility Express

ME

Netherlands (ML) -
11/05/2019 10:31:31
Amsterdam, Berlin, Rome, Vienna -
(optional)

(:) Enable IP Management(Management Network)

Management IP Address

Subnet Mask

Default Gateway

Mesh

192.168.1.200
255.255.255.0

192.168.1.1

@

Enable DHCP Server (Management Network)

HER/Z o|F HESZ O|§S YU=FLCt

H of CHS 2 MEfELICH EECHR 552 WPA2 71¢l
<= Hot 2%

of s PSK(Pre-Shared Key)E X|&&fL|Ct

ot 5 &0 ets & CHAl 1235t #elgtLch.
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|I|Il||l| i
cisco K

1 Set Up Your Controller

2 Create Your Wireless Networks

Employee Network

Metwork Name = Employee

Security  WPA2 Personal -

Passphrase | ssesss

Confirm Passphrase | sssseae

T2 MY Hol M RF Oi7Hi#H e %|M3t £2H0IH7F HIE E3HE| T Next(CHS)E 2 =g LT



Cisco Aironet 1542 Series Mobility Express

N
CISCO
1 Set Up Your Controller

2 Create Your Wireless Networks

3 Advanced Setting

a RF Parameter Optimization

M WLC7} RHE EIE L}
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CISCO

Thiy ControBer has bean fully confguned and will restart in G0 seconds,

Noxt Steps:
After the controller is restafied, it wil be accessible from the network by going io this URL -
hitps: Ff193 168.1.500

LEtmane  asdmin
Sysem Mama ME
Country  Nethedands (ML)
Dala & Tera 1100572015 10:31:30
Timazone  Amstardam, Berlin, Rome, Vienna
NTP Sarneer -

Managoement IP Address  192.188.1.200
Managerment IP Subnet  285.255.955.0

Maragomant IP Growary 192156811
Wik Yias

T convoser v

v [E—_——

Mobwork Mafme  Employss
secuty WPAZ Parsgnal
Passphrase:

Z7} HIA| ZAz| s o|M

HA| 138 MX5H7| ol MAPZ flex-bridge 2EZ B4&HsoF SfLICH X 7| ZT|zao|4 Soi o
Al E40| Z3tEl A2 RAPE 0|0| flex-bridge 2 E04| & LICH O 22 CLIOIM =& =
&Lct.

<ttroot>
MAP#

capwap ap node flex-bridge



MAP#[*11/05/2019 18:26:28.1599] AP Rebooting: Reset Reason - AP mode changed

MAP topO| ME ZAE E240f = Qlst2{td #&to| {040k LIt MAPOIA O] IE{H| 0| A 2 mac

FAE HELOH

<#root>

MAP#

show interfaces wired O

wired0 Link encap:Ethernet HWwaddr

00: EE: AB: 83: D3: 20

inet addr:192.168.1.202 Bcast:192.168.1.255 Mask:255.255.255.0
UP BROADCAST RUNNING PROMISC MULTICAST MTU:1500 Metric:1

RX packets:183 errors:0 dropped:11 overruns:0 frame:0

TX packets:192 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:80

RX bytes:19362 (18.9 KiB) TX bytes:22536 (22.0 KiB)

S 10| M https://192.168.1.2002 S5 ME HEZ2] 2 QIE{H|0|A 0| HMAEHLICH Expert 2=
7t EEE|H(LE R of B Wireless settings(F 41 447) of2ioll HIA| B 0| LIEFELICE mac
filtering OF2H0l A MAP2| O|CH! MAC FAE F7HEHLICH

e b RS Q A o B[=]= #

& Monitoring

£+ Wireless Settings
N WLANS

' Access Points

L Access Points
Groups

& WLAN Users

General Mesh RAP Downlink backhau Convergence Ethernet bridging Security ilterin
& Guest WLANS i ' f - g ging § y | MAC Filtering

@ DHCP Server
O

@ Add MAG Address Rafresh T ? Humber of Blacklist:0 Number of Whitelist:0

M anagement

MAC Address Type Profile Name Description

l" Services

-‘& Advanced


https://192.168.1.200

Add MAC Address

MAC Address 00:EE:AB:83:D3:20
Description MAP (2
Type WhiteList v

Profile Name Any WLAN/RLAN v

2 7: MEWLCO| ZQIE|E HE|X| = Z8A HE|X| 2EQ| B E 54 APO|E HEH0| H04
Z|oqoF gLt

Ol MHYst 2oz o4 @13 E M™sHor #LICH MAP F[o = M ZE2t0|MET HA| J3E
S5 ECHE S ™ME5iEd™H MAP2| Wireless Settings(FM M%) > Access Points(AMA Z2IE) >

MAP > Mesh(H| Al)0d| A Ethernet Bridging(OICH! £ 21&)2 & A3}5HoF gLCt.



RAP(Active Controller)

General Controller Radio 1 (2.4 GHz) Radio 2 (5GHz) Mesh

AP Role Root

Bridge Type | (11
Bridge Group Name

Strict Matching BGN [ | )

Daisy Chaining | -‘f__q
Preferred Parent

Backhaul Interface | mﬂﬂﬂﬂg

Bridge Data Rate (Mbps) aulo

—
Install Mapping on Radio [ |
Backhaul "-“15;}

Ethernet Link Status [ uP

PSK Key TimeStamp | Dslete PSK
Mesh RAP Downlink backhaul &

@5 GHz 02.4 GHz

Ethernet Bridging
state ()

Acti... Interface Name Oper Status Mode VLAN Id

Ea. GigabitEthernetd up Access 4]

Cancel

HIAl Y37} 5GHz CHIS AL st B2 B0l ALK ol BEE e 4 laLich RAPT} 20|
Cf OlHIE & SA|shed CHE a2 ME-EILICH RAP7H MAPO] Ao REHE 2 Ualz = A
o H7 U2 B A8sHE 40| TALICH 0T 53 MAPOIA AR TH5 8t BE M HAME

et ieaz S AlZtol 34 BSELICH

General Mesh RAP Downlink backhaul Convergence Ethernet bridging Security MAC Filtering

Mode | Standard v

Channel Change Notification O

Background Scanning ( 19



CtE2 S elefLCt

show mesh ap summary BHEE A=H5t0{ MAP7} ZQIE[R=X] & QIE

<#root>
(Cisco Controller) >

show nesh ap sumary

AP Name AP Model BVI MAC CERT
RAP AIR-AP1542I-E-K9 00:fd:22:19:8c:f8 11:22:33
MAP AIR-AP1542D-E-K9 00:ee:ab:83:d3:20 11:22:33
Number of Mesh APs.........ciiiiiiiinrnnnnnnnnnnn 0
Number of RAPS...... ..o i it i nnneenns 0
Number of MAPS. ..... it i et e nnneennns 0
Number of Flex+Bridge APS.........cciiiiiiinnnnnnn 2
Number of Flex+Bridge RAPS.........civviiiinnnnnn 1
Number of Flex+Bridge MAPS.........cvvviiinnnnnn 1

MAC Hop Bridge Group Name
:44:55:66 O default
:44:55:66 1 default

237t ECiEE Shtet=X| EHAEST| flol #& 10l & 22 pings A& LICH

<#root>
VAPEROVI:~ vaperovi$

ping 192.168. 1. 101

PING192.168.1.101 (192.168

64 bytes froml192.168.1.101:
64 bytes froml192.168.1.101:
64 bytes froml192.168.1.101:

2o oAl @371 dYE 08 MAP EE= RAP IP A E ping

=X &4
MAP/RAP 0| A
- HA| OHIE C|H2

L} WLC:

.1.101): 56 data bytes

icmp_seq=0 tt1=64 time=5.461 ms
icmp_seq=1 tt1=64 time=3.136 ms
icmp_seq=2 tt1=64 time=2.875 ms

 debug capwap events enabl e

« C|H{ capwap 2F

243t



- CIHI HIA| O|HIE

MAPO{| A £

<{froot>

=
=

=

—

| A4

MAP#debug mesh events
Enabled all mesh event debugs

[*11/05/2019 18:28:24
[*11/05/2019 18:28:24

Starting regul ar seek

L S e T e Y s Y s TN s N sy Y s TN s Y s TN s Y I s Y sy I s N s Y s T s Y s Y s Y sy Y s N sy Y s N s Y s Y s B sy |

[ T s T s Y s Y s I s N sy Y s T s Y s Y s N sy I s Y s B
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*11/05/2019
*11/05/2019
*11/05/2019

*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019

18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:

18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
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28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:

28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:

24,

06

06.
06.

06

06.
06.

07

08.
08.

08

09.
09.
10.
11.
11.

11

11.
13.

13

13.
13.

13

15.
15.

15

15.
15.

35

35.
35.

36

37.
37.

37

37.
37.

37

37.
37.

37

38.

248t
xjol mol 2 M2 of (UL HAIXIE B0l glonz 4

.5699]
.5699]

5699]
.5499]
5499]
5699]
.5699]
5699]
5699]
.2099]
5499]
7899]
.7899]
0399]
2099]
7899]
0199]
0399]
.2099]
3099]
0199]
.2099]
2499]
3099]
.5599]
2099]
2499]
.5099]
5599]
8099]

.7999]
8199]
8199]
.6699]
5099]
5099]
.5099]
5099]
5099]
.5099]
5199]
5199]
.5199]
6699]

x4
(=]

E):

EVENT-MeshRadioBackhaul[1]: Sending SEEK_START to Channel Manager

EVENT-MeshChannelMgr[1]:

EVENT-MeshChannelMgr[1]: channels to be seeked: 100
EVENT-MeshChannelMgr[0]: start scanning on channel 1.

EVENT-MeshChannelMgr[1]: start scanning on channel 100.
EVENT-MeshRadioBackhaul[1]: Sending ADD_LINK to MeshLink
EVENT-MeshAwppAdj[1][D4:78:9B:7B:DF:11]: AWPP adjacency added channel(100)
EVENT-MeshRadioBackhaul[1]: Sending ADJ_FOUND to Channel Manager 0x64

EVENT-MeshChannelMgr[1]: Adj found on channel 100.
ipv6 gw config loop in Ac discovery
EVENT-MeshChannelMgr[0]: scanning timer expires.
EVENT-MeshChannelMgr[0]: continue scanning on channel
EVENT-MeshChannelMgr[1]: scanning timer expires.
EVENT-MeshChannelMgr[1]: continue scanning on channel
ipv6 gw config loop in Ac discovery
EVENT-MeshChannelMgr[0]: scanning timer expires.
EVENT-MeshChannelMgr[0]: continue scanning on channel
EVENT-MeshChannelMgr[1]: scanning timer expires.

ipv6 gw config loop in Ac discovery
EVENT-MeshChannelMgr[1]: continue scanning on channel
EVENT-MeshChannelMgr[0]: scanning timer expires.

ipv6 gw config loop in Ac discovery
EVENT-MeshChannelMgr[0]: continue scanning on channel
EVENT-MeshChannelMgr[1]: scanning timer expires.
EVENT-MeshChannelMgr[1]: continue scanning on channel
ipv6 gw config loop in Ac discovery
EVENT-MeshChannelMgr[0]: scanning timer expires.
EVENT-MeshChannelMgr[0]: continue scanning on channel
EVENT-MeshChannelMgr[1]: scanning timer expires.
EVENT-MeshChannelMgr[1]: continue scanning on channel

EVENT-MeshChannelMgr[1]:
EVENT-MeshChannelMgr[0]: abort scanning.

2.

104.

108.

112.

116.

Mesh BH requests to switch to channel 100, width 2

EVENT-MeshChannelMgr[0]: Set to configured channel 1, width 20 MHz

ipv6 gw config loop in Ac discovery

EVENT-MeshRadioBackhaul[1]: Sending LINK_UP to MeshLink
CRIT-MeshLink: Set Root port Mac: D4:78:9B:7B:DF:11 BH Id: 2 Port:54 Device
EVENT-MeshLink: Sending NOTIFY_SECURITY_LINK_UP to MeshSecurity

EVENT-MeshSecurity:
EVENT-MeshSecurity:
EVENT-MeshSecurity:
EVENT-MeshSecurity:
EVENT-MeshSecurity:
EVENT-MeshSecurity:
ipv6 gw config loop in Ac discovery

Opening wpas socket
start socket to WPA supplicant

Intermodule message NOTIFY_SECURITY_LINK_UP
Start full auth to parent D4:78:9B:7B:DF:11
start_auth, Parent(D4:78:9B:7B:DF:11) state changed to

MeshSecurity::wpas_init my_mac=00:EE:AB:83:D3:20, usern
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*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019

18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:

28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:

40.
40.
40.
40.
40.
40.
40.
40.
40.
40.
40.
40.

6699]
6799]
6899]
6899]
6899]
6899]
6899]
6899]
6899]
6899]
6899]
6899]

state changed to STATE _RUN

[¥11/05/2019 18:28:40.6899]
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*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019

18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:

28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:

Di scovery Response

45.
45.
45.
45.
45.
46.
47.

47

47

from 192.

6799]
6799]
6899]
6899]
7099]
9699]
3999]

.4599]
47.
47.
.4899]

4599]
4599]

ipv6 gw config loop in Ac discovery

EVENT-MeshSecurity: Generating pmk rO as child(D4:E8:80:A0:D0:B1)
EVENT-MeshSecurity: pmk(eap) r0 generated for D4:78:9B:7B:DF:11: 5309c9fb 0
EVENT-MeshSecurity: EAP authentication is done, Parent(D4:78:9B:7B:DF:11) s
EVENT-MeshSecurity: Child(D4:E8:80:A0:D0:B1) generating keys to Parent D4:7
EVENT-MeshSecurity: Processing TGR_AUTH_RSP, Parent(D4:78:9B:7B:DF:11) stat
CRIT-MeshSecurity: Mesh Security successful authenticating parent D4:78:9B:
EVENT-MeshLink: Mac: D4:78:9B:7B:DF:11 bh_id:2 auth_result: 1
EVENT-MeshLink: Sending NOTIFY_SECURITY_DONE to Control

EVENT-MeshLink: Mesh Link:Security success on parent :D4:78:9B:7B:DF:11
EVENT-MeshLink: Uplink Auth done: Mac: D4:78:9B:7B:DF:11 Port:54 Device:DEV
EVENT-MeshSecurity: Processing TGR_REASSOC_RSP, Parent(D4:78:9B:7B:DF:11)

EVENT-MeshAwppAdj[1][D4:78:9B:7B:DF:11]: auth_compTlete Result(PASS)

CAPWAP State: Discovery

Discovery Request sent to 192.168.1.200, discovery type STATIC_CONFIG(1)
Discovery Request sent to 192.168.1.200, discovery type STATIC_CONFIG(1)
Sent Discovery to mobility group member 1. 192.168.1.200, type 1.

Discovery Request sent to 255.255.255.255, discovery type UNKNOWN(CO)

AP GW IP Address updated to 192.168.1.1

Flexconnect Switching to Standalone Mode!

EVENT-MeshLink: Sending NOTIFY_CAPWAP_COMPLETE to Control
EVENT-MeshControl: Capwap Complete Notification: bh:2 Result:2
EVENT-MeshControl: Received CAPWAP Disconnect for: bh_id(2), D4:78:9B:7B:DF

168. 1. 200

Adding Ipv4 AP manager 192.168.1.200 to least load

Lo T s TN s T s T s N sy Y T s N s T s oy I s M |

*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/06/2019
*11/06/2019
*11/06/2019
*11/06/2019
*11/06/2019
*11/06/2019
*11/06/2019
*11/06/2019
*11/06/2019

18:
18:
18:
18:
13:
13:
13:
13:
13:
13:
13:
13:
13:

28:
28:
28:
28:
23:
23:
23:
23:
23:
23:
23:
23:
23:

CAPWAP data tunnel
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*11/06/2019
*11/06/2019
*11/06/2019
*11/06/2019
*11/06/2019
*11/06/2019
*11/06/2019
*11/06/2019

13:
13:
13:
13:
13:
13:
13:
13:

23:
23:
23:
23:
23:
23:
23:
23:

55.
55.
55.
55.
36.
36.
36.
36.
36.
36.
36.
36.
36.

1299]
1399]
1399]
1399]
0000]
0000]
0000]
8599]
8599]
8599]
8699]
8899]
8899]

WLC: ME ApMgr count 1, ipTransportTried 0, prefer-mode 1, isIpv4OrIpv6Stati
IPv4 Pref mode. Choosing AP Mgr with index 0, IP 192.168.1.200, load 1, AP
capwapSetTransportAddr returning: index 0, apMgrCount 0O

CAPWAP State: DTLS Setup
DTLS connection created sucessfully Tocal_ip: 192.168.1.202 Tocal_port: 524
Dtls Session Established with the AC 192.168.1.200, port 5246

CAPWAP State: Join

Sending Join request to 192.168.1.200 through port 5248
Join Response from 192.168.1.200

AC accepted join request with result code: 0

UPDATE to forwarding SUCCEEDED

37.
37.
37.
37.
37.
37.
37.
37.

4999]
4999]
4999]
5099]
5099]
6399]
6499]
6499]

Starting Post Join timer

CAPWAP State: Image Data

AP image version 8.10.105.0 backup 8.8.125.0, Controller 8.10.105.0
Version 1is the same, do not need update.

do NO_UPGRADE, partl is active part

CAPWAP State: Configure



[*11/06/2019 13:23:37.6599] DOT11_CFG[0] Radio Mode is changed from Remote Bridge to Remote Bridge

L T e Y s T s T s N sy I T s T

*11/06/2019 13:23:38.7799] DOT11_CFG[0]: Starting radio O

*11/06/2019 13:23:38.7799] DOT11_CFG[1]: Starting radio 1

*11/06/2019 13:23:38.8899] EVENT-MeshRadioBackhaul[0]: BH_RATE_AUTO

*11/06/2019 13:23:38.8899] EVENT-MeshSecurity: Intermodule message LSC_MODE_CHANGE
*11/06/2019 13:23:38.9099] CAPWAP data tunnel UPDATE to forwarding SUCCEEDED
*11/06/2019 13:23:38.9999] Setting Prefer-mode IPv4

*11/06/2019 13:23:39.0499]

*11/06/2019 13:23:39.0499]

CAPWAP State: Run

[¥11/06/2019 13:23:39.0499] EVENT-MeshCapwap: CAPWAP joined controller
[*11/06/2019 13:23:39.0599] CAPWAP moved to RUN state stopping post join timer
[*11/06/2019 13:23:39.1599] CAPWAP data tunnel ADD to forwarding SUCCEEDED
[*11/06/2019 13:23:39.2299]

AP has joined controller ME

[¥11/06/2019 13:23:39.2599]

Fl exconnect Switching to Connected Mde
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