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S112 LTE(Long Term Evolution) W E £ 30 A MME(Mobility Management Entity) 2}
SGW(Serving Gateway)E 145t= 2IE{H 0|AO|Ct RIE{H|O|A= Gn EE= GTP-C(GPRS
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_1] Assign EPS Bearer ID ™

) 2) P-GW selg_tlion by HSS or MME =

i 3) Create Session R
IMSI, EPS Bearer 1D, P-GW IP, APN, Subscribed Profile (QCI, ARP, APN-AMBR (UL/DL)), ECGI, Tal

4) Create Session Request
IMSI, EPS Bearer |D, 55 51GW TEID, APN, Subscribed Profile (QCI, ARP, APN-AMBR (UL/DL)), ECGI, TAI

5)
Q
Create 55 TEID (DL) Receive S5 TEID (DL)
=, 6) UE IP address allocation

7) Indication of IP-CAN Session Establishment (CCR)
IMSI, UE IP, PDN ID (APN), Subscribed QoS Profile (QCI, ARP, APN-AMBR (UL/DL)),
ECGI, TAI

£) Profile Request

9) Profile Response

IMSI, Access Profile
10) Policy Decision =

11) Acknowledge of IP-CAN Session Establishment (CCA)

IMSI, PCC Rule {SDF Fitter, QCl, ARP, APN-AMBR (UL/DL),

Charging=0ffline, Change Reporting Action (Start Reporting ECGI, TAI)
12) Policy Enforcement (Install Policy Rule) ™

13) Create Session ResEonse
UE IP, EPS Bearer ID, S5 P-GW TEID, Authorized Qo5 Profile (QCI, ARP, APN-AMBR (UL/DL)),
TFT (UL), Change Reporting Action (Start Reporting ECGI, TAl)

W9 [
Receive 55 TEID (DL) Create S5 TEID (UL)

() S5 Bearer Established
15) Create Session Response

UE IP, EPS Bearer ID, 51 5-GW TEID, S5 P-GW TEID, Authorized QoS Profile (QCI| ARP, APN-AMBR (UL/DL)),
16) 55 P-GW TEID will be used for TFT (UL), Change Reporting Action (Start Reporting ECGI, TAI)
TAU in case of 5-GW relocation ™

18) MME shall set the UE-AMBR to the sum 17) ®
of the APN-AMBR of all active APNs Create 51 TEID (UL)
_up to the value of the subscribed UE-AMEBR .

EPS MM d78:

S11 KPI & XM3l= CSR A0l HIS CSR(Create Session Requests) 745 7} Cf Bt O] L}E}
oy gHaHEILICH CSR2 22 A eloloqof g LCt.

KPIE S8ote O ALRElS ZAlg &1 ZAl ZEE 2E 71268 7|26t 2 A5 x{stel 240l
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S11 ASR (SPGW) = ((tun-sent-cresessrespaccept+ggsn_tun-sent-cresessrespdeniedUserAuthFailed+tun-sent-c

PDN Connectivity Success Rate (MME) : ((%esmevent-pdncon-success¥%) + (%esm-msgtx-pdncon-rej%))*) / (%es
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Raw Bulkstat 7} 2E{ 2!

EM7E UE 7|7t St 302 ZHHAS 2 = E0| A SSD(Show Support Details) QIAEIA 271
HHx{3FL|C}.
Syslogs2| H2l= Hs X{5t7t &dlst7| 2A[ZF R E] F4RH AlZH7FK|mon sub/pro traces@l L

logging monitor msid <imsi>.
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bulkstatsE £44504 S11 KPI S A0 Z & El Z 71 2E{Q| KPI FAMI& "I+t

EA7I e d™Ho KPP FME EA7I e YHO KPIQF H| W gLt

HOIE EX U= Bulkstat 7H2E{7 E&E 7IEL 2 o{EH HolzleX| 4HED miEHE M

358 HHACZ oft{ H S S Sall =0 6ZE B AR E S HFLCH

MEZ O E EtHAR T o = &E F SSD 7+o| A B Abr ol HELE BME = &Lich
AR E KPL E3to| YIS 2 0474 4= QUCh B E A4 Al Abofl CHEt XtMIEH LHE 2 Cisco 84 & 7+2H
(https://www.cisco.com/c/en/us/td/docs/wireless/asr_5000/21-23/Stat-Count-Reference/21-23

|:é|;_:_|.7l-o

HA —

show session disconnect-reasons verbose

5 == S et egtp SHE &QIFLIC

show egtpc statistics interface sgw-ingress path-failure-reasons
show egtpc statistics interface sgw-ingress summary

show egtpc statistics interface sgw-ingress verbose

show egtpc statistics interface sgw-ingress sessmgr-only

show egtpc statistics interface sgw-egress path-failure-reasons
show egtpc statistics interface sgw-egress summary

show egtpc statistics interface sgw-egress verbose

show egtpc statistics interface sgw-egress sessmgr-only

~-- PGW end -----

show egtpc statistics interface pgw-ingress path-failure-reasons
show egtpc statistics interface sgw-ingress summary

show egtpc statistics interface sgw-ingress verbose

show egtpc statistics interface sgw-ingress sessmgr-only

3-show-comman...)& &t


https://www.cisco.com/c/en/us/td/docs/wireless/asr_5000/21-23/Stat-Count-Reference/21-23-show-command-output/m_showsession.html
https://www.cisco.com/c/en/us/td/docs/wireless/asr_5000/21-23/Stat-Count-Reference/21-23-show-command-output/m_showsession.html

- MME end -----

show egtpc statistics interface mme path-failure-reasons
show egtpc statistics interface mme summary

show egtpc statistics interface mme verbose

show egtpc statistics interface mme sessmgr-only

6. ENE Yo 7le EY FIREE Al 0l = mon-sub/mon-pro S&F X2 Hx{5t0{ KPl X{5E Yo r|= EH 3l 582
RIS 2245t 0 Aledatof BfLIC =8t Q| E2 AFS 50 Wireshark XS 7hxet O REMIS Mg s3e 4 laLich

monitor subscriber with options 19, 26,33, 34, 35, 49,A,S, X, Y, verbosity +5 during the issue.
mon-pro with options 19, 26,33, 34, 35, 49,A,S, X, Y, verbosity +5 during the issue if no mon-sub is present.

More options can be enabled depending on the protocol or call flow we need to capture specifically

KPI X{stel |4 WEEZ 2l5 mon-sub®t 22 FHE AXME & e 2 it Al2™” =& ClHa 23 & ZX{sHok & LICH 017

= - o
ofl= sessmgr & egptcoll CHEF CIH 218 Wxistn LR B2 Hol=9iold E22E Wxists Sol gL

logging filter active facility sessmgr level debug
logging filter active facility egtpc level debug
logging filter active facility sgw level debug
logging filter active facility pgw level debug

logging active ----------------- to enable
no logging active ------------- to disable

Note :: Debugging logs can increase CPU utilization so need to keep a watch while executing debugging logs

logging enable-debug facility sessmgr instance <instance-ID> eventid 11176 line-number 3219 collect-cores 1

For example :: consider we are getting below error log in debug logs which we suspect can be a cause of issue
and we don;t have any call trace

[egtpc 141027 info] [15/0/6045 <sessmgr:93> _handler_func.c:10068] [context: INLAND_PTL_MMEQL, contextID: 6] [software internal user syslog] [mi
So inthis error event

facility :: sessmgr
event ID = 141027



line number = 10068
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show crash 1list

« CtO|MlA -E—Xﬂﬂ gF M= x| 2 olsl A Al 2. SPGW(Serving Packet Data Gateway) 2| 2HO|MIA T} Bt2 £|H ] 0| M 5312 4
et = gloo2 3517 Anista S11 485 X6t = A S22 olo{&Lch
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show resource info

« HI2E| EE CPU AFS 0| B0} 0421 esmgr QIAEIATE H1/ Qb MEHO] QUS| EHOISHAIAIR. 0213 QATAT} YUHE|H
ST 71 2ol M S8t AR EI= x| 2ol

« CIHI 220f 4] ofil QIE{H Ol A0IM B3 75 QR E WEX| HOIg 4 UALICH

"sgw-egress’ ZAEHAE 0| M S 7t URI0] CHaH 40| S8 HE 277 LM £ "sgw-ingress' ZAEIAE 0| M S8 7HUXIIH 7
E&|= 39 PGW(Packet Data Gateway) 2| 7{E 7t S11 ZHEIAE M| M SGW-> MMEZ TEEHE fFE £ 9 a LIch PGW Z 0 M
golst 2xE sHZASH7| 25 olAl o] IMSIol CHEH mon-subE AFE8E 4= QlaLich

2022-Nov-26+00:20:51.763 [egtpc 141018 unusual] [7/0/16871 <sessmgr:579> _handler_func.c:3227] [context

2022-Nov-26+00:20:51.763 [egtpc 141018 unusual] [7/0/16871 <sessmgr:579> _handler_func.c:2505] [context

o 2= KPIdipol 0424 A AR 7t JUS = U B2 MARHEE M2 & QlstT Tof et TIst ok &tot.

0 £ E04, EX IMSI(International Mobile Subscriber Identity) Al2I=2| 2F S 77} no_resource available/user_auth failured2 4= U2
M, Ol= I2MH(in-roamer) 7t AR 0|2 2 PGWO Al & Ql8Hof BfLICE SGWOIAM AlZ+O| Z3tE|= MM - E M5t J2¥remote
peer not responding O|R 7t UE &= US M, Ol= SILKPIS| X{5HE OF7|& 4= QUCH O ¥ MM sGwollM MMER
No_resource_available H{F & &= JU&LICH 0|23t HE 2 I EE= 2LIH ZE2EEE EO0|M &g = S, Create Session
Request(AMl4d 27 4d) L Create Session Responses(All4d S M4)E ME4SI0{ 0|28 HE ¥R I ET MEEl= SHIPFAE
Algdg = lgLct
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