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1. AIAAA 7|5 IPv40i| AFE El= A BIlZ E2t IPve| AFHE El= AAA(Authentication, Authorization
and Accounting)7t Q= EAE QS| H5tE O|E0 ofEE IPv4 L IPv6 EAE FAE HO|5tE O
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3. SRV BIZ=: NAPTR(Name Authority Pointer)t A/AAA BHIZE ZHoll DH &S 7| I8t ZE|Z2 AFE
=

of: A/ISRV/NAPTRO| OHEE|= WAlE = elgtL|Ct.

Mapping done with different records for TAC and APN resolution to get SGW and PWG

naptrrecord |tac-lb10.tac-hbec.tac.epc.mncXXX.mecYYY. 3gppnetwork.org a bc.gglvﬂl,epcmncm.mccmBEp pnetwork,m;g
naptrrecord |internet.apn. epc.mncXXX.mecYYY. 3gppnetwork.org def.gsw.epc.mnc){xx.mcc\"\"f.agg netwark.org

srvrecord  |abe,sgw0l.epc.mncX)0 mecYYY. 3gppnetwork.org l topoff.sgw-5558.abc.node. epc. mncXX mecYYY. 3gppnetwork. org
—

srvrecord  |def.pgw.epc.mncmecYYY.3gppnetwork.org topoff. pgw-5558.def. node.epc. mncXXX.mecYYY.3gppnetwork.org
arecord 10.100.3.68 topoff.sgw-5558.abe.node.epc. mncX0L mecYYY. 3gppnetwork.org
arecord 10.197.21.69 topoff.pgw-s558.def.node.epc. mneXXX.mecYYY.3gppnetwork.org
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SGSMN-MME DOMS Senver

i. Req (APH-FQDN)
Fesp (Services, per PGW- FODN)

2 Req(TAI)
Resp(Services per SGW-FODN)

GW Pair selection

3. Req { SGW canonical name)
Respl Services per SGW-FODMN)

4. Reg[ P&W- FODM)
Rezp (PEW IPs)

5. Ren SEW- FOD N
Resp ( SGW IPs)

o€ EH CtSat Z&Lh

Query Name: abcd.apn.epc.mncXXX.mccYYY.3gppnetwork.org

Query Type: NAPTR TTL: 515 seconds

Answer:

Order: 100 Preference: 50000

Flags: a Service: X-3gpp-pgw:X-sb-gtp:xX-s8-gtp:x-gn:x-gp

Regular Expression:
Replacement: _nodes._pgw.epc.mncXXX.mccYYY.3gppnetwork.org

Query Name: _nodes._pgw.epc.mncXXX.mccYYY.3gppnetwork.org

Query Type: NAPTR TTL: 515 seconds

Answer:

Order: 100 Preference: 50000

Flags: a Service: x-3gpp-pgw:X-s5-gtp:x-s8-gtp:x-gn:x-gp

Regular Expression: topoff.pgw- s5s8.node.epc.mncXXX.mccYYY.3gppnetwork.org

Query Name: topoff.pgw- s5s8.node.epc.mncXXX.mccYYY.3gppnetwork.org
Query Type: A TTL: 646 seconds

Answer:

IP Address: X.X.X.X
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1. APNO{| CHSH MMEOIM NAPTRE #Elst= E<? MMEOA DNS AlZh AEtE 2& Lot
.apn.epc.mncXXX.mccYYY.3gppnetwork.org

#1: String+nc-nr& 5G MH[A0| FI7HE|T MH|A QIE{H|O|AE AHE617| f{dl ZF NAPTR
RR(Resource Record)o| F7HE A 2 Xt Lt

"x-3gpp-pgw:X-s5-gtp+nc-nr:x-s8-gtp:x-gn:x-gp"

& 1: +nc-nr2 5G MH|AE 7|2 2 5= M EA1QE0|=2 2 MMEZF DNS #EIE Mt
MMEOIAM EH MH|A T} EMHSIEIAREXR| R E &Ql5t7| fa SEHS v W MMEZF O] A
HIAE X|8HoF ghL|Ct.

[gn] SGSN-MME# dns-client query client-name dnsclient query-type NAPTR query-name
abcd.apn.epc.mncXXX.mccYYY.3gppnetwork. org

Wednesday October 27 17:06:20 ICT 2021

Query Name: abcd.apn.epc.mncXXX.mccYYY.3gppnetwork.org

Query Type: NAPTR TTL: 0 seconds

Answer: -Negative Reply-

Failure Reason: DNS query timed out
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MME7} DNS7} "Message is truncted(lHIAIXIﬂ AAGLICH'RE 82 EUWe= #H2lE ¢HE [ DNS

o = (=) =| — =
8 MMEE 7[Rt 2 TCP @42 AlEfst= CHE HETL EﬁgI—IEP.
I 31 2021-08-82 10:24:12.535211 DNS 117 Standard guery Bxffd5 NAPTR internEt.apn.e;u:.mncae3,mcc262,3gppnetunr‘k.org oPT =

32 2021-88-82 18:24:12.53%293 DNS Standard query response 8xffd5 NAPTR internet.apn.epc.mnc@@3.mcc262.3gppnetwork.org OPT

35 2921-9B8-82 19:24:12.548338 TCP 66 47684 » 53 [ACK] Seq=1 Ack=1 Win=18432 Len=@ T5wal=2577277423 TSecr=384894864

v
36 2921-88-92 18:24:12.554558 DNS 143 Standard query 8xffd5 NAPTR internet.apn.epc.mnc@83.mcc262.3gppnetwork.org OPT =
37 2021-08-92 10:24:12.55457@  TCP 66 53 + 47684 [ACK] Seq=1 Ack=78 Win=29056 Len=@ TSval=384894079 TSecr=2577277437
38 2021-88-92 18:24:12.554686 DNS 4247 Standard query response Bxffds NAPTR internet.apn.epc.mnc@@3.mcc2s2.3gppnetwork.org NAPTR 20 3276
39 2021-88-02 10:24:12.555626 TCP 66 v 47684 = 53 [P.EK] Stq-?& Ack=1443 mn-36352 Len=8 TSval=2577277438 TSecr=384824079 =

£ >

~ Domain Name System (response)
Transaction ID: @xffds

w Flags: 8xB38@ Standard query response, Mo error
. = Response: Message is a response
. = Opcode: Standard query (@)
. = Authoritative: Server is not an authority for demain
. = Truncated: Message is truncated
. = Recursion desired: Do query recursively
= Recursion available: Server can do recursive gqueries
. = Z: reserved (@)
. = Answer authenticated: Answer/authority portion was not authenticated by the server

verr weee 2ea@ ..., = Mon-authenticated data: Unacceptable
........... eege = Reply code: No error (@)
Questions: 1
29 2021-98-62 19:24:12.419414 DNS 126 « Standard query @x3b46 NAPTR tac-lbcd.tac-hblc.tac.epc.mncéd9.mcc258.3gppnetwork.org OPT =
38 2921-98-82 18:24:12.41%488 DNS 183 « Standard query response 2x3b46 No such name MAPTR ta:—lbm.tac—hbl:.tac,epc,mncess.mcczse&gppnet:
31 2821-88-82 10:24:12.535211 DNS 117 7 Standard gquery @xffdS MAPTR internet.apn.epc.mnc@@3.mcc262.3gppnetwork.org OPT r
32 2021-98-02 10:24:12.539293 DNS 117 Standard query response @xffdS NAPTR internet.apn.epc. .mcc262. 3gppnetwork.org OPT -
>
.88 @ = Opcode: Standard query (@)
[:] = Authoritative: Server is not an authority for domain

Truncated: Message is truncated

Recursion desired: Do query recursively

Recursion available: Server can do recursive gueries

Z: reserved (@)

Answer authenticated: Answer/authority portion was not authenticated by the server
Mon-authenticated data: Unacceptable

Reply code: No error (@)

-
[ T TR T}

g
E

Questions: 1

Answer RRs: @

Authority RRs: @

Additional RRs: 1
v Queries

v internet.apn.epc.mnc@@3.mec262. 3gppnetwork.org: type NAPTR, class IN
Name: internet.apn.epc.mnc@@3.mcc262.3gppnetwork.org
[Name Length: 48]
[Label Count: 7]
Type: MAPTR (Naming Authority Pointer) (35)
Class: IN (exeeel)
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DNS commands to troubleshoot

show dns-client statistics

show dns-client statistics client <DNS Client Name>

show dns-client cache client <client name> [query-name <query-name>[query-type <NAPTR | AAAA
A>] | [query-type <NAPTR | AAAA | A>]]

dns-client query client-name <client name> query-type <NAPTR | AAAA> [query-name <query
name>] .show port datalink counters

Commands to check if there were any problem internal to the starOS system where request is not
able to reach from demux vpnmgr to DNS app in sessmgrs

show port npu counters

show cloud configuration

show iftask stats summary

show npu utilization table

show iftask port-stats card <card> --—- for all active SF cards

show iftask iomux-stats card <card> ---- for all active SF cards

MON SUB to be captured with options enabled (verbosity 5,Y,S,34,35,19,A,26)
PCAP traces to be captured

DNS cache flush commands

clear dns-client <client-name> cache

E|AE AlLIZ|I2

1. M8 HAEE A835tod 8t 2 E |l 2/5ME WX D EX7E = APNE FSAH}
HME M SAl0] 238 sttt

2. H|AE ALIE|R & ™ E mWotch 7t UAtE 7HUXHE EiAlsied™ M=z edZsloF & Lict

3. AEgoz HAE 1Y gEsla, EilAE101I71I IMSIZ & HAEE dAlstod CFE Zt 59| &f
= APNO{| HMAE £+ JUEE dt= W abed.apn.epc.mncXXX.mecYYY.3gppnetwork.org

logging filter active facility vpn level debug = ------ debug level logs
logging filter active facility tcpdemux level debug  ------ debug level logs
logging monitor msid <MSID number> —————-— (these logging command to be

executed in config mode)
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[gn] SGSN-MME# show dns-client statistics client dnsclient

Friday August 20 13:31:48 ICT 2021
DNS Usage Statistics:

Query Type Attempts Successes Failures
A 2430996860 2410410937 20546467
SRV 1325520986 1325516557 4429
AARAA 3939810089 0 3939810089
NAPTR 480586697 432853033 47732791
PTR 0 0 0
Total 3881947336 4168780527 4008093776

Total Resolver Queries: 4480708

Successful Queries: 670040
Query Timeouts: 409717
Domain Not Found: 2455918
Connection Refused: 0

Other Failures: 580612
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[gn] SGSN-MME# dns-client query client-name dnsclient query-name
TOPON. test .NODE . EPC.MNCXXX.MCCYYY.3GPPNETWORK .ORG

Monday August 02 18:51:29 ICT 2021

Query Name: TOPON.test.NODE.EPC.MNCXXX.MCCYYY.3GPPNETWORK.ORG

Query Type: A TTL: 1038 seconds
Answer :
IP Address: X.X.X.X ---———- resolve properly and gave IP
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Debug logs analysis

For abcd.apn.epc.mncXXX.mccYYY.3gppnetwork.org
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--- DNS
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-27+17:06:20.910 [vpn 5456 info] [9/0/11730 <vpnmgr:6> vpnmgr_func.c:8011] [software
system syslog] query:14585, UDP, Sent time 1635329180, Timeout set 1635329183 ----

set here

-27+17:06:20.910 [vpn 5919 info] [9/0/11730 <vpnmgr:6> dns_resolver.c:323] [software
system syslog] Sent out a DNS Query abcd.apn.epc.mncXXX.mccYYY.3gppnetwork.org to DNS
————————— DNS query is send for the first time

-27+17:06:20.911 [vpn 5456 info] [9/0/11730 <vpnmgr:6> vpnmgr_func.c:8011] [software
system syslog] TCP Connection Init, While Sending Query

-27+17:06:20.911 [vpn 5456 info] [9/0/11730 <vpnmgr:6> vpnmgr_func.c:8011] [software
system syslog] TCP Connection Open with DHost

-27+17:06:20.911 [vpn 5456 info] [9/0/11730 <vpnmgr:6> vpnmgr_func.c:8011] [software
system syslog] query:14585, TCP, Sent time 1635329180, Timeout set 1635329183 ---------

query is send for the second time

-27+17:06:20.911 [vpn 5456 info] [9/0/11730 <vpnmgr:6> vpnmgr_func.c:8011] [software
system syslog] TCP Connection Successful - DHost-Id = 6766924, Sock_ fd = 21
-27+17:06:21.008 [vpn 5456 info] [9/0/11730 <vpnmgr:6> vpnmgr_func.c:8011] [software
system syslog] TCP READ, Kernel Closed, EOF - DHost-Id = 6766924, Sock_fd = 21, errno =

115, reg read_len = 0

2021-0ct
internal
2021-0ct
internal
detected
2021-0ct
internal
send aga
2021-0ct
internal
2021-0ct
internal

-27+17:06:21.008 [vpn 5456 info] [9/0/11730 <vpnmgr:6> vpnmgr_func.c:8011] [software
system syslog] TCP Connection close - DHost-Id = 6766924, Sock_fd = 21
-27+17:06:23.019 [vpn 5456 info] [9/0/11730 <vpnmgr:6> vpnmgr_func.c:8011] [software

system syslog] query:14585, TCP, Timeout detected: 1635329183 --—-——-—---—-—-—-————- Timeout
here

-27+17:06:23.019 [vpn 5456 info] [9/0/11730 <vpnmgr:6> vpnmgr_func.c:8011] [software
system syslog] TCP Connection Init, While Sending Query -----—----—-——-—————————— Query is
in

-27+17:06:23.019 [vpn 5456 info] [9/0/11730 <vpnmgr:6> vpnmgr_func.c:8011] [software
system syslog] TCP Connection Open with DHost

-27+17:06:23.019 [vpn 5456 info] [9/0/11730 <vpnmgr:6> vpnmgr_func.c:8011] [software
system syslog] query:14585, TCP, Sent time 1635329183, Timeout set 1635329186 -------

Again send the query with new timer value set
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internal
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internal
detected
2021-0ct
internal
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Another

2021-0ct
internal
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2021-0ct
internal
Server -
2021-0Oct
internal
2021-0Oct
internal
2021-0Oct
internal
Same Que
2021-0Oct
internal
2021-0Oct
internal
2021-0ct
internal
3gpp-mme
-- nc_nr

-27+17:06:23.019 [vpn 5456 info] [9/0/11730 <vpnmgr:6> vpnmgr_func.c:8011] [software
system syslog] TCP Connection Successful - DHost-Id = 6504921, Sock_fd = 23
-27+17:06:26.036 [vpn 5456 info] [9/0/11730 <vpnmgr:6> vpnmgr_func.c:8011] [software

system syslog] query:14585, TCP, Timeout detected: 1635329186 --—-———---—-—-—-————- Timeout
here

-27+17:06:26.036 [vpn 5456 info] [9/0/11730 <vpnmgr:6> vpnmgr_func.c:8011] [software
system syslog] query:35196, UDP, Timeout detected: 1635329186 --—-—-——-—--—-—-—-————- Timeout
here

example abcd.apn.epc.mncXXX.mccYYY.3gppnetwork.org

-27+17:06:27.257 [vpn 5456 info] [9/0/11730 <vpnmgr:6> vpnmgr_func.c:8011] [software
system syslog] query:19140, UDP, Sent time 1635329187, Timeout set 1635329190 ----

set here

-27+17:06:27.257 [vpn 5919 info] [9/0/11730 <vpnmgr:6> dns_resolver.c:323] [software
system syslog] Sent out a DNS Query abcd.apn.epc.mncXXX.mccYYY.3gppnetwork.org to DNS
———————— Query send for the first time

-27+17:06:27.258 [vpn 5456 info] [9/0/11730 <vpnmgr:6> vpnmgr_func.c:8011] [software
system syslog] TCP Connection Init, While Sending Query

-27+17:06:27.258 [vpn 5456 info] [9/0/11730 <vpnmgr:6> vpnmgr_func.c:8011] [software
system syslog] TCP Connection Open with DHost

-27+17:06:27.258 [vpn 5456 info] [9/0/11730 <vpnmgr:6> vpnmgr_func.c:8011] [software
system syslog] query:19140, TCP, Sent time 1635329187, Timeout set 1635329190 --------

ry send for the second time

-27+17:06:27.258 [vpn 5456 info] [9/0/11730 <vpnmgr:6> vpnmgr_func.c:8011] [software
system syslog] TCP Connection Successful - DHost-Id = 7201531, Sock_fd = 22
-27+17:06:27.309 [vpn 5921 debug] [7/0/12843 <sessmgr:79> dns_snaptr.c:1466] [software
system syslog] VPN DEBUG : snaptr_match_valid_entries Initial ue_usage_type:0 nc_nr:0
snaptr match starts

-27+17:06:27.309 [vpn 5921 debug] [7/0/12843 <sessmgr:79> dns_snaptr.c:237] [software
system syslog] VPN DEBUG : snaptr_compare_service_protocol_set rr_service_parameter x-
:X-gn, 1lnp_svc_param X-3gpp-sSgw:x-s5-gtp ue_usage_type_enabled:0 nc_nr_enabled:0  -----
enabled which I mentioned earlier



2021-0ct-27+17:06:27.309 [vpn 5921 debug] [7/0/12843 <sessmgr:79> dns_snaptr.c:237] [software
internal system syslog] VPN DEBUG : snaptr_compare_service_protocol_set rr_service_parameter x-
3gpp-sgw:X-s5-gtp:x-s8-gtp, inp_svc_param x-3gpp-sgw:xX-s5-gtp ue_usage_type_enabled:0
nc_nr_e:nabled0

2021-0ct-27+17:06:27.309 [vpn 5921 debug] [7/0/12843 <sessmgr:79> dns_snaptr.c:279] [software
internal system syslog] VPN DEBUG : O.rr_prot_token x-s5-gtp, input token x-s5-gtp
2021-0ct-27+17:06:27.309 [vpn 5921 debug] [7/0/12843 <sessmgr:79> dns_snaptr.c:323] [software
internal system syslog] VPN DEBUG : 4.Success Selected Protocol (Normal) :x-sb-gtp -----------
snaptr protocol matched

2021-0ct-27+17:06:30.057 [vpn 5456 info] [9/0/11730 <vpnmgr:6> vpnmgr_func.c:8011] [software

internal system syslog] query:19140, TCP, Timeout detected: 1635329190 -------- TCP timeout
happens

2021-0ct-27+17:06:30.057 [vpn 5456 info] [9/0/11730 <vpnmgr:6> vpnmgr_func.c:8011] [software
internal system syslog] TCP Connection Init, While Sending Query ----- Again TCP connection
initiated

2021-0ct-27+17:06:30.057 [vpn 5456 info] [9/0/11730 <vpnmgr:6> vpnmgr_func.c:8011] [software
internal system syslog] TCP Connection Open with DHost

2021-0ct-27+17:06:30.057 [vpn 5456 info] [9/0/11730 <vpnmgr:6> vpnmgr_func.c:8011] [software
internal system syslog] query:19140, TCP, Sent time 1635329190, Timeout set 1635329193 ------
New timer value set with send query

2021-0ct-27+17:06:30.057 [vpn 5456 info] [9/0/11730 <vpnmgr:6> vpnmgr_func.c:8011] [software
internal system syslog] TCP Connection Successful - DHost-Id = 7136007, Sock_fd = 21
2021-0ct-27+17:06:30.158 [vpn 5456 info] [9/0/11730 <vpnmgr:6> vpnmgr_func.c:8011] [software
internal system syslog] TCP READ, Kernel Closed, EOF - DHost-Id = 7136007, Sock_fd = 21, errno =
115, reqg read_len = 0 - Error because TCP connection is busy because previous connection is not
closed

2021-0ct-27+17:06:30.158 [vpn 5456 info] [9/0/11730 <vpnmgr:6> vpnmgr_func.c:8011] [software
internal system syslog] TCP Connection close - DHost-Id = 7136007, Sock fd = 21 -----——-
Connection closed

2021-0ct-27+17:06:30.171 [vpn 5921 debug] [14/0/12709 <sessmgr:15> dns_snaptr.c:1466] [software
internal system syslog] VPN DEBUG : snaptr_match_valid_entries Initial ue_usage_type:0 nc_nr:0 -
-- again snaptr match takes place

2021-0ct-27+17:06:30.171 [vpn 5921 debug] [14/0/12709 <sessmgr:15> dns_snaptr.c:237] [software
internal system syslog] VPN DEBUG : snaptr_compare_service_protocol_set rr_service_parameter x-
3gpp-mme:X-gn, inp_svc_param x-3gpp-sgw:x-s5-gtp ue_usage_type_enabled:0 nc_nr_enabled:0
2021-0ct-27+17:06:30.171 [vpn 5921 debug] [14/0/12709 <sessmgr:15> dns_snaptr.c:237] [software
internal system syslog] VPN DEBUG : snaptr_compare_service_protocol_set rr_service_parameter x-
3gpp-sgw:X-s5-gtp:x-s8-gtp, inp_svc_param x-3gpp-sgw:xX-s5-gtp ue_usage_type_enabled:0
nc_nr_enabled: 0

2021-0ct-27+17:06:30.171 [vpn 5921 debug] [14/0/12709 <sessmgr:15> dns_snaptr.c:279] [software
internal system syslog] VPN DEBUG : O.rr_prot_token x-s5-gtp, input token x-s5-gtp
2021-0ct-27+17:06:33.073 [vpn 5456 info] [9/0/11730 <vpnmgr:6> vpnmgr_func.c:8011] [software
internal system syslog]l query:19140, TCP, Timeout detected: 1635329193 ----- TCP timeout detected
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