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. 9800 M ZHE E2H0i CHSEF CLI(Command Line Interface) &= GUI(Graphic User Interface)
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https://www.cisco.com/c/en/us/td/docs/wireless/controlIer/9800/confiq-quide/web—authentication/b-
configuring-web-based-authentication-on-cisco-catalyst-9800-series-controllers/m-external-web-
authentication-configuration.html

C9800 WLCOHIM 7H4ah IP FAE= M o7 Mo 2 HOo|F|H Mo 2 192.0.2.1LICtH

78

LHES3 Clojo{ 23


/content/en/us/td/docs/wireless/controller/9800/config-guide/web-authentication/b-configuring-web-based-authentication-on-cisco-catalyst-9800-series-controllers/m-external-web-authentication-configuration.html
/content/en/us/td/docs/wireless/controller/9800/config-guide/web-authentication/b-configuring-web-based-authentication-on-cisco-catalyst-9800-series-controllers/m-external-web-authentication-configuration.html
/content/en/us/td/docs/wireless/controller/9800/config-guide/web-authentication/b-configuring-web-based-authentication-on-cisco-catalyst-9800-series-controllers/m-external-web-authentication-configuration.html

TMINIr
CISCO

-
=
-

=y

I-I-l-l-lh

.

9800-L Controller

9800 ZAEE{E Cisco DNA Spacesol ¢4

Z1E Z2{E Direct Connect, DNA Spaces Connector £ CMX Tethering SM& AL 35104 DNA
SpacesO0i| 23Z25H0F & L|Ct.

Ol ol Me B4 E=H0| ZE Mol CHall S Yt WAoo 2 FHEIRKR|EE 2 HAZA SM0| ALS
7<0I|_||:_|.
S = .

ZAE Z2{E Cisco DNA Spaces0l| 125248 HTTPSE S35l Cisco DNA Spaces Cloud0i| 91Z3%
= Qlo{of grL|Ct. 9800 ZAE E24ZE DNA SpacesOil ¢1Z23tE= g0l CHEH XEMIEH LI 2 DNA
Spaces 9800 Controller Direct Connect 213 & E X 5HAIA|R

DNA Spaces®l SSID 44

1Et7|. DNA Spaces®| CHAIE E.0i A Captive Portals(54& £&)E Z2I&rLICt


https://www.cisco.com/c/ko_kr/support/docs/wireless/dna-spaces/215286-dna-spaces-and-ewc-direct-connect-confi.html
https://www.cisco.com/c/ko_kr/support/docs/wireless/dna-spaces/215286-dna-spaces-and-ewc-direct-connect-confi.html

= Cisco DNA Spaces

ACT - Leverage Digitization toolkits to Act on Insights.

Captive Portals Engagements

O ACTIVE CAPTIVE PORTALS O ACTIVE ENGAGEMENTS

28 B4 = 23 HFE Y1 mo|X|e 1% A BMEo Ues Ml 7Hel |4 olo|E2E 2&!
$t CI S SSIDsE & &|gtLct.

ttps://dnaspaces.io/captiveportal/porta

Captive Portals

Import Portal |
L J

No portal Created

nvite new Portal Members or madify permissions for existing ones from the Portal section

PORTALS

3. Import/Configure SSID(SSID 7tXM 27|/ 4)E

= Z2/5t1 "Wireless Network(FM HERZ
' FY2ZE CUWN(CMX/WLC)Z MBSt SSID O|§ 2 8

2124 8fLICH.

. Import/Configure SSID .

[0 Cisco Meraki SSIDs

SSID Configuration

Cisco Aironet SSIDs

9800 ZHEE 2| ACL X URL EFE Zdm|go|M

F4M ZEI0|MES ERER2 2SS 22 K| HEXHI M A EIX| t&LICH ¥ 2159 4
L 0|2 &t25t7| {6 £ Z22I0|HET} 0| SSIDM| HAZE|T IP FTAE £AISHCI2 22I0|HE



YA ZE|R} SE7F Webauth_reqd HEHZ O|SELICH 22t0[AUET} ot QS EIX| gifenz 2
ZHOIME IP FA0M 2= ZE EEfE £ 42 DHCP, DNS L HTTP(7EA 7| & ZIC|HM)E X
ofst ArM|IELICEH

72502 98002 2 15 WLANS MBS I 5t ZTE AN 915 ACLS AABHLICE Ol
5= Z2E ACL2 DHCP, DNS X 9/ 2 915 Mz ol EciTig 5188t Lhnx| 2 £ g
/e hitp = 2hT A2 2lC|2 Mg

J2iLt 5 HIHTTP E2HZ] R 82 SHSHT S 51850F s ZL ALM 915 ACLE TAE £
QU&LICH 22 T3 of Mol 1EHAIoIA 7|Z =TT ALH 915 ACLS| LiS S =¥ stn T

off &7 & EatioF gLict.
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1EtA|. 34X SIE3EE ACL

1ok

CLI #+:

Andressi-9800L#show ip access list

Extended IP access list WA-sec-34.235.248.212
10 permit tcp any host 34.235.248.212 eq www
20 permit tcp any host 34.235.248.212 eq 443
30 permit tcp host 34.235.248.212 eq www any
40 permit tcp host 34.235.248.212 eq 443 any
50 permit tcp any any eq domain

60 permit udp any any eq domain

70 permit udp any any eq bootpc

80 permit udp any any eq bootps

90 deny ip any any

Extended IP access list WA-v4-int-34.235.248.212
10 deny tcp any host 34.235.248.212 eq www

20 deny tcp any host 34.235.248.212 eq 443

30 permit tcp any any eq www

40 permit tcp any host 192.0.2.1 eq 443

WA-sec-34.235.248.212= WA(Automatic Web Auth) 2 9 (sec) ACL EE= X & |IP
"34.235.248.212"0|7| {20l EEELIC} FE(FE Al) E= &N(HR A &S5 2 2ot ACLA|
M Eol&LCt,

Wa-v4-int= 7F2 i 7| ACL, & punt ACL EE £ redirect ACLO|H ZIC|AME 28 CPUR ME L=
ZA(E18 Al) EE= OO ZRQe 2 MEElE RA(HE AN HolghLct.

WA-v4-int34.235.248.212= ZEI0|HE MM E0{2= EcfE ol HAX{ HEX[H DNA Spaces £ H
IP 34.235.248.2122 &ét= HTTP EEHE 2 O|o|E{ ZaiQloll R X|BHL|CHoF X! AMK| e FE &
40| otL|zt Hlo|E] Z2RQIe 2 MY FLICH. 2E HTTP(s) ECfEE CPUR ™S ELICHE AH
olMd ME|ASHE 7HY IP EBEE XMQIE 2|CH M| Z<2). tHE 32l EEiH2 ClolH Zai2
of M3 ELct.

WA-sec-34.235.248.212= ¥ Q15 o7 oM 298 DNA S 7t IP 34.235.248.21201 CHEH
HTTP 2! HTTPS EB|E!2 §{235lH, DNS 2! DHCP EBHEE &5t LIHX|= ArA|gL|ct. 7}
ZH HTTP ECHEI2 O] ACLH| =2 5t7| Hof o|0| 7ZIZR 7|22 =22 O] ACLOIA CHE E 7}
A& Lch,

#1: ACLOIM {8 E DNA Spaces2| IP FAE 7K 224™H ACL ZAm|28o|M Mol 3¢
Aol M 4 Et SSIDOI A Configure Manually(=82 2 F+4) SME Z2IFLICE o= EA1
Z 2 29| "DNA SpacesO| M AFE3HE IP FAE FUULF MMoi| &Lt



DNA Spaces= 2712| IP FAE AFE5tH 1EH A2 HIFHLIE2 StLtel 25 IPEH S ELICH . B
2 HTTP 2la20] CHEE At Q1F HMAE 518524 URL ZE{0| URLS 5= ¢ AMO|ESQ

st E POl CHEH 72 RHZ|(EIC|= M) & EoHAIM 21F) ACLY| 8Me 2 §{H 2 BtE= URL ZH
E Ar835H{oF &LICH DNS 2382 980004 M sHE URLL| IP FAE &t&5t1 0|8 SXSE ACLO

ZF76t7| el Moz A5 ZEEL|CH

27| DNA Spaces THIQI2 ${&3t TS URL EE{E T+ LICt Configuration(Z1|22i0]4d) >
Security(:2 2+ > URL Filters(URL ZE{)Z 0|S 3t +Add(FE7HE E8/5t1 =5 0|82 7451,
FE2 2 PRE-AUTH(AIT RIB)& M=ist 1, PERMIT(518)2 &S M=t URL
splash.dnaspaces.io((= EMEA L& & A&35te B .eu)E HE4EILICE.

Add URL Filter x

List Name* DNASpaces

Type PRE-AUTH v

seon

URLs Enter a URL every new ﬁ‘b‘
splash.dnaspaces.io I

CLI #+:

Andressi-9800L (config) #urlfilter list

Andressi-9800L (config-urlfilter-params) #action permit
Andressi-9800L(config-urlfilter-params) #url splash.dnaspaces.io

RADIUS MHHE AE5t7HLL AI83LX| L =5 SSIDE 7188 = JU&LICH FS X 74
ol 0| M o Actions(Zed) M40l M MM 7|7F, CHAE X3t EE= QIE{HIo| HE S Z2H|X{'J0| 74
El 22 SSIDE RADIUS MHZE FA5H0F &FLCt a2 K| o84 RADIUS ME{E

A& LICH. DNA Spaces®| 2R E S/l X2 F AHu|ad oMo 25 K| ELICt.
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DNA 37t0] RADIUS AtH7} @l &4 ZH



9800 ZHE &2l ¥ oI5 oiHHs B x|z olM
1E+7A|. Configuration(Z1I| 124/ 0|A4) > Security(:2.2F) > Web Auth(# 21&)Z 0|55 +Add(F=7}

)E 22/5t0d M Oz M2 ptELICH B oM oi7i#Hs M 0|82 785t REe=R
ConsentS MEHSHL|CE

Create Web Auth Parameter %

Maximum HTTP 1-200

connections

Init-State Timeout(secs) 60-3932100

Type [ consent vl

[ < Close J « Apply to Device

2EHA|. O™ EtAH0| M g8t o7+ B E 2 2I5t1 Advanced(1g) IS Z 0|58t CH&
Redirect for log-in URL(2 12! URLO| CHt 2|C|244), Append for AP MAC Address(AP MAC &
A0f cigt F71), Append for Client MAC Address(2 20| E MAC F401 CHEF =7}), Append for
WLAN SSID and portal IPv4 Address(WLAN SSID 2! & |Pv4 F40i Cist F7HE =dghLct.
1230t 20| Update & Apply(¥HI0|E 2 ME)E S=IgfLC.




Edit Web Auth Parameter x

General Advanced

Redirect to external server

Redirect for log-in hitps://splash.dnasp |

Redirect On=-Success |

Redirect On-Failure |

Redirect Append for AP MAC Address ap_mac |
Redirect Append for Client MAC Address client_mac |
Redirect Append for WLAN SSID wian |
Portal IPV4 Address 34.235.248212 |
Portal IPV6 Address XX |

Customized page

Login Failed Page r g
Login Page | . r g
Logout Page r
Login Successful Page &

w0 Gancel ol Update & Apply




o AZEHAl HO|X| URL & IPv4 2IC|EME =AE 71X 22{2 DNA Spaces2| SSID H 0|
X|01IA-| Configure Manually(+=8 +4) M2 Z2IFLICH O| LIE2 EM EF 22| "DNA
Spaces ZEO|M AFE3HE URLS RUL|77k2"ofl LEQF Q& LICH

2} 11: Cisco DNA Spac es ZEHR2 27l IP AR EQIF = UX|TH 9800 ZHEEZ M=
1709 IP F=ALE TAIe £ QI&LICE O34 IP A & LIS MEYSH T Of7HEd 4= Hof A O]
% EI™H Pv4 FAZE FELICEH

3 7Ha IPva 2 IPvE FAE ZF T A % Oi 7~ Hoil M & ElLICE Virtual

IPv67t T SE|X| L£° A2 ZLto|¢EE T EE DNA Spaces ZHO| ot LR ZHE 2[C|

HMEl= 27t ‘BAQI—IEP ek 7t IPE 4 F/d8lok ghLict "192.0.2.1"2 Virtual

IPv4 2, FE80:0:0:0:903A::11E4 = Virtual IPV62 -TMM 2= Q&LICH CHE IPE AlE56HoF &

ol Ho| QiHLF A5d eiaL|ct.

CLI 7 44:

Andressi-9800L (config) #parameter-map type webauth
Andressi-9800L
Andressi-9800L
Andressi-9800L (config-params-parameter-map) #redirect for-login

config-params-parameter-map) #type consent
config-params-parameter-map) #timeout init-state sec 600

(
(
(
(

Andressi-9800L (config-params-parameter-map) #redirect append ap-mac tag ap_mac
Andressi-9800L
Andressi-9800L #redirect append client-mac tag client_mac
Andressi-9800L (config-params-parameter-map) #redirect portal ipv4

config-params-parameter-map) #redirect append wlan-ssid tag wlan

( )
( )
(config-params-parameter-map)
( )

Andressi-9800L (config-params-parameter-map) #logout-window-disabled
Andressi-9800L (config-params-parameter-map) #success-window-disabled

9800 ZHHEE{0llA SSIDE M dgrLiCt

1EtA|. Configuration(Z1IL|12|0|M) > Tags & Proﬁles(EH:L 2! I 2 ) > WLANsS(WLAN)Z 0|53}
I +Add(F7HE E=2IgLIcH =20l 0|F, SSIDE F445tT WLANES &8l gfLiCt SSID ol&

O| DNA Spaces0f SSID 443 M440| 3E7A[0l| M T El o]t SLUEHX| & lgfLct.



Add WLAN x

General Security Advanced

Profile Name* | 9800DNASpaces | Radio Policy | All v |
SSID* | 9800DNASpaces | Broadcast SSID
WLAN ID* | 3 |

Status ENABLED . I

=1 Apply to Device

2EHA|. Security(E2.2t) > Layer22 O[S &LICH Layer 2 Security Mode(2i0/0{ 2 2ot ZE)E
None(81Z)2 2 M35t MAC Filtering(MAC ZE{&)0| H|& &3t E|o] /U= X| & IFL|CH.

Add WLAN x

General Security Advanced

Layer2 Layer3 AAA

. Fast Transition \ Adaptive Enabled w
Layer 2 Security Mode None v
Over the DS
MAC Filtering
Reassociation Timeout | 20
Transition Mode WLAN ID o

A
oS

il

2
fljo
ol

3EH7|. Security( 2t > Layer3Z O|S#fLICt 2 HAME &dststn o Q5 oo
LIC}. Apply to Device(C|HFO|AO] X )& iélﬂ'l—ll-'-l-



Edit WLAN x

General Security Advanced Add To Policy Tags

Layer2 Layer3| AAA

Show Advanced Settings >>>

Web Policy v
Web Auth Parameter Map DNASpacesPM v
Authentication List Select avalue » | ()

For Local Login Method List to work, please make sure
the configuration 'aaa authorization network default local'
exists on the device

9800 ZHEE oM HA Z2ml el 314

1E+7|. Configuration(Z1IZ| 124 0|A) > Tags & Profiles(E{1 & T2 &) > Policy(H&)Z 0|& 504
MY T2 EHg A5 HL 7|2 EX T2 EHS ASELICH Access Policies( M| A Z2H) Eof|
M 2el0[2AE VLANE T35t URL HEE F7HefLch

Edit Policy Profile x

General Access Policies QOS and AVC Mobility Advanced

RADIUS Profiling WLAN ACL
Local Subscriber Policy Name v | IBva ACL ‘ v ‘
WLAN Local Profiling IPv6 ACL ‘ v
g:gg;:ﬁg;%tgnof Device Disabled (@) URL Filters
HTTP TLV Caching Pre Auth | DNASpaces v
DHCP TLV Caching Post Auth ‘ v \
VLAN
VLAN/VLAN Group | VLANZ672 |
Multicast VLAN ‘ Enter Multicast VLAN |

9800 HEEHHIAM ¥M EjO 72

1EtA|. Configuration(Z1Z| 124 0|44) > Tags & Profiles(Ei1 & T 2E) > Policy(&)2 0|S &L
Ct M B EiOE MY5tHL 7|2 B e 8 MSELICH WLANS M EfJo| HM 22t
ofl oH& & Lct.



Add Policy Tag

MName* | DMASpaces-PT |

Description | Enter Description |

V¥ WLAN-POLICY Maps: 1

~ Add

WLAN Profile

.

Policy Profile

9800DMASpaces

DNASpaces-PP I

1 | 10 | iterns per page

RLAN-POLICY Maps: 0

1 items

= Apply to Device

27 SSIDE EZ2EIHAESIE{M™ AP HM EfOE

Wireless(F4d) > Access Points(YAl& ZQIE)Z 0|S35t1 siE APE ME S

St
o H

LIC}. Configuration(Z4Z|12{|0]44) >
CHS Policy Tag(™

= - "1

2 El2)E FI7HEFLICH ol A &t AP7 CAPWAP E{'22 CHA| A|ZHst 1 9800 ZAE E240]| CHA|

ZQIghL|ct




General Interfaces

General

AP Name*
Location®

Base Radio MAC
Ethernet MAC
Admin Status
AP Mode
Operation Status
Fabric Status

LED State

LED Brightness
Lewvel

CleanAir NSI Key

Tags

High Availability

| 9117-andressi

| default location

0cd0.1894.12¢0

0cd0.f894.118¢c

| Local

Registered

Disabled

E

A Changing Tags will cause the AP to momentarily lose
association with the Controller.

Inventory

Policy | DNASpaces-PT v ‘

Site | default-site-tag v ‘

RF | default-rf-tag v ‘
CLI #4:

Andressi-9800L (config) #wlan

Andressi-9800L
Andressi-9800L
Andressi-9800L
Andressi-9800L
Andressi-9800L
Andressi-9800L

Andressi-9800L (config) #wireless profile policy

config-wlan) #no security wpa

config-wlan) #no security wpa akm dotlx
config-wlan) #no security wpa wpa2 ciphers aes
config-wlan) #security web-auth

config-wlan) #no shutdown

Advanced

Version

Primary Software Version
Predownloaded Status
Predownloaded Version
Mext Retry Time

Boot Version

I0S Version

Mini 10S Version

IP Conhig

CAPWAP Preferred Mode  IPvB

SLAAC IPv6 Address

Static IP (IPv4/IPvE)

Time Statistics

Up Time

Controller Association Latency

config-wlan) #security web-auth parameter-map

2001:

16.12.2.132

N/A

N/A

N/A

1.1.2.4

16.12.2.132

0.0.0.0

172:16:30:ed0:f8ff:fe94:118¢c

11 days 22 hrs
49 mins 12 secs

3 mins 44 secs



Andressi-9800L (config-wireless-policy) #vlan <id>
Andressi-9800L (config-wireless-policy) #urlfilter list pre-auth-filter

Andressi-9800L (config-wireless-policy) #no shutdown

Andressi-9800L (config) #wireless tag policy

Andressi-9800L (config-policy-tag) #wlan

DNA &7t0f RADIUS AMHH7} e B4 = H
2} 11: DNA Spaces RADIUS MHE ZHEEE{0|M 2= PAP Q&0 x|d&fLCt,

9800 ZIEE2{2| & 25 oi7i'H+ & ZHu|agolM

1EHA|. ¢ Q15 Oi7HH 4 B2 BHELICEH Configuration(Z1I| 22840 A) > Security(E 2F) > Web
Auth(gl 218)2 0|S35tD +Add(F7HE 228t O3 o7+ Y O|§ 2 745t webauthE /&
o2 MEdFtL|CE

Create Web Auth Parameter x
Parameter-map name® DMASpaces-PM

Maximum HTTP 1-200

connections

Init-State Timeout(secs) 60-3932100

Type | webauth v |

+ Apply to Device

2CHA| 1EFA[O|AM 448 Di7iEds B2 22151 Advanced(LZ)E 2 2/§F C+H2 Redirect for log-




in(22212 I8l 2IC|2M), Append for AP MAC Address(AP MAC 401 &7}, Append for
Client MAC Address(Z20[21E MAC F40i F7}), Append for WLAN SSID and portal IPv4
Address(WLAN SSID 3! Z& |Pv4 F40i F71)E =deLICt Update & Apply®E 2 =& LICH



Edit Web Auth Parameter x

General Advanced

Redirect to external server

Redirect for log-in hitps://splash.dnasp |

Redirect On=-Success |

Redirect On-Failure |

Redirect Append for AP MAC Address ap_mac |
Redirect Append for Client MAC Address client_mac |
Redirect Append for WLAN SSID wian |
Portal IPV4 Address 34.235.248212 |
Portal IPV6 Address XX |

Customized page

Login Failed Page r g
Login Page | . r g
Logout Page r
Login Successful Page &

w0 Gancel ol Update & Apply




2. AZeHA| HO|X| URL 2 IPv4 EICIEM FAE 712840, Mol 3EHAH[of| A A5t
SSIDUM =822 M S8 Z2IELICt WLC Direct Connectoi| A SSID A4 MM 0|
DNA Spaces®| SSID 244 MM0j| A SSID 44 AMA Kjo| |5 zix|aglo|M o MMS
ZtzZy F=gLct.

#f1: Cisco DNA Spaces ZEH2 2719 IP FAE &QIE = UX|P 9800 HEEHAHME
1712] IP FAE FHE = J&LICh 8t 7tX| Z< o7 Bol| ZH IPv4 AR THEIP
FA B StUE ME{ELC

o ™ E Q15 D7 Mol 7HY IPv4 A0 IPve FATH 25 FEE|0] A=X|
StEAIR. T7HY IPve7t X0 QIX| fte™ Z2t0|2AE T F/JE DNA Spaces Z& CHA! LY
F = 2c/HMElE B2t JELICH WEtM 7HY IPE 4o 7/ dsHoF BfLICt
"192.0.2.1"2 Virtual IPv42, FE80:0:0:0:903A::11E4E Virtual IPV6E T4 & = &LICH
CHE IPE A85lor & o|RE el giHLE T35 glg Lt

CLI 7 44:

Andressi-9800L (config) #parameter-map type webauth
Andressi-9800L
Andressi-9800L
Andressi-9800L (config-params-parameter-map) #redirect for-login

config-params-parameter-map) #type webauth
config-params-parameter-map) #timeout init-state sec 600

(
(
(
(

Andressi-9800L (config-params-parameter-map) #redirect append ap-mac tag ap_mac
Andressi-9800L
Andressi-9800L
Andressi-9800L (config-params-parameter-map) #redirect portal ipv4

config-params-parameter-map) #redirect append wlan-ssid tag wlan

config-params-parameter-map) #redirect append client-mac tag client_mac

( )
( )
( )
( )

Andressi-9800L (config-params-parameter-map) #logout-window-disabled
Andressi-9800L (config-params-parameter-map) #success-window-disabled

9800 ZAE&TH2| RADIUS AH Zix| 10|

1EtAl. RADIUS MHE T EFLIC} Cisco DNA Spaceste AFE A 2152 2|8l RADIUS A{Hq 4%
2 5tH 2709] IP A0 SEE = U&LICE Configuration(Z4I| 12/ 0|4) > Security(&2 ) >
AAA(AAA)Z 0|5 3504 +Add(FE7HE 22/5t T F RADIUS ME{E T AIEHLICH



Create AAA Radius Server

MName* DMASpaces]
IPva | IPvE Server Address™ 34.197.146.105
PAC Key

Key Type o

KQ'S.I" ............
Confim Key* | eeee—
Auth Port 1812

Acet Port 1813

Server Timeout {seconds) 1-1000

Retry Count 0=-100
Support for CoA

#3712 Y EX M 250 8 RADIUS IP 4% H|Y 7|8 71X 22424 DNA
Spaces0i|l A SSID 244 Al440| 3EHA|0f| A 244 EF SSIDO M Configure Manually(+&2 2 +
A) M8 Z2/5t 1 RADIUS Server Configuration(RADIUS Mt 41| 18y0|4M) HlMo =2 0]
Sghct.

2EH7A|. RADIUS AMH O &2 7+435t1 F RADIUS AHHE 25 F7}+EFLICE Configuration(FH |1
24|0|M) > Security(& ) > AAA > Servers/Groups(AME/1®) > RADIUS > Server Groups(AMEH 2
B)2 0|83t +add(F7hHE Z2!8t Ct= M & O|&, MAC-Delimiter as Hyphen(MAC T& 7|
%E 5t0|E 2 2), MAC-Filtering as MAC(MAC EE{3&)2 #4351 F 72| RADIUS MHE &%
ghiict.



Create AAA Radius Server Group

Name* ‘ DNASpaces |
Group Type ‘ RADIUS |
MAC-Delimiter | hyphen v
MAC-Filtering | mac v
Dead-Time (mins) ‘ 1-1440 |
Available Servers Assigned Servers
DNASpaces1
z DNASpaces2
<

3. Authentication Method(21& &) S5 F+MELICH Configuration(Z1I| 1 0|4) >
Security(:22F) > AAA > AAA Method List(AAA 25 5%) > Authentication(QI&)2 £ 0|53t
+add(F7HE S2FLICH HAE S5 0|§2 #4451 RE2= loging MEstT MH 282 &
gherlct



Quick Setup: AAA Authentication

Method List Name*

Type* login v

Group Type group v

Fallback to local

Swailable Server Groups Assigned Server Groups

radius DNASpaces
ldap
tacacs+

" Apply to Davice

A7, Authorization Method(T4 8t 01 &) S8 2 F A& LICt Configuration(ZAI| 12| 0[A) >
Security(E°|') > AAA > AAA Method List(AAA Ikl £ 8) > Authorization(T{ 8t F0{)2 2 0|S 3
1 +add(F7HE 2FLICHL HAE S8 0|§S 74T FE2E networkE MEISHD A 1

E2 g€EELIch



Quick Setup: AAA Authorization

Method List Name* | DNASpaces

Type* | network v

Group Type | group v

Fallback to local L]

Authenticated O

Available Server Groups Assigned Server Groups
radius DNASpaces

ldap
tacacs+

9800 ZAE & {0l SSIDE H-d&fLiCt

1EtA|. Configuration(Z1ZL|12{|0|4) > Tags & Profiles(El1 %! Z 2&) > WLANs(WLAN)Z O|& 35}
I +Add(F7HE Z8/ELICt T2t 0|F, SSIDE 74435t WLANS & M35HgtL|CH SSID 0|&
O| DNA Spaces0i| SSID 444 MlAd 0| 3EHAH 0| LA E O| BTt S UEHK| & QlgtL|C.



Add WLAN x

General Security Advanced
Profile Name* | 9800DNASpaces | Radio Policy | All v |
SSID* | 9800DNASpaces | Broadcast SSID
WLAN ID* | 3 |
Status ENABLED . I

=1 Apply to Device

2EH7A|. Security(®2 2+ > Layer22 OIS gL|Ct. Layer 2 Security Mode(Zi|0[0 2 2ot ZE)&
None(81Z)2 2 M8t MAC Filtering(MAC ZE{2!)2 & 443}5t 1 Authorization List(T 8t 504
F8)8 FItELICH

Add WLAN x

General Security Advanced

Layer2 Layer3 AAA

Fast Transition | Disabled v |

Layer 2 Security Mode MNone v

Qver the D3

MAC Filtering v
Reassociation Timeout
Transition Mode WLAN ID 0

Authorization List*

= Apply to Device

=
S

37|, Security(E o) > Layer3§ OlSEfLCH ¢ WAg et Mdststn o C1E o7 2 &
222 T M3H O Mac ZIE] Alm A| 2 Ad5}

Device(CIHH0l A0 X{2)& @2ALICH



Add WLAN

‘

General Security Advanced

Layer2 Layer3 AAA

<< Hide
Web Policy v
On Mac Filter Failure o
Web Auth Parameter Map | DNASpaces-PM v |
L J Splash Web Redirect
Authentication List | DNASpaces v | o
| J Preauthentication ACL

For Local Login Method List to work, please
make sure the configuration ‘aaa authorization
network default local' exists on the device

IPva ‘ DNASpaces-ACL | v ‘

IPv6 ‘ MNone v -

= Apply to Device

9800 ZHEEZ{0IAM ¥ Z2mel 74

1EtA. Configuration(Z1IZ|12|0|44) > Tags & Profiles(Ei1 & Z 2 ) > Policy(&3)Z 0|5 5}01
MEM Z2EHg MYt 7|2 E T2 EE AFSELICH Access Policies( M| A %42 Eof|
M Z2t0|¢E VLANS F5t T URL ZEE FIteLict,

Edit Policy Profile ®

General Access Policies QOS and AVC Mobility Advanced

RADIUS Profiling WLAN ACL

Local Subscriber Policy Name ‘ v IPva ACL ‘ v |
WLAN Local Profiling IPVE ACL ‘ vl
g:gg;kgéantgnof Device Disabled (&) URL Filters

HTTP TLV Caching Pre Auth ‘ DNASpaces v
DHGP TLV Gaching Post Auth ‘ v
VLAN

VLAN/VLAN Group | VLANZ672 |

Multicast VLAN | Enter Multicast VLAN |

2CHA|. Advanced(ZL &) B0l M AAA Override(AAA RO E & 435tstn MEIMO 2 o728 &
HEES THELUCH



Edit Policy Profile x

General Access Policies

WLAN Timeout

Session Timeout (sec)
Idle Timeout (sec)
Idle Threshold (bytes)

Client Exclusion Timeout (sec)

DHCP

IPvd DHCP Required
DHCP Server IP Address

Show more >>>

QOS and AVC

Mobility

AAA Policy
I Allow AAA Override v
NAC State
Policy Name | default-aza-policy x v
Accounting List | DMNASpaces x| ¥
9800 HEEE{ol A B Efa 74

Advanced
Fabric Profile -
Umbrella | Not Configured - |

Parameter Map

mMDNS Service ‘ default-mdns-servict -

Policy Clear
WLAN Flex Policy

VLAN Central Switching

Spiit MAC ACL ‘ v ‘
Air Time Faimess Policies

2.4 GHz Policy ‘ v ‘
5 GHz Policy ‘ v ‘

1Et7|. Configuration(Z4Z| 224 0|44) > Tags & Profiles(Ei1 & T 2 &) > Policy(&2H)2 o|S &L
Ch M HM EDE MAEHLE 7|2 M

ol o E&fLC,

Ef1E AIEEILICH WLANS &Y

Ejao| A = 2ol



Add Policy Tag

MName* | DMASpaces-PT |

Description | Enter Description |

V¥ WLAN-POLICY Maps: 1

~ Add

WLAN Profile

.

Policy Profile

9800DMASpaces

DNASpaces-PP I

1 | 10 | iterns per page

RLAN-POLICY Maps: 0

1 items

= Apply to Device

27 SSIDE EZ2EIHAESIE{M™ AP HM EfOE

Wireless(F4d) > Access Points(YAl& ZQIE)Z 0|S35t1 siE APE ME S

St
o H

LIC}. Configuration(Z4Z|12{|0]44) >
CHS Policy Tag(™

= - "1

2 El2)E FI7HEFLICH ol A &t AP7 CAPWAP E{'22 CHA| A|ZHst 1 9800 ZAE E240]| CHA|

ZQIghL|ct




General Interfaces High Availability Inventory Advanced

General Version
AP Name* | 9117 -andressi ‘ Primary Software Version 16.12.2.132
Location® | default location ‘ Predownloaded Status N/A

Base Radio MAC 0cd0.f894.f2¢0 Predownloaded Version N/A
Ethernet MAC 0cd0.f894.118c Next Retry Time N/A
Admin Status Boot Version 1.1.2.4
AP Mode | Local v | I0S Version 16.12.2.132
Operation Status Registered Mini 10S Version 0.0.0.0
Fabric Status Disabled IP Config

LED State CAPWAP Preferred Mode  IPvG

LED Brightness E | SLAAG IPv6 Address 2001:172:16:30:ed0:{8ff-fe94:118c

Level

CleanAir NSI Key

Tags

A Changing Tags will cause the AP to momentarily lose
association with the Controller.

Static IP (IPv4/IPvE)

Time Statistics

Up Time

Controller Association Latency

11 days 22 hrs
49 mins 12 secs

3 mins 44 secs

Policy | DNASpaces-PT v ‘

Site | default-site-tag v ‘

RF | default-rf-tag v ‘
CLI #4:

Andressi-9800L (config) #wlan

Andressi-9800L (config-wlan) #ip access-group web

Andressi-9800L (config-wlan) #no security wpa
Andressi-9800L (config-wlan) #no security wpa akm dotlx



Andressi-9800L (config-wlan) #no security wpa wpa2 ciphers aes
Andressi-9800L (config-wlan) #mac-£filtering

Andressi-9800L (config-wlan) #security web-auth
Andressi-9800L (config-wlan) #security web-auth authentication-list

Andressi-9800L (config-wlan) #security web-auth on-macfilter-failure
Andressi-9800L (config-wlan) #security web-auth parameter-map
Andressi-9800L (config-wlan) #no shutdown

Andressi-9800L (config) #wireless profile policy

Andressi-9800L (config-wireless-policy) #aaa-override
Andressi-9800L (config-wireless-policy) #accounting-list

Andressi-9800L (config-wireless-policy) #vlan <id>
Andressi-9800L (config-wireless-policy) #urlfilter list pre-auth-filter

Andressi-9800L (config-wireless-policy) #no shutdown

Andressi-9800L (config) #wireless tag policy

Andressi-9800L (config-policy-tag) #fwlan

M oo ME FHELICH

HFE|X| 9= Bl HTTPS EICIMS 518 5t2i® o] IS Aystsl, 2tolol= 2% Mol
M B4 ZE ERIE £¥sD CPU AHSEO| T S0 XIH 24 215 Z18 ELiE B9 2ol
®IE HTTPS =2 Zlofl M BICIElME B2t ik Hol Rols AR, takr the TAIxiel &
8 Melol W stx| oo Feols T4stx| o Zol B4



2EHA|. Create New(MZ BHE7NE 2
AMERSHL[CY,

Andressi-9800L (config) #parameter-map type webauth global

Andressi-9800L (config-params-parameter-map) #intercept-https-enable
211 Cisco Catalyst 9800 Series Wireless Controller0]| 4
7t 24040k g LCt.

A x| El 7HAE POl 53 SSL I M
1E+74| E2HOo| p12° MEE QIZEM ItUE TFTP Mol S A6t
£ 9800 HEE 2 M&stn Mx|gLCt.

Kl
=]
2
i

Andressi-9800L (config) #crypto pki import

2EHA. AX|E 2l

- =

O
i

ME 2 215 o7Hw

2= Hoql Of

Kl

Igl.E;lllj_ |:|.% 0424

0

T

Andressi-9800L (config) #parameter-map type webauth global
Andressi-9800L (config-params-parameter-map) #trustpoint

DNA SpacesHAM & M4

1EtA|. DNA Spaces2| CHA| 2 E.0{| A Captive Portals(54% X

Cisco DNA Spaces

ACT - Leverage Digitization toolkits to Act on Insights
Captive Portals

Engagements

O ACTIVE CAPTIVE PORTALS

O

ACTIVE ENGAGEMENTS

)

rr

o
Bl
i



e \ p =
Import Portal l Create New

No portal Created

nvite new Portal Members or modify permissions for existing ones from the Portal section

U™ L ALS AL A S EAIEX]| 04F I AL

3CHA|. 915 T2 MEIE T, T & H|0|X|of C|o|E| Z
X7 HAIR| £AE SEQIE £ UK {EE MEHELICH CH2E F=IFLICH
o o 3 4

1 Display Data Capture and User Agreements on portal home page

[ Aliow users to Opt in 1o receive message

ATHA|. ClO|H 2™ QA E
Capture(ClIO|E Z# E A2

ot= HEE FIHELICH o

TAELICH AFE A2 R E HI0IEE ZH*X{5t24™ Enable Data
8} AXIE ME4SI T +Add Field Element(BEE 4 FI7HE 22/5l04 A

=r)
=2 =R
o o 2 :

Auhentication

Ponal information

[] Enabie Data Capture

Form Fields

swo | [Cerm )
5E+A|. Enable Terms &Conditions(2f& & A3 E MEHSI 1 Save & Configure Portal(Z£8 M &
+4)g E=gLct



o o o

Portal Information Authentication Data Gaptune

This section allows: you to enable and confrgura Terms & Conditions and Prvacy policy Statements.

DR &R @ B -~ Q b3 |
B I US X x| L = = » W E LK T M= Q=
Siyies - | Format - | Font - | sSize A- B X

WIFI Terms of Use, Last updated: Saptember 27, 2013.

These Wi-Fi Terms & Conditions Of Use (the Wi-Fi Termas) togather with the TERMS OF USE govem your use of the Wi-Fi service.
Description of the Service

User Agreements

+¢ | English

The Service provides you with wireless access 1o the Intemet within the premises. We do not, as an ordinary practice, proactively monéor the activities of those who use the Service or exercise any edilonal control over any material ransmitted, hosted

oF posted Using the Senvics 10 ensure that usars comply with these Wi-Fi Terms andior the Liw, althaugh it resarves the ight to da sa.

Y

l Save | & Prev Save & Conflgure Portal
)\ J

6EtA. 2ol met ZTEE -5t Save(ME)E F=/ELICH

Email, Mobile Narber
PORTAL EDITOR - S
Brand Namé
Welcome Message L § WELCOME MESSAGE
Notice
First time wsitor waloome i
Data Caplure
Welcome to Cisco Mexico
9 Venue Map
m Videos @
B Feedback .
Add a custom message for Repeat visitors
x, Help
Hi S(firstName} Silasthame), Welcome 19 Socation =
o Get Apps
== Get Internat

Promos & Offers
Node

It any variables wsed in the message abave are not avallabse We will default to the message

+ Add Module ShowT 10 ST M Visinons.

@l
DNA 37tol &5 28 & 4

1
Hel
T

1E+74|. DNA Spaces | CH A2 E0{ M Captive Portals(Z

PORTAL PREVIEW

£ Home Screen »
Welcome to Cisco Mexico

SIGN-UP FOR WIFI

Emall Address

Mckile Nurrber




= Cisco DNA Spaces

ACT - Leverage Digitization toolkits to Act on Insights.

Captive Portals

Engagements

O ACTIVE CAPTIVE PORTALS

Captive Portals

BOODNASpaces]

PORTALS

3Et7|. + Create New Rule2 &

=gt 73 0

O ACTIVE ENGAGEMENTS

=gt

= Actie APs
5 of 50
| Impart Portal -, Craate New
STATUS LAST MODIFIED
Draft Feb 18, 2020
(1=10f1):1 pages

22 9245t o|™ol 743 SSIDE MEdEtLICt

9800DNASpaces

€ Create Captive Portal Rule RULE NAME:

Choose any or all of the options that apply to your rule below

When a user is on WiFi v and connected to

9800-DNASpaces1 ~

LOCATIONS - Where do you want the rule to fire?

At any of the following locations

+ Add Locations

Please selact at-least one location

MMof| A + Add LocationsB Z 2!



Choose Locations

Location Hierarchy

MEX-EAST-1
5508-1-CMX
5508-2-Connector

5520-1-DirectConnect

O OO0

O

Selected Locations

9800L-DirectConnect X

9800L-DirectConnect

&

[ Show Captive Portal
Choose a Portal to be dispayed to Users when they connect to the: wifi

SBO0DNASpaces] -

] Session Duration

[] Bandwidth Limit

Seambessly Provision Internet
Directly provision internet without showing any outhentication

Deny Intermet
Stop users from accessing the intermet

Tags these users as
Choose - Associate /Dsassociale users 1o chosen Lags

+ Add Tags

(] Trigger AP

Save & Publish Save

DNA SpacestlM S8 HE 71X 27|

DNA SpacesHlM A& 3HeE IP FAE FUKJLTF?

DNA Spaces?t afie X|do| ZE&Hof| AtEst= IP FAE

& Q15124 DNA Space &2/ Captival

FH

AELCH ME W AHA

ACTION
Show Captive Portal
Porial : SB00DNASpaces 1

Portal HO|X|2 O|S & LICt &% HlF0lM SSIDE £2!8t Ct= SSID ot2Holl A Configure

o{a =
—_= -

Of7HE =~ 2Hol| AL & 2= O| IP FALICEH DNA Spaces= A0 BEQ| TA| NMSP/EEHRE

manually(+82 2 74)& Z=IFLICH IP

Zo CHE IP FALE AFSELCH

> —
—r_jn\_t

ACL

oil M

LICt. o|= ACL Z! webauth



5510 Gonfiguration

]
EAEE HHol A #Hml MMoi|M 72 A= ACL Moo =€ IP A E EoiELICt olz{eh X[HE
2 M350 ACLE dHE Hee el IP FAL 7S5 FAAIR. ST X[ ZEHHM ALE
=l = ol
ot= IPRILICH
Configure
Creating the Access Control List

1 Log in to the WLC Direct Connect with your WLC Direct Connect credentials.

2 Choose Security > Access Control Lists > Access Control Lists

Far FlexCannect [acal mode, choose Security > Access Control Lists > FlexCannect ACLS
3 Toadd an ACL, click New,
4 In the Mew page that appears, enter the following:.

a. In the Access Control List Name field, enter a name for the new AGL

Note:
You cam enter up to 32 alphanumeric characters.

b. Choose the ACL type as IPvd.

MNote:
This option is not available for FlexConnect ACLs.

c.Click Apply.
5  When the Access Control Lists page reappears, click the name of the new ACL.
&  Inthe Edit page that appears, click Add New Rule. The Rules > New page appears,

7  Configure a rule for this ACL with the following wall garden ranges.

™ i Source IP Address/NeTmask Destinaton IP Addross/NeTmask Pratocol x_:: R H"’:;:“" D5CP Action
i. Any 0.0.0.0/0.0.0.0 54.77.207.163/255.255.255.255 TCP Ay HITES fny Permit
2. Any 54.77.207.163/255.255.255.255 0.0.0.0/0.0.0.0 TCP HTTPS Ay Any Parrmit
3. Any 0.0.0.070.0.0.0 34.252.175.120/255.255.255.255 TCR Aavy HTTPS Any Parmit
4, Any 34,252.175.120/255.255.255.255 0.0.0.040.0.0.0 TCP HTTPS Arvy Any Permit

DNA Spaces 2121 ZE M AFH3= URL2 FAUAL?

g x[do| Z=of CHal o4 229! & URL DNA SpacesE AFE35H=X| & Q152454 DNA
Space & 2| Captival Portal HO|X|2 O|SgfLICt &% HF0lM SSIDE £ 2!8t CtS SSID ofzho|
M Configure manually(=8S2 £ 7)& S2/gfLCt



[ Cisco Morak) SSIDs

SSID Configuration

@ Cisco Aironet SSiDs

Guest LAB-DNAS

Enma]

LIEtLHE HHoM OlZiE A3 EStT F B MMl 7EHAH ol M= 98002] OH7HE
siof 3= URLE EoiE L.

Creating the SSIDs in WLC Direct Connect

To create the SSIDs in the WLC Direct Connect, perform the following steps:

1

In the WLC Direct Connect main window, click the WLANSs tab.

To create a WLAN, choose Create New from the drop-down list at the right side of the page, and click Go.

In the New page that appears, enter the WLAN details like Type, Profile Name, SSID, and so on.

Click Apply.

The WLAN added appears in the WLANs page.

Click the WLAN you have newly created.

Choose Security > Layer 2 , and configure the Layer 2 Security as None .

In the Layer 3 tab , do the following configurations:

a.From the Layer 3 security drop-down list, choose Web Policy .

b.Choose the Passthrough radio button.

¢.In the Preauthentication ACL area, from the IPv4 drop-down list, choose the ACL created earlier.
d.Select the Enable check box for the Sleeping Client.

e.Select the Enable check box for the Override Global Config.

f.From the Web Auth Type drop-down list, choose External .

g.In the URL field that appears, enter the Cisco DNA Spaces splash URL.

https:{/splash.dnaspaces.eu/p2femeabru2

DNA SpacesOll CH#F RADIUS MH AISAFE2 2dlL7t?

A& 3H0oF 3= RADIUS A IP =A%}
Portal(Z % Z &) H 0| X|2 0|55t & Al 2
Configure manually(+=82 £ +4)& Z=2&LICt

ol A T

=28 ¢S E 2otE2{M DNA Space & 2| Captival
2. 2% Mol A SSIDE Z=|&t C+Z SSID ofzoi| A



5510 Gonfiguration

=]

RADIUS)OM of2fE2 A3 Est1 7E 7|0 M= radius &S <IE
Ct. o{7} 282 MEH A& 0|0 12EHAH o A CHE L.

OL- - "1

EH
>
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7 Inthe New page that appears, enter the details of the radius server for authentication, such as server IP address, port number, and secret key, select the Server Status as Enabled , and click Apply.

Host: 52.51.31.103,34.241.1.84
Port: 1812
Secret Key: emeab1299E2PgvilK

8 Choase Radius > Accounting.

The Radius Accounting Servers page appears,

9 From the Acct Called Station ID Type, choose AP MAC Address:SSID.
10 From the MAC Delimiter drop-down list, choose Hyphen.
11 Click New.

In the New page that appears, enter the details of the radius server for accounting, such as server IP address, port number, and secret key, select the Server Status as Enabled , and click Apply.

Host: 52.51.31.103,24.241.1.84
Part: 1813

Secret Key: emeab1299E2PquilK

Ct&& &lghuct

SSID| HAZAE E20|HE Q| MENE & 2I5tE{™ Monitoring(2 L|E{R!) > Clients(22I0|P1E)E 0|
S35t0od C|HIO|A 9] MAC FAE Z2l5l 1 Policy Manager State(&2 Zt2|X} AEH)E &&LICH



60 View General

Client Properties AP Properties

Wireless LAN Id

ATF Statistics

1

WLAN Profile Name

9800-DNASpaces1

Wireless LAN Network Name (SSID) 9800-DMNASpacesi

BSSIC 1003.d694.00ef

Uptimel ) 64 seconds

Session Timeout 1800 sec (Remaining time: 1762 sec
Sessic V g Time Timer not running

Client Active State Active

Power Save mode OFF

Current TxRateSet m2 ss1

Supported Rates 9.0,18.0,36.0,48.0,54.0

Join Time Of Client 03/11/2020 17:47:25 Central

Policy Manager State Run

£ a4
xRl A

1. ZEEo| 714 QlEmo|ao FHE IP FAT gl B2, ECt0|UEE Di7HH+ Mol 7=
ElC/EdE 2 Oid LHF =2 2|C=EE L

2. 2Ct0|ME 7} DNA Spaces2| ZHE Z|C|BME|= S0t 503 2 F7F &dllste 3 HEER 7
DNA Spaces@| x| H&E FZo0i| £ GEIRI=X| =elghLct.

g =

WLC 98002 & Al 5 7158 N BELICH 0l217 o0l RE Zetolel= iz B2t oF Z1 &
el £ HAIXI7} XISHo2 22, AL £k Tof 2 & 450l ChEt 218 2 4 AUSL
ct.

;o ddxls 209 gof whet H Az HEZ Sobd + JU&LC

7|2XMSe 2 9800 WLC7t &gt FHME Ed™H SSH/RHE S3all 9800 WLCOH| ¢dZst 1 CHF EHA|
2 88 & oaLIChAMS HAE olol 223D Q=X 20

1A EX7H L T UZSF HEED M AlZHS FHelgL

>w
ﬂl|0
S
=
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# show clock
2EHAH|. A|AE ZAn[ag|o| Mo ek A
ZH o AAE]

E{ HH = Q¥ syslogtlM syslogE £ & gfLICt. Of

slo
SEf A 277} R E =2 0|EHHFE71ISF §*¢AA=LIEP

# show logging



3Bl CIHa o] & dst IR = x| & lFf Lt

# show debugging
Cisco IOS-XE Conditional Debug Configs:

Conditional Debug Global State: Stop

Cisco IOS-XE Packet Tracing Configs:

Packet Infra debugs:

Ip Address Port

=]

o LEE 20| e 82, ol &dstEl Z(mac T4, IP 4 8)0| Hdlsi= 2E
=2 M| Ao et 50| |1 HI“*'E 7|51 olge olnjgtLict. o= olsf 210 28
O ZB7FELICH MEtM M3 Mo 2 CIHZSHX| &2 e B =7 X|f= XWo| E&LICH
4THA. Eﬂéé &2l mac FA7F 3EHAHC ZHS R LIYPE|X| 2 B, 58 mac F404 CHst
always-on & & Bl FMZ +=FghL|ct
# show logging profile wireless filter { mac | ip } { <aaaa.bbbb.cccc> | <a.b.c.d> } to-file
always-on-<FILENAME. txt>
Mol 2HIxE EAISALL THUS I TFTP Mufoll ZAHE 4 laLict,
# more bootflash:always-on-<FILENAME. txt>
or
# copy bootflash:always-on-<FILENAME.txt> tftp://a.b.c.d/path/always-on-<FILENAME. txt>
=
ZHR ClHZ W 2 gy 25
Always-on £ S8l TAL 52 2A[e| EE[HE &ele = U= S HEJH MBEX| kg 38
?, =H8 ciHEE SREEET RA(Radio Active) &2 AME & U&LICH J2{H X[QE =A
=}

|H
ek o

2 MA0 CHst C|e{a 2l Z=X0| A

.i
Ct.

=
(Ol 22 2LI0|HUE mac FA)1t 45 5 8st= ZE
LICH ZAF ClHZ S EE3totedd Ohg BHAE e L

124 g-d3tE i =240| Qi x| &g Lo

# clear platform condition all

2EHA. LB T4 Z 20| E mac FAO CHet CIH Z4E g4stefLct

O BHE2 302(1,800%) 52 NS E MAC FAE ZLIEZSH7| A|ZFgFLICH MEHXM O Z o] AlZt
2 Z|CH 2,085,978,494F 7 K| =& &= U&LICH

# debug wireless mac <aaaa.bbbb.cccc> {monitor-time <seconds>}

Hofl £ o|& o] 2EI0|HEE ZLIE{RIEIE{H mac A Y debug wireless mac
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<aaaa.bbb.cccc> HHEE AlELICT
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ATHA|. 7|2 E= 8T 2LIE AlZho| ZLEZ| ™ol X7t R El= B2 CIHOE SX([g L.
# no debug wireless mac <aaaa.bbbb.cccc>

TLIEE AlZHo| Bt ALt FM a7 SHEH 9800 WLCE CHS It 22 O|§ 2 24 o

S dygict

ra_trace_MAC_aaaabbbbcccc_ HHMMSS. XXX _timezone_DayWeek_Month_Day_year.log

5ttAl MAC F4 €80 mtdg +=&ELICE. RAFH Jogg 2/F AMHO| SASHHL £33 &t
ol 2H R AIE + A&LIT

# dir bootflash: | inc ra_trace

oS O Mol Ak

# copy bootflash:ra_trace_MAC_aaaabbbbcccc_ HHMMSS.XXX_timezone_DayWeek_Month_Day_year.log
tftp://a.b.c.d/ra-FILENAME. txt
ZEX E Al

# more bootflash:ra_trace_MAC_aaaabbbbcccc_ HHMMSS.XXX_timezone_DayWeek_Month_ Day._year.log

6THA. 2= §elo| ot X HWefetX| pi2 AR ClHO el 238 O RHAMls| EoiF= LR 2O &
&g ct ol0f =Ek/of LHRXMo= HQE.J ClHI 238 RHA[5] & TZE Zdo|=2 20|
EE CtA| CIHZE 2= gL

# show logging profile wireless internal filter { mac | ip } { <aaaa.bbbb.cccc> | <a.b.c.d> }
to-file ra-internal-<FILENAME>.txt

Fu:olFHEH2 2

S'S = Z= 2Z E{IEH'O{l CHBE 284S Hhats AFSHS| BhoHEt
LIch ol2f#t xxig 712 BAls

Maol 2E
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ra-internal-FILENAME txt& 2|5 MHO| SASHLE 22332 SHO| &Y ZAIE = U&LICH

ItUE 2F Mol S AL

# copy bootflash:ra-internal-<FILENAME>.txt tftp://a.b.c.d/ra-internal-<FILENAME>.txt
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# more bootflash:ra-internal-<FILENAME>.txt
7EAH. ClHO =HE M 7HE L.

# clear platform condition all

o EHERE MM Fole &4 ClHI =742 HM7HsHok g LCH.
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RADIUS M7} @i= SSIDO| ¢1Z25t= S0t 244/215 T2 H|A o
t7| 28t RA_traces2| £24QlL|C}.

802.11 4Z/2l5:

Association received. BSSID 10b3.d694.00ee, WLAN 9800DNASpaces, Slot 1 AP 10b3.d694.00e0,
2802AP-9800L

Received Dotll association request. Processing started,SSID: 9800DNASpacesl, Policy profile:
DNASpaces-PP, AP Name: 2802AP-9800L, Ap Mac Address: 10b3.d694.00e0 BSSID MAC0000.0000.0000 wlan
ID: 1RSSI: 0, SNR: 32

Client state transition: S_CO_INIT -> S_CO_ASSOCIATING

dotll send association response. Sending association response with resp_status_code: 0

dotll send association response. Sending assoc response of length: 144 with resp_status_code: 0,
DOT11_STATUS: DOT11l_STATUS_SUCCESS

Association success. AID 1, Roaming = False, WGB = False, 1llr = False, llw = False

DOT11 state transition: S_DOT11_INIT -> S_DOT11_ASSOCIATED

Station Dotll association is successful

P &t T EAMA:

IP-learn state transition: S_IPLEARN_INIT -> S_IPLEARN_IN_PROGRESS
Client IP learn successful. Method: ARP IP: 10.10.30.42

IP-learn state transition: S_IPLEARN IN_ PROGRESS -> S_IPLEARN_COMPLETE
Received ip learn response. method: IPLEARN_METHOD_AR

cilolo] 3 2I&:

Triggered L3 authentication. status = 0x0, Success

Client state transition: S_CO_IP_LEARN_IN_PROGRESS -> S_CO_L3_AUTH_IN_PROGRESS

L3 Authentication initiated. LWA

Client auth-interface state transition: S_AUTHIF_L2_WEBAUTH_DONE -> S_AUTHIF_WEBAUTH_PENDING

Client auth-interface state transition: S_AUTHIF_L2_WEBAUTH_DONE -> S_AUTHIF_WEBAUTH_PENDING

[webauth-httpd] [17798]: (info): capwap_90000005[34el1.2d23.a668][10.10.30.42]GET rcvd when in
INIT state
[webauth-httpd] [17798]1: (info capwap_90000005[34e1.2d23.a668]1[10.10.30.42]HTTP GET reguest

)
[webauth-httpd] [17798]: (info): capwap_90000005[34el1.2d23.a668]1[10.10.30.42]Parse GET, src
[10.10.30.42] dst [13.107.4.52] url [http://www.msftconnecttest.com/connecttest.txt]

)

[webauth-httpd] [17798]1: (info capwap_90000005[34e1.2d23.a668][10.10.30.42]Retrieved user-
agent = Microsoft NCSI
[webauth-httpd] [17798]: (info): capwap_90000005[34el1.2d23.a668][10.10.30.42]GET rcvd when in

LOGIN state
[webauth-httpd] [17798]: (info): capwap_90000005[34e1.2d23.a668][10.10.30.42]HTTP GET request



[webauth-httpd] [17798]1: (info): capwap_90000005[34el1.2d23.a668]1[10.10.30.42]Parse GET, src
[10.10.30.42] dst [151.101.24.81] url [http://www.bbc.com/]

[webauth-httpd] [17798]: (info): capwap_90000005[34el1.2d23.a668][10.10.30.42]Retrieved user-
agent = Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
[webauth-httpd] [17798]: (info): capwap_90000005[34el1.2d23.a668][10.10.30.42]P0OST rcvd when in

LOGIN state
tlofo{ 3 215 0f H35tHH Z2t0|1EE RUN 4 EHE O|SELICtH

[34el.2d23.a668:capwap_90000005] Received User-Name 34E1.2D23.A668 for client 34el.2d23.a668

L3 Authentication Successful. ACL:[]

Client auth-interface state transition: S_AUTHIF_WEBAUTH_PENDING -> S_AUTHIF_WEBAUTH_DONE
$CLIENT_ORCH_LOG-6-CLIENT_ADDED_TO_RUN_STATE: Username entry (34E1.2D23.A668) joined with ssid
(9800DNASpaces) for device with MAC: 34el.2d23.a668

Managed client RUN state notification: 34el.2d23.a668

Client state transition: S_CO_L3_AUTH_IN_PROGRESS -> S_CO_RU
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