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» Catalyst 9800 Wireless Controller Series(Catalyst 9800-L), Cisco IOS® XE Gibraltar 17.9.4
» ISR(Integrated Services Router), Cisco IOS® XE Gibraltar 17.6.5
» Catalyst 3560 Series Switch, Cisco IOS® XE Gibraltar 15.2.4E10
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BFRE{ NAT-A 74:

CLI:

<#froot>

RouterNAT-A#config t
RouterNAT-A(config)#interface GigabitEthernet0/1/

0

RouterNAT-A(config-if)#ip add 10.0.0.1 255.255.255.0
RouterNAT-A(config-if)#ip nat

i nsi de

RouterNAT-A(config-if)#end
RouterNAT-A#

RouterNAT-A#config t
RouterNAT-A(config)#interface GigabitEthernet0/1/

1

RouterNAT-A(config-if)#ip add 20.0.0.1 255.255.255.0
RouterNAT-A(config-if)#ip nat

out si de

RouterNAT-A(config-if)#end
RouterNAT-A#

RouterNAT-A#config t
RouterNAT-A(config)#ip nat inside source static 10.0.0.2 20.0.0.2
RouterNAT-A(config)#end



RouterNAT-A#

2HRE{ NAT-B #4:

CLI:

<#froot>

RouterNAT-B#config t
RouterNAT-B(config)#interface GigabitEthernet0/1/

2

RouterNAT-B(config-if)#ip add 40.0.0.1 255.255.255.0
RouterNAT-B(config-if)#ip nat

i nsi de

RouterNAT-B(config-if)#end
RouterNAT-A#

RouterNAT-B#config t
RouterNAT-B(config)#interface GigabitEthernet0/1/

3

RouterNAT-B(config-if)#ip add 30.0.0.1 255.255.255.0
RouterNAT-B(config-if)#ip nat

out si de

RouterNAT-B(config-if)#end
RouterNAT-A#

RouterNAT-A#config t

RouterNAT-A(config)#ip nat inside source static 40.0.0.2 30.0.0.2
RouterNAT-A(config)#end

RouterNAT-A#
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WLC1 7 4:

GUI:

CLI:

WLC1l#config t

WLC1(config)#wireless mobility group member mac-address f4bd.9e56.304b ip 40.0.0.2 public-ip 30.0.0.2 g
WLC1(config)#end

WLC1#
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CLI:



WLC2#config t

WLC2 (config)#wireless mobility group member mac-address f4bd.9e57.d8cb ip 10.0.0.2 public-ip 20.0.0.2 g
WLC2 (config)#end

WLC2#
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RouterNAT-A#show run interface GigabitEthernet0/1/0
interface GigabitEthernet0/1/0

ip add 10.0.0.1 255.255.255.0

ip nat inside

1

RouterNAT-A#show run interface GigabitEthernet0/1/1
interface GigabitEthernet0/1/1

ip add 20.0.0.1 255.255.255.0

ip nat outside

1

RouterNAT-A#show run | in ip nat inside

ip nat inside source static 10.0.0.2 20.0.0.2

2HREINAT-B

RouterNAT-B#show run interface GigabitEthernet0/1/2
interface GigabitEthernet0/1/2

ip add 40.0.0.1 255.255.255.0

ip nat inside

|

RouterNAT-B#show run interface GigabitEthernet0/1/3
interface GigabitEthernet0/1/3

ip add 30.0.0.1 255.255.255.0

ip nat outside

|

RouterNAT-B#show run | in ip nat inside

ip nat inside source static 40.0.0.2 30.0.0.2
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MNon-Lecal Mobility Group Multicast Configuration

CLI:

<#root>
WLC1#

show wirel ess nmobility sumary

Mobility Summary

Wireless Management VLAN: 10

Wireless Management IP Address: 10.0.0.2
Wireless Management IPv6 Address:
Mobility Control Message DSCP Value: 0
Mobility High Cipher : False

Mobility DTLS Supported Ciphers: TLS_ECDHE_RSA_AES128_GCM_SHA256, TLS_RSA_AES256_GCM_SHA384, TLS_RSA_AE

Mobility Keepalive Interval/Count: 10/3
Mobility Group Name: default

Mobility Multicast Ipv4 address: 0.0.0.0
Mobility Multicast Ipv6e address:
Mobility MAC Address: f4bd.9e57.d8cb
Mobility Domain Identifier: 0x34ac

Controllers configured in the Mobility Domain:

IP PubTlic Ip MAC Address Group Name Multicast IPv4 Multicast IPv6
10002 NA fabd.9es7.dscb  default 0000 o
40.0.0.2 30.0.0.2 f4bd.9e56.304b default 0.0.0.0
Up
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Mon-Local Mobility Group Multicast Configuration

CLI:

<tfroot>
WLC2#

show wirel ess nmobility sumary

Mobility Summary

Wireless Management VLAN: 40

Wireless Management IP Address: 40.0.0.2
Wireless Management IPv6 Address:
Mobility Control Message DSCP Value: 0
Mobility High Cipher : False

Mobility DTLS Supported Ciphers: TLS_ECDHE_RSA_AES128_GCM_SHA256, TLS_RSA_AES256_GCM_SHA384, TLS_RSA_AE
Mobility Keepalive Interval/Count: 10/3
Mobility Group Name: default

Mobility Multicast Ipv4 address: 0.0.0.0
Mobility Multicast Ipv6 address:
Mobility MAC Address: f4bd.9e56.304b
Mobility Domain Identifier: 0x34ac

Controllers configured in the Mobility Domain:

IP PubTlic Ip MAC Address Group Name Multicast IPv4 Multicast IPv6  Statu
0002 NA Fabd.0es6.304b  default 0000 NA
10.0.0.2 20.0.0.2 f4bd.9e57.d8cb default 0.0.0.0
Up
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#show ip nat translations
#show ip nat statistics
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#debug ip nat
#show debug
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#show Togging process mobilityd start last 1 days to-file bootflash:mobilitytunnel.txt
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#more bootflash:mobilitytunnel.txt
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#copy bootflash:mobilitytunnel.txt tftp://<TFTP IP ADD>/mobiTitytunnel.txt
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WLC GUI

Add MAC/IP Address
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Enter time interval

Enable Internal Logs |:

Generate logs for 1ast g, 10 minutes
O 30 minutes
O 1 hour

O since last boot

|_ Apply 10 Device

WLC CLI

debug platform condition feature wireless ip 10.0.0.2
debug platform condition feature wireless ip 20.0.0.2
debug platform condition feature wireless mac f4bd.9e57.d8cb
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#show Tlogging profile wireless last 30 minutes filter mac f4bd.9e57.d8cb to-file bootflash:mobilityf4bd
#show Tlogging profile wireless last 30 minutes filter ip 10.0.0.2 to-file bootflash:mobilityl0002.txt
#show Tlogging profile wireless last 30 minutes filter ip 20.0.0.2 to-file bootflash:mobility20002.txt
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#copy bootflash:mobilityf4bd9e57d8ch.txt tftp://<TFTP IP ADD>/mobiTlityf4bd9e57d8ch.txt
#copy bootflash:mobility10002.txt tftp://<TFTP IP ADD>/mobiTityl0002.txt
#copy bootflash:mobility20002.txt tftp://<TFTP IP ADD>/mobiTity20002.txt
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#config t

(config)#ip access-Tlist extended Mobility
(config-ext-nacl)#permit ip host 10.0.0.2 any
(config-ext-nacl)#permit ip any host 10.0.0.2
(config-ext-nacl)#end

#monitor capture MobilityNAT interface <Physical Interface/Port-Channel number> both access-1ist Mobili
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#show monitor capture MobilityNAT
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#monitor capture MobilityNAT start
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#monitor capture MobilityNAT stop
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#monitor capture MobilityNAT export tftp://<TFTP IP ADD>/MobilityNat.pcap
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#clear platform condition all
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#config t

(config)# no ip access-Tist extended Mobility
(config)#end

#no monitor capture MobilityNAT
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