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. WLC(Wireless Lan Controller) & LAP(Lightweight Access Point)
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- EAP(Extensible Authentication Protocol)
- RADIUS(Remote Authentication Dial-In User Service)
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- C9800-CL-K9, Cisco I0S® XE,17.6.1

- ISE 3.0

- AIR-CAP3702

- AIR-AP3802
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Ap7t olm| Wicol EQIE! 72

802.1x 215 ¥ 2 LSC(Locally Significant Certificate) AP 215 & T &LICh.

17|, Configuration(Z1I|12{|0| M) > Tags & Profiles(El1 %! 2 &) > AP Join(AP Z=2l) > AP
Join Profile(AP =21 X 2 &) H 0| X[ A Add(F7HE E225I0iM =2l Z2EHE FIISHLEAP =
QEZLE =Y M T olFE F=IEfLIC

n '-':Iuls.'::i::'{ f.;!_f;t:w Catalyst 9800-CL Wireless Controller
= » AP Jgin
AP Join Profile Name T Description
Dot
Split- Tunr
default-ap-profile dedault ap profile

2EH7|. AP Join Profile(AP =21 Z 2 1} ) 1| 0|X[2| AP > General( ) 0l A{ AP EAP Auth
Configuration(AP EAP 21& ZiIm|aglo|M) Mo 2 o|SELICt. EAP Type EECHR S50 A
EAP $& 2 EAP-FAST, EAP-TLS EE = EAP-PEAPZ MEH510{ dot1x Q15 RS 7 H8LICH



Edit AP Join Profile »

General Client CAPWAP AP Management
—
General Hyperlocation Packet Capture
1 S
Power Over Ethernet
Switch Flag

Power Injector State
Power Injector Type

Injector Switch MAC

Unkmnown -

00:00:00:00:00:00

AP EAP Awth Cmﬁﬁwation
-
EAP Type _' EAP-FAST -
AP Authorization Type EAP-TLS
EAP-PEAP
"

D Cancel

Security ICap QoS

Client Statistics Reporting Interval
5 GHz (sec) 90

2.4 GHz (sec) %0
Extended Module

Enable

Mesh

Profile Name mesh-profile -

Clear

[=] Update & Apply to Device

3EtAl. AP Authorization Type(AP #Et §0i ®8) E&ECH2 S0l R3S CAPWAP DTLS + &£
£ CAPWAP DTLSZ ME43} 11 Update & Apply to Device(C|HFO|A0]| C|0|E X XE)E 2|t

LCH.



Edit AP Join Profile x

General Client CAPWAP AP Management Security ICap QoS
—
General Hyperlocation Packet Capture
—
Power Over Ethernet Client Statistics Reporting Interval
Switch Flag 5 GHz (sec) 80
Power Injector State 2.4 GHz (sec) S0
Power Injector Type Linknawn v Extended Module
Injector Switch MAC 00:00:00:00:00:00 Enable
AP EAP Auth Configuration Mesh
( N
EAP Type EAP-FAST v . mesh-profie .
- Clear
AP Authorization Type CAPWAP DTLS v
CAPWAP DTLS +
DOT1x port auth
CAPWAP DTLS
\._ Dot1x port auth Yy
D Cancel &= Update & Apply to Device

802.1x AF8 Xt O|F X HIYHZ E FHEfLICH

1E-H|. Management(# El) > Credentials(XtZ &) > Dot1x username and password
details(Dot1x At& Xl O|F R H|RIHE MEALE &1=2) > M5 802.1x H|ZHE RES MEistD
> Update & Apply to Device(C|HFO|A0{ YC|0|E W XM )8 F=&Lct



Edit AP Join Profile ®

General Client CAPWAP AP Management Security ICap QoS
Device User Credentials CDP Interface
| —
Dot1x Credentials
Ve N
| Dot1x Username Dot1x
Dot1x Password LITITT YT
i
Dot1x Password Type clear -
\ J

2 Cancel =] Update & Apply to Device

Ap7t O} & WLCOH| =PIt K| &2 B!

A7 SHS NN T OHS CLI BYS AL 5H2{ LAPE 24 s ot #LICHCheetah OS &
Cisco IOS® AP).

CLI:

LAP# debug capwap console cli
LAP# capwap ap dotlx username

APOI M Dot1x Xt SHE X|AHERE )

Cisco IOS® AP2| B APE CHA| EE3H ¥ CH&& - ELICH



CLI:

LAP# clear capwap ap dotlx
Cisco COS APS| AR APE CtA| EE§H & L} =~ ELICH

CLI:

LAP# capwap ap dotlx disable

AQx| 4
AL%|0M MR o 2 dot1xE & 435D ISE HHE AR| %0l F7HEHLICE.

CLI:

Enable

Configure terminal

aaa new-model

aaa authentication dotlx default group radius
aaa authorization network default group radius
dotlx system-auth-control

Radius-server host

AP £A9I%| ZEE TABLICH

CLI:

configure terminal

interface GigabitEthernet
switchport access vlan <>
switchport mode access
authentication order dotlx
authentication port-control auto
dotlx pae authenticator
spanning-tree portfast edge

end

AP7} Flex Connect ZE(2&H A93)2l B2, 2EI0|HE ECHZI0| AP BiHoM BEAEEE 2
E0f 042 MAC FAE 3183t 5 A2IR| QIE{H| 0|20 F7} Hm|aeioldE +~sloF &fLICt.

authentication host-mode multi-host
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1EH4|. A8 ISE MHe| W EQA C|Hlo|AZ FEJFEFLICE Administration(® 2]) > Network
Resources(H|E 2|3 2|4 A) > Network Devices(H| E9{3 C[HIO|A) > Add(F7}) > Enter Device
name, IP address(C|HFO|A O, IP &4 @2), enable RADIUS Authentication Settings(RADIUS
R1E M & M3t), Specify Shared Secret Value(3® &% 2t X|H), COA port(COA ZEE 7|27,
© 2 {K|) > Submit(MZ)Z o|SgLCt.

etwork Devices N wOrk & Natwork D xternal Server Sequance

o RADIUS

27| ISEOM AP A+Z4 ZFHEZ F7IELICE Administration(Z 2]) > Identity Management(ID #2) >
Identities(ID) > Users(AFE XN E 0|S5t1 Add(F7t) HE 2 Z2/5t0{ AL AHE F7HELICE 047
MWLCO| AP 7t Z 2 Zlof| L8 AtZ3 ZHES U=l of FLICH AFE At 07(|0lA 7|2 2 &
ZEE|XIB T AtEof et ol 2§ 2 2HE + JUsuUct



= Ciscol: I Administration - Identity Management

Identities Groups External [dentity Sources dentity Source Sequences Settings

| Usars

< NelWOork Al
Latest Manual Metwork Scan Res.

« Passwords

User Information

Account Options

Account Disable Policy

« User Groups

3CHAL ISE0IAM 215 HAY o HE o YA /ALt Policy(E%) > Policy Sets(&3 EEhHE
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Policy Sets
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authorization Policy (12)

Rosults

Status  Rule Name Gonditions Profiles Security Groups Hits  Actions
| PO RO - — o 4 8
© Dt Soboct from list ] &

4THA. 18 £l Z 2 E 201 M Default Network Access(7 |2 UEHZ M A)7H HEEI=X| &2l
grLiCt. Policy(’S3%Y) > Policy Elements(’S3& 2 4) > Authentication(21&) > Results(Z1}) >
Allowed Protocols(31& £l= Z 2 E &) > Default Network Access(7 |2 HIE X3 HAH|A) > Enable
Allow EAP-TLS(EAP-TLS 31&) > Save(XM%)E O|SELICt.

= Cisco ISt [ Policy - Policy Elements |

Dictionaries Conditions Results

Authentication

Allowed Protocols

Allowed Protocols

Authorization
Daseription
Default Allowed Protocel Service
Proflling

Posture

Client Provisioning ~Allowed Protocols

Authentication Bypass

Authentication Protocols
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CLI:

9800WL.CHshow ap profile nanme <profil e-nanme> detail ed

of:

9800W.C#show ap profile nane default-ap-profile detailed



AP Profile Name . Dot 1x

Dot 1x EAP Met hod . [ EAP- FAST/ EAP- TLS/ EAP- PEAP/ Not - Conf i gur ed]
LSC AP AUTH STATE : [CAPWAP DTLS / DOT1x port auth / CAPWAP DTLS + DOT1x port auth]

ALx| ZEO|A 802.1x & QI

show &2 AQ|x| ZEO|AM 802.1x2| 215 AENE E A|EFLICE.
CLI:

Swi t ch# show dot 1x all

£ 0
Sysaut hcont r ol Enabl ed
Dot 1x Protocol Version 3

Dot 1x Info for G gabitEthernet0/8

PAE = AUTHENTI CATOR
Qui et Peri od = 60

Server Ti neout =0

SuppTi neout = 30

ReAut hivax =2

MaxReq =2

TxPeri od = 30

ZEJ QABER=X] el

CLI:

Swi t ch#show dot 1x interface <AP switch port nunber> details
£3 o

Dot 1x Info for G gabitEthernet0/8

PAE = AUTHENTI CATOR
Qui et Peri od = 60
Server Ti neout =0
SuppTi neout = 30
ReAut hivax =2
MaxReq =2
TxPeri od = 30

Dot 1x Aut henticator Cient List

EAP Met hod = FAST

Suppl i cant = f4db. e67e. dd16

Session I D = 0A30279E00000BB7411A6BC4
Auth SM State = AUTHENTI CATED
Auth BEND SM St at e = | DLE

ED
Auth BEND SM State = | DLE

CLIOA|A:



Swi t ch#show aut henticati on sessi ons
=24 01|
= .

Interface MAC Address Met hod Domain Status Fg Session |ID

Go/8 f4db. e67e. dd16 dot1x DATA  Auth 0A30279E00000BB7411A6BCA
ISE0]| A Operations(%f¥d) > Radius Livelogs(Radius Livelogs)E MEi5t T 2150| HE%{0|H 2H}
£ Authorization(T 8t £04) ZZ2u} 0| FA|Z|=X]| &QlgtL|Ct

Live Logs

fa fal 1 o s’
W ¥ v v

Thme Status Detalls  Repea_.  ldentity Endpolint ID Endpaint..  Authentication..  Authorization Polley Autharization Pr. IP Address Wetwork De... Device P
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Oo| MMoMe Ax|ado|M 22X E sdste ol AFE £ Ues HEE XSELuct

ISE M7t AR[IM 44 7tSEHR| 2 215tE4™ ping WES =g LCH
AR2{X|7FISE ME{0 M AAA EEI0|UEZE FHE|0] JUeX| EHlELICH
B L5 AQ%IQ ISE ME{ Zholl S etK| & QlEtLCt.
. ISE M0 A EAP-FAST7| # M3t Z|i=X| &olghct.
. 802.1x A3 ZHO| LAPO| CHall F4E(0{ 411 ISE MEH0lA SYUEHR| & lghL|Ct

1 AL O|EL HIYHS = CHAERKIE FEELICH

6. 2150i Am|stH AL %[0l debug dot1x ! debug authentication B & 2/2{&L|C}.

CISCO 10S 7|EF HM|A EQIE(802.11ac wave 1)= TLS HHE 1.1 & 1.28 X|&5HX| &f&LICH Of

A% ISE EE= RADIUS AME{7} 802.1X LH2| TLS 1.2BF 518 OFEE THE B2 EXNTH e =
A&LICH.
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