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=S Mobility Tunnel
Anchor-ssid

Anchor-9800 WLC
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£ 980001 M 25 AAA 7
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)>Servers(AHH)> Add(F7t) HEE E=|§tLCH

Create AAA Radius Server

MName™

Server Address” WX

PAC Key

Key Type Clear Text -
Key* | e

ConfirmKey* | e

Auth Port 1812

Acct Port 1813

Serer Timeout (seconds) 1-1000

Retry Count 0-100

Support for Cof ENABLED .
[ D Cancel I_r, Apply to Device

OlMl M 21 &€ MMetn Ha e MHE ST 2 S0f six|sH ok & LICH O] 242 Configuration(T43)>Security(=
Oh>AAA>Servers/Groups(A /1 &)>Server Groups(AH 1 8)>+Add(F7H oA &gt



Create AAA Radius Server Group

Name* ‘ CLUS-Server-Group ‘
Group Type ‘ RADIUS ‘
MAC-Delimiter | none v |
MAC-Filtering | none v |
Dead-Time (mins) ‘ 1-1440 ‘
Available Servers Assigned Servers
- CLUS-Server -
ENj N =]
L] [~]
[>] [~ ]
. [] .| L[]

El Apply to Device

O|x| M8t Fof YH =
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Quick Setup: AAA Authorization

Method List Name* CLUS-.QumZ—Mem-Lisi|

Type* network

Group Type group

Fallback to local

Authenticated

Available Server Groups Assigned Server Groups
Idap L2 1=
tacacs+
< ~
ISE1 —

(MEH ALE) HEt Roi W S8 SUS MH I§S ALS5tod AY el gy S5 MMELUCH o728 582
Configuration(Z1I| 1.2/ 0| 44)>Security (. 2H)>AAA>Servers/AAA Method List(AHH/AAA &8 5-8)>Accounting(017}2 &
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Quick Setup: AAA Accounting

Method List Name® CLUS-Acct-Meth-List

Type* [ dentity ]

Available Server Groups Assigned Server Groups

[radius -] = CLUS-Server-Group . =
Idap 2] [ J =)
tacacs+ 1 ~
ISET L e
[ I
WLCOI| A WLAN T4

5 WLCOIA WLANES A5t n FAEFLICH WLANO| & 2 Foll A Lx|sHoF gLict 2ot &2
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Add WLAN

General Security Advanced

-
Profile Name* CLUS-WLAN-Name Radio Palicy Al -
S51D* CLUS-SSID Broadcast S5ID
WLAN ID* 2

Status enasLen )

D Cancel Apply to Device

Add WLAN

General Securi Advanced
Layer2 Layer3 ADA

Layer 2 Security Mode None v

Lobby Admin Access

Fast Transition Adaptive Enab...

MAC Filtering -

Over the DS
OWE Transition Mode

Authorization List” | CLUS-AuthZ-Meth-1| I

Reassociation Timeout 20

Apply to Device
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)>Policy(&)>+Add(%7H) 2 0| LI,

T1HE M= Y AQEE ALSoH{oF &L

Add Policy Profile

Advanced

Access Policies QOS and AVC Mobility

General

A Confguring in enabled state will result in loss of connectivity for clients associated with this profile

Name™ CLUS-Policy-Profile WLAN Switching Policy

”
Description Policy Profile for CLUS Central Switching enasten

Status | ENABLED .l Central Authentication ensslen [

IIIJ

Passive Client @ oisasLe | Central DHCP enasler i)
Encrypted Traffic Analytics . DISABLED J Central Association ENABLED .
—_— b, s

CTS Policy Flex NAT/PAT @ oisasLeD
Inline Tagging
SGACL Enforcement

Default SGT 2-65519

[El Apply to Device
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Add Policy Profile

Genera Access Policies QOS and AVC Maobility
WLAN Timeout Fabric Profile v
Session Timeout (sec) 1800 mDNS Service v
Policy
dle Timeout (sec) 300 HBiG6E Seriar .
dle Threshold (bytes) 0 Usor Priveats Netivork
Client Exclusion Timeout (sec) || &0 s
Status
Guest LAN Session Timeout Drop Unicast
DHCP Umbrella
Pvd DHCP Required Umbrella Mot Configured v
Parameter Map :
DHCP Server IP Address || T
Flex DHCP Option
for DNS
DNS Traffic [. IGNORE |
AAA Policy Redirect —
r b )
Allow AAA Override L WLAN Flex Policy
MNAC State o VLAN Central Switching
NAC Type RADIUS v Split MAC ACL v
Policy Name default-aaa-policy x| v Air Time Fairness Policies
Accounting List CLUS-Acct-Meth-bii » 2.4 GHz Policy v
T y : ic
. S o = = X
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M2 Ef7 2 MA45tE4T Configuration(T4d)>Tags & Profiles(Ef1 3! X 21} 2l)>Tags(El2
)?Policy(E&)>+Add(F7HE 0|S & LC}.

Add Policy Tag

Name* CLUS-Policy-Tag

Description Policy Tag for CLUS

v WLAN-POLICY Maps: 0

-+ Add

WLAN Profile ~  Policy Profile ~
0 10 »

Map WLAN and Policy

| WLAN Profile” CLUS-WLAN-Name | » Policy Profile* CLUS-Policy-Profile| I

RLAN-POLICY Maps: 0

(=3

)>Advanced(T )>Start Now(X|2 AI5H)Z OIS #LIC} "Tag APs” %ol 2012| 7|58 22istn
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Tags

Palicy | CLUS-Palicy-Tag _v]

Site v

RF " Search or Select | L4

Changing AP Tagl(s) will cause associated AP(s) to reconnect
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Add Policy Profile

General Access Policies QOS and AVC |

Mobility I Advanced

Mobility Anchors

II:x:mrt Anchor I

Static IP Mobility () oisasLeD |

Available (1) Selected (0)

Anchor IP Anchor IP Anchor Priority

ﬂ 192.168.160.16 >

D Cancel % Apply to Device
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Add ACL Setup

Pvd Extended v

L a DSCI =
-
Sequence -~ Source ~ Source ~ Destingtion ~ Destination - Source ~ Destination -
a Action  ~ P Wildcand IP Wildcard Protocol Port Port DSCP ~ Log
D deny any 192.168.160.99 wp None eq B443 Mone Disabled
D 1 mit  am 2 ] D e
1 L
. o

ISE 7+

OFx|2h EHAlE CWAS ISEE F/d5tE RULITH oi7|ol=E 82 S40] UX|E o] oo ME 7|2
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Tt 2o 202 M52 Policy(Z*)>Policy Elements(&% 2 £)>Authorization(T 8
04)>Results(d1})>Authorization Profiles(# &t §0{ T2} Ql)>Z 0|S# CtS Add(F7HE =
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<« & A Mot secure | 192.168.160.99/admin/#policy/policy_elements/policy_elements_permissions/policy_elements_permissions_authorization/policy_element

"Gy ldentity Services Egine  pome ) Context Visibiity  » Operations » Administration  » Work Centers

Policy Sets  Profiling  Posture  Client Provisioning | ~ Policy Elements
Dictionaries  » Conditions

Authorization Profiles > test
» Authentication L
Authorization Profile

+ Authorization * Name | CLUS-AuthZ-Profile-15E] |
I Authorization Profiles I Description | 2

Downloadable ACLS *Access Type [ACCESS_ACCEPT | I
» Profiling Metwork Device Profile e Cisco | w | 653
» Posture

Service Template

» Client Provisioning Track Movement [ ;

Passive |dentity Tracking

* Common Tasks

\ioice Domain Permission

¥| \Web Redirection (CWA, MDM, NSP, CPP) i
Cenfralized Web Auth - ACL CLUS-ACL Value | Self-Registered Guest Portal (¢ v]
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Conditions Studio
Library Editor
mab Wireless_MAB
]
- —T—T— ; Set to 'Is not' @
B0l EF=@RAECLOE S -
EE wired_MAB 6
|;E Wireless_MAB 6) New | AND | OR

B TS LolA SIS MAFLICH 015 B MABOM ChA| YR[E 4 UX|gH LIS =2 ol
E'S AISSHES ID MEAES MM 5HH 215 AT U ASKHE &2 4 9 B AL 242
235} ok BrLICH
— = .

5 = CLUS-CWA-Policy-Set

Ol Hao| M| HEH 2o HAHolM F T el #=lg Mdsor gLicH o] A2 ACLY} 20|
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Palicy Sets = CLUS-CWA-Palicy-Set m

Stals  Policy Sel Name Description Condilions Allowed Prolocols | Server S

@  CLs-Cwa-Polcy-Set B wewess_mas Drlandt Natwrk ACCass

¥ Authentication Palicy (2)

¥ Authonzaticon Folicy - Local Exceptions

oy - Global Exceptions

Resulls
+
Stats  Rule Name Condions Profiles Security Groups

E L t Floy

@ AN = GLUS-Post-Auth + - %
0 Rades Caled-Station-1D EMDS_WITH CLUS-5SID
G Rades Cabed-Station-10 EMDS_WITH CLUS-5SI0

D MABomWLAN AND = CLUS-Acth 2-Proke 15E + d
B wweiess_MAS

@  Fexauhz §  Rudes Calod-Stabien-I0 ENDS_WITH FLEX-CWA = CLLIS-Fle_CWA + -

) DAz +* +

O|M| M2 Zlgto| +HEIRS 22 ISETF QB AIE AEISHES 524 9800(foreign) ol CHEH ISEO|
otg{of L|Ct. o] =42 Admin(Z 2l)>Network Resources(l:llE%IEL 2|4 A)>Network Device(l|
E%3 E|H+°|*)>+°+IH £8E £ QlaLIch o182 XY IP F S(EE A 2l HEY)E
M5t RADIUSE #d3tst 37 &2 & dHsHok &LICH ISEQ| S/ 22798002 57 &
Z oF Ux|sHof LIct 2FX| oo o]l ZEMATH ATELICH 9‘|1LIILE4|0|*=|0| FIHE F S
HES st MEELICH

‘Uit ldentity ServiceSENgine  Home  » ConlextVisibilly  » Operations  » Policy

» System  » Identity Management » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

 Metwork Devices Network Device Groups Metwork Device Profiles External RADIUS Servers RADIUS Server Sequences NAC Managers External MDM » Location Services

<]
MNetwork Devices List > JAysNet

Network Devices

Default Device —
* Name || CLUS_Net-Device

Device Security Seltings -
i Description :|
IPAddress | *IP I192.158.160.D | |

* Device Profile | % Cisco| ~| &

* Network Device Group

Location |4 Locations |_Set To Default
IPSEC [yg & | | Set To Default
Device Type |4l Device Types <) | | SetTo Default

« RADIUS Authenfication Settings

RADIUS UDP Settings

Frotocol RADIUS

Eﬁred Secret ......._.J | [ Show |

Use Second Shared Secret [] &

[ Show |

CoA Port | 1700 | | Set To Default

RADIUS DTLS Settings (i

X2tez, ZetO|HET HIER T ol AMAE 4 Rlofok st=X| & elst7| fla 222l m| o] X0
I2{e AL Xt O|E 2t HIZHE E FItatoF &LICH 0] 242 Admin(& 2l)>Identity
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Management(ID & 2l)>Identity(ID)>Users(At&Xh)>+Add(F7H oM - =0 F7tet & XN
EAIMO |SEO| |:|.§ oE 7-|j|_|. |:||.7'ck7|.x|§ o|7-|° A|-9-X|- x|x-|o| 7|.o°|.|:|;| E?-I .|| 7;.| EI_| A|.
Xk7t otL|o{E E[X|BH CHA| 2Hal| 7HE 4|2 Zm|aaio[MdlLct.

Identity Services Engine

Home + Context Visibility + Operations

+ Policy ~ Administration » Work Centers

» Device Portal Management  pxGrid Services
I « |dentities §Groups  External Identity Sources  Identity Source Sequences » Settings
I

b System [+ Identity Management || » Network Resources

» Feed Service » Threat Centric NAC

(<]
Metwork Access Users List > New Network Access User
* Metwork Access User
Latest Manual Network Scan Results

|
* Name |CLUS-U5er _J

Status Enabled =

Email |

¥ Passwords

Password Type: | Internal Users hd

Password Re-Enter Password

* Login Password

Enable Password | |

—

| | Generate Password | i

| [ Generate Password ] i

¥ User Information

First Name | |

Last Name | |

¥ Account Options

Description |

Change password on next login O

¥ Account Disable Policy

O Disable account if date exceeds | 2020-07-17 {yyyy-mm-dd)

¥ User Groups

|Se|ect an item

==y
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Foreign-9800 WLC — \
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Mobility Tunnel

Anchor-5520 WLC

\\S-:// Anchor-ssid

Catalyst 9800 2|5 ZH1|12]|ofM
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WLCOIA &% Z 2 &) Mg A{ELICH

7] AireOS WLCS2| AAA T+

Security(=2 2h)>AAA>RADIUS>Authentication(2!/E)>New(MZ BHE7(|)E 0|S 3101 WLCO| MHHE
FIELCH MH IP =4, 38 435 2 CoA XIS F71eLC.

N 0 W o OLLER RELESS  SECURITY  MANAGEMENT  C(# INO'S  HELP  FEEDBACK Home
Security RADIUS Authentication Servers E@

Auth Called Stetan 1D Type (AP MAC Adéresa:SSID v

‘.
evd

Ve AES Ky Wrap

cabeo {Besigned for FIPS cuttomers and requires o key wrap camalant RADEUS server)
HAC Demter Hypher -
Framed UTY 1300
Phtwnrk Tunnel Seree e
Mansgesest Proxy  Index Address{Tpvd/ Ipvi]) PSec Skatus

Saye Configuration P Logout  Belnesh

# Home

LY EAP 5 T

5| secoedt
Advanced EAP =

¥ Priogity Order B et

b Cartificaty st 5 |wecseds

¥ Access Control Lists

4 Wireloss Protection
Policies

* Web Auth
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WLANE AiA45+2{8 WLANs>Create New>GoZ O|S & L|C}.

Z 20t O|&, WLAN ID & SSIDE #2448t CF= "Apply(HE)'E F+&LICH

MONITOR  WLANs CONTROLLER WJRELESS SECURITY MANAGEMENT COMMANDS HELF EEEDBACK

WLANSs WLANs

- WLANS Current Fiter:  None (Change Fiter] (Cleae Fiter) G
WLANS

¢ Advanced

(] WLANID Type Profile Name WLAN SSID Admin Status Security Policies

ONITOR.  WiANs CONTROLLER = WRELESS SECURITY MAMAGEMENT COMMANDS HELP  FEEDBACK

WLAN Z4Z|T1g0|M2S 2 o|SsHofF & LICH ISEE AVPO| T azs TESHK] -2E4E 8%
"General(gh)" &0{| A 22t0|HET ALEE QIEHIO|AE FItE —’F M"I—ll:P Chge
Security>Layer2 T4 2 0| 5104 9800014 AL 2 "Layer 2 Security” HAT|1#[0[4S 2 JE
"MAC Filtering"2 & A&} &tL|C}.

MONITOR  WiAMs CONTROLLER WIRELESS SECURITY HANAGEMENT COMMANDS HELP  FEEDBACK

WLANs WLANs > Edit 'CLUS-WLAN-Hame" ook ]
w
| Gonerat [ secority ]| os | peticr-mavging | aavsaced |

» Advamced Layer 3 l AR Servers |

O| X Security>AAA Servers B{S £ 0|S 35t ISE MH{E "Authentication Servers"Z A& 3 LICt.

"Accounting Servers"0l| CHal O} A K| OFAAIL. 0{7H2 20l CHEH "Enable(& & 3tH)" & At
O| MEAZ F|AELICH

MONITOR  WiANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK

WLANs WLANs > Edit "CLUSWLAN-Name® emaa ] [Cassy ]
* WLAN

| Gemernt |[Gecuriy ] Qos | Policy-Hapsing | Advanced |
» Advanced Layer2 | Laver3 @

Sebest ARA servers Below to overvide use of default servers an this WLAM

BADIUS Seroer Overwrte wtedace | pestied
gty Cises 198 Delauk Celtng Eratled

e felleficfclic

WLAN Zixz[azio|Mof RI= St "Advanced(1Z)" {2 E 0|53+04 "Allow AAA Override(AAA A
Mol 3{8)"E & /455t 1 "NAC State(NAC 2 EH)"E "ISE NAC"Z BZE g L|Ct.



Saye Cofiguration  Bieg  Legeut Befesh

HONITOR  WLARS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home
WLANS WLANs > Edit "CLUS-WLAN-Hame' |
* WLANS
b Advanced
nnnnn
Dl Server Oveinde
Sesucn Tmeost (seca) OHOF Addr, Assgrment Ragured
g LA
E Enabled

Managessent Frame Protection (MFP)

PP Cloeed Provection ¥ [ Optional v

DTIM Poriod {in beacon itarvals)
0z.iein {1 -255) 1

202.1bigim (1 - 255) [1

Load Balancing and Band Schect

OR|9 "2 242 TTHAZ|= ZYLICt o[ 7| 324 WLANs H|O|X|2 Z0t7F WLAN>Z 2|
E| &7 @ EZO| mpEtA A Xt 2of Ot A E =&LICH "Switch IP Address (Anchor)'& 2EZHE M
5l 1 "Mobility Anchor Create( 2 'HE|E| 7 M) HES FELICE J22{H *4d=</ 00| 1™
El 2ol EAIELICH

MONITOR  WLANs CONTROLLER  WJRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK

WLANSs WLANs
* WLANs Ciirpent Filter: None [Change Filter] [Clear Filter] [Create New v
WLANS R .
¥ Advanced
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