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<!DOCTYPE html>
<html lang="en">
<head>
<meta charset="utf-8">
<meta name="viewport" content="width=device-width, initial-scale=1">
<title>YOUR COMPANY TITLE HERE</title>
<script src="jquery.min.js"></script>
<1link rel="stylesheet" href="bootstrap.min.css">
<1link rel="stylesheet" href="animate.css">
<1link rel="stylesheet" href="style.css" >
<script>
function submitAction(){
var link = document.location.href;
var searchString = "redirect=";
var equalIndex = Tink.indexOf(searchString);

var redirectUrl = ;

if (document.forms[0].action == "") {
var url = window.Tocation.href;
var args = new Object();
var query = location.search.substring(l);
var pairs = query.split("&");
for(var i=0;i<pairs.length;i++){
var pos = pairs[i].index0f('=");
if(pos == -1) continue;
var argname = pairs[i].substring(0,pos);
var value = pairs[i].substring(pos+1);
args[argname] = unescape(value);
}
document.forms[0].action = args.switch_url;
}
if(equalIndex >= 0) {
equalIndex += searchString.length;

redirectUr] = ;



redirectUrl += Tink.substring(equalIndex);
}
if(redirectUrl.length > 255)
redirectUrl = redirectUrl.substring(0,255);
document.forms[0].redirect_url.value = redirectUrl;
document.forms[0].buttonClicked.value = 4;
document.forms[0].submit(Q;

}

function loadAction(){

var url = window.location.href;

var args = new Object(Q);

var query = location.search.substring(l);

var pairs = query.split("&");

for(var i=0;i<pairs.length;i++){
var pos = pairs[i].index0f('=");
if(pos == -1) continue;
var argname = pairs[i].substring(0,pos);
var value = pairs[i].substring(pos+1);
args[argname] = unescape(value);

document.forms[0].action = args.switch_url;

// This is the status code returned from webauth log in action

// Any value of status code from 1 to 5 is error condition and user
// should be shown error as below or modify the message as it suits
// the customer

if(args.statusCode == 1){

alert("You are already logged in. No further action 1is required on your part.");
}
else if(args.statusCode == 2){

alert("You are not configured to authenticate against web portal. No further action is
}
else if(args.statusCode == 3){

alert("The username specified cannot be used at this time. Perhaps the user 1is already
}
else if(args.statusCode == 4){

alert("Wrong username and password. Please try again.");
}
else if(args.statusCode == 5){

alert("The User Name and Password combination you have entered is invalid. Please try
}

}

</script>
</head>
<body class="animated fadeInUp">

<!-- TOP BAR -->
<nav class="navbar navbar-expand-md sticky-top navbar-light bg-dark ">
<img src="web_auth_logo.png" style="width: 70px; height: 70px;">
<div class="container">
<h4 class="align-middle text-white">Your Company Name Here</h4>
</div>
</nav>
<!-- END TOP BAR -->

<div class="bg"> <!---Background color -->



<div class="container-fluid padding "><!--- page content -->
<div class="row padding">

<div class="col-md-12 col-1g-6">
<br>
<h5>Accessing Company Public Network From Your Wireless Device</h5>

<p class="text-justify">The Company provides Internet access points at no charge in selected ar
computers or devices capable of receiving wireless signals.
You can access the Internet from your wireless device when sitting within range of an a
Guests are expected to use the wireless access in a legal and responsible manner. By us
user acknowledges that he/she is subject to, and agrees to abide by all laws, and all
applicable to Internet use.
</p>
<br>

<h5>Terms and Conditions of Use</h5>

<p class="text-justify">Guests need a notebook/laptop computer or other device equipped with a

The Company assumes no responsibility for the safety of equipment.</p>
<br>
<br>
<div class="card mx-auto" style="width: 350px;"> <!--Form container-->

<h5 class="card-header info-color white-text text-center py-4">
<strong>Sign in</strong>

</h5>
<div class="card-body px-T1g-5 pt-0"><!--Form content-->
<!-- Form -->

<form class="text-center" style="color: #757575;" method="post">
<input TYPE="hidden" NAME="buttonClicked" SIZE="16" MAXLENGTH="15" value="0">
<input TYPE="hidden" NAME="redirect_url" SIZE="255" MAXLENGTH="255" VALUE="">
<input TYPE="hidden" NAME="err_flag" SIZE="16" MAXLENGTH="15" value="0">
<!-- Username input -->
<div class="md-form"><br>
<label for="materiallog inFormEmail">Username</label>
<input type="TEXT" name="username" SIZE="25" MAXLENGTH="63" VALUE="" class="form-contro
</div><br><!-- End Username input -->
<!-- Password input-->
<div class="md-form">
<label for="materiallog inFormPassword">Password</label>
<input type="password" name="password" SIZE="25" MAXLENGTH="63" VALUE="" class="form-con
</div><br><!-- End password input -->
<!-- Sign in button -->
<button class="btn btn-outline-info btn-rounded btn-block my-4 waves-effect z-depth-0
</form> <!-- End FORM -->
</div><!-- End Form content-->
</div><!--Form container-->

</div>
</div>
</div><!--- End page content -->
</div><!---End background color -->
</body>
</html>
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<#root>

<I--TOP BAR -->

<nav class="navbar navbar-expand-md sticky-top navbar-light bg-dark ">

<ing src="web_aut h_| ogo. png" style="w dth: 70px; height: 70px;">

<div class="container">
<h4 class="align-middle text-white">Your Company Name Here</h4>
</div>
</nav>
<!-- END TOP BAR -->
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<#troot>

<l--TOP BAR -->
<nav class="navbar navbar-expand-md sticky-top navbar-light

ny- cust om bg- cl ass

>

<img src="web_auth_logo.png" style="width: 70px; height: 70px;">

<div class="container">

<h4 class="align-middle text-white animated fadeInLeft sTow">Your Company Name Here</h4>
</div>

</nav>

<!-- END TOP BAR -->
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.bg-img{
background-image: url("winter.jpg");
height: 100%;
background-position: center;
background-repeat: no-repeat;
background-size: cover;
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<h5>Accessing Company Public Network From Your Wireless Device</h5>

<p class="text-justify">The Company provides Internet access points at no charge in selected areas
computers or devices capable of receiving wireless signals.

You are able to access the Internet from your wireless device when sitting within range of an acces
Guests are expected to use the wireless access in a legal and responsible manner. By using this wir
user acknowledges that he/she is subject to, and agrees to abide by all laws, and all state and fe
applicable to Internet use.

</p>

<br>

<h5>Terms and Conditions of Use</h5>

<p class="text-justify">Guests need a notebook/Taptop computer or other device equipped with a wire
The Company assumes no responsibility for the safety of equipment.</p>

<br>
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& vl Cisco Catalyst 9800-L Wireless Controller

17.3.1

CISCO

Administration*~ > Management~ > File Manager
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#configure terminal

(config)#parameter-map type webauth global
(config-params-parameter-map)#secure-webauth-disable
(config-params-parameter-map)#webauth-http-enable
(config-params-parameter-map)#end

#write
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Edit Web Auth Parameter x

General Advanced All below settings are optional
Parameter-map name ‘ rny—LI—WebAm:h—w|
Banner Type @ MNone @ Banner Text © Banner Title © File Name
Maximum HTTP connections ‘ 200 |
Init-State Timeout(secs) ‘ 300 |
Type | webauth v |

Captive Bypass Portal

Disable Success Window v

Disable Logout Window o

Disable Cisco Logo

Sleeping Client Status

Sleeping Client Timeout {minutes) 720
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Edit Web Auth Parameter

General Advanced

Redirect to external server
Redirect for log-in
Redirect On-Success
Redirect On-Failure
Redirect Append for AP MAC Address
Redirect Append for Client MAC Address
Redirect Append for WLAN SSID
Portal IPV4 Address
Portal IPV6 Address | XXX

Express WiFi Key Type --- Select --- v

Customized page

Login Failed Page bootflash:/customized) (7
Login Page " mh:fnmunizad.i: @
Logout Page | bﬂﬂﬂhsh:fmmm. IF4
Login Successful Page . 4
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Edit Web Auth Parameter x

General Advanced

Loading customized web pages
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Edit WLAN

Web Policy
On Mac Filter Failure

Waeb Auth Paramaier Map With-Custome-Bundlie » -
Splash Web Redirect - HSAE

Authentication List default v | (D o
Preauthentication ACL

For Local Login Method List fo wark, please make sure

the configuralion ‘aas autharzaion natwork delawl local’

XIS O [he diace IPwd MNonea
1P Mone

ISE &= RADIUS Aol &4Z im0 Ad:

radius server ISE

address ipv4 x.x.x.x auth-port 1812 acct-port 1813

timeout 5

retransmit 3

automate-tester username dummy probe-on

key XXXXXXXXXXX

exit

aaa group server radius RADIUS-GROUP

server name ISE

exit

aaa authentication dotlx ISE-Method group RADIUS-GROUP

aaa authorization network ISE-Method group RADIUS-GROUP

aaa accounting identity default start-stop group RADIUS-GROUP
aaa authentication webauth default local group RADIUS-GROUP
end
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