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GUI:

o|0O|x|oi| Z A|El CHZ Configuration > Security > AAA > Servers/Groups > RADIUS > Servers > +
AddZ O|S&rLCt.



Configuration~ > Security ™ > AAA
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+ Ann Wizard

= Dashboard

Ez.l Monitoring : AAA Method List AAA Advanced
5 :
@3—\__ Configuration + Add

Administration

Servers Server Groups
—

Troubleshooting
MName ~  Address = Auth Port ~ Acct Port
LDAP
RadiusLobby 192.168.166.8 1812 1813
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CLI:

Ti m eWLC1(confi g)#radi us server Radi usLobby

Ti m eWLC1(confi g-radi us-server)#address ipv4 192.168. 166.8 auth-port 1812 acct-port 1813
Ti m eWLC1(confi g-radi us-server)#key 0 Ciscol234

Ti m eWLC1( confi g) #end
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GUI:

o|0|x|oi| Z A|El CHZ Configuration > Security > AAA > Servers / Groups > RADIUS > Server
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Ti m eWL.Cl(config)#aaa group server radius G oupRadLobby
Ti m eWLC1(confi g-sg-radi us)#server nane Radi usLobby
Ti m eWLC1( confi g-sg-radi us) #end
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CLI:

Ti m eWL.C1(confi g)#aaa authentication | ogin AuthenLobbyMethod | ocal group G oupRadLobby
Ti m eWL.C1(confi g) #end
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Ti m eWLC1(confi g)#aaa authentication | ogin Aut henLobbyMet hod group G oupRadLobby
Ti m eWL.C1( confi g) #end

Group Type as a group 2! fallback to local £M0| ME{Z|0] Q&LICTH
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CLI:

Ti m eWLC1(confi g)#aaa authentication | ogin Aut henLobbyMethod group G oupRadLobby | ocal
Ti m eWL.C1(confi g) #end
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GUI:

o|O|x|0oi| Z A|El CHE Configuration > Security > AAA > AAA Method List > Authorization > +
AddZ O|S&rLCt.
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Group Type(:L F&)2 Authentication Method List(215 & S 5) MMoiMq dHEE Hat S

Ti m eWLCl(config)#aaa authorization exec AuthozLobbyMethod | ocal group G oupRadLobby
Ti m eWLCL(confi g) #end

g #8318

Ti m eWLCL(confi g)#aaa authorizati on exec AuthozLobbyMet hod group G oupRadLobby



Ti m eWLCL1( confi g) #end
Group Type as group X! fallback to local 410| ME{Z|0{ Q& LICH

Ti m eWLCL(confi g)#aaa authorizati on exec AuthozLobbyMethod group G oupRadLobby | ocal
Ti m eWLC1(confi g) #end
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HTTP/GUI 215:

TimeW.Cl(config)#ip http authentication aaa | ogin-authentication Aut henLobbyMet hod
TimeW.Cl(config)#ip http authentication aaa exec-authorizati on Aut hozLobbyMet hod
Ti m eWL.C1(confi g) #end

HTTP ZI|Jcio|ME HEEY M HTTP X HTTPS MHIAE CHA| A|EtSt= Zd0| E&LICH

TimeW.Cl(config)#no ip http server
TimeW.Cl(config)#no ip http secure-server
TimeWCl(config)#i p http server
TimeW.Cl(config)#i p http secure-server

Ti m eWL.C1(confi g) #end

2ol VTY.

TimeW.Cl(config)#line vty 0 15

Ti meWLCl(config-1ine)#l ogin authentication AuthenLobbyMet hod
Ti m eWLCL1(config-1ine)#authorizati on exec Aut hozLobbyMet hod
Ti m eWLC1(config-1ine)#end
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Ti m eWLC1(confi g)#aaa renote usernane | obby
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Access Type = ACCESS_ACCEPT
cisco-av-pair = user-type=Ilobby-admin
cisco-av-pair = shell:priv-lvl=15
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¥ Authorization Policy - Global Exceplions
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GUI:

olO|x|oll ZA|E! CHZ Configuration > Security > AAA > Servers/Groups > TACACS+ > Servers >
+ AddZ O|S&LCt.

Configuration ~ > Security~ > AAA

+ AAA Wizard

S Servers [ Groups AAA Method List AAA Advanced
Monitoring >

Configuration

Administration

Servers Server Groups

Troubleshooting

Name *  Server Address ~  Port
LDAP
TACACSLobby 192.168.166.8 49
1 10 «
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CLI:



Ti m eWLC1(confi g) #t acacs server TACACSLobby

Ti meW.Cl(config-server-tacacs)#address ipv4 192. 168. 166. 8
Ti m eWL.Cl(config-server-tacacs)#key 0 C scol23

Ti m eWL.C1(config-server-tacacs)#end

2Bl M 3250l TACACS+ MHHE FIHELICH A 2 &S Eolst 78 & #shE TACACS+
MHE FIHELICH IS o AEXlE TACACS+ A7} ElL|Ct.

GUI:

o|O|x|oi| & A|El CHZ Configuration > Security > AAA > Servers / Groups > TACACS > Server
Groups > + AddZ O|S &fL|C}.

Q, Search Menu ltems

+ AAA Wizard

Dashboard
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Troubleshooting ————

Name ~  Server 1 Server 2 Sarver 3
o sroupTaclobiby TACACSLobby MfA NIA
1 0 v
T Fo| delH 250l o|lF2 XI™Estn Bet= TACACS+ MHHE Available Servers(At& 7t &t
MHE) S Z 0l M Assigned Servers(%F L2 AH) 2202 0[S 8T}

CLI:

Ti m eWL.C1(config)#aaa group server tacacs+ G oupTacLobby
Ti m eWL.C1(confi g-sg-tacacs+)#server nane TACACSLobby
Ti m eWL.C1(config-sg-tacacs+)#end

3CHAH. Q15 W 252 MELICH Authentication Method List(215 & 58)= &
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GUI:

0|0 x|0oi| Z A|El CHZ Configuration > Security > AAA > AAA Method List > Authentication > +
AddZ O|S&rLCt.



Q Search Menu ltems

+= AAA Wizard

E5 Dashboard

7, B Servers | Groups AAA Method List AlL Advanced
@ Meniorng - .

"2'\\“ Configuration

Authorization - Add
! Accounting Group
Troubleshooting Name ~  Type < Type Group1 «  Group2 ~  Group3 v Groupd

Administration

AutheTacMeth...  [ogin lacal GroupTacLobby  MNFA M/A MiA
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GUI:
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CLI:

Ti m eWLC1(config)#aaa authentication |ogin AutheTacMethod | ocal group G oupTacLobby
Ti m eWL.C1(confi g) #end
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GULI:
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CLI:

Ti m eWLC1(confi g)#aaa authentication | ogin Aut heTacMethod group G oupTacLobby
Ti m eWLC1( confi g) #end

Group Type as group % fallback to local &410| ME{E|0{ Q& LICEH

GULI:

'OE RY¥S'2E8'2F MEISH T Fallback to local(2Z01 CHA) SMHME MEHSH 2 WLCE MH
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CLI:
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Ti m eWLC1(config)#aaa authentication | ogin AutheTacMet hod group G oupTacLobby | ocal

Ti m eWL.C1( confi g) #end
4EHH|. B3t 2oi Wy 22 Mashc).

—

M3t 2ol RuS

Authorization Method List(T48t £04 &8 =)= Lobby Ambassador0 & &t Hod 9348
MOo|5tH 0| B execO| ELICHFHEE S AMH O 0|z AZELICHES 215 0| WLCOH|M
242 ¥ I XI OfL|Td TACACS+ AMHHoi| CH3H IF oM = E[=X|E MEIE =& JA&LICH.

GUI:

olO|x|oll EA|E! CHZ Configuration > Security > AAA > AAA Method List > Authorization > +
AddZE O|S g LC}.

Q

+ AAA Wizard

= Dashboard

o e Servers | Group: AAA Method List T ——

94 Configuration Authertication
-+ Add
Administration
E Accounting
Troubleshooting
Group w
MName - Type < Type Groupl ~| Group2 ~  Group3 ~  Groupd
AuthozTacMe...  exec local GroupTaclob... MN/A NjA A
1 10 »

ol 0|2 U245t type SME exec 2 MEHGI D OO0 MAMHEH HE{ O

Group Type(2& |&)2 Authentication Method List(215 & S5) 2 ZFoi MHE 20t S st

Ti m eWLC1(confi g)#aaa authorizati on exec AuthozTacMet hod | ocal group G oupTacLobby
Ti m eWL.C1( confi g) #end

= o =
ERE1E

Ti m eWLC1(config)#aaa authorization exec AuthozTacMet hod group G oupTacLobby
Ti m eWL.C1(confi g) #end

Group Type as group & Fallback to local S440| ME{Z|o{ Ql&LICH

Ti m eWLC1(confi g) #aaa aut hori zati on exec AuthozTacMethod group G oupTacLobby | ocal
Ti m eWLC1(confi g) #end

S5EHA|. W X|HELIcH ol FHEH WLCo| 2a¢elst0{ E[M VTY EE= HTTP( unet 2
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HTTP/GUI 2I5:

TimeW.Cl(config)#i p http authentication aaa | ogin-authentication AutheTacMet hod
TimeW.Cl(config)#i p http authentication aaa exec-authorizati on Aut hozTacMet hod
Ti m eWLC1(confi g) #end

HTTP ZiZ|agfojds #HAE M HTTP & HTTPS MH|AE CHA| A& sHE 7ol E&LICH

TimeW.Cl(config)#no ip http server
TimeW.Cl(config)#no ip http secure-server
TimeW.Cl(config)#ip http server
TimeW.Cl(config)#ip http secure-server

Ti m eWL.C1(confi g) #end

22l VTY:

TimeW.Cl(config)#l ine vty 0 15

TimeW.Cl(config-line)#l ogin authentication AutheTacMet hod
TimeW.Cl(config-1line)#authorization exec AuthozTacMet hod
Ti meW.Cl(config-Iine)#end
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CLI:

Ti meW.Cl(confi g) #aaa renote username | obbyTac

ISE 74 - TACACS+

1EHA|. ClHFO|A B 2|8 &3 LICH Administration(® 2]) > System(A|AH]) > Deployment(T &
)2 O|S#rLIch I3t 7| Tofl Enable Device Admin Service(C|HHO|A #E| MH|A E4SHE
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» Syslem k ldentity Managemen!  » Melwork Resources ¢ Device Portal Management  pxGrd Services  » Feed Service  » Threal Centric NAC

¥ Certificates * LOogging ¥ Mainienance LUpgrade ¢ Backup & Resione F Admin ACCESS ¥ Settings

Deployment Deployment Nodes List > timise23
* ;': Daployment General Sethings Profiling Configuration
I
=l= PAN Failover

Hosiname timise2d
FQDN timise23. cisco.com
IF Address 182.168.166.8
Node Type Identity Services Engine (ISE)

Role STANDALONE Make Primary

Administration
+ Monitoring

Rale FRIMARY w
Cither Monitoring Node

w Paolicy Service
w Enable Session Semnvices i
Inciude Mode in Mode Group Mone - i
Enable Profiling Service §
Enable Threat Centric MAC Service |

b Enable SXP Service i

| = Enable Device Admin Service i |

27|, ISE0l WLCE F7}&HLICH Administration(® 2l) > Network Resources(HIE Q3 2|4 A) >
Network Devices(H|E |3 C[H}O|A) > Add(F7HE OIS &fLICHWLCE ISEN| F7+at ok g Lct
\WLCE ISE01| —’.57P°F [l TACACS+ Authentication SettingsE & 433}5t 1 o|0|X|ol EA|E CHZ
Zoft oi7iHs~8 Fg& L.

alili - Identity Services Engine

Home » Context Visibility ¢ Operations » Policy * Admimistration » Work Cenlers

» System  » Identity Management =~ Network Resources ¢ Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

~ Network Devices  Network Device Groups  Network Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM  » Location Services
——

(<]
Network Devices
Default Device
# Edit Ly Duplicate sImport iy Export « Generate PAC Delete » Show
Device Security Settings il = == @aimport e Bxpo o x
Name « IP/Mask Profile Name Location Type Description
O Tmim-awLc1 102.168.166.7... &k Clsco @ All Locations All Device Types ag0o

O|&, IP ADD, TACACS+ Authentication Settings(TACACS+ Q15 MH)E MIst= u|ado|M
30| d2|H Wost 2 o452 QRdsLch

o Tr
3EHA. ISEMIM EH| M AFEXIE A ELICH Administration(Z 2]) > Identity
Management(ID & 2l) > Identities(ID) > Users(A&Xl) > Add(F7HE O|SELICHHAE AFEKHE
Ms 2 H| YOl S E ALl 0|8 L HIZHE 2 ISEM| F7EFLICt. ol0|Xx|of EAIE! CH
2 Z2|A7F 2| YHj Mo € 5= I-Q-XI- Oo|&alL|Ct.



"decs’ Identity Services Engine Home b ContextVisibility ~ » Operations > Policy » Work Centers

» System | ~ldentity Management | » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

¥ Identities | Groups  External Identity Sources  Identity Source Sequences  » Settings
I
<]

Network Access Users
Users

Latest Manual Network Scan Results
,a Edit D Change Status =  @aImport gl Export + 3 Delete « Lt.‘DiJ;JIiLd[ca
Status » Name Description First Name Last Name

O Enabled 2 lobbyTac

T8 Fo| de|H 2H| YEMEH AHEXe| O|F 1 2 = & U2ATILICH EEEF Status(4EH) 7t
Enabled(& A3HE)QIX| = IELICt.

ATHA|. 2ot TACACS+ Z2 0t ‘d-dgfLIct.olO0|x[ofl EA|E! CHE Work Centers(2He] ME]) >
Device Administration(C|HFO|A B 2]) > Policy Elements(Z& 2 &) > Results(Z23}) > TACACS
Profiles(TACACS ZE2I}Q)\Z O|SefLICH 0| Z2 LS AH250{ AFRAIE 2H| HHME i x|5t
B 2ot §42 wLco gretghLct.

ol
cisco

Identity Services Engine

~ \Work Centers

» Network Access » Guest Access » TrustSec » BYOD » Profiler » Posture ~ Device Administration » PassivelD

» Overview P Identities  User Identity Groups  ExtId Sources  » Network Resourcesl * Policy Elements IDevice Admin Policy Sets
I

Home » Context Visibility » Operations » Policy » Administration

(<]
» Conditions TACACS Profiles
» Network Conditions 0 Selected
+ Results 2> Refresh = Add Duplicate i Trash+= Edit
Allowed Protocols Name Type Description
TACACS Command Sets Default Shell Profile Shell Default Shell Profile
Deny All Shell Profile Shell Deny All Shell Profile
WLC ALL WLC WLC ALL
WLC MONITOR WLC WLC MONITOR
An|aeio|M &o| g™ Z2Eof 0|§2 MB35t1, Default Privileged 15 E'—J Custom Attribute as
Type Mandatory(7|& 8t 15 & AL X} XI"" Sy Z)E 75k, O|F 2 user-type(AHE
Xt ©%) 2 value lobby-admin@ 2 X|ZefL|Ch.EE8H o|O| X0l EAIE Sl -‘--3- EI'?J R8s 4=

MEde & Q&L



Task Attribute View Raw View

Common Tasks

|Common Task Type | shell ¥
I # Default Privilege 15 (Select 0 to 15}|
Maximum Privilege (Select 0 to 15)

Access Control List

Auto Command

No Escape (Select true or false)
Timeout Minutes (0-9999)
Idle Time Minutes (0-9999)

| Custom Attributes |

1 Selected

+ Add I Trashv @& Edit

< | Type Name Value

o MANDATORY user-type lobby-admin

S5CHA|. M MEE MdFiLIct.olo|x[of ZA|E CHZ Work Centers(Z ] ME) > Device
Administration(C|HFO|A 2 2]) > Device Admin Policy Sets(C|HFO|A 2| H& HE)Z o|S & L|ct
HHE FHEHE A2 #ElRF 2™ met Z2FELct o] 2 Mol ME Network Access-
Username Z74 &! Default Device Admin L2 E Z 0| AF& ElL|Ct Authorization Policy(T48t £04
ZH)0f| M Results Authorization(Zdt #8t F04)0l| L MHE Z2 00| MEHE|J=X| 2 QIsHOoF B L
Ct O™ 23t S48 wLCol Btete = &Lt

‘i identity Services Engine e  »ContextVisbiity  »Operations b Policy  » Administration

» Network Access b Guest Access k TrustSec » EYOD » Profiler * Posture + Device Administration » PassivelD

¥ Owerview b ldentities  User Identity Groups  Ext Id Sources  * Network Resources  » Policy Elements |  Device Admin Policy Sets | Reporis  Seftings
——————

Policy Sets
Status  Policy Set Name Description Conditions Allowed Protocols | Server Sequance Hits  Actions  View
® 8800 TacacsLobby 1 Default Device Admin x v [ (] fs ] >

T 2ol daled et 2of MM TAELICLOIS ML ojn|xlo] EAIE 2 JI2UCE £
= Ql&LCH
T AAH -



Policy Sets =» 9800TacacsLobby

Status  Policy Sat Name Descnption Conditions Allpwed Protocols | Server Sequence Hits.

@ Tace . L Metwork Acoess UserName EGUALS lobbyTs cfaul Device Admin « ~ R

ation Policy (1)

izaton Pobicy - Local Exceplions

¥ Autharization Policy - Global Exceplions

~ Authorization Policy (2)

Results
Status  Rule Name Conditions Command 65 Shell Profiles Hits Actions

Cte& &QlgLic

JE

g
mjo

A-&stod Hm|aefo|Mo| Mz 2Sst=X] &l

show run aaa

show run | sec renote

show run | sec http

show aaa nethod-1ists authentication
show aaa nethod-1ists authorization
show aaa servers

show t acacs

Ol 3%l 2l = ZH| HuiMH GuIe| E & lLct.

+
g

Liser Narme «  Description «  Created By

0 10 -

= A

ol Mol ME Hu|eiold EXME siidste Ol AASE =+ U= SEE MSELICH

RADIUS 2I&

RADIUS 2/529| 32 S CIHOE AL E &+ U&LICH

Ti m eW.Cl#debug aaa aut hentication
Ti m eW.Cl#debug aaa aut hori zation
Ti m eW.Cl#debug aaa attr

Ti m eWLC1#t ermi nal nonitor

CIH0I M 2HHE HME S22 MYMEX| SolsrichEst BRs S42 ISE Mol 24t
E ASX} Ol8, A SR R U HEtS AtS5tod BHErEILICH

Feb 5 02:35:27.659: AAA/ AUTHEN LOG N (00000000): Pick nmethod |ist 'AuthenLobbyMet hod'
Feb 5 02:35:27.681: ADD DELETE: AAA/ ATTR(00000000): add attr: sublist(0x7FBA5500C860) i ndex(0):



7FBA5500C870 0 00000081 usernane(450) 5 | obby

Feb 5 02: 35:27.681: ADD DELETE: AAA/ ATTR(00000000): add attr: sublist(0x7FBA5500C860) i ndex(1):
7FBA5500C8B0 0 00000001 user-type(1187) 4 |obby-admin

Feb 5 02: 35:27.681: ADD DELETE: AAA/ ATTR(00000000): add attr: sublist(0x7FBA5500C860) i ndex(2):
7FBA5500C8F0 0 00000001 priv-1vl(335) 4 15(F)

Feb 5 02: 35:27.683: WEBSERVER-5- LOE N_PASSED: Chassis 1 R0O/0: nginx: Login Successful from host
192. 168. 166. 104 by user 'lobby' using crypto cipher 'ECDHE- RSA- AES128- GCM SHA256

TACACS+ 2I&

TACACS+ 9152 7% 0| W18 A8 Y % aLich

Ti m eW.Cl#debug t acacs
Ti m eWLC1#t ermi nal noni tor

50| 2HIE AI&X} 0|& X ISE IP ADDE X E|Zl=X| &g LICHES "PASS" & EHE = Ql5
Of BILICHS Ut CI 2ol Q15 74l th 2 Chgol Tt Hof Z2MA7t EAIELICHO| #et 2
of S0l M= SHHE AL8XF O|E 0| 2HHE ISE IP ADDS} 17 AL EIZ = $fLICH.0| B0l A=

WLCE X8t HEt2 717 2H| UMD ALB KR EAISHS ISEO| TA4E S48 2 £ gL

Q= EHA of:
Feb 5 02: 06:48. 245: TPLUS: Queui ng AAA Aut hentication request 0 for processing
Feb 5 02: 06:48. 245: TPLUS: Authentication start packet created for 0(l obbyTac)
Feb 5 02: 06:48. 245: TPLUS: Using server 192.168. 166.8
Feb 5 02: 06:48. 250: TPLUS: Recei ved authen response status CGET_PASSWORD ( 8)
Feb 5 02: 06:48. 266: TPLUS(00000000)/0/ 7FB7819E2100: Processing the reply packet
Feb 5 02: 06:48. 266: TPLUS: Recei ved aut hen response status PASS (2)

et £04 B of:
Feb 5 02:06:48.267: TPLUS: Queui ng AAA Aut hori zation request 0 for processing
Feb 5 02:06:48.267: TPLUS: Authorization request created for O(l obbyTac)
Feb 5 02:06:48.267: TPLUS: Using server 192.168.166. 8
Feb 5 02:06:48.279: TPLUS(00000000)/0/ 7FB7819E2100: Processing the reply packet
Feb 5 02:06:48.279: TPLUS: Processed AV priv-Ivl=15
Feb 5 02:06:48.279: TPLUS: Processed AV user-type=l obby-adnmin
Feb 5 02:06:48.279: TPLUS: received authorization response for 0: PASS

O|x10f RADIUS & TACACS+0] CHsH AZE CIH ofoflE E3HR 2212 28t &2 A 7L
QI LICHEIH 7 Cf AHAIS| EAIEID 20| o HZILICHCIHIE HIgstste® o2 Hye

A8 = &Lt

Ti m eWL.C1l#undebug al |
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