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1. CIass-Map: EXM 8ol EcfElg AlgLIch EeiA M2 AVC(Application Visibility and

et AFEAE X Eeia Y2 A ol5t0d ACL(Access Control List) B &= DSCP(Differentiated
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4. Service-Policy: Policy-maps service-policy 3&@2 At&35t0{ £ W& 9| SSID == Z2+0[H
ECt X% m2qlolof X8 £ olaL|ch
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class-map = MATCH
« AVC (Application or Group)

« User defined
« ACL
- DSCP

policy-map = TAKE ACTION
» Mark DSCP
* Drop
+ Police (rate-limit)

service-policy = WHERE and DIRECTION

« Client Ingress / Egress
« SSID Ingress [ Egress
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1EHA|. Configuration(Z1I| 22| 0| M) > Security(E2 o) > AAA > Authentication(2/5) >
Servers/Groups(AMB/1E)E 0|S st +Add(F7HE MEHFLICE.

AAA MH O|&, IP 4 & 7|E =T LICE Ol ISEQ| Administration(E 2]) > Network
Resources(HIEQ 3 2|4 2A) > Network Devices(HIE |3 C|HIO|A) of2Hoi M 37 HIZ D LRI
OF gfLct.
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2EHA|. Configuration(Z1Z| 224 0|4A) > Security( 2 2t) > AAA > Authentication(215) > AAA Method
List(AAA & S 8)2 0|S 35t +Add(F7HE MEHEILICE Available Server Groups(7+& A 1
£)0l M Assigned Server Groups(& & &l M I &)8 ME4EFL|Ct

Method List Name ISE-Auth
v
Group T ¥
Available Server Groups Assigned Server Groups
radius nE22(0

3EHA|. Configuration(Z1Z| 224 0|A) > Security(E2 2F) > AAA > Authorization(T 8 £09) > AAA
method List(AAA HIME S5)E 0|85t Add(F7HE MENELICH RYESE 7|2 Wiot
"network"& MEHEFL|C



Quick Setup: AAA Authorization

Method List Name* default
Type* network v
Group Type group v

Fallback to local

Authenticated ||
Available Server Groups Assigned Serve
ldap radius
=
tacacs+
&

Ol ZHEEZ{7t AAA Mol & et Het F0o] 54

HFet 1 £4(0l: QoS )2 M st ol ELeLich
O K| 2f 2 RADIUSOA] 2 20| HE E[X]

ei&Lct.

WLAN 2 ALO|E Ef1 & AP Ef

1274, Configuration(Z1Z|22{|0| M) > Wireless Setup(F4 A%) > Advanced(11 &) > Start
Now(X|Z AlZH > WLAN Profile(WLAN Z2 I} 2 0|S 5T +Add(F7HE L H5t04 A WLANS
MAMBHL|CH SSID, T2 1} 0|2, WLAN IDE A5t T AEE enabled2 A& EHLIC}H
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Security fhvanced

Layer2
 —
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2EHA. Security(F2 2 > AAAZ 0|S 5t 11 Authentication List(215 =55) EELCH2 &KMol AAA M
HHE MESEFLICE



Genera Security Advanced

Layer? Layer3 ABA,

Authentication List ISE =Auwrth v

Local EAP Authentication
37 Policy Profile(&E& =2 )2 MEHFI T +Add(F7HE MEIELICH HM Z 2 E 0|§2 +4
gict.

Status(&Ef)E Enabled(&H3lE)Z M3+, Central Switching(Z Y A 2(Z), Authentication(@!
%), DHCP 2! association(21Z) T &3l &rL|Ct.

General Arcass Policies Q05 and AVE hahility Advanced

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

Mame* OoS-PP WLAN Switching Policy

Description CoS-PP Central Switching

Status EMABLED . Central Authentication

Passive Client . HSABLED Central DHCP ENABLED .
Encrypted Traffic Analtics . DISABLED | Central Association [EHABLED .
CTS Policy Flex NAT/PAT (@ osesieo |
Indine Tagaing

SGEACL Enforcement

Jefault S0G1 2-65518
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Genera Access Policies Q0S5 and AVC Mobility Advanced

RADIUS Profiling

Lacal subscnber Policy Mame v

WLAN Local Profiling

Global State of Device 1 E"
Classification

HTTP TLV Caching
DHCP TLY Caching

VLAN

VLANAYLAN Group

Multicast WLAN Entar Mulbcast VLAM

5EtH. Policy Tag(&2H Ef1)& MBSt T +Add(F7HE MEELICH H& EfT 0| S T+ &LICH

WLAN-Policy Maps(WLAN- *3*—'1 o) 9| +Add(ZF 7+ 0l A WLAN Profile(WLAN ZZZ)S MEiE 1
Policy Profile(A&% Z 2 Z))2 MENSt 3 LA st QHof CHEH & QIS MEHEILICH.



Mama® OaS=PT

Descriphion Oos-PT

¥  WLAN-POLICY Maps: 0

WiLAM

Profia Policy Profile
1] O %
Map WLAN and Policy
WWLAN Profda” CRSWLAN L ey Profhg " LS~

| % |
6Tt Site Tag(AFOIE El1)E

MEASI D +Add(F7HE MEELICH AP7F 24 2 E0i|AM 2 &5t
Eg

™ Enable Local Site(2Z AtO0| M3l A XIS MEHEFL|CHEE £ FlexConnect| B MEHSHK]
ore

Name® QoS-5T
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AP Join Praofila default-ap-profile »

Controd Flane Name

Enable Local Site |+

7CHA|. Tag APs(Ei1 AP)E MEHSHT AP
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QoS

1EHA|. Configuration(Z1I|2121|0[M) > Services(MH|A) > QoSE 0|3t +Add(F7HE AEH5t04
QoS HA g MAMErL|Ct.

O|§ 2 XIFELICHOA: BWLimitAACIlients).



Add QoS x

Auro QOS5 [. DISABLED

Policy Name*® BWLimnAAACHents

Description

hatch «  Match w  Mark ~  Mark «  Police Value ~ ANC User w

Type Value Type Valie (kbps) Drop  ~ Defined Actions  ~
0 10 - P

{~ Add Class-Maps

Class Default

Mark Mane v Police(kbps) 8 - 10000000
Drag and Drop, double click or click on the button to add/remove Profiles from 0, Search
Selected Profiles
Available (2) Selected (0)
Profiles Profiles Ingress Egress
E silanacelan =

2EHA|. Youtube 2t NetflixE AFA|E 224 S FI7HEFLICEH Add Class-Maps(Z2ia 8 F7HE 2

=
28 L|C} AVC, match any, drop actiong MEHSIT F Z2EEZS 25 MEHFLICH

Match ~ Match ~  Mark v Mark ~ Police Value v AVC/User w
Type Value Type Value (kbps) Drop ~ Defined Actions  «
0] | 10 » | items per page

No items to display

AVC/User Defined | AVC v
Match © Any Al
Drop [+]
Match Type protocol - |
Available Protocol(s) Selected Protocol(s)
. youtube
netbios-ssn
netflix
netblt
netflow




Save(ME)E +

3Et7|. DSCP 46~34E& LtEtL = A

L|ct.

I

Add Class-MapsE Z&lgfL|Ct.
« UX| 2F, ALER
- YUx| 7% DSCP
- UX| gt 46
-« EA| R DSCP
« EAZL34
Match ~ Match ~  Mark ~  Mark ~ Police Value
Type Value Type Value (kbps)
protocol youtube,netflix  None 8
1 10 «
AVC/User Defined User Defined -
Match © Any Al
Match Type DsCP v
Match Value®* A6
Mark Type bscP v Mark Value
Drop
Palice(kbps)

ACHA EH
ACLE MAMErLICH

Add Class-Maps(Z 24

User Defined(AFS &} %
ACL name(047|M specifichostACL), type(&

MegtLict

HA O

&9]), match any(¥ x| 25), match type ACL(YX|
&)none(QS)S MEHSI T rate limit(H

ANVC/User
Drop ~ Defined
Enabled AVC
34

Actions w

L}
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Match ~  Match «  Mark ~  Mark v Police Value v ANVC/User w

Type Value Type Value (kbps) Drop ~ Defined Actions ~
protocol youtube,netflix  Mone 8 Enabled AVC Ty
DSCP 46 DSCP 34 Disabled  User Defined M
1 10 »

AVC/User Defined User Defined v

Match O Any DA

Match Type ACL v

Match Value* specifichostACL -

Mark Type None v

Drop

Police(kbps) 50

oo E = Ile Hed =l = == o
Sequence Source  « Destination «~ Destination -« Source « Destination -
a Action «~ SourcelP « Wildcard P Wildcard Protocol  «~ Port Port DSCP +« Log -~
1 permit any 192.168.1.59 ip Mone Disablec
2 permit 192.168.1.59 any ip Mone Disablec
1 10 -

Ad®dst
=2o0o-d

5EF7Al 2eia M Zej| oM 7|2 2eiAE AE5tod CHE 2 E Eci= ol CHEh S Mg
LICtH
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Match ~ Match ~  Mark ~  Mark ~ Police Value v AVC/User v

Type Value Type Value (kbps) Drop -~ Defined Actions  ~
protocol youtube, netflix Mone 8 Enabled AVC i
DSCP 46 DSCP 34 Disabled  User Defined 1}
ACL specifichostACL  None 50 Disabled  User Defined T
1 10 +
-+ Add Class-Maps
Class Default
Mark MNone v Police(kbps) 100

6=F7|. St 2| Apply to Device(C|HEO|A 0| ME)E Z=IgfLICH.

CLI S7F Z4m|22{lo|M:

policy-map BWLimitAAAclients
class BWLimitAAAcTients1_AVC_UI_CLASS
police cir 8000
conform-action drop
exceed-action drop
class BWLimitAAAcTients1_ADV_UI_CLASS
set dscp af4l
class BWLimitAAAcTients2_ADV_UI_CLASS
police cir 50000
conform-action transmit
exceed-action drop
class class-default
police cir 100000
conform-action transmit
exceed-action drop

class-map match-all BWLimitAAAcTlientsl1_AVC_UI_CLASS
description BWLimitAAAcTientsl1_AVC_UI_CLASS UI_policy_DO_NOT_CHANGE
match protocol youtube
match protocol netflix
class-map match-any BWLimitAAAcTlientsl1_ADV_UI_CLASS
description BWLimitAAAcTientsl1_ADV_UI_CLASS UI_policy_DO_NOT_CHANGE
match dscp ef
class-map match-all BWLimitAAAcTlients2_ADV_UI_CLASS
description BWLimitAAAcTients2_ADV_UI_CLASS UI_policy_DO_NOT_CHANGE
match access-group name specifichostACL

N 2T 0] ool A= AAA KHX|RIO] O8] R E|D
ﬁL—IEL SE{L} M3 T 20Hof QoS MRS 4



% L|C}.

2¢EHA[L ISE0I M Policy(’E %) > Policy Elements(

i3 @A) > Results(Z o) > Authorization
Profiles(T48 04 T2 T2 0|S 5t +Add(F 7+

)OllAf M=istod Het of TR UPUS MadetL]

-|)|' o>|

£ M2 ip:sub-qos-policy-in=<policy name> %! ip:sub-qos-policy-out=<policy name>2!L|C}

* Advanced Attributes Settings

in

Cisco:cisco-av-pair ip:sub-gos-policy-in=BWLimitA...

Cisco:cisco-av-pair = |ip:sub-gos-policy-out=BWLimit...

* Attributes Details

Access Type = ACCESS_ACCEPT

cisco-av-pair = ip:sub-gos-policy-in=BWLimitAAAClients
cisco-av-pair = ip:sub-qos-policy-out=BWLimitAAAClients
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show run wlan

show run aaa

show aaa servers

show ap tag summary

show ap name <AP-name> tag detail

show wireless tag policy summary

show wireless tag policy detailed <policy-tag-name>
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# show wireless profile policy detailed <policy-profile-name>
# show policy-map <policy-map name>
# sh policy-map interface wireless ssid/client profile-name <WLAN> radio type <2.4/5GHz> ap name <name>

# show wireless client mac <client-MAC-address> detail
# show wireless client <client-MAC-address> service-policy input
# show wireless client <client-MAC-address> service-policy output

To verify EDCS parameters :
sh controllers dotllRadio 1 | begin EDCA

<{froot>

9800#show wireless client mac e836.171f.al62 det

Client MAC Address : e836.171f.al62

Client IPv4 Address : 192.168.1.11

Client IPv6 Addresses : fe80::c6e:2ca4:56ea:ffbf
2a02:a03f:42c2:8400:187c:4faf:c9f8:ac3c
2a02:a03f:42c2:8400:824:e15:6924:ed18
£d54:9008:227c:0:1853:9a4:77a2:32ae
£d54:9008:227¢:0:1507:c911:50cd: 2062

Client Username : Nico

AP MAC Address : 502f.a836.a3e0

AP Name: AP780C-F085-49E6

AP slot : 1

Client State : Associated

...

Local Policies:
Service Template : wlan_svc_QoS-PP (priority 254)

VLAN 1
Absolute-Timer : 1800
Server Policies:
Input QOS : BWLimitAAAClients
Output QOS : BWLimitAAAClients
Resultant Policies:
VLAN Name : default
I nput QOS : BW.imtAAACients
Qut put QCS : BWimtAAACients
VLAN 1
Absolute-Timer : 1800
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Wireshark 10 Graphs: wireshark_59472C4E-A14B-4A09-9E28-CCECC1 A
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Enabled Graph Mamie Dusplay Filter Color Style ¥ Aoas
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# clear platform condition all

20HAH. Y FM ZEH0IHMEo| CHal CIHOE EASHELICH

# debug wireless mac <client-MAC-address> {monitor-time <seconds>}
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Zolo|HEE SSIDOf| 4 gL Ct.
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# no debug wireless mac <client-MAC-address>

EAE S0l xE 2= 224 0ol WLCO| CtS 0|Eo 2 K{E=EL|C}.

ra_trace_MAC_aaaabbbbcccc_ HHMMSS. XXX _timezone_DayWeek_Month_Day_year.log

GUI HIE2E AME35t0q 0| T E MYt 42, ME Ll I 0|2
debugTrace_aaaa.bbb.cccc.txtILIC},
5EHA|. O|™of| MM E I U +=Z5t24™ ra trace .logE 2|5 MB{0]| SALSHHLE &tHO| £ ]

o EAIRLICH

CIS HHEES AF8510{ RA £ 1t o] 0|§2 = lErLCt.
# dir bootflash: | inc ra_trace
I UE 2[F MH{of SA}:

# copy bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.log tftp://a.b.c.

# more bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.Tog
6CtA. CIHO =748 A HELc

# clear platform condition all

Flexconnect 224 A|&(E= EZ/SDA) AlLtZ[2
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flexconnect 2Z AQ|E(E £ IHEZ)/SDA)C| B2, WLCHM Holst 2 E QoS M2
APQ|L|Ct.
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https://tools.cisco.com/bugsearch/bug/CSCwh74415

IH20fl RADIUS MEHoll M BHEFSHE 41 QoS B&0| SYsH M2 ZQIEO| §ZsE B
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QIET £T MEHE 17.6.2 FEIARE O 0|4 MHZ S5 3tx| St&LICH B AHS
Zotod £HE YBAE HOIGAAIR.

wave2 2! 11ax HMA ZRIEQ| AL £ A8t 17.6 O|™ol|= ECI0|HEE &= SSIDE O] of

Ligt 222 HR/IGFE) tidoq & gLt ol= EWc-AP(Embedded Wireless Controller on
Access Point) 7% 2| Flexconnect/Fabricoll /= AP M EL|CH.
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&1 Flex AP= QoS E&of| M ACLe| EAE X|5HK| f&LICt EE8F CLIE Sdl 88 =
X2t 9800 & Ul M= AFEEH 4 911 980001 M= X|2IE|X| Ot= BRR(CHAIZE S X|) 51< ’SD
o
o

M&EQ|E X|H3HX| ot&LICH Cisco 1 ID CSCvx810672 Z2IA APOY| CHEF QoS
R0 M ACLL| K|S FXIgtLICH.

T2 £ 7hx| QIS Melstn o] BAQl A WM S EI HES| ZaLc
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1758 E 0| ZWEL SIEIQE| T2 AF2AF AT do|Mo| AFRE 2 giaL|Ct

WLAN Switching Policy

Central Switching - DISABLED \
Central Authentication enasie [
Central DHCP - DISABLED

Central Association [. DISABLED \
Flex NAT/PAT [. DISABLED ‘

2. MO|E E{27} 24 AIO|E 7} ol Ao M= C}



Enable Local Site

Flexconnect/IHE 2! 2| &

APE QoS HME M&3st= C|H0|A0|22 0|23 HWHE AEstH MK

show rate-limit 22} 0|HE
show rate-limit bssid
& T AN$ wlan EA|

flexconnect 22I0|HE EA|

<ttroot>
AP780C-F085-49E6#

show dot 11 qos

Qos Policy Maps (UPSTREAM)

ratelimit targets:
Client: A8:DB:03:6F:7A:46

platinum-up targets:
VAP: 0 SSID:LAB-DNAS
VAP: 1 SSID:VlanAssign
VAP: 2 SSID:LAB-Qos

Qos Stats (UPSTREAM)

total packets: 29279
dropped packets: 0
marked packets: 0
shaped packets: 0
policed packets: 182
copied packets: O

DSCP TO DOT1P (UPSTREAM)
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Default dscp2dotlp Table Value:
[0]->0 [1]->2 [2]->10 [3]->18 [4]->26 [5]->34 [6]->46 [7]->48
Active dscp2dotlp Table Value:
[0]->0 [1]->2 [2]->10 [3]->18 [4]->26 [5]->34 [6]->46 [7]->48

Trust DSCP Upstream : Disabled
Qos Policy Maps (DOWNSTREAM)

ratelimit targets:
Client: A8:DB:03:6F:7A:46

Qos Stats (DOWNSTREAM)

total packets: 25673
dropped packets: 0
marked packets: 0
shaped packets: 0
policed packets: 150
copied packets: 0

DSCP TO DOT1P (DOWNSTREAM)

Default dscp2dotlp Table Value:

[0]->0 [1]->-1 [2]->1 [3]->-1 [4]->1 [5]->-1 [6]->1 [7]->-1

[8]->-1 [9]->-1 [10]->2 [11]->-1 [12]->2 [13]->-1 [14]->2 [15]->-1
[16]->-1 [17]->-1 [18]->3 [19]->-1 [20]->3 [21]->-1 [22]->3 [23]->-1
[24]->-1 [25]->-1 [26]->4 [27]->-1 [28]->-1 [29]->-1 [30]->-1 [31]->-1
[32]->-1 [33]->-1 [34]->5 [35]->-1 [36]->-1 [37]->-1 [38]->-1 [39]->-1
[40]->-1 [41]->-1 [42]->-1 [43]->-1 [44]->-1 [45]->-1 [46]->6 [47]->-1
[48]->7 [49]->-1 [50]->-1 [51]->-1 [52]->-1 [53]->-1 [54]->-1 [55]->-1
[56]->7 [57]->-1 [58]->-1 [59]->-1 [60]->-1 [61]->-1 [62]->-1 [63]->-1
Active dscp2dotlp Table Value:

[0]->0 [1]->0 [2]->1 [3]->0 [4]->1 [5]->0 [6]->1 [7]->0

[8]->1 [9]->1 [10]->2 [11]->1 [12]->2 [13]->1 [14]->2 [15]->1

[16]->2 [17]->2 [18]->3 [19]->2 [20]->3 [21]->2 [22]->3 [23]->2
[24]->3 [25]->3 [26]->4 [27]->3 [28]1->3 [29]->3 [30]->3 [31]->3
[32]->4 [33]->4 [34]->5 [35]->4 [36]->4 [37]->4 [38]->4 [39]->4
[40]->5 [41]->5 [42]->5 [43]->5 [44]->5 [45]->5 [46]->6 [47]->5
[48]->7 [49]->6 [50]->6 [51]->6 [52]->6 [53]->6 [54]->6 [55]->6
[56]->7 [57]->7 [58]->7 [59]->7 [60]->7 [61]->7 [62]->7 [63]->7

Profinet packet recieved from
wired port:
0

wireless port:
?

AP780C-F085-49E6#

show pol i cy- map

2 policymaps
Policy Map BWLimitAAAClients type:qos client:default
Class BWLimitAAACTients_AVC_UI_CLASS
drop

Class BWLimitAAACTients_ADV_UI_CLASS
set dscp af4l (34)



Class class-default
police rate 5000000 bps (625000Bytes/s)
conform-action
exceed-action

Policy Map platinum-up type:qos client:default
Class cm-dscp-setl-for-up-4
set dscp af4l (34)

Class cm-dscp-set2-for-up-4
set dscp af4l (34)

Class cm-dscp-for-up-5
set dscp af4l (34)

Class cm-dscp-for-up-6
set dscp ef (46)

Class cm-dscp-for-up-7
set dscp ef (46)

Class class-default
no actions

AP780C-F085-49E6#

show rate-limt client

Config:
mac vap rt_rate_out rt_rate_in rt_burst_out rt_burst_in nrt_rate_out nrt_rate_in nrt_burs
A8:DB:03:6F:7A:46 2 0 0 0 0 0 0
Statistics:
name up down
Unshaped 0 0
Client RT pass 0 0
Client NRT pass 0 0
Client RT drops 0 0
Client NRT drops 0 38621
9 54922 0

AP780C-F085-49E6#

AP780C-F085-49E6#

show fl exconnect client

Flexconnect Clients:

mac radio vap aid state encr aaa-vlan aaa-acl aaa-ipv6-acl assoc auth switching
A8:DB:03:6F:7A:46 1 2 1 FWD AES_CCM128 none none none Local Central Local

AP780C-F085-49E6#
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https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/16-12/configuration_guide/qos/b_1612_qos_9300_cg/configuring_qos.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/16-12/configuration_guide/qos/b_1612_qos_9300_cg/configuring_qos.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-1/config-guide/b_wl_17_11_cg/quality-of-service.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-1/config-guide/b_wl_17_11_cg/quality-of-service.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213911-understand-catalyst-9800-wireless-contro.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213911-understand-catalyst-9800-wireless-contro.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-6/release-notes/rn-17-6-9800.html#Cisco_Concept.dita_e7a84ef7-e77e-42c4-933b-94c72ca735c4
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-6/release-notes/rn-17-6-9800.html#Cisco_Concept.dita_e7a84ef7-e77e-42c4-933b-94c72ca735c4
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-6/release-notes/rn-17-6-9800.html#Cisco_Concept.dita_e7a84ef7-e77e-42c4-933b-94c72ca735c4
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-6/release-notes/rn-17-6-9800.html#Cisco_Concept.dita_e7a84ef7-e77e-42c4-933b-94c72ca735c4
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