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Aftribute List Name

[ D Cancel ]

Configuration(Z1I| 12| 0| M) > Security(:2 ) > AAA > AAA Method list(AAA 2 S5 5) >
Authentication(@/5)2 2 0|55t04 15 W SF1t Mt 2o YH FSTS MIeLIc

Quick Setup: AAA Authorization

Method List Name* Mesh_~Authz
Type* | credential-download v |

Group Type | local v

Authenticated |

Available Server Groups Assigned Server Groups

radius

Idap L
tacacs+
ISE-Group
ISE_grp_|2

] Apply to Device




Quick Setup: AAA Authentication

Method List Name*® | Mesh_Authentication ‘

Type* [ datlx v |

Group Type I lacal A |

Available Server Groups Assigned Server Groups

radius

Idap L
tacacs+ <
ISE-Group

ISE_grp_I2

Apply to Device
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Add Mesh Profile

General Advanced
| Name* Mesh_Profile] ‘ Backhaul amsdu
Description Enter Description ‘ Backhaul Client Access J
Battery State for an AP Ii]
Range (Root AP to Mesh AP) 12000 ‘
. ) Full sector DFS status
Multicast Mode In-Out . |

IDS (Rogue/Signature Detection) D

Convergence Methad | Standard v ‘
Background Scanning [l
Channel Change Notification O
LsC ]
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Method

Authentication Method

Autharization Methad

Mesh_Authentication »

Ethernet Bridging

VILAN Transparent

Ethernat Bridging

Bridge Group

Bridge Group Name

Strict Match

&

5 GHz Band Backhaul

Rate Types auto

2.4 GHz Band Backhaul

Rate Types auto
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Add AP Join Profile

General Client CAPWAP AP Management Rogue AP ICap

Name* ‘ Mesh_AP_Join_Profile

Description

Enter Description |

LED State
LAG Mode ]
NTP Server 0.0.0.0

| Apply to Device
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Add AP Join Profile

General Client CAPWAP Management Rogue AP ICap
General Hyperlocation BLE Packet Capture
Power Over Ethernet Client Statistics Reporting Interval
Switch Flag O 5 GHz (sec) 90
Power Injector State O] 2.4 GHz (sec) 90
Power Injector Type " Unknown -
) ) Extended Module
Injector Switch MAC 00:00:00:00:00:00
Enable O
Code
Mesh
AP EAP Auth Configuration ,
Profile Name Mesh_Profile v
EAP Type " EAP-FAST v o514
AP Authorization Type CAPWAP DTLS v|
1 Apply to Device
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Add Site Tag

Mame*

Mesh_AP_tag

Description

Enter Description

AP Jain Profile

Mesh_AP_Join_Profi »

Control Plane Name

Enable Local Site

v

3 Apply to Device
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Configuration=~ > Wireless - » Access Points

Edit AP

General Interfaces High Awvailability Irventary Mesh Advanced Support Bundle
Vv All Access Points
General Version
Number of AP(s): 1
AP Name* [ AP2C33-110E-6B66 Primary Software Version 17.3.017
AP w Admin ~ IP : )
AP Name ~: | Modsl Slots ~  Status Address Location* | defautt acation Predownloaded Status NIA
AR~ '
APZO33TI0E6B08  pprseze- 2 © ioariahas Base Radio MAC 7070.8604.9200 Predoumloaded Version L
E-K9
7 10 v |iterns perp Ethernet MAC 2¢33.110e.6b66 Next Retry Time MiA
Admin Status Baot Version 1.1.2.4
5 GHz Radios T Brdoe . 10S Version 17.3.017
[ moni ' - )
T —- araiian Siais s::::: Mini 10S Version 0.0.0.0
Fabric Status Sniffer IP Config
Dual-Band Radios m
EED Steie Clear CAPWAP Preferred Mode  IPvd
= =| o sHaF A A
CLIE S3i APOIA 0| HHE M#E £ &Lt
capwap ap mode bridge
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Configuration~ > Wireless~ > Access Points Edit AP =

General Interfaces High Awvailability Inventory Mesh Advanced Suppart Bundle
Vv All Access Points
General Ethernet Port Configuration
Number of AP(s): 1
Block Child O Ethemet Br h Profile should be

AP - Admin - P enabled to configure th

AP Name ~  Model Slots  ~ Status Addrass Daisy Chaining
APIC33-1106-6866 . 4
j APISB2E- 2 o 109.129.49.9  Daisy Chaining strict- Part 0 S
& g iy
1 10 - Mode noemal v
Preferred Parent MAC | '0000.0000.0000
. WLAN Trunking Mative 1~
5 GHz Radios UIng s !
Role Mesh v
2.4 GHz Radios Root
Dual-Band Radios Remcve PSK ]
Country Backhaul
LSC Provision Backhaul Radio Type | Sahz v
Backhaul Slot ID 1 v
Rate Types aulo -

< Cancel | Update & Apply to Device

aaa new-model
aaa local authentication default authorization default
1
!
aaa authentication dotlx default Tocal
aaa authentication dotlx Mesh_Authentication local
aaa authorization network default Tocal
aaa authorization credential-download default local
aaa authorization credential-download Mesh_Authz local
username 111122223333 mac
wireless profile mesh Mesh_Profile
method authentication Mesh_Authentication
method authorization Mesh_Authz
wireless profile mesh default-mesh-profile
description "default mesh profile"
wireless tag site Mesh_AP_Tag
ap-profile Mesh_AP_Join_Profile
ap profile Mesh_AP_Join_Profile
hyperlocation ble-beacon 0
hyperlocation ble-beacon 1
hyperlocation ble-beacon 2
hyperlocation ble-beacon 3
hyperlocation ble-beacon 4
mesh-profile Mesh_Profile
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Add MAC/IP Address

MAC/IP Address*

| o Cancel || Apply to Device
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[capwapac-smgr-srvr] [23388]: (info): Session-IP: 192.168.88.4

[ewlc-infra-evq] [23388]: (info): DTLS record type: 23, appli
[capwapac-smgr-sess] [23388]: (info): Session-IP: 192.168.88.
[capwapac-smgr-sess] [23388]: (info): Session-IP: 192.168.88.
[mesh-config] [23388]: (ERR): Failed to get ap PMK cache rec
[mesh-config] [23388]: (ERR): Failed to get ap PMK cache rec
[mesh-config] [23388]: (ERR): Failed to get ap PMK cache rec
[apmgr-capwap-join] [23388]: (info): 00a3.8e95.6c40 Ap auth p
[apmgr-capwap-join] [23388]: (ERR): Failed to initialize auth
[apmgr-capwap-join] [23388]: (ERR): 00a3.8e95.6c40 Auth reque
[apmgr-db] [23388]: (ERR): 00a3.8e95.6c40 Failed to get wtp r
[apmgr-db] [23388]: (ERR): 00a3.8e95.6c40 Failed to get ap ta
[capwapac-smgr-sess-fsm] [23388]: (ERR): Session-IP: 192.168.
[capwapac-smgr-sess-fsm] [23388]: (info): Session-IP: 192.168
[capwapac-smgr-sess-fsm] [23388]: (note): Session-IP: 192.168
[capwapac-smgr-sess-fsm] [23388]: (note): Session-IP: 192.168
[ewlc-dtTs-sessmgr] [23388]: (info): Remote Host: 192.168.88.
[ewlc-dtTs-sessmgr] [23388]: (info): Remote Host: 192.168.88.
[ewlc-infra-evq] [23038]: (debug): instance :0 port:38932MAC
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Monitoring = > Wireless~ > AP Statistics Join Statistics ]

General Statistics

General Join Statistics

DTLS Session request received 1 Gonfiguration requests received v]

& ClearAll Established DTLS session 1 Successful configuration 0

responses sent

Murnber of AP{s): 2 Unsuceessful DTLS session 0
Unsuceessful configuration o
. - — " request processing
|S[al"s I equal to” NOT JOINED  x | ¥ Reason for last unsuccessful DTLS OTLS Handshake
Session Success
AP Name ~ AP Mod Reason for last unsuccessiul NA
T ful DTLS sessi hon, 17 Feb 2020 iy eatios SUAMEY
me at last successful DTLS session , 17 Feb
AP2CF8-9B5F-7D70 carzod e ' 08 15:41 GMT
Time at last successiul NA
NA < N configuration attermpt
Time at last unsuccessiul DTLS MA
session )
1 0 v |it Time at last unsuccessful MA

configuration atternpt
Join phase statistics

Data DTLS Statistics

Jain requests received 1
DTLS Session request received ]
Successful join responses sent a
Established DTLS session 0
Unsuccessful join requast processing a
o ) Unsuccessful DTLS session o
Reason for last unsuccessiul join Ap auth pending
attempt
Reason for last unsuccessiul DTLS Handshake:
. DTLS session Success
Time at last successiul join attempt A
) o Time at last successful DTLS NA
Time at last unsuccessiul join attempt MNA session
Time at last unsuccessful DTLS NA
session

Atgd| 247 2: Flex + Bridge

O] Mdoj A= WLCOIAM 2ZHE EAP Q15 0| £+ 5| Flex+Bridge ZE.2| 1542 AP2| Z QI T2 A
A5 YN R Mu{ELCH

« 1EtA|. Configuration(Z1IL|2 2|0 M) > Security(2 ) > AAA > AAA Advanced(AAA 1.2) >
Device Authentication(C|HIO|A Q1F)2 2 O|S & L|Ct



Configuration * > Security * > AAﬁo

+ AAA Wizard
Servers / Groups AAA Method List |AAA Advanced é
Global Config

MAC Address Serial Number
RADIUS Fallback

-+ Add
Attribute List Name 4
[Deuice P\uthenticatiﬂé MAC Address
D02ccB8deZbal

« 2E7A|. Device Authentication(C|HFO|A 915)S *._‘|E—'.*%P_T'_ dd(F7hHE MeEfstLct
« 3EHA|. WLCOl =QI& AP2| Base Ethernet MAC FAE Q1243111 Attribute List Name(§ M
S E 0|8)& HI® 1 Apply to Device(C|HIO|A0] 7i‘.'o)% MEdFhLCH

Quick Setup: MAC Filtering

MAC Address* \ ffFrfeefee

Attribute List Name None v

© Cancel =] Apply to Device

« 4EHA|. Configuration(Z1I|224|0| M) > Security(:2 ) > AAA > AAA Method List(AAA W =
£) > { Authentication(2!5)2 2 O|S & LIC}.
« 5EHA| Add(F7HE MEISHT AAA Authentication(AAA @15) B 40| LIEFLFLICH




anﬁguratiﬂn' > Security * » AAAo

[

=+ AAA Wizard

Servers [ Groups AAA Method List AAA Advanced

| Authenticat -::-b
Add
Authorization ‘ +

Accounting Mame

A

webauth-local-login

« 6EHA|. Method List Name(&'% S5 0|&)0i 0|82 =I5t Type* EELIR S0 A
802.1xE MEASt C}2 Group Type(2E K&)0ll CHaH local(2 )2 MESSH OIS, %|F5%{o 2
Apply to Device(C|HFO| A0 H42)E MEHSIL|C}

Quick Setup: AAA Authentication 1 x

Method List Name™ ‘ mesh-ap| | e

Type* | dot1x '| e
Group Type | local v | o

Available Server Groups Assigned Server Groups

radius

|dap

tacacs+
imarguez-Radius-grp

=l Apply to Device

. 6bE*74I AP7t HEEIX| EEZ E = Qlst1 O|Fof| AtO|E & H& el 7t XI™E[R| f2 3
L 6EH E EH=ote| 7|2 Y-S AFSELICH
- 2EZZ 7t2l7|= dot1x aaa 215 Y8 +4(CLI aaa authentication dot1x default local)

- 7EtA|. Configuration(Z1IL| 12| 0|M) > Security(:2 ) > AAA > AAA Method List(AAA HIME




=5)> Authorization('?-|°F Hof)o 2 o|s Lt
« 8EtAl Add(F7HE MEISHT AAA Authorization(AAA T8 £ 04) B & 0| LIEFLCH

Configuration~ > Security ™ » AAAD

=+ AAA Wizard

Servers |/ Groups AAA Method List AAA Advanced

Authentication

Authorization ro

Accounting Mame

default

« 9EH7|. Method List Name(22] S5 0|F)0ll 0|§2 =5t Type* EECHR MM credential
download(Z Z|EIM CI2ZE)E MEHSIT Group Type(2E F&)0ll CH3H local(ZZ)2 MEY
8t C}2, OFX|=F2 2 Apply to Device(C|HFO| A0 )& MEHEFL|CT

Quick Setup: AAA Authorization x
Method List Name* | mesh-ap |p
Type* | credential-download |
Group Type | local v e
Authenticated
Available Server Groups Assigned Server Groups
radius
Idap z

tacacs+
imarquez-Radius-grp

= Apply to Device




- ObEHAH| AP7t HE|X| EEO0|M Y ZRlete BR(F, UM 2EZ ZE0iA ZQISHX| 8 8) 7|
E X1 3H Ch2 2 ¥H(CLI aaa authorization credential-download default local)0f| CH3H
ottHIE Br=Fct

« 10Et7|. Configuration(Z1I| 21| 0| M) > Wireless(F ) > Mesh(HIAl) > Profiles(Z2 It )2
O|SgLlct

« 11EtA| Add(FE7HE MEISHH Add Mesh Profile(MA| Z2 & F7}) Eed 20| LIEFLLICH

Configuration~ > Wireless~ > Mesh

Global Config Profiles

« 12EH|. General(YEh) B0 HA| Z2 0ol o|Fut MHS HHEHELICH

General Advanced
Marme™ mesh-profilg|
Description mesh-profile

« 13EtA. Advanced(2) B0l M Method(& ) Z =0l CHEH EAPE ME4EHLICH

« 147 62t AI2F 9B A0l A 2|t Authorization and Authentication profile(T8H £04 2! QI
5 z21e)g MEISH T Apply to Device(C|HFO|A | )8 MEdEHL|C}



Add Mesh Profile x
General Advanced

Security 5 GHz Band Backhaul

Rate Types | auto v

Method | eap v

Authentication Method | mesh-ap v

Rate Types | auto v

Autherization Method | mesh-ap|

a 2.4 GHz Band Backhaul

Ethemnet Bridging

VLAN Transparent v

Ethernet Bridging [s

Bridge Group

Bridge Group Name Enter Name

Strict Match

| = Apply to Device

« 157, Configuration(Z1I| 22{|0|M) > Tag & Profiles(Ei1 & ZZE!) > AP Join(AP Z=2l) >
Profile(ZZE)Z 0|S&tL|Ct
« 16EtAl. Add(F7HE MEISHD AP Join Profile(AP ZQl T2 &) Ed0| LIEFLIH AP =0 &

ZHo|o|F1 TS AdYe LIt

Configuration~ > Tags & Profiles~ > AP Join

o

AP Join Profile Name



Add AP Join Profile

General Client CAPWAP AP Management Rogue AP ICap

Name* | mes-ap-join |
Description | mesh-ap-join| |
LED State v

LAG Mode

NTP Server | 0.0.0.0 |

« 17EtAH|. AP I 2 0|5 35104 Mesh Profile Name(HIA| Z2E 0|8) EECH20IM 12EH7|0f
M AMEE HAl Z2LE MEighct

« 18EtAH|. EAP Type 2! AP Authorization Type(EAP &) Z=of CH3H Z+Zt EAP-FAST 2
CAPWAP DTLS7t ™ R =X & IErL|Ct

- AHQ 19 FX[o] HE M=

Add AP Join Profile ®

General Client CAPWAP W Management Rogue AP ICap

= 1

General Hyperlocation BLE Packet Capture
Power Over Ethernet Client Statistics Reporting Interval
Switch Flag 5 GHz (sec) - 80 |
Power Injector State 2.4 GHz (sec) ‘ 90 |
Power Injector Type | Unknown v | Extended Module
|nje§tor Switch MAC | 00:00:00:00:00:00 | —
Code

‘ ‘ Mesh
AP EAP Auth Configuration 1

Profile Name mesh-profilg v

EAP Type | EAP-FAST v Clear

AP Authorization Type | CAPWAP DTLS v |P

= Apply to Device

« 20EtA|. Configuration(Z4I| 22|0|A) > Tag & Profiles(Ei1 & = 2 El) > Tags(Ei1) >



Site(AFO|E)2 O|S & LCt
« 21EHAH|. Add(E7HE MESEH Site Tag(AHO|E Ef 1) E 0| LIEFLLICH

Configuration™ > Tags & Profiles~ » Tags

Policy g »RF AP

« 22FtAH| AtO|E EffT 9| O|F 1t MHES =dghLct.

Add Site Tag 1

Mame™ mesh-ap-site
Description mesh-ap-site
AP Join Profile mesh-ap-join-profile

« 23EH7|. AP Join Profile(AP 221 Z2 &) EECH20|M 16EH A0 M8t AP 2RI Z2EHS
MESSFL|CEH

« 24EtA|. Site Tag(AtO|E EfT) E & 2| ot2HZ0i M Enable Local Site(2Z AtO|E AME) &
QIgtol MEHZ F|A5l0{ Flex Profile(EHA Z2 ) EECH2E Y3 ELICH

« 35Et7|. Flex Profile EELCH20IM AP0 AL & Flex Profile2 MBS L|CH



Add Site Tag x

Narme™® mesh-ap-site

Description mesh-ap-site

AP Join Profile mesh-ap-join-profile »

Flex Profile imarquez-FlexLocal | » e

Control Plane Name

|Er1ab|e Local Site B n
El Apply to Device |

« 36EHH. APE HER3 0| AZSt T AP} 2EZH REQIX| EQlghLCt.
« 37EtAH AP7F 24 2E0i U E=X| & 215t24M capwap ap mode local B S A ELICH,

APE ZHEERE ¥E &+ Ys YH(L2 HREEIHAE, DHCP &4 43, DNS &l = £
& 47E)0| R/ofoF BfLct.

« 38CEHA. APZFWLCOH| =I5t AP S5 of2ol L& E|o{ /=X| &It Configuration(Zd
I| 224 0|M) > Wireless(F M) > Access Points(M|A ZQIE) > All Access Points(ZE Al
A ZQIE)Z o|SELct

Configuration~ > Wireless~ > Access Points b

% All Access Points

Mumber of AP(s): 2

Total ~  Admin v Base Radio v, AP ~  Qperation
AP Name ~  Slots Status AP Model v MAC Maode Status
2 [v] Flex+Bridge Registered

2 (] E = e Registered

. 39EHA. APE M5t T AP E40| LIEFLIC

« 40EHA|. AP B 40i M General(¥gh) > Tags(EH1) > Site(AFO|E) BHOIAM 22EHH 0| A 4
ALO|E EfOE MBS, Update and Apply to Device(C|HFO|A0] MH|0|E & X )E M
gLlct
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Edit AP x

|l Interfaces High Awvailability Inventory Mesh Advanced "
General Version

AP Name* H il Primary Software Version 16.12.1.139
Location* default location Predownloaded Status MNfA

Base Radio MAC Predownloaded Version MN/A
Ethernet MAC MNext Retry Time N/A

Admin Status Boot Version 1.1.24

AP Mode - . 105 Version 16.12.1.139
Operation Status Registered Mint10S Version 0.0.0.0
Fabric Status Disabled IP Config

HED State CAPWAP Preferred Mode  IPv4

LED Brightness 8 v DHCP IPv4 Address

CleanAir NSI Key Static IP (IPv4/IPvE)

Tags Time Statistics

Palicy imarquez-FlexLocal | Up Time 4 days 3 hrs 2
mins 6 secs

Site Mesh-AP-Tag v e Contraller Association Latency 20 secs

RF default-rf-tag v

N O
| l'j Update & Apply to Device |

412AH|. AP7} RHE & E|H Flex + Bridge 2 =0{|A WLCO{| CHA| @4Z23HoF &FL|Ct

O| &2 HX{ APE 2 2 E(dot1x 2B E +&SIHX| ot 2)0llAM 285104 AIO|E EfIE HA| =
20| MF CI2 APE HE|X| ZEE MEHsHL|C}

HE|X|(E= Flex+Bridge) 2=01 2= AP0 7t 25t2{H 7|2 L' (aaa authentication dot1x

default local 2! aaa authorization cred default local)2 F43&tL|C}.

OeH AP Q1B E & o LSO B2 & EEE + A&LIC

ol o|O|Xx|oll ZAIE!l CHZ AP 2 E7} Flex + BridgeZ EA|Z|E=X| & QIgtL|C}.



Configuration~ » Wireless~ > Access Points

W All Access Points

Number of AP(s): 2 L\s
Total ~  Admin ) Base Radio ~ AP ~  Qperation
AP Name v Slots Status AP Model v MAC Mode Status

- e 2 (v} AIR-AP15421-A-K9 m o e Registered

WLC 9800 CLIO|A o|z{et BHEE Al=-stD AP 2 E §2 & LTt Flex+Bridge £ LI E|010F

gfLich

aaa authorization credential-download mesh-ap local

aaa authentication dotlx mesh-ap Tocal

wireless profile mesh default-mesh-profile
description "default mesh profile"

wireless tag site meshsite
ap-profile meshapjoin
no local-site

ap profile meshapjoin
hyperlocation ble-beacon
hyperlocation ble-beacon
hyperlocation ble-beacon
hyperlocation ble-beacon
hyperlocation ble-beacon
mesh-profile mesh-profile

A WNRO

i

ol

|

aaa authentication dot1x default localZ} aaa authorization cred default localO| 404{0F & L|C}.
AP} 2Zd BE oM AN RQIE|X| ot A ZloshL|Ct.

7|2 9800 CHAIZ E0l= #7HE £ Ql= APE EAlstE fIM0| U&LICH 7Holl MTist AP S
£ 7tMedw SEELICH
Monitoring = > Wireless = » AP Statistics

Join Statistics

Number of AP(s): 2

“ks aqual to” N " | ¥

Hatus Base Radio MAC «  Etharnat MAC = AP Nama v P Address
4] 1003.c622.5480 2ciB.9621. 1860 APICFE GO 1880 476648211
(4] TO70.8b04.9200 2e33.1100 6066 APIC3I3.110E.6866 87.66.46.211

S APE 22I5t0d ST AP7H ZQIEIX| 02 OIRE 2QIFLICH 0 ZL ALOIE EHL7} APO]
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[t2tA 98000 ME HEE QIE/HEr Fo{ YHS MEiSto APE Q1B 8tX|

ol t &L

Join Statistics x

General Statistics

Control DTLS Statistics Configuration phase statistics

DTLS Session request received 179 Configuration requests received

Established DTLS session 179 Successful configuration
responses sent

Unsuccessful DTLS session 0

Unsuccessful configuration
request processing

DTLS Handshake

Success

Reason for last unsuccessful DTLS
session
Reason for last unsuccessful
configuration attempt

Time at last successful DTLS session Thu, 19 Dec 2019

13:03:19 GMT

Time at last successful

configuration attempt
Time at last unsuccessful DTLS NA
session

Time at last unsuccessful

configuration attempt
Join phase statistics

Data DTLS Statistics
Join requests received 179

DTLS Session request received
Successful join responses sent 173

N . Established DTLS session

Unsuccessful join request processing 0

Unsuccessful DTLS session

Reason for last unsuccessful join Ap auth pending

attempt
Reason for last unsuccessful
DTLS session
Time at last successful join attempt Thu, 19 Dec 2019
12:36:10 GMT
Time at last successful DTLS
session
Time at last unsuccessful join attempt NA

Time at last unsuccessful DTLS
session
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173

Regulatory domain

check failed

Thu, 19 Dec 2019
12:36:10 GM

NA

0

0

0

DTLS Handshake
Success

NA

NA
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il Gisco Catalyst 9800-CL Wireless Controller

Cisco 16.12.1

Q

) Dashboard

) Monitoring
Configuration
Administration

Troubleshooting

Troubleshooting - » Radioactive Trace

+«— Back to TroubleShooting Menu

Conditional Debug Global State: Stopped

E3 &

MAC/IP Address Trace file
2c33.110e.6b66 debugTrace_2c33.110e.6b66.txt &
1 10 »
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