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Add WLAN x

General Security Advanced

Layer2 Layer3 AdA,

i WPA + WPAZ
Layer 2 Security Mode | * r Lobby Admin Access D
MAC Filtering 0O Fast Transition | Disabled v
Protected Management Frame Over the DS O
Reassociation Timeout 20 |
EMF Disabled v
MPSK Configuration
WPA Parameters
MPSK 0

WPA Policy O
WPA2 Palicy
GTK Randomize D
OSEN Policy ()
WPAZ Encryption AES(CCMP128)

U compzse

Occmpizs

O ccmpzse
Auth Key Mgmt Osoz.1x
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PSK Format | Asci v |

PSK Type | Unencrypted |

Pre-Shared Key* | | |
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Add WLAN x

General Security Advanced
Coverage Hole Detection D Universal Admin D
[aironet iE @ =] OKC (&
Advertize AP Name D Load Balance D
P2P Blocking Action | Disabled v | Band Select O
Multicast Buffer IP Source Guard D
Media Stream Multicast- 0O WM Palicy | Allowed ¥ |
direct
mONS Mode | Bridging v |
11ac MU-MIMO (=)
Off Channel Scanning Defer
WiFi to Cellular Steering D 9
- ‘o mm ~
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Add WLAN x

Off Ch | 5 ing Defi
WiFi to Cellular Steering D anhel Scanning =
Fastlane+ [ASR) @

Defer Priority O O 0O:
Deny LAA (RCM) clients ()

0Oz 0Oas 5

Max Client Connections 6 O

Scan Defer 100
Per WLAN | 0 | Time
Ber AP Per WLAN | 0 | Assisted Roaming (11k)
Per AP Radio Per WLAN | 200 |

Prediction Optimization D
11v BSS Transition Support Neighbor List

3EH7|. Policy Profile(83 Z2utQl)S MEHS T Add(F7HE =g LIcH



Configuration~ > Wireless Setup~ > Advanced

/ _\\ ) -+ Add
e

Paolicy Profile Name .

Tags & Profiles
default-policy-profile

1]
O

(1) | WLAN Profile

1 |E‘ itemns per |

o T

o | Policy Tag & = 0

1 AP Join Profile = O

i Flex Profile = QO

i Site Tag & = O

o I RF Profile = | O

i I RF Tag & = O

Apply
i I Tag APs =
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Add Policy Profile *

A Disabling a Policy or configuring it in "Enabled” state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies Q05 and AVC Mobility Advanced

Marme* | PE1 | WLAN Switching Policy

Description | Enter Descriptior | Central Switching ENABLED .

Status ENABLED . Central Authentication ENABLED .

Passive Client Central DHCP EMABLED .
O

Encrypted Traffic Analytics B oissee Flex NAT/PAT B osceeo

CTS Policy

Inline Tagging

SGACL Enforcement

Default SGT | 2-65519

Access Policies( A4 HA)E Z2/5t 17 SSID F4of A2 E i F4 Z210|
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Qe
[m
N
ok
on
Il



Add Policy Profile ®

A Dizabling a Policy or configuring it in "Enabled” state, will result in loss of connectivity for clients associated with this Policy profila.

General Access Policies Q05 and AVC Mobility Advanced

RADIUS Profiing O WLAN ACL
HTTP TLV Caching 0 PuacL | v
DHCP TLV Caching 0O

IPv6 ACL | v
WLAN Local Profiling

LIRL Filters
Global State of Device 6]
Classification Pre Auth | v |
Local Subscriber Policy Mame | v Post Auth | v |
VLAN
VLAN/VLAN Group ] v
Multicast VLAN | Enter Multicast VLAN |

oY 2ol AAlA M A 1 o|X]

QoS X AVCE Z2/5t 1 Auto QoS 07244 Z VoiceZ A& LICt. Save & Apply to DeviceE &
2|ghLict.

Add Policy Profile x

General Access Policies QOS and AVC Mobility Advanced

Auto QoS | Voice v | Flow Monitor IPv4
SIP-CAC Egress ‘ v
Call Snooping Ingress ‘ v
Send Disassociate Flow Monitor IPVE

Send 486 Busy
Egress ‘

Ingress ‘ v ‘

| =] Save & Apply to Device |



Advanced(11=)E 225t MM A7t XEHE 8400022 MYt LR EH IPv4 DHCP7t HIE 48t
ZIRE=X| &It T ARP ZEA|IE E/gstErLct
Edit Policy Profile *
General Access Policies Q0% and AVC Mobility Advanced
WLAN Timeout Fabric Profile O
Session Timeout (sec) 84000 Iéirri\;éhcga O
Idle Timeout {sec) | 300 | mDONS Service | default-mdns-ser.. |
Policy Clear
Idle Threshold (bytes) 0 |
Hotspot Server | b |
Client Exclusion Timeout [sec) &0 |
User Defined (Private) Network
Guest LAN Session Timeout D
Status D
DHCP
Drop Unicast D
IPv4 DHCP Required 0O DNS Layer Security
DHCP Server IP Address |
DMS Layer | Not Configured L |
Security Clear
Show more ==> Parameter Map ===
Flex DHCP Option
AAA Policy for DNG
Allow AL4 Override D Redirect . EHORE
NAC State O

WLAN Flex Policy

Policy Mame

| default-aaa-policy x |

Accounting List |

=0

Split MAC ACL

WGB Parameters

Broadcast Tagging

WGE V0LAN

VLAM Central Switching O

| v |

Air Time Faimess Policies

2.4 GHz Policy

5 GHz Paolicy

Policy Proxy Settings

Turnel Profile

IPVE Proxy | None
M z=2 ol g A I o|X|

4t A, Policy Tag(®* El1)& MBSt T

Add(7hE S=igtLc

EoGRE Tunnel Profiles

-1 Update & Apply to Device
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|+ 0ll A WLAN

WLAN-Policy Maps(WLAN-E% 3)0{ X +Add(F7H)E aai.*.ru:r Iy
& WMol CHEt HALE

c=r}
Profile and Policy Profile(WLAN Z21tQ] o/ H2 2 ulel)g MEist T 32
Z2lgfL|ct 27 C}2 Save & Apply to Device® & 2|gtLIC}

Add Policy Tag x

Name™* | PT1 |

o
—
A
o

Description | Enter Description |

Vv WLAN-POLICY Maps: 0

WLAN Profile ~  Policy Profile w

0 | 10 « | items per page Mo items to display

Map WLAN and Policy

I WLAN Profile* | Voice v

Policy Profile* | PP .

RLAN-POLICY Maps: 0

[ |=| Save & Apply to Device ]

5EH7. Site Tag(AFO|E Ef1)E MEHSI T Add(F7FHE E =!I LICt Enable Local Site(2Z AO|E
A8} A KHE M=45t04 AP7H Local Mode(2Z BE)0I M S5 = 2 ELICH. 121 02 Save &
Apply to Device® 2 2I&LIC}.

Add Site Tag x

Name* ST1

Description Enter Description

AP Join Profile default-ap-profile R
Control Plane Name default-control-plage v
Enable Local Site v

j =] Save & Apply to Device

6%t RF Profile(RF Z2IQd)S ME5I T Add(F7H) B =IEFLICE CHYY RF Z20HUE 74
guct.




Add RF Profile x

General 802.11 RRM Advanced
Name* ‘ Voice2dGHz ‘
Radio Band | 2.4 GHz Band v |

Status enasle [

Enter Description ‘

Description

Add RF Profile x

General 802.11 REM Advanced

Name* | VoicebGHz |

Radio Band | 5 GHz Band - |

Status ENABLE .

Enter Description

Description

=| Save & Apply to Device

802.11 M+ 2 O|SELICE 12Mbps O|Ete| B E T & HIEH3t6t T, 12MbpsE 2+ S8, F
HHE D0 M X[ El= 18Mbps Ol&f S M- ELIct
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Add RF Profile x

General 802.11 RRM Advanced

S—
Operational Rates 802.11n MCS Rates
1 Mbps | Disabled v ‘ Enabled Data Rates:
2 Mbps Disabled v
| ‘ [G,1,2,3,4,5,5,?,8,9,'|D,'I1,12,13114,15,1511?,18
i .19,20,21,22,23,24,25,26,27,28,29,30,31]
5.5 Mbps | Disabled v
6 Mbps | Disabled v ‘
Enable MCS Index v,
9 Mbps | Disabled v .
'
11 Mbps | Disabled v v 1
v 2
12 Mbps | Mandatory v
v 3
18 Mbps | Supported v ‘ v .
24 Mbps | Supported v ‘ vl 5
v 5]
36 Mbps | Supported v ‘
v 7
48 Mbps | Supported v v .
54 Mbps | Supported v v o
1 2 3 4 » #

‘ 10 v "Lcms per page

1 - 10 of 32 items

=| Save & Apply to Device

5GHz C|O|E| & &



Add RF Profile x

General 802.11 RRM Advanced

Operational Rates 802.11n MCS Rates
6 Mbps | Disabled L | Enabled Data Rates:
9 Mbps Disabled v
| | [0,1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18
,19,20,21,22,23,24,25,26,27,28,29,30,31]
12 Mbps | Mandatory v |
18 Mbps | Supported v |
Enable MCS Index v
24 Mbps | Supported v | b .
36 Mbps | Supported - | = 1
v 2
48 Mbps | Supported v |
o ]
54 Mbps | Supported v | y 4
o 2
o 6
v 7
o 8
v 9

1 2 3 4 » w
‘ 10 « ‘ilcr‘rs per page

1 - 10 of 32 items

= Save & Apply to Device

7EHH|. RF TagE =45l AddE Z2/3fLICt o] MMo| 5ol M M E RF Z20tg MEist
LIC. 273 C}S Save & Apply to DeviceE & =& L|C}.



Add RF Tag x

Name* RT1

Description Enter Description

5 GHz Band RF Profile Voice5GHz v
2.4 GHz Band RF Profile Voice24GHz v

9 Cancel =| Save & Apply to Device

8EH7|. Tag APs(AP E|11)E MBSt APE ME4SEH CHS 0| F0f| A48t Policy(2Y), Site(AO|E)
9l RF Ej2 & F7IEtLICH 27 CFS Save & Apply to Device® & 2/8fLIC}

Tag APs x

Tags

Changing AP Tag(s) will cause associated AP(s) to reconnect

‘ D Cancel ‘ _ ' Save & Apply to Device

&2 A 2|3 CLI(Command Line Interface)

CLIOIM Chg HES A~AFLICH

//////// WLAN Configuration
w an Voice 1 Voice
ccx aironet-iesupport



no security ft adaptive

security wpa psk set-key ascii 0 GCiscol23
no security wpa akm dot 1x

security wpa akm psk

no shut down

//////// Policy Profile Configuration
wireless profile policy PPl

aut ogos node voi ce

i pv4 ar p- proxy

service-policy input platinumup
servi ce-policy output platinum
session-tineout 84000

vlian 1

no shut down

//////// Policy Tag Configuration
wireless tag policy PT1
w an Voi ce policy PP1

//////// Site Tag Configuration
wireless tag site ST1
local -site

//////// 2.4 GHz RF Profile Configuration
ap dot 11 24ghz rf-profile Voice24GHz

rate RATE_11M di sabl e

rate RATE_12M mandat ory

rate RATE_1M di sabl e

rate RATE_2M di sabl e

rate RATE_5_5M di sabl e

rate RATE_6M di sabl e

rate RATE_9M di sabl e

no shut down

//////// 5 GHz RF Profile Configuration
ap dot 11 5ghz rf-profile Voice5GHz

rate RATE_24M support ed

rate RATE_6M di sabl e

rate RATE_9M di sabl e

no shut down

//////// RF Tag Configuration
wireless tag rf RT1
24ghz-rf-policy Voi ce24GHz
5ghz-rf-policy Voice5G+

//////// AP Configuration
ap a023. 9f 86. 52¢c0
policy-tag PT1

rf-tag RT1

site-tag ST1
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Add WLAN x

General Security Advanced

Layer2 Layer3 Abh,

yer i WPA + WPAZ
Layer 2 Security Mode | v Lobby Admin Access D
MAC Filtering O Fast Transition | Disabled v |
Protected Management Frame Cwver the DS O

Reassociation Timeout 20 |

MPSK Configuration

PMF Disabled v

WPA Parameters
MPSK O



WPA Policy

WPAZ Palicy

GTK Randomize

0O 0O|©|O

OSEM Paolicy

WPAZ Encryption D AES{CCMP128)

L ccmpzase
Oaoueizs
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O s02.1x-5HA256
O Psk-sHAZES

PSK Format ASCI -

ESK Type Unencrypted -

Pre-Shared Key* | s

oo

A SSID EHoF MM OlE 3844 SSID EOF MM Tl E 1

o
>

ol
FO
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#7: PSK SSIDE AI23tH 24 Sof = Mo|Z 7 WO D2 FTE &AI51E ZIQ Tt giaL
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Add WLAN x

General Security Advanced
Coverage Hole Detection Universal Admin D
[aironet IE @ =] OKC
Advertize AP Name Load Balance D
P2P Blocking Action | Disabled | Band Select O
Multicast Buffer IP Source Guard ()
Media Stream Multicast- D WMM Policy | Alowed v |
direct
mDMS Mode | Eridging v |
11ac MU-MIMO

Off Channel Scanning Defer
WiFi to Cellular Steering 9

J O

S L3t I 0| x[of| A 1—*.;' =2 5,6 L 701 CHSH ZHE HAL X[HAE ArSSH=F sl of g LiCt ol
A stH sig uP M =272 "QE 24 Ty )E &2 =Y o|F0of AP7} 100ms St 2
M2 olse = eigLch
Add WLAN ®
WiFi to Cellular Steering D Of Channel Scanning Defer
Fastlane+ (ASR) @
Defer Prioity OJo O 0O:
Deny LAA (RCM) clients ()
O 0O s
Max Client Connections Os O
Scan Defer 100
Per WLAN | 0 | Time
Ber AP Par WLAN | 0 | Assisted Roaming (11k)
Per AP Radio Per WLAN | 200 |
Prediction Optimization D
11v BSS Transition Support Neighbor List

3CtA. Policy Profile(B8&| Z2utl)2 MEHSI D Add(F7HE Z=IFLICE



Configuration~ > Wireless Setup~ > Advanced

— L4
| Start |

N/
Paolicy Profile Name v
Tags & Profiles
default-policy-profile
o I WLAN Profila = O 1 | 10 «» ‘i'.ur'n_: per |
(i [ §  Dojicy Profile b
(1) I Policy Tag & =E O
o AP Join Profile = 0O
(1) Flex Profile =E | O
(i | Site Tag f = O
(1) RF Profile = O
1 RF Tag € E O
Apply
(] ) I Tag APs =
M T2 01el 0|52 TAI5HT HEHE Enabled(EAIBHE)E M5t Y A9E U SY
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Add Policy Profile x

Dsabling a Policy or configuring it in ‘Enabled” state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies Q05 and AVC Mobility Advanced

Mame* | PRZ | WLAN Switching Policy

Description | Enter C | Central Switching
IStatus EMABLED .l Central Authentication

Passive Client Central DHCP

Encrypted Traffic Analytics Flex MAT/PAT

CTS Policy

Inline Tagging D

O

SGACL Enforcement

Default SGT | 2-65519

= sovty o Devce

2oty HuagolMd

12
I3

Flex Local A<Q|&! ™

Access Policies(HM|A ) Bio 2 0|5 sto{ F4 2EI0|MET 7|22 Ol WLANO| 4Z2E
I e VLANS et&gL|Cct EEC20|A VLAN O|& SILIE MEHSHLE 522 VLAN IDE
=i £~ l&Lct

QoS W AVCE Z2/5t 11 Auto QoS 071442 VoiceZ P& LICt. Save & Apply to DeviceE® &
2|ghLict.

b



Add Policy Profile x

General Access Policies QOS and AVC Mobility Advanced

Auto QoS | Voice v Flow Monitor IPv4
SIP-CAC Egress ‘ v
Call Snooping Ingress ‘ .
Send Disassociate Flow Monitor IPv6

Send 486 Busy

Egress ‘ v ‘

Ingress ‘ v ‘

| =] save & Apply to Device |

Advanced(2)E 225t MM AlZt MEHS 8400022 M5t Z Q3 IPv4 DHCP7} HIE st
CIRE=X| Elst D ARP TR AIE HIE G5 ELICH




Edit Paolicy Profile b

General Access Policies Q05 and AVC Mobility Advanced

WLAN Timeout Fabric Profile O
: . ) - Link-Loca D
Session Timeout (sec) 84000 I Bridging
Idle Timeout (sec) 300 | mONS Service | default-mdns-ser... |
Policy Clear
Idie Threshald (bytes) 0 |
Hotspot Server | ¥ |
Client Exclusion Timeout (sec) &0 |
User Defined (Private) Network
Guest LAMN Session Timeout D
Status D
DHCP
Drop Unicast D
IPv4 DHCP Required 0O I DNS Layer Security
DHCP Server IP Address |
DNS Layer | Mot Configured - |
Security Clea
Show more =»» Parameter Map
Flex DHCP Option
AAA Policy for DNS
Allow A8A Dverride D Bedirect .
WAL State O WLAN Fiex Policy
Policy Name | default-aaa-policy x |
VLAM Central Switching O
Accounting List v
= | |© Split MAC ACL | v |
'WGB Parameters
Air Time Faimess Policies
Broadcast Taggin D
eging 2.4 GHz Policy | v |
WGB VLAN O
5 GHz Policy | \a
Policy Proxy Settings
EoGRE Tunnel Profiles
I ARP Proxy B oscee0 I
Tunnel Profile ¥ |

IPVE Proxy | None v

[-| Update & Apply to Device

A XA z2mlQlo| 13 A%

1]
I3

457, Policy Tag(®& 3 Ef1)& MEISI D Add(F7HE SIELICH M e} o|§2 T ELICH
WLAN-Policy Maps(WLAN-Z2 @)0o{| M +Add(F7HE &|gfL|ct. =St o7 ol A WLAN
Profile and Policy Profile(WLAN Z 21} 3! MM x2ul 2 MEi5t 1 448 Mol CHE HALE
Z2|gtL|Ct. 23 CHS Save & Apply to DeviceE & 2|gfL]|C}.



Add Policy Tag x

Name* PT2

Description Enter Description

v WLAN-POLICY Maps: 0

{~ Add

WLAN Profile ~ Paolicy Profile v

0 10 - ‘ items per page No items to display

Map WLAN and Policy

WLAN Profile® | Voice v '

—

Policy Profile* PP2 v

RLAN-POLICY Maps: 0

= Save & Apply to Device

527, Flex Profile(E2& T2 1) 2|5t 1 Add(F7HE E2IErLICH Flex Profile 0|&, Native
VLAN ID 2! Enable ARP Caching2 F438tLIC}H.

Edit Flex Profile

General Local Authentication Policy ACL VLAN DNS Layer Security

r— [ FP2 ] Fallback Radio Shut O
Description l Enter Description l Flex Resilient O

ARP Caching
Native VLAN ID ‘ 1 ‘

Efficient Image Upgrade
HTTP Proxy Port [ 0 ‘

OfficeExtend AP O
HTTP-Proxy IP Address ‘ 0.0.0.0 ‘

Join Minimum Latency ()
CTS Policy

IP Qverlap D
Inline Tagging D

mDNS Flex Profile | il
SGACL Enforcement (@)

CTS Profile Name | default-sxp-profilex ]



2 1: 4HO|E|E VLAN IDE O| Flex ZZ2Z1} 01 E AP7| Q1A E AL x| FAHE! L|O|E]
E VLANS LtEFHL|CE.

6EHA. MOI El1E MEistD 7@ 22ELICH AO|E Ef1 0|2 FEstn 2L MO|E #4d
8l SMS MU= A4S Flex TEEE FIHELICH O™ CHS Save &Apply to Device® & =/EL
Ct.

Name* 5T2

Description Enter Description

AP Join Profile default-ap-profile . v

Flex Profile P2 |

Control Plane Name default-control-plasg v

Enable Local Site

#11: Enable Local Site(2Z ALO|E &85t 7t HIE &5t E|™ 0| AtO|E Ef10i| T E APt
FlexConnect APE XIS S 2 T/ dElLICE.

7%, RF Profile(RF Z2 1t Q)2 ME45t 1 Add(F7HE S=|ELICE CHEZ RF ZE20US 74
gfLich

Add RF Profile x

General 802.11 RRM Advanced

Name* ‘ Voice24GHz ‘

Radio Band | 2.4 GHz Band v |

Status ENABLE .

Enter Description ‘

Description

|=| Save & Apply to Device




Add RF Profile x

General 802.11 RRM Advanced
Name* | VoicesGHz |
Radio Band | 5 GHz Band v |

Status ENABLE .

Enter Description

Description

=| Save & Apply to Device

802.11 H'F 2 O|SELICt 12Mbps 0|t D E £ T E H|E SIS, 12MbpsE E4 ST 2,
18Mbps O|& 2 F HHE 2T X El= CHE M™EELIC

24GHz Cl[O|E{ & &



Add RF Profile x

General 802.11 RRM Advanced

S—
Operational Rates 802.11n MCS Rates
1 Mbps | Disabled v ‘ Enabled Data Rates:
2 Mbps Disabled v
| ‘ [G,1,2,3,4,5,5,?,8,9,'|D,'I1,12,13114,15,1511?,18
i .19,20,21,22,23,24,25,26,27,28,29,30,31]
5.5 Mbps | Disabled v
6 Mbps | Disabled v ‘
Enable MCS Index v,
9 Mbps | Disabled v .
'
11 Mbps | Disabled v v 1
v 2
12 Mbps | Mandatory v
v 3
18 Mbps | Supported v ‘ v .
24 Mbps | Supported v ‘ vl 5
v 5]
36 Mbps | Supported v ‘
v 7
48 Mbps | Supported v v .
54 Mbps | Supported v v o
1 2 3 4 » #

‘ 10 v "Lcms per page

1 - 10 of 32 items

=| Save & Apply to Device

5GHz C|O|E| & &



Add RF Profile x

General 802.11 RRM Advanced

Operational Rates 802.11n MCS Rates
6 Mbps | Disabled L | Enabled Data Rates:
9 Mbps Disabled v
| | [0,1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18
,19,20,21,22,23,24,25,26,27,28,29,30,31]
12 Mbps | Mandatory v |
18 Mbps | Supported v |
Enable MCS Index v
24 Mbps | Supported v | b .
36 Mbps | Supported - | = 1
v 2
48 Mbps | Supported v |
o ]
54 Mbps | Supported v | y 4
o 2
o 6
v 7
o 8
v 9

1 2 3 4 » w
‘ 10 « ‘ilcr‘rs per page

1 - 10 of 32 items

= Save & Apply to Device

8EH7A|l RF TagE MEHSt D AddE 2 2/8tLICt. o] Mol 6EtAH M MHEIRF Z2otlg 78
LIC. 273 C}S Save & Apply to DeviceE & =& L|C}.



Add RF Tag x

I Name* RT2 |
Description Enter Description
5 GHz Band RF Profile Voice5GHz v
2.4 GHz Band RF Praofile Voice24GHz v
D Cancel | =| Save & Apply to Device |

= - "1

9t Tag APS(AP Ef1)E MEHSI T APE MEHEH CFS 0| of MMt Policy(Z %), Site(AFO|E)
2 RF Ef2 & FIHefLICH O3 CHS Save & Apply to Device®E & 2/ gLIC}

Tag APs x

Tags

Changing AP Tag(s) will cause associated AP(s) to reconnect

‘ D Cancel ‘ _ ' Save & Apply to Device

APE= CAPWAP E{=2 CIA| A|ZH5E T 9800 WLCE CHA| @128 LIC}. Configuration(Z1 1| 224 0] M)
> Wireless($41) > Access Points(QAl& ZQIE)Z 0|S3l1 AP 2 =7} Flex(&3|£)Q1X| & 0lst
LICt.

Policy v gm « RF ~ | Tag w

Total ~ AP ~ Base Radio ~ | AP ~ | Admin ~ Operation ~
Tag Source Location +~ Country W

AP Mame & ~ Slots Model MAC Mode Status Status Tag Tag

default
location

AlR-
PT2 5T2 RT2 Static us

AP28021-21 2 AP28021-B- a023.9/86.52¢0 | Flex Enabled Registered
Ka




Flexconnect 24 A 2{& CLI(Command Line Interface)

CLIOIA CtS BES AgfLch.

//////// WLAN Configuration

wl an Voice 1 Voice

ccx aironet-iesupport

no security ft adaptive

security wpa psk set-key ascii 0 Ciscol23
no security wpa akm dot 1x

security wpa akm psk

no shut down

//////// Policy Profile Configuration

wireless profile policy PP2

do wirel ess autoqos policy-profile PP2 nobde voice
service-policy input platinumup

servi ce-policy output platinum

vl an 2672

no shut down

//////// Policy Tag Configuration
wireless tag policy PT2
w an Voice policy PP2

//////// Flex Profile Configuration
wireless profile flex FP2

ar p-cachi ng

vl an-nane 1

native-vlan-id 1

//////// Site Tag Configuration
wireless tag site ST2

no |local-site

flex-profie FP2

//////// 2.4 GHz RF Profile Configuration
ap dot 11 24ghz rf-profile Voice24GHz

rate RATE_11M di sabl e

rate RATE_12M nandat ory

rate RATE_1M di sabl e

rate RATE_2M di sabl e

rate RATE_5_5M di sabl e

rate RATE_6M di sabl e

rate RATE_9M di sabl e

no shut down

//////// 5 GHz RF Profile Configuration
ap dot 11 5ghz rf-profile Voice5GHz

rate RATE_24M support ed

rate RATE_6M di sabl e

rate RATE_9M di sabl e

no shut down

//////// RF Tag Configuration
wireless tag rf RT2
24ghz-rf-policy Voi ce24GHz
5ghz-rf-policy Voice5G

//////// AP Configuration
ap a023. 9f 86. 52¢0



policy-tag PT2
rf-tag RT2
site-tag ST2

OlClof DH7HiE4 T
GUI Zdx| oM

1EHA|. Configuration(Z1Z|221|0|4) > Radio Configuration(5*41 71| 22| 0|4d) > Network(L| E £
)2 0|SELCt 5GHz 2! 2.4Ghz CH S 25 HIE 3551 M8,

Kl

5ghz wifi IEX I E LYAIMSE &5 H|g M35t
O| A

rr

Mol RolstalAl! |X| 22| 7|2t Soi|gt

r

Configuration~ > Radio Configurations~ > Network

5 GHz Band 2.4 GHz Band

General

Beacon Interval® 100
Fragmentation Threshold(bytes)* 2346
DTPC Support v

2E+A|. Configuration(Z4I| 12| 0|A4) > Radio Con’r"guration(%’-’&I |2 o[Ad) > Media
Parameters(0|C|0{ O§7HEds~)2 OIS &rLICH 2.4GHz & 5GHz CHI0d| A Admission Control 2!
Load Based Call Admission Control(CAC)S 3+A42}°}_T|_ Apply(H&)E Z=!FLIct



Voice

Call Admission Control (CAC)

Admission Control (ACM)

Load Based CAC

Max RF Bandwidth (%)* ‘ 75 |

Reserved Roaming Bandwidth (%)* ‘ 6 |

Expedited Bandwidth
SIP CAC and Bandwidth
SIP CAC Support

3EHA|. Configuration(4d) > Radio Configurations(41 Z1X| 18| 0|4d) > Parameters(OH 71 4) £
O|S®fLICt. EDCA Z2mg F HEo|M 2|H3tE §do2 7451 ApplyE & =Bt

Configuration~ > Radio Configurations - > Parameters

5 GHz Band 2.4 GHz Band

EDCA Parameters

EDCA Profile | optimized-voice

v |

DFS (802.11h)

4%t A|. Configuration(Z4I|212{|0|4d) > Radio Configuration(M Z4I|2240|4) > Network(HIE-¥
3)Z o|SELICt 5GHz 2! 2.4Ghz CHY S 25 &350 Apply(X8)E S =ErLICH



CLI(Command Line Interface)

CLIOIA CtS BES dgfLch.

Andr essi _9800( confi g) #ap dot 11 24ghz shut down
Andr essi _9800( confi g) #ap dot 11 5ghz shut down

Andr essi _9800( confi g) #dot 11 24ghz cac voice acm
Andr essi _9800( confi g) #dot 11 5ghz cac voice acm

Andr essi _9800( confi g)#ap dot11 24ghz edca-paraneters optin zed-voice
Andr essi _9800( confi g)#ap dot 11 5ghz edca-paraneters optim zed-voice

Andr essi _9800( confi g)#no ap dot1l 24ghz shut down
Andr essi _9800( confi g)#no ap dot1l 5ghz shut down

Cte& &QlgLic

CHE B™EE AE5to{ B Z|adyo|ME gfele = &Lt

# show w an { sunmary | id | nane | all }

# show run w an

# show run aaa

# show aaa servers

# show ap config general

# show ap name <ap-nane> config general

# show ap tag sumary

# show ap nanme <AP-nanme> tag detail

# show w an { sunmary | id | nane | all }

# show wirel ess tag policy detailed <policy-tag-nanme>
# show wirel ess profile policy detailed <policy-profile-nanme>

CAC 34 X S& o] HEEZE AEsed™ Ot BB S AL

#show ap nane AP2802l -21 dotl1l 5ghz voice stats
#show ap nane <ap-nane> dot 11 5ghz call-control metrics

= e e

RA(Radio Active) X2 X|HE =74(0|
A0f CHBH C| Eﬂt“' ""—1% NS glct.
Ct. &3t 501 9800 WLC7t MEst= £E30of =S IHELICH

1EHA|. & d3tE ClHa =740| Q= X| &It

# clear platformcondition all

2CHA|. 2LERE F4M 22I0|ME MAC FA0 et CIHO =HE & *iri LICt o] BHE2 A
£l mac FAE 302(1800%) S0 BLIE{RIs7| AIZFEILICH ME{X{o 2 0] AlZHS ZCH

20859784947@ =& = A&t



# debug wirel ess mac <8821- MAC- address> {nonitor-tine <seconds>}

&t3: 3t Holl & 7l o|Ate| EEt0|MEE B LIERSIE{™H mac TAY ClHT M mac
<aaaa.bbbb.cccc> WY S ASHEHL|C}H

;0 2E FF0| LHFHMeE HHE 0 LISH 2 + /222 EHO|d MMolM Zeto|
E g&8°| £30| ZAIE[X| gt&LICH

ATHA. SE72EE M E= 7|8 E= FEE 2LIH AlZho| AR E[Z| Mol EX|7F CHA] 24 El
82 ClHZE XL

# no debug wirel ess mac <8821- MAC- addr ess>

LB AlZFO| Zrtst7LE ClH F440] Z X/ 9800 WLCE O|S0| CHESxt 2 =& npd
AHAdSHL|C}

ocooH .

fjo

ra_trace_MAC_aaabbcccc_ HHMSS. XXX_timezone_DayWeek_Month_Day_year.log

tUE +EEfLICH ra trace .logE 2IF MO SAtet7LE 2t =T
FHM ool o|F &l

# dir bootflash: | inc ra_trace
It U g QF Aol SAELICH

# copy bootfl ash:ra_trace_MAC aaaabbbbcccc_HHMVES. XXX _ti mezone_DayWeek_Mont h_Day_year. | og
tftp://a.b.c.d/ra-Fl LENAME. t xt

L& EAl:

# nore bootfl ash:ra_trace_MAC aaaabbbbcccc_HHMVES. XXX ti nezone_DayWek_Mont h_Day_year. | og
6Tl CIHZ =HE M 7HE LI}

# clear platformcondition all

#a: EX 2 MM Fol o ClHa =742 H7{slof gLt

RA X &£2{0| £2{0i| M TSPEC(Traffic Specification) 40| A5t H, O|= 88210| AFE A} M
=2l 622 ECEE EAY & UeSK], 37t dEE = U=X| {7 E ZEHLICL Ti7|E 6 A
2 H45H7| 2/51 88212 HEtE ¥5tE &Y Wl MEELIC

2019/ 08/ 25 18:53:54.510 {wncd_x_RO-0}{1}: [ew c-qos-voice] [18106]: (info): MAC. 0027.902a.ab24
Got action frame fromthis client.
2019/ 08/ 25 18:53:54.510 {wncd_x_R0O-0}{1}: [ew c-qos-voice] [18106]: (info): MAC. 0027.902a. ab24



Recei ved Action frame with code 0: ADDTS request

2019/ 08/ 25 18:53:54.510 {wncd_x_R0O-0}{1}: [ew c-qos-voice] [18106]: (info): MAC. 0027.902a. ab24
Got LBCAC Metrics I E:

2019/ 08/ 25 18:53:54.510 {wncd_x_R0O-0}{1}: [ew c-qos-voice] [18106]: (info): MAC. 0027.902a. ab24
ADD TS frommobile slot_id 1 direction = 3

up = 6, tid =6, upsd = 1, nediumtinme = 653, TSRSIE: No

2019/ 08/ 25 18:53:54.510 {wncd_x_R0O-0}{1}: [ew c-qos-voice] [18106]: (info): MAC. 0027.902a. ab24
U- APSD Power save

it EARAPS [V DS

»| IEEE 802.11 Action, Flags: ....:...C
v IEEE 802.11 wireless LAN
v Fixed parameters
Category code: Management Notification (17)
Action code: Setup request (0x0000)
Dialog token: 0x2a
Status code: Admission accepted (0x0000)
v Tagged parameters (84 bytes)
v| Tag: Vendor Specific: Microsoft Corp.: WMM/WME: TSPEC Element
Tag Number: Vendor Specific (221)
Tag length: 61
OUI: 00:50:f2 (Microsoft Corp.)
Vendor Specific OUI Type: 2
Type: WMM/WME (0x02)
WME Subtype: TSPEC Element (2)
WME Version: 1
v |TS Info: 0x0034ec
50 oooo oo Aal S EE G
wess ssss =11, .... = Direction: Bidirectional link (3)
“ron Ainn ooon none 2 eeen USR] ()
el Wons coco ooer UP: Voice (6)
po.. ..o 1. ...0 Reserved: AxA0AA8A

2019/ 08/ 25 18:53:54.510 {wncd_x_R0O-0}{1}: [auth-ngr] [18106]: (info): [0000.0000.0000: unknown]
Session info 0x559e2019/08/25 18:53:54.510 {wncd_x_R0O-0}{1}: [ew c-qos-voice] [18106]: (info):
MAC. 0027.902a. ab24 LBCAC checks for tspec PASSED for ns slot_id 1 bwreq = 653, tot_available
MI for tspecs = 22031 tx_queue_req = 20, current tx queue util =0

2019/ 08/ 25 18:53:54.510 {wncd_x_R0O-0}{1}: [ew c-qos-voice] [18106]: (info): Calls in progress
increnented to 1

2019/ 08/ 25 18:53:54.510 {wncd_x_R0O-0}{1}: [ew c-qos-voice] [18106]: (info): allocating voice bw
for client: maxBW = 23437, BWrequested = 653, total voice bw alloc = 653

2019/ 08/ 25 18:53:54.511 {wncd_x_RO-0}{1}: [ewl c-qos-client] [18106]: (info): MAC. 0027.902a.ah24
Call Accepted for tspec client

2019/ 08/ 25 18:53:54.511 {wncd_x_R0O-0}{1}: [ew c-qos-voice] [18106]: (ERR): MAC. 0027.902a.ab24
TCLAS Set Not used for TCLAS of tid=6

2019/ 08/ 25 18:53:54.511 {wncd_x_RO-0}{1}: [ew c-qos-voice] [18106]: (info): Recommended rate
6500kbps: MCS 0 is not operational for radio: 6

2019/ 08/ 25 18:53:54.511 {wncd_x_RO-0}{1}: [ew c-qos-voice] [18106]: (info): Recommended rate
13000kbps: MCS 1 is not operational for radio: 6

2019/ 08/ 25 18:53:54.511 {wncd_x_RO-0}{1}: [ew c-qos-voice] [18106]: (info): Recommended rate
26000kbps: MCS 3 is not operational for radio: 6

2019/ 08/ 25 18:53:54.511 {wncd_x_RO-0}{1}: [ew c-qos-voice] [18106]: (info): MAC. 0027.902a. ab24



Sendi ng Successful ADD TS resp to nobile slot_id 1

2019/ 08/ 25 18:53:54.511 {wncd_x_R0O-0}{1}: [ew c-qos-voice] [18106]: (info): MAC. 0027.902a. ab24
Build ADD TS slot:1, tid:6, user_priority:6, upsd_enable:1, dir:3, bandw dth: 653, avail _bw 0,
inactive_timer:0, tsmreqg_id:0

2019/ 08/ 25 18:53:54.511 {wncd_x_R0-0}{1}:
send qos ADD TS payload to AP

i EARAPS [V S

[ew c-qos-voice] [18106]: (info): MAC. a023.9f86.52c0

»| IEEE 802.11 Action, Flags: ..ees:..C
v IEEE 802.11 wireless LAN
v Fixed parameters
Category code: Management Notification (17)
Action code: Setup response (0x0001)
Dialog token: ©0x2a
Status code: Admission accepted (0x0000)
v Tagged parameters (119 byvtes)
v |Tag: Vendor Specific: Microsoft Corp.:
Tag Number: Vendor Specific (221)
Tag length: 61
OUI: 00:50:f2 (Microsoft Corp.)
Vendor Specific OUI Type: 2
Type: WMM/WME (0x02)
WME Subtype: TSPEC Element (2)
WME Version: 1
v |TS Info: @x0034ec

WMM/WME: TSPEC Element

= TID: 6
= Direction: Bidirectional link (3)
= PSB: U-APSD (1)
= UP: Voice (6)
Reserved: 0x000080

I1II
a---

II11
aall

0000

0000

MXME| D RTP EfZio] MEHE|L|Ct.

Protocol | Info

| Receiver address

| Destination | Transmitter address

16:11:41.860804 172.16.78.64 172.16.56.109 09:27:90:2a:abi24 a;23:9f:86:52:cf SIP/SDP Request: INVITE sip:181@172.16.56.109;user=phone |
16:11:41.864384 172.16.56.189 172.16.78.64 a@:23:9f:86:52:cf 80:27:998:2a:ab:24 SIP Status: 18@ Trying |

16:11:42.529759  172.16.56.189  172.16.78.64 aB:23:9f:86:52:cf @9:27:98:2a:ab: 24 SIP Status: 188 Ringing |

16:11:47.581067 172.16.56.189  172.16.78.64 20:23:9f:86:52:cf 90:27:90:2a:ab:24 SIP/SDP Status: 209 0K |

16:11:47.594494

172.16.78.64 172.16.56.189

B9:27:99:2a:ab: 24

aB:23:9f:86:52:cf

SIP

Request: ACK sip:181@172.16.56.109:5060; transport=tcp |

RTP m{Z!:

16:11:47.700968 172.16.78.65 172.16.78.64 00:eb:d5:db:00:d6 a@:23:9f:86:52:cf RTP
16:11:47.701470 172.16.78.65 172.16.78.64 a@:23:9f:86:52:cf 00:27:90:2a:ab:24 RTP
16:11:47.717783  172.16.78.65 172.16.78.64 @0:eb:d5:db:00:d6 a0:23:9f:86:52:cf RTP
16:11:47.718528 172.16.78.65 172.16.78.64 a@:23:9f:86:52:cf 00:27:90:2a:ab:24 RTP
16:11:47.730826 172.16.78.65 172.16.78.64 00:eb:d5:db:00:d6 al:23:9f:86:52:cf RTP
16:11:47.731395 172.16.78.65 172.16.78.64 2@:23:9f:86:52:cf 00:27:90:2a:ab:24 RTP
16:11:47.751602 172.16.78.65 172.16.78.64 @0:eb:d5:db:00:d6 a0:23:9f:86:52:cf RTP
16:11:47.752316 172.16.78.65 172.16.78.64 a@:23:9f:86:52:cf 00:27:90:2a:ab:24 RTP
16:11:47.766859 172.16.78.64 172.16.78.65 00:27:90:2a:ab:24 al0:23:9f:86:52:cf RTP
16:11:47.776488 172.16.78.65 172.16.78.64 00:eb:d5:db:00:d6 a0:23:9f:86:52:cf RTP
JOHCHS 88212 E3t71 SRS S St #elxtolA L2z, ch7|¥ 62 o O|4 AFE35HK]| o
= WLCO{| C}& & Zoi|lE & stof S ElLICt



2019/ 08/ 25 18:54: 08.510 {wncd_x_RO-0}{1}: [ew c-qos-voice] [18106]: (
CGot action frame fromthis client.

2019/ 08/ 25 18:54: 08.510 {wncd_x_RO-0}{1}: [ew c-qos-voice] [18106]: (
Recei ved Action frame with code 2: DELTS request

2019/ 08/ 25 18:54: 08.510 {wncd_x_RO-0}{1}: [ew c-qos-voice] [18106]: (
DEL TS fromnobile slot_id 1up =6, tid = 6, bw deleted = 653

2019/ 08/ 25 18:54: 08.510 {wncd_x_RO-0}{1}: [ew c-qos-voice] [18106]: (
Call Terminated for tspec client

2019/ 08/ 25 18:54: 08.510 {wncd_x_RO-0}{1}: [ew c-qos-voice] [18106]: (
Calls in progress - 1, Roamcalls in progress - 0

2019/ 08/ 25 18:54: 08.510 {wncd_x_RO-0}{1}: [ew c-qos-voice] [18106]: (
Bui | d DELETE TS slot:1 tid:6 up:6 upsd_enable:1 avail _bw 0

2019/ 08/ 25 18:54: 08.510 {wncd_x_RO-0}{1}: [ew c-qos-voice] [18106]: (
send qos DELETE TS payl oad to AP

nfo): MAC. 0027.902a. ab24

nfo): MAC. 0027.902a. ab24

nfo): MAC. 0027.902a. ab24

nfo): MAC. 0027.902a. ab24

nfo): MAC. 0027.902a. ab24

nfo): MAC. 0027.902a. ab24

nfo): MAC. a023.9f86.52c0

Destination | Transmitter address Receiver address | Protocol
172.16.56.189 88:2' ab:24 al:2 52:cf Request: NOTIFY sip:188@172.16.56.189 |

16:11:54.480738  172.16.78.64

| 16:11:54.487572 172.16.56.109 172.16.78.64 a8:23:97:86:52:cf @8:27:90:2a:ab:24 SIP Status: 208 0K |

| 7268 16:11:54.409575  172.16.78.64 172.16.56.189 89:27:99:2a:ab:24 aB:23:9f:86:52:cf SIP Request: BYE sip:181@172.16.56.109:5060; transport=tcp |

| 7283 16:11:54.428215 172.16.56.109  172.16.78.64 a@:23:97:86:52:cf 08:27:99:2a:2b:24 SIP Status: 280 0K |

| 7285 16:11:54.431823 172.16.78.64 172.16.56.109 89:27:90:2a:ab:24 al:23:9f:86:52:cf TCP 51254 - 5868 [ACK] Seq=14915 Ack=T435 Win=39736 Len=@ TSval=443233

89:27:90:2a:ab:24 aB:23:9f:B6:52:cf i Action, SN=3887, FN=8, Flagss...P....C

TEEE 802,11 Ac
BO2.11 wi

ication (17)

008)

: WMH/WME: TSPEC Element
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