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Local Switching

Central Switching
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SSID = Centrall SSID = Flex1 SSID = Flex2
VLAN = 2660 VLAN = 2685 VLAN = 2686
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’/ N PolicyProfileFlex1
WLAN Flex1 Local Switching
VLAN 2685

PolicyProfileFlex2
WLAN Flex2 Local Switching
VLAN 2686

PolicyProfileCentrall
WLAN Centrall Central Switching

VLAN 2660

Flex Profile
« VLAN 2685
* VLAN 2686

FlexConnect 27 A 2|Z! SSID(Service Set Identifier)& T435t2{H OIS LEHEQI EHE &5
AAIL.
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2.
3. YA BT WHN/e™

4. Flex T2 O} MA/4+H
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6. APOl| HA EiT &Y
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WIRELESS NETWORKS

+ Add

Mumber of WLANSs selected : 0

MNarme ~ D ~  SSID
on Flex] 2 Flex]
The ; Flex2 3 Flex2
Administration
Centrall 4 Centrall

M =g dded

1EHA|. B A Configuration > Tags & Profiles > Policy. O|0| QU= O|& S MEHGHLE + Add(F7HE E=l5104
M O|&& F7tefLct.

Add Policy Profile -~

General Access Policies QOS and AVC Mobility Advanced
A Configuring in enabled state will result in loss of connectivity for clients associated with this profile

Name* PolicyProfileFlex| WLAN Switching Policy

Description Enter Description Central Switching l- DISABLED 1
Status ENABLED - Central Authentication ENABLED .
Passive Client @ oisasLeD Central DHCP @ visesLeD
Encrypted Traffic Analytics @ oisasLeD Central Association [. DISABLED J
CTS Policy Flex NAT/PAT @ oisasLeo

Inline Tagging
SGACL Enforcement

Default SGT 2-65519

=l Apply to Device

H|2F &St E I central Switching O A1 MIA|X|7F LEEFLETH ves AL 2Y[O|MHE H|
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Disabling Central Switching will cause Export Anchor to be
disabled
2EHA|. CH2 2 2 O|S Access Policies Bl 225t VLANS 2 L|Ct. O] VLANS 9800 WLCO1| 87
SO EELCR S50 EAZX| et&LICEH 37 CHS save & Apply to Device.
Add Policy Profile
General Access Policies QOS and AVC Maobility Advanced
WLAN Local Profiling WLAN ACL
HTTP TLV Caching IPvd ACL ‘ v
DHCP TLV Caching
. URL Filters
Local Subscriber Policy Name ‘ = | _
' ' Pre Auth ‘ v
VLAN | |
Post Auth ‘ v
VLAN/VLAN Group ‘ 2685 v ' '
Multicast VLAN ‘ Enter Multicast VLAN |
| Save & Apply to Device
3CHA|. PolicyProfileFlex20| CHaH S Y3t 2Fd2 gr=gfLCt




Add Policy Profile b

Mobility

Passive Client
Encrypted Traffic Analytics
CTS Policy

Inline Tagging
SGACL Enforcement

Default SGT

'O Cancel

General Access Policies QOS and AVC
Name* PolicyProfileFlex2]
Description Enter Description

2-65519

Advanced

WLAN Switching Policy

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

Central Switching

. DISABLED

Central Authentication

il

ENABLED .

Central DHCP

- DISABLED

—
)

Central Association

@ oisasLeD

Flex NAT/PAT

. DISABLED

E Apply to Device

Add Policy Profile x

General | Access Policies QOS and AVC Mobility Advanced
WLAN Local Profiling WLAN ACL
HTTP TLY Caching Pvd ACL ‘ - |
DHCP TLV Caching
URL Filters
Local Subscriber Policy Name ‘ v _
Pre Auth ‘ v |
VLAN ' ﬁ
Post Auth ‘ v |
VLAN/VLAN Group ‘ 2686 v ' '
Multicast VLAN ‘ Enter Multicast VLAN ‘

ACHA|. L ALE! SSIDO| B 9800 WLCOH| 228 VLANO|

Ct.

| Sav

e & Apply to Device

A=K Hlstn




210 242 AQEIEI WLANO| = FlexConnect APOAME EEHZ0| APOIM AR E|H
22}0|21E S| DHCP 2% 0| AP QIE{H|o|A0] o5 &M HEQTZE 2™ So{ZLICt. APE
Zzt0[AHE MEUYo| SVI7I g1 22 DHCP ZEAIE s&E + ¢i&LCt. 2k M Policy
Profile('S& 2 1Y) > Advanced(&) 2| DHCP & 20| ZAZ|22|0|M(DHCP MH IP &
)2 ZHE ALEE WLANO| 2|0|7t gigLCt O] ALt 2|20 ARXZEE= EEI0|HE
VLANE {28t Ct= DHCP A7} Ct2 VLANO| /= AL Z210|HE 0| A DHCP 23S
OC|Z2 EHX| & = U5 Z2H0|E SvI/7|2 HOo|EQO|oM IP R THE T3t oF & LICt

ZCI0[2AHE VLAN 4191

5E7A|. & ssIDoi| Cier M == Eg ddggLich

Ef Al Configuration > Tags & Profiles > Policy. o|0| U= OlF S MEHSHHLE + Add A ZHUS F7HEHLICE

Add Policy Profile x

General Access Policies QOS and AVC Mobility Advanced
—

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

Name* PolicyProfileCentral WLAN Switching Policy
Description Enter Description Central Switching
Status Central Authentication

Passive Client B oseeen Central DHCP

NN O KNTK

Encrypted Traffic Analytics B oseeen Central Association

Flex NAT/PAT
CTS Paolicy

Inline Tagging
SGACL Enforcement

Default SGT 2-65519

= Save & Apply to Device
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Add Policy Profile x

Policy Profile Name

PolicyProfileFlex
PolicyProfileFlex2

PolicyProfileCentral 1

CLI:

# configt

# vl an 2660

# exit # wireless profile policy PolicyProfileFlexl # no central
shutdown # exit # wireless profile policy PolicyProfil eFl ex2 # no central

| 10 1l':|| [

General | Access Policies | QOS and AVC Mobility Advanced
WLAN Local Profiling WLAN ACL
HTTP TLV Caching IPvd ACL ‘ v
RADIUS PFC.IFI”I'IQ IPv6 ACL ‘ v |
DHCP TLV Caching
URL Filters
Local Subscriber Policy Name ‘ v | _
' Pre Auth ‘ v
VLAN ' j
Post Auth ‘ v
VLAN/VLAN Group ‘ VLAN2660 v ' '
Multicast VLAN ‘ Enter Multicast VLAN |

~ Description

swi tching # vlan 2685 # no

# no shutdown # exit # wireless profile policy PolicyProfileCentrall # vlan VLAN2660 # no

shut down # end

M El|a 4

Policy Tag= 0% SSID7} o H& = 2 Zlof 44

1EHA|. BF M configuration > Tags & Profiles > Tags > Policy. 0|0

7hghLict

TlEXIE %]

HE 4+ ols 249U

O|&§& MEStHLE + Ada M IHAS

switching # vlan 2686



rch Menu Items MEHEQE TEQS

— Policy Site RF AP
=) Dashbord .

7<) Monitoring + Add
':I‘}‘o Gﬂnflguratiﬂn Paolicy Tag Mame
T " PT1
Administration
PT2
Troubleshooting PT3
PolTagl
new-paolicy
Ei2 LHOIM +Add EZCHR S S 0| A wiaN profile & E} 101 F£71E 0|8 L Policy Profile
ol EAIE SEELICEH
Add Policy Tag x
Name* PolicyTag1
Description Enter Description
+ Add |
WLAN Profile ~ [Policy Frofile w

4]
=] Save & Apply to Device




Add Policy Tag S

MName* | PalicyTag1 ‘
Description | Enter Description ‘
+ Add
WLAN Profile «  Policy Profile .
0 | 10 w | iten per pags Mo iten to display

Map WLAN and Policy

WLAN Profile* | Flex v |

Policy Profile* PolicyProfileFlex 'I| v |

=| Save & Apply to Device
37H9—| SSlDO‘“ EH%H O| J_'—"g% Hl_l-ggl_l- Save & Apply to Device.

Add Policy Tag x

Mame*® | PolicyTag1 |

o

Description | Enter Description |

+ Add

WLAN Profile - Policy Profile ”

Flex1 PolicyProfileFlex1
Flex2 PolicyProfileFlex2

Centrall PolicyProfileCentral 1

=| Save & Apply to Device

CLI:

# config t

# wireless tag policy PolicyTagl

# w an Flex1 policy PolicyProfileFl exl

# w an Fl ex2 policy PolicyProfileFl ex2

# w an Central 1 policy PolicyProfileCentrall



# end

Flex T2 0} /=4

O ZMo A8 E EEEX|MME F 74| MZ CHE VLANO| /= 24 AL|Eol F 712| SSID7t
AUAS 2 EQIFLICE Flex Profile LH0I A& AP VLAN(Native VLAN) 2! AP7} QIAISH ofF 3t= 7|E
VLAN(O| B SSID0|M AFE5t= VLAN)E X|E &L CY.

1EH7A|. BF A Configuration > Tags & Profiles > Flex AH El-OEI% F_I'%H l—|‘ Olnl AU E"“)EI% ‘Jl\—gléﬂ-—l El‘-

Q, Search Menu ltems Flex Profile

Dashboard

Flex Profile Name

© Monitoring

r5l

new-flex-profile

, Configuration default-flex-profile

1 10 ¥

( Administration

& Troubleshooting

2EH7H|. Flex Z2E 9| 0|E 2 & olst 1 AP VLAN(Native VLAN ID)& X|&ghL|C}.

Add Flex Profile x

General Local Authentication Policy ACL WLAM
| Name* FlexProfileLab | Multicast Overridden Interface
Description Enter Description Fallback Radio Shut
Flex Resilient
Native VLAN ID 2601
ARP Caching
HTTP Praoxy Port 0
Efficient Image Upgrade od
HTTP-Proxy IP
Address S0 Office Extend AP
CTS Policy Join Minimum Latency

Inline Tagaing
SGACL Enforcement

CTS Profile Name default-sxp-profile x| »

O Cancel =| Save & Apply to Device

3EHA|. B A viaN B

ﬂIIO

Z2l5t1 st VLANS K| gh|ct,

O| AlLt2[20l A= VLAN 2685 2! 268601 E2I0|HE T} U&LICE 0|28 VLANS 9800 WLCO|
oo™ AP0 EXH5tE £ Flex Profile0d| F7+&L|C}.



Add Flex Profile H

General Local Authentication Policy ACL VLAN
[ + Add J
VLAN Name ~ ID ~ ACLName -

0
Save & Apply to Device

VLAM Mame* vlan-name

VLAN Id* 2685

ACL Name v

v Save 9 Cancel

: e M VLAN ID CH&I VLAN O|& S B e B2 Flex Z2E | VLAN
o &23l S YUKl FolgLich

Z 23 VLANO] Chslf & BF=grLict

Add Flex Profile

General Local Authentication Policy ACL VLAMN
——
VLAN Name ~ ID ~ ACL Name v
| vLAnzess 2685
| vLanzes6 2686
1 10 »

e & Apply to Device

APt QA Q7 gloa 2 5 A|F0l| A E VLANR2 FIHE|X| k& LT

o—

CLI:

# config t
# wireless profile flex FlexProfilelLab # native-vlan-id 2601 # vl an-name VLAN2685 # vlan-id 2685



# vl an-nanme VLAN2686 # vlan-id 2686 # end

ALOIE EfT ¥d/+H

Site Tage= AP0 0{FEH AP Z= QI &/EE &= Flex Profile2 & & X| X|HE £+ U 4 LCH

7hErLct

Q, Search Menu ltems MEHEQE TEIQS

Policy Site RF AP

&= Dashboard

+ Add

@ Monitoring

i .
'-.‘___1\-;_\_) Configuration Site Tag Name

5T

2CE+HAH. AFO|E Ef 2 LHOHI A Enable Local site option(AFO|E Ef 27} Q= ZE AP) Enable Local Site
disabled &4 FlexConnect 2= 2 B2HELICE.) HIZ G388t F 0= Flex Profile. 171 CHZ save &
Apply to Device.

Add Site Tag x

Name* FlexSite1

Description Enter Description

AP Join Profile default-ap-profile  w
Flex Profile FlexProfileLab v
Control Plane Name v

Enable Local Site

=| Save & Apply to Device

CLI:

# config t

# wreless tag site FlexSitel
# flex-profile FlexProfilelLab
# no local-site

APOl| &2 efT &<

APO| HA EfTIE X7 ST ot HLE AP 50 SUS M EOE SAM € = J&LICE T
oA &= RE T2ML.

APY EH EjO &Y



E

e

AH

[== B |
& MBS update & Apply to Device.

Configuration > Wireless > Access Points > AP name > General > Tags. 0‘||A‘| Site EEEP% EEOHA-I -?—I_-|%|-E EH

‘

Edit AP

General

AP Mame®

Location®

Base Radio MAC
Ethernet MAC
Admin Status
AP Mode
Operation Status

Fabric Status

Tags

General Interfaces

High Awailability

Inventory

AP1702-05

karlcisn-WS

1] D) e

Enabled v

Flex v

Registered

Disabled

A Changing Tags will cause the AP to momentarily lose

association with the Controller.
Palicy PolicyTag1 v
Site FlexSita1 v
RF

default-rf-tag v

Advanced

Version

Primary Software Version
Predownloaded Status
Predownloaded Version
Mext Retry Time

Boot Version

105 Version

Mini 1OS Version

IP Config

CAPWAP Preferred Mode

DHCP IPvd Address

Static IP (IPv4/IPv6)

Time Statistics

Up Time

Controller Association Latency

16.10.1.0
N/A

N/A

NfA

15.3.0.0
15.3(3JPG1S

0.0.0.0

Mot Configured

172.16.1.110

L]

6 days 20 hrs
27 mins 53 secs

Sdays 18 hrs 0
mins 30 secs

| Update & Apply to Device




25 HE 5 APS| HA Ej1= 9800 WLCREL| 4Z30| B 7|1 2F 12 LHof CHA| AZAEIL|CE

HO: AP EH ZE(EE OE 2E)E 7T B2 Enable Local site F410| H|E &3 [
AP7t ME & E|1 FlexConnect 2EZ E0HZLILCE.

CLI:

# config t
# ap <et hernet-nac-addr>
# site-tag <site-tag-nanme>

# end

of2{ APOi| CHEF HM B '™

Bl Configuration > Wireless Setup > Advanced > Start Now.

CtE S 22T LICE Tagars = Ei1E S E AP S5 2 HEE = O3 B Aol U= ™ olciF 3t
MEE Z2I5IH ELICH AP name AP S5 HEZSEAH [£= 7|Et HEJE MEELCH

Murmber of APs: 2
selected Mumber of ARs: 2

AP | v | AP v

Mame .
Show items with value that:
AP3IB02- s equal to v
1.
karlcisn
AP2802-
0" 0

2I5tE APE MEYZH O™ + Tag APs(+ Ei1 AP)E 2 2I3fLICH



Advanced Wireless Setup Back

— y————————
(=)

.,

Numbar of APs: 2

- Tags & Profiles Selected Number of APs: 2
) - T v | AP o AP« Admin ~ Operaion + Poiicy ~ Site v RF v Hyperiocation
- - N s (&) [ =
a | WLAN Profile =+ Mame Moda! AP MAC ~  Mode Status Status Tag Tag Tag Location  ~  Country -~ Mothad
) = AlR- Location=  Location-  Location-
N i :
L] | Policy Profile | i 4 ::;ff: APISO02I-  0042.68c6.4120 Local Dissbled  Registered  typieal-  typical-  typical- ?DZT,I,; Mx Local
: A-KQ density  density  gensity .
o | PolicyTeg & | B+ AIR- fi
™ _ fault- h-
2 [AP2%92°  wpagosi- 205001408900 Local Enabled  FRegistered  PTY foehE do CALD us Local
(i B-K3 pi
. | T ~ 1 10 v | tems per pege 1-2of2items &
o | Flax Profile E  +
0| Site Tag ¢ | B+
[ Rt | RF Profile = +
ﬂ_....|nvrag B+
- Apply

APO'" g Eél'éal' EH:LE A|_'| E—||'I5|'__'L Save & Apply to Device.

Palicy P11 v

Site ST1 v

RF default-rf-tag v |

Changing AP Tag(s) will cause associated AP(s) to reconnect

'O Cancel = Save & Apply to Device

I APOIM HH Ef I E HEEH F 9800 WLCRt| 24Z30] 27|10 of 12 LHof| CHA| 24 A8t
OF gfLC.




a:.AP7t 2Z RE(EE CHE )= T M El ZF2 Enable Local Site M O0| H|E A3z
AP7} R{EEIZ| T FlexConnect ZEZ Zo}SLIC}.

CLI:

St EfE ode] APO| &St Ol 2R s CLI SMe gLt

Flexconnect ACL

242 ALIZE WLANO| /= B B 7tX| EisioF & At 2 ZEto[HEo| ACLE ME8st=
B{o|| |c}
= e .

L0 AREE[= WLANS| B2 2ZE EEHZ0| WLCO|M SHAZI22 ACLE APOI| FAIE Ee
7 gi&LIch J2L EBfE 0| 242 A EE B2 (flex connect - local switching), AP A E 2

7te M =gt

S A ALE L= WLAN

S0l A22{ZE WLANO| & E 2E+0|¢EN ACLE XM &35tE{H

1BHAH| - H= =2 2of| ACLE ME¢&LICH Configuration(ZdI| 12| 0|A) > Tags & Profiles(Ef1 !
I 2 L) > Policy(HHM)E 0|55t01 Y 54 AQX[E WLAND HZE MM == LI MEHEHL

Ch "l & BH" > "WLAN ACL" Mol i 22t0|@iE0l MBE ACLE MEELICH

Edit Policy Profile

A Disabling a Policy or configuring it in 'Enabled" state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Mobility Advanced
RADIUS Profiling O WLAN ACL
HTTP TLV Caching O IPvd ACL BLOCK-WLC v
DHCP TLV Caching O
IPve ACL v

2Z A Qx| WLAN
242 AQEE WLANO| 4ZE Z2I0|EN| ACLE XM E5t2{H
1BHAH| - M= = 2 Zof| ACLE ME¢&LICH Configuration(ZdI|124|0|A) > Tags & Profiles(Ef1 !

2 Z) > Policy(H2)Z 0|55t01 5 RS A AQR|= WLANT 42 E HAM T 2 ZIg MEHSH |
Ch. " MlA 3" > "WLAN ACL" M|4d0fl x| 22t0|E0]| 288 ACLS MEHEILICEH



Edit Policy Profile

A Disabling a Policy or configuring it in 'Enabled' state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Mobility Advanced

RADIUS Profiling O WLAN ACL
HTTP TLV Caching O IPvd ACL BLOCK-WLC N
DHCP TLV Caching O

IPv6 ACL v

267 - Flex T2 Zl0of| ACLE M8 &Lt Configuration(Z4I|1240|M) > Tags & Profiles(Ef1 &
I 2 E) > Flex2 0|& 304 Flex Connect APO|| €2 &l Flex Z2E g MESLICt "H2 ACL" 4|M

oM ACLE F7tst "XME"g E=gfLIcH

Edit Flex Profile

General Local Authentication Policy ACL VLAN DNS Layer Security
[=a]
ACL Name Y Central Web Auth ¥ URL Filter T ‘
(O ACL_WEBAUTH_REDIRECT Enabled ACL Name* BLOCK-WLC v
1 10 » |items per page 1 -10f 1 items Central Web Auth O
URL Filter v

ACLO| M E|U =X &el

ACLO| Et0|iE0]| MEE[=X| #QlE £ U/ &LICt Monitoring(2 LE| &) > Wireless(F 1) >
I.

Clients(22t0|¢HE) 2 0|S35t0f &QlE ZEI0|HEE MEFLICt General(EH > Security
Information(:2 ot ) M| A0i A "Server Policies(AH Z&4)" 4401 A "Filter-ID"2| 0|5 & & QI8
LICt. o] ol 2 M&E ACLT YX|3HoF & LICt.

R 10



360 View General QOS Statistics ATF Statistics Mobility History Call Statistics

Client Properties AP Properties Security Information Client Statistics QOS Properties EoGRE

SM State TERMINATE

Local Policies

Service Template wlan_svc_local-switched-policy-profile (priority 254)
VLAN VLAN1416
Absolute Timer 1800

Server Policies

Output SGT 0006-00
Filter-1D BLOCK-WLC

Resultant Policies

Qutput SGT 0006-00
[ Fitter-ID BLOCK-WLC |
VLAN Name VLANT416

| 22, AP XI&|ofl "#show ip access-lists" &2 ¢1245t0{ ACLO|

Flex Connect(2Z4 A 2|&) APS
| &felg = &Lt

APl CHall LAl SX|EIAEX

ato|
=1 L

VLAN/QIE{H[0|A IO

# show vl an bri ef
# show i nterfaces trunk
# show run interface <interface-id>

WLAN T4

# show wl an summary
# show run W an [wW an-nane] # showwan { id <wl an-id> | nane <w an-name> | all }

AP #x|agfolM

# show ap sunmmary
# show ap tag sunmary
# show ap nanme <ap-name> tag { info | detail }

# show ap nane <ap-nane> tag detail

AP Nane : AP2802-01 AP Mac : 0896.ad9d. 143e Tag Type Tag Namg -----------ommmmmmmoa oo
Policy Tag PT1 RF Tag default-rf-tag Site Tag default-site-tag Policy tag mapping --------------
---- WLAN Profile Nane Policy Name VLAN Central Switching IPv4 ACL IPv6 ACL --------------------



ctrl-vl 2602 VLANO210 ENABLED Not Configured Not Configured Site tag mapping ----------------
Flex Profile : default-flex-profile AP Profile : default-ap-profile Local-site : Yes RF tag
mapping -------------- 5ghz RF Policy : A obal Config 2.4ghz RF Policy : G obal Config

S o Rl

# show wireless tag { policy | rf | site } sunmary
# show wireless tag { policy | rf | site } detailed <tag-nanme>

Z2T #Hm|agolM

# show wireless profile { flex | policy } summary
# show wireless profile { flex | policy } detailed <profil e-name> # show ap profile <AP-join-
profil e-name> detail ed
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