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3 000000 WAN
Flex AP 9800 WLC
Client

A XA
=0

9800 WLCS| AAA |2 80|M

1EHA|. RADIUS M E AM918FL|Ct GUIO|M: Configuration(Z1I| 28| 0]4d) > Security( £ ) > AAA >
Servers/Groups(MB/Z1&) > RADIUS > Servers(AH) > + Add(F7H)Z 0|55t RADIUS At HEE I=4giL|Ct.

+ AAA Wizard

Servers | Groups Adl, Methad List AL Advanced

| +aca )

Name v Address »  Auth Port » Acct Port




Edit AAA Radius Server x

Name* AmmISE

Server Address* 10.48.76.30

PAC Key

Key Type Hidden v
Key* (&) ° eoe LLLY

Confirm Key*

Auth Port 1812
Acct Port 1813
Server Timeout (seconds) 5
Retry Count 3

[%] Update & Apply to Device

~ %1 #1: Radius CoOAE Flex Connect 2Z 215 T E0i| M K| E|X| et&L|Ct. .

2EHA|. RADIUS 1 & 01 RADIUS MEHE F7+EHLICH GUIMIA]: Configuration(Z4I| 22/ 0| M) > Security(E2 2t) > AAA >
Servers/Groups(AMB{/Z1&) > RADIUS > Server Groups(AtH 1 &) > + Add(F7HZ o|s&L|CH.

( g ] Security = » AAA

+ AAA Wizard
Servers | Groups AfL Meathod List AlA Advanced
—

+ Add

RADIUS
Servers Server Groups

TAGACS+
Marme ~  Server 1 Server 2 Server 3




Edit AAA Radius Server Group x
G.Iame* - AmmiSE '

Group Type ‘ RADIUS ‘
MAC-Delimiter | none v
MAC-Filtering | none v
Dead-Time (mins) ‘ 2 ‘
Source Interface VLAN ID ‘ 76 v
Available Servers Assigned Servers
~ AmmISE 2

PO
HRGRDRE

4

=] Update & Apply to Device

3EtA|. Q15 e S22 ohEL|CH GUI|AM: Configuration(Z1Z|22{|0]|M) > Security( &£ ) > AAA > AAA Method
List(AAA &8 S &) > Authentication(@!5) > + Add(F7HZ o|S &Lt



Adminis

Quick Setup: AAA Au

Configuration > > Security~ > AAA

+ AAA Wizard

Servers [ Groups ‘ AAA Method List ' AAA Advanced
( Authentication )

Authorization

Name v Type

hentication

(Method List Name*

AmmISE ‘ )

( Type*

dOt]X v @

(Group Type

group v (9

Fallback to local

Available Server Groups

radius
Idap
tacacs+

CLIOA|A:

# config t
# aaa new-model

Assigned Server Groups

AmmISE

~ (¥)
(>

>

&) (¥ |

<] ()

‘ E| Update & Apply to Device



# radius server <radius-server-name>

# address ipv4 <radius-server-ip> auth-port 1812 acct-port 1813
# timeout 300

# retransmit 3

# key <shared-key>

# exit

# aaa group server radius <radius-grp-name>

# server name <radius-server-name>

# exit

# aaa server radius dynamic-author
# client <radius-server-ip> server-key <shared-key>

# aaa authentication dotlx <dotlx-Tlist-name> group <radius-grp-name>

WLAN T4

1EHA|. GUIOIM: Configuration(Z4I| 124 0| M) > Wireless(F41) > WLANs(WLAN)Z 0|5 35t +Add(F7HE 2 =504
M WLANS M35t WLAN HEE =4gL|ct 27 O3 Apply to Device(C|HFO| A0 M) E %E—'l&"l-—||:|'.

Configuration = > Tags & Profiles~ > WLANSs

| + Add

Mumber of WLANs selected : O

Status ~  Name ~ ID ~  SSID
Add WLAN x
General Security Advanced
Profile Name* 802.1x-WLAN Radio Policy Al v
SSID* 802.1% Broadcast SSID enasleD [}

WLAN ID* 1

Status enasten ([l

) Cancel = Apply to Device

2CHA|. GUIO|AM:
Layer2/Layer3 2
Lok,

g 31 802.1x7F AH& & Q1 B Authentication List(215 S8)E AI&3%te S0t
EE 7 M524H Security(£9H) B2 2 o|SEHLIC 23 CHS Update & Apply to DeviceE £ 2l

FO ]]0



Edit WLAN »

i Changing WLAN parametars while it i enabded will result in loss of connectivity for clients connected to it
General Security Advanced Add To Palicy Tags
Layer2? Layer3 Adh,

Layer 2 Security Mode
MAC Filtering

Protected Management Frame

PMF

WPA Parameters

WPA Policy
WPRAZ Policy
GTE Randomize
OSEM Paolicy

WPAZ Encryption

Auth Key Mgmt

Ay

|K

2o 7o

1EH7|. GUIO| AM: Configuration(Z1Z| 22| 0|M) > Tags & Profiles(Ef 1 &! = Z Zl) > Policy(H2H) 2 0|S 5t +Add(F7}

)E 2eistod M L2 TS MY

gfuch

WPA + WPAZ o

Lobby Admin Access

Fast Transition

Owvear the DS

Reassociation Timeout

Disabled v

MPSK Configuration

MPSE

< | AES[CCMP128)

CCMP2Z5E

GCMP128

GCMP2Z5E

BO2.1x

PSK

CCKM

FT = BOZ.1x

FT + PSK

Adaptive Enab... «

K

|_I;_'[ Update & Apply to Device

e
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Configuration = > Tags & Profiles - > Policy



Edit Policy Profile X

ﬂ, I I i 1 [ 1 i 105 161 I h
Genearal ccese H {.- || C Wi L Wy
N
Mamea™ WLAMNN WLAN MH‘.‘!‘IIH] F’dlﬂ\l’
Lhascripion Cantral Switching
Stares = = -
= Cantral Authantication |EH.-'!.E-LED .l
Paszive Chent - r
e Cantral DHCP
Encrypbéd TrafMc Anakytics DESARL ED l ~ e
¥H ¥ . HLE Cantral Association

CTS Policy Flex NAT/PAT

Irlirs TagEing

SEACL Enfoncament

Dwafault SGT

1 Update & Apply o Device

% %1 Flexconnect AP7} AL = [ H%%P A2|Eo| HIgd3}
2ol M HIE Mslz|o{of 5HH, @14 It

3EFA|. GUIO A Access Policies(HAMl4 %) Bio = 0|S5tod F44 2EH0|UETH 7|22 2 O] WLANO| 42 E
EYE = = VLANE EEELICH
EECH20i A stLte| VLAN O|§& MEst AL, 28 ALZ|2M VLAN IDE S22 UMY =+ Ql&LICh



Edit Policy Profile x

& Conhguring in enabled state will result in loss of connactivity for clients associated with this profile.

General Access Policies Q0S and AVC Mability Advanced
RADIUS Profiling WLAN ACL
HTTP TLV Caching IPvd ACL | . |
DHCP TLY Caching
IPvE ACL | * |
WLAN Local Profiling
URL Filvers
Global State of Device Disabled @
Classification Pre Auth | - |
Local Subscriber Policy Name | - Post Auth | = |
VLAN
VLAN/VLAN Group | 76 " |
Multicast VLAN | Enter Multicast VLAN |

|_I;_'[ Update & Apply to Device

47| GUIO| M: Advanced(1 ) RIS 2 0|853t0{ AHE 2/ WLAN A|Zt X|EF, DHCP, WLAN Flex Policy 2! AAA %4 %H
£ FgtLic 23 CFS Update & Apply to Device(C|HFO|A 0 HIOIE 2! ME)E =g LCH




Edit Policy Profile X

~
A Configuring in enabled state will result in lass of connectivity for clients associated with this profile.
General Access Policies Q0S5 and AVC hobility Advanced
WLAN Timeout Fabric Profile 5
Session Timeout (sec) | 1800 | mDNS Service | default-mdns-servic] » |
Palicy \ |
Clear
Idle Timeout (sec) | 300 | _
Hotspot Server | - |
Idle Threshald (bytes) | 0 | ' '
User Defined (Private) Network
Client Exclusion Timeout (sec) | | B0 |
Status
Guest LAN Session Timeout
Drop Unicast
DHCP
Umbrelia
IPvd DHCP Required
Umbrella | Mot Configured v |
DHCP Server IP Address Parameter Map ' e
Show more === Flex DHCP Option
for DNZ
A Pty
Redirect
Allow ASA DOverride )
WLAN Flex Policy
MAC State
_ VLAN Central Switching
Policy Name | default-gaa-palicy # » | )
' : Split MAC ACL | - |
Accounting List | - | @
' } Air Time Faimess Policies
2.4 GHz Policy | v |
5 GHz Policy | * |
EoGRE Tunnel Profiles ¥
u Update & Apply to Device

A& B 74

1EHA|. GUIO|AM: Configuration(Z1Z| 22| 0|M) > Tags & Profiles(Ef 1 2! = Z El) > Tags(Ei1) > Policy(Z%H) >
+Add(F7HZ 0|S&tLct.
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Edit Policy Tag

A Changes may result in loss of connectivity for some clients that are associated to APs with this Paolicy Tag.

Mame* | Palicy |

Description | Enter Description |

W WLAN-POLICY Maps: 1

WLAN Profile «  Policy Profile w

BOZ2.1x-WLAMN VILANX

1 | 10 1|

Map WLAN and Policy

WLAMN Profile® 302 1x-WLAN v Palicy Profile* VLANX L

-

RLAN-POLICY Maps: 0

[rl Update & Apply to Device

Flex Z2 1t x|z o]




1EHA. GUIOIA Configuration(Z4I|224/0|M) > Tags & Profiles(Ef1 & = ZE)) > FlexZ 0|35l +Add(F7HE 28
5tod M| Z2 S MAIELICt

Configuration= * Tags & Profiles- » Flex

+Ad{:||

Flax Prohle Mama

Sal_Flex

Edit Flex Profile
General Lacal Authentication Policy ACL WVLAN Urmnbrella

Name* Flex-Pro Fallback Radio Shut
Description Enter Description Flex Resilient
MNative WLAN 1D 71 ARP Caching pl
HTTP Proxy Port 0 Efficient Image Upgrade
HTTP-Proxy IP Address 0.0.0.0 OfficeExtend AP
CTS Policy Join Minimum Latency
Inline Tagging IP Qverlap
SGACL Enforcement mDONS Flex Profile -
CTS Profile Name defaull-sxp-profilex »

m Update & Apply to Davice

~ £ 1: Native VLAN ID= O] Flex Profile2 &Y & £+ = APOMM AFR 3= VLANS 2|05t



N APTH oiEE A9I%| ZE

ofl A native2 T4 VLAN IDQ} Zro}of ghLct.

2CHA|. VLAN B0l T2 8t VLAN, HA = 2 L2 S8l WLANOY| 7|[EXo 2 &EE VLAN EE = RADIUS AMEHOIA 3E A
8t VLANZ F718tL|Cch O3 CHS Update & Apply to Device(C|HFO|A 0] IO|0|E 2! M) Z2|gfLCt.

Edit Flex Profile »®

General Local Authentication Policy ACL VLAN Umbrella
+ Add
VLAN Name ~ 1D~  ACL Name u ‘
| *
0 0 v VLAN Mame
VLAM Id*
ACL Mame

VLANTE
76

-

B Update & Apply to Device

N oao Policy Proflle( Az 20t )of| A SSIDoH| &S El 7|2 VLANS MEELICE oH':" EHA|

4 xH
ol VLAN O|E £ AF25}
1

of & L|C}. :Lagﬂ pfom ZEH0[AE 7 WLANO]

~ 1 AAA RiZ Q|2 flexConnect0 CHEH ACLE 74
St A|2. ACLO| E VLANO] &2 =l 22 VLANS

ACL"0M ACLE FItetAAI2.

2 Flex Profile ZAIZ|2|0|M0| A S2UBt VLAN O|E 2 A28l
04745t 2 giaLC}.

35+24™ "policy ACL"0{| A2 ACLE T4
ZF7+e M ACLE F7+8t THE "policy



AIO|E B £

1Et7|. GUIOIM: Configuration(Z4Z|224|0|) > Tags & Profiles(Ef 1 X Z 2 Zl) > Tags(EH1) > Site(AtO|E) 2 0|5 5t
I +Add(F7hHE 22510 M AO|E EfE HMTLICH AP7} 220/ E C|o|E EBiElg 2HE HESHEE 5185t

24T Enable Local Site(2Z AIO|E &3} A Xlo| MEHS F[A S 1 O|F0l M A8t Flex Profile2 F7}H&HLICH.

O O -

raton - 195 & Profiles - » Tags




Edit Site Tag

Marme* Flax_Sita
DascApion Flax_Gie
delault-ap - profis -

AP Join Profile

— - = . =
(. ey Profile &z - P - )

Fabric Control Flane Mame L

(E nable Local She )

(1 Update & Apply 1o Device

=3

N 21 Enable Local Site(2Z AFO|E
APZ FlexConnect ZEZ A% & Q|

267 GUIO|| A Configuration(Z4I| 22| 0|44) > Wireless(F ) > Access Points(4M|A EZQ1E) > AP name(AP O|§)2
£ 0|53t04 Site Tag(AtOIE E{1) X Policy Tag(Z* E{1)E AZE AP0l FJHEfLICH 0|2 QI5H AP7H CAPWAP B

£ CHA| A|ZHSt T 9800 WLCOH| CHA| = QI8 4= Ql&LCt.



Configuration = » Wireless - » Access Points

" All Access Points

Number of AP{s): 1




General nterfaces High Axadability mventory Cap Advancad Support Bundie
I
General Version
AP Mame™ | talemarii Primary Software Version 17.3.4.154
Liscation™ | delault Incamn Predownloadaed Status MiA
Base Radio MAG bdde. 31476920 Predownloaded Version MiA
Etharmat MAC 005d. 7319 bhZa MNext Retry Tima NIA
A SrMus Boot Version 1.1.24
AP Moda 105 Varsion 17.3.4.154
Mini 105 ersion 0.0.0.0
Oparation Status Registered
Fabric Status Digabled IP Config
o —
LED Saate sacn ) T -
LED Brighinass | 8 v DHCP Pvd Address 10.48.70.77
Ll
Static 1P (IPvd f1PsE)
Tags
Time Statistics
& Ci anging Tags will cause the AP 1o mamenlanly lose
gasncigton wilh the Conrolar, Writi Tag Conhg 10 AR Up Time 0 days O hrs 3
5 nol alkwed while changesg Tags i 78 Laee
Controlier Association Latency 2 mins 4} secs
Policy | Policy v
Site Flun_Site] v
AF | defautt-ri-tag 5

Write Tag Config o AP

) Cancal Update & Apply o Device

AP7} CHA| @44 £ AP7} $4XH FlexConnect Z =01 /22 & £ &L




AP o AP Mode Sia Aremin Saatus 1P Address Bane Fadio MAC AP Mode

QO|% RADIUS MtHoll CiEt 2 215

1EH7A|. APE RADIUS MHO| HIEQ|3 C|HFO|AR FTIHEELICE o &= ISE(Identity Service Engine)E RADIUS MH{Z A}
235t U2 AXSHAAIL

2Bl WLANS M A48k,

ZAn|ago|M2 o|™of A8t Hu|asfo|Ma SUE & Ql&Lch

Add WLAN »

General Security Advanced
Profila Name* | Local auth | Radio Policy Rz v |
SsiD* | Local auth | Broadcast SSID
WLAN ID* |9 |
Status ENABLED .

3CHA MM z 2o A,
M & BHE7HLE ool 718t E AF8E == U&LICH O[f#H0f|= Central Switching, Central Authentication, Central
DHCP, Central Association Enable(3 Y A2(2, Y DHCP, 5 174 & M43l &Ko MEHE F|AFLICH,



https://www.cisco.com/c/ko_kr/support/docs/wireless-mobility/wireless-lan-wlan/201044-802-1x-authentication-with-PEAP-ISE-2-1.html#anc10
https://www.cisco.com/c/ko_kr/support/docs/wireless-mobility/wireless-lan-wlan/201044-802-1x-authentication-with-PEAP-ISE-2-1.html#anc10
https://www.cisco.com/c/ko_kr/support/docs/wireless-mobility/wireless-lan-wlan/201044-802-1x-authentication-with-PEAP-ISE-2-1.html#anc10
https://www.cisco.com/c/ko_kr/support/docs/wireless-mobility/wireless-lan-wlan/201044-802-1x-authentication-with-PEAP-ISE-2-1.html#anc10
https://www.cisco.com/c/ko_kr/support/docs/wireless-mobility/wireless-lan-wlan/201044-802-1x-authentication-with-PEAP-ISE-2-1.html#anc10

Add Palicy Profile x

& Confguring in enabled state will result in loss of connactivity for clients associated with this profike.

General Access Policies Q05 and AVC Mability Advanced

Name* | Lecal | WLAN Switching Policy

Description | cnfer Dascription | Central Switching B oiszsen
Central Authentication . DISABLED

Passive Client Cantral DHCE B oisaeED

Encrypted Traffic Analytics Cantral Association . DISABLED

CTS Policy Flex MAT/PAT B oseecen

Inline Tagging

SGACL Enforcement

Dafault SGT 2-65519

4EHA| HM EfO 7.

TAHE WLANDE MEE HM o 228 44T L|Ct.

S5EHA|. Flex Profile 741|124 0|4

Flex Profile2 21445t 11 Local Authentication(2Z 215) B{2 2 0|5 5+04 Radius Server Group(RADIUS ME{ 1E)2 +
A5t RADIUS & AHE MEHEFL|CY.




Edit Flex Profile x

Local Authentication Policy ACL WLAMN Umbrella

General
(Fladius Sarver Group | AmmiSE v |) LEAP
Local Accounting Radius Server . | PEAP
Group
TLS

Local Client Roaming
( RADIUS *)

EAP Fast Profile

Users
o

Salact C5V File

Usarnarma

0 [ 10+

L'._'[ Update & Apply to Device

6EHA|. ALOIE B 74,
5EHAI| A 7L El Flex Profile2 Tt433t 1 Enable Local Site(2Z AFO|E &3} AXto| MEHS F|AFHLICEH



Add Site Tag x

Mame* | Local Auth |
Description | Enter Description |
AP Join Profile | default-ap-profle v |
Flex Profile | Local v
Fabric Control Plane Mame | L |

Enable Local Site

|_-'—1_| Apply 1o Device

CtE2 = lgfLICt

GUI0{| A Monitoring(Z LIE{1 &) > Wireless(F M) > Clients(E2I0|HE)Z 0|53t Policy Manager
State(&2 +2|At & EH)Qt FlexConnect Oi7H24~8 & QIEHL|Ct.
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bl el AR, )

Ol2{et BHE Ar83stod M S HE = A&LICH

CLIO|M:

# show wlan { summary | id | name | all }

# show run wlan

# show run aaa

# show aaa servers

# show ap config general

# show ap name <ap-name> config general

# show ap tag summary

# show ap name <AP-name> tag detail

# show wlan { summary | id | name | all }

# show wireless tag policy detailed <policy-tag-name>
# show wireless profile policy detailed <policy-profile-name>



2 siZ4

WLC 98002 ALWAYS-ON &% 7|5 NZ2¢Lct. OIE* {5t 2
Ao o &2l £F HAIX|7t xlﬁﬁei 25|, Al == FHol 2 A

HI:MMEIZO0 282 7|82 H AIZHM HEZ S0t &= JU&LICH
7|8xo =2 9800 WLC7t £=ZE/8t A2 EHr{M SSH/HEILIE S35H 9800 WLCO]| @425t CI = BHA|
E s8E £+ A&aLIChMME BEIAE nr ol 2225l of &).

1EHAH. EX7F 2 dH S 7RI AlZtoll 208 FAE = U § ZHEED] 3 A7 =elghL
Ct.
CLIOA:

# show clock

2CHA[ A|AR | TJa|o|Mof et HEEE HIH EE= 2|F syslog0i|A syslogE =& & LICt O]

E
2] S AlAE A EH U 2R FR)E WA 2 4 st

CLIOA|A:

# show logging

3Bl CIHa z=o| &gt EIREX| & lF Lt

CLIO|AM:

# show debugging
IOSXE Conditional Debug Configs:

Conditional Debug Global State: Stop

IOSXE Packet Tracing Configs:

Packet Infra debugs:

Ip Address Port
______________________________________________________ |__________



N om0 us xHe ve He, ol BASE KH(mac T4, ip &
Sk
=

&
ZMAo| C|H Biol £Xo| 2Z &S 2l0jELict o|2 el 29| EF0| F7HELICH
[HetAM M3 Moz CIHZSHX| fE e ZE =4S IR ROl £

tol

o

ACHAH| HIAE 5@l mac AT 3EAH S| ZHo 2 LIGEX| it 717 B2, S8 mac F4
0of| CHEr always-on & Bl =X =ZIghL|ct.

N
A

CLIOA|A:

# show Togging profile wireless filter { mac | ip } { <aaaa.bbbb.cccc> | <a.b.c.d> } to-file always-on-

MMol 2H

—

E EAIStHLE U E 2|8 TFTP ME{ol| SALE = U&LICH

[h

CLIO|Ad:

# more bootflash:always-on-<FILENAME. txt>

or
# copy bootflash:always-on-<FILENAME.txt> tftp://a.b.c.d/path/always-on-<FILENAME. txt>

Always-on =2 Sl ZA} 74
|2 &t

o 2rlo| S2174E HolE + s BEE el HBs/A] 2
e, 7R ClHY +

e 38
LICk 2249 RIHE =

01
l?ﬂ
Q'I_l
El 01>|
':E
Q)
o
6
>
Q
<
SB
g
il
jo
¥
ﬁa z
4>
).
lII>

(0l Z S2H0|E mac F4)T 435 BstE BE TN A0 I:Hé I:|H+:L By xxg KT
T AELICH 2R CIHZE E835t5ie{H O BHAE =Lt

S5ChA| gdstE Cle{a =70| eleX| # lgLct.

CLIOA:

# clear platform condition all

6CtA. ZLIE{RE 4 2210|2E mac 40| CHE ClHO =4S g M45HE L ct

ol B MZE mac TAE 302(1800%) S 2LIE|RsH7| AIRELICH MEixio 2 o] AlZtg
Z|CH 2,085,978,494 %7t K| =& =+ U&LILCH.

CLIOA|A:

# debug wireless mac <aaaa.bbbb.cccc> {monitor-time <seconds>}



N oamos ol s 0|é>*9| Z2t0|MEE ZLIE{R 52 mac FAY debug wireless mac
o324

N aT EE Z40| LB of 2 ¢ oIE = =Mooz HHEE D2 EOld MMM 28H0|1E
=
[=]

7EHA. LB RE XL SES R$ELICH
8EHA. 7|8 = FEE ELIH AlZto| ELt7| ™ol EX7F MHklE < CIHaE SXIFfLc

CLIOA:

# no debug wireless mac <aaaa.bbbb.cccc>

2 LIE{Z! AlZto| Bt HLE M Cle{2 7} SEE|H 9800 WLCE CHS 1 242 0|82 24 mtY
=2 Mgt

ra_trace_MAC_aaaabbbbcccc_ HHMMSS. XXX _timezone_DayWeek_Month_Day_year.log

9CttA|. MAC =
ol i3 EA

T

#8590 ndg =EELICE. RAFH Jogg 2/F A SASHHL £33 &t
o

RA =X o o|§& #lgfLIct

CLIO|A:

# dir bootflash: | inc ra_trace

IUE 2F Mol S AL

# copy bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.log tftp://a.b.c.
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CLIO|A:
# more bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.Tog

10E7. 22 2Qlo| ot % B x| f2 32 CIHI Bl 23 & o XHAMS| EoiFx= LR 22 E
=&ELcH ol0f =&kl iR Moz MEE CIHa 238 KHM|5| 4AEe B2 2EI0[ME
E ChA| CIHZ g 227t el

CLIOA|A:

# show Togging profile wireless internal filter { mac | ip } { <aaaa.bbbb.cccc> | <a.b.c.d> } to-file r
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CLIOo| A :

# copy bootflash:ra-internal-<FILENAME>.txt tftp://a.b.c.d/ra-internal-<FILENAME>. txt
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CLIOA|A:

# more bootflash:ra-internal-<FILENAME>. txt
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CLIO|AM:

# clear platform condition all
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