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- Cisco ISE 3.0
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RADIUS 9800 WLC
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Client

WLC Hu|ago|M
9800 WLC2| AAA Z4|18j|0|M

GUI:

1EHA|. RADIUS AMBq 4424 B A configuration > Security > AAA > Servers / Groups > RADIUS > Servers > + Add
RADIUS M HE & 3{gfLict.



Authentication Authorization and Accounting

+ Ahd Wizard
jj Dashboard

Maonitoring

Configuration

RADILIS

Y Administration

' Troubleshooting TACACSs

I MLAE W bt

gz F ¢ QB (EE CoA[Change of Authorization]7t Z2 28t EoHE AIE3lE{E < CoA K|
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Create AAA Radius Server "
Name™ ISE-kcg Clear PAC Key
IPV4/IPv6 Server Address* 172.16.0.11 Set New PAC Key

Shared Secret”

Confirm Shared Secret*

Auth Port 1812
Acct Port 1813
Server Timeout (seconds) 1-1000
Retry Count 0-100

| O Cancel [ | Save & Apply to Device

2EH7A|. RADIUS Z1&0{ RADIUS AMEHE

= Configuration > Security > AAA > Servers /
Groups > RADIUS > Server Groups > + Add. g

Zterict g
O|& 2 XI'd5t11 O|™oi BHE AMEH{E Assigned Servers.
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Create AAA Radius Server Group

Mame® i :
Group Typs RADIUS
MAC-Delimiter none v
MAC-Filtering none v
Dead-Time (mins) 1-1440

Available Servers Assigned Servers

|SE-kcg

"D Cancel [=] Save & Apply to Device

3E|'7=||. ol_% %Hﬁ %%% E"% |-—||:|'. |E:||'A—I|'I Configuration > Security > AAA > AAA Method List > Authentication > +

Q, Search Menu ltems Authentication Authorization and Accounting

+ AAA Wizard
= Dashboard

Configuration General

. + Add
Administration [ J
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Quick Setup: AAA Authentication

Method List Name?* list-name
Type* dotlx v
Group Type group v

Fallback to loca

Available Server Groups Assigned Server Groups

radius ISE-grp-nams
|dap

tacacs+
|SE-kcg-arp

D Cancel | [=] Save & Apply to Device

CLLI:

e

H*

config t
aaa new nodel

H*

radi us server <radi us-server-nane>

address ipv4 <radius-server-ip> auth-port 1812 acct-port 1813
ti meout 300

retransmt 3

key <shared- key>

exit

HOH H H H R

H*

aaa group server radius <radi us-grp-nanme>
server nane <radi us-server-nanme>
# exit

H*

# aaa server radi us dynam c-aut hor
# client <radius-server-ip> server-key <shared-key>
# aaa aut hentication dot1x <dot 1x-1ist-name> group <radi us-grp-nane>

AAA Dead-Server Detection0| CH&t 211 AME

r°l-

RADIUS MHHE FA48t & "ALIVE"Z ZtFE|=X| &Qlg 4= l&LCt.

#show aaa servers | s WNCD Platform State from WNCD (1) : current UP Platform State from WCD
(2) : current UP Platform State fromWNCD (3) : current UP Platform State from VWCD (4)
current UP .

CtE2 -_r“‘"°* 2= Q& LICE. dead criteria, Firepower Threat Defense deadtime WLCO|A &3] 0424
RADIUS MHHE A5t E<.

#radi us-server dead-criteria tinme 5 tries 3 #radi us-server deadtine 5

E.T’_Z dead criteria = RADIUS MH{E deadZ2 EA|ISIE O Al = 7|&2LICH 1. ZHEE 7}
RADIUS MHOIM &8 INZIE OFR|H o2 £ AISH A|ZHEE| A7} DeadZ2 EA|E A|ZH}
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WLAN Z =il Zu3azolM

GUI:

A
0

1EH7|. WLANS 2 448tL|C} Configuration(Z4Z| 22| 0]44) > Wireless(41) > WLANS(WLANS) > +
Add(F7hHZ 0|5 35t0d Zoof et HIEYZE F8Lct.

Q Search Menu ltems

Dashboard

2EHAH. WLAN HEE 238t

WIRELESS NETWORKS

+ Add

Mame e

TN N T U

Add WLAN
General Security Advanced
Profile Name* prof-name Radio Policy All v
ssiD T E— Broadcast SSID
WLAN ID* 1

Status

=l Save & Apply to Device

3. B M: Security(29H) B0 2R

B ok WS MENELICH O] B WPA2 + 802.1x.




Add WLAN x

General Security Advanced .
Layer? ayer3 AAAN
Layer 2 Security Mode | WPA+WPAZ = Fast Transition | Adaptive Enab...
MAC Filtering O Over the DS ¥)
Protected Management Frame Reassociation Timeout ‘ 20 |
PME Disabled v

WPA Parameters

WPA Palicw [ w7

[= Save & Apply to Device
Add WLAN b

PMF | Disabled v

WPA Parameters

WPA Palicy

WPA2 Policy vd

WRPAZ Encryption AES(CCMP128) |/
CCMP256
GCMP128
GCMP256

: 802.1x ' '

Auth Key Mgmt

=l Save & Apply to Device

4|, ofl M security > aaa B101| 4] AAA Configuration on 9800 WLC(9800 WLC2| AAA Z4T| T &|0|4
) MAd0IA 3Bl MAE 15 g MeksLc




General Security Advanced
Layer2 Layer3
Authentication List | list-name] v |

Local EAP Authentication

| = Save & Apply to Device

CLI:

# config t

# w an <profil e-name> <w an-i d> <ssi d- name>

# security dot1lx authentication-list <doti1x-Iist-name>
# no shut down

MM xzzoe M

M Z 2 I LHoM ECIO|HEE e E VLIANS ZHE £+ U&LICH ACL(Access Controls List),
QoS(Quality of Service), Mobility Anchor, Timers %E} 2 ChE d™E xEEg = J&Lct

72 M 22 HE AISSHL M Z2EHE ddE + JU&LTh
GULI:

Configuration(Z1Z| 124 0| M) > Tags & Profiles(Ei & 2 T) > Policy Profile(Z3] T2 &E)Z 0|
Soto 7|2 M ZR2EE FHSIHLI M 2222 e

Search Menu ltems pOHCy Profile
. + Add
Dashboard -
Policy Profile Name ~  Description
Monitoring
voice
Conﬁgu ration I default-policy-profile I default policy profile

1 10

Administration




St HMA ZOIEAP)7H 2 ZEQI Z2 WM Z 2 2o Y AE 2 Y 2IF0| #4355
o JEX| =elgfuct
General Access Policies QOS and AVC Mobility Advanced
A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.
Name™ | default-policy-profile ‘ WLAN Switching Policy
Description | default policy profile ‘ Central Switching vd
Status Central Authentication v
Passive Client Central DHCP v’
Encrypted Traffic Analytics Central Association Enable vd
Flex NAT/PAT
CTS Policy
Inline Tagging
SGACL Enforcement
Default SGT | 2-65519 |

Access Policies( M| A H&) B0 A 22I0|HEE EE5H0F 5= VLANE MEIEILICEH



Edit Policy Profile

General

Access Paolicies

WLAN Local Profiling

HTTP TLV Caching
RADIUS Profiling
DHCP TLV Caching

Local Subscriber Policy Name

VLAN

QOS and AVC Mobility

VLAN/VLAN Group

‘ VLAN2602 v

Multicast VLAN

‘ Enter Multicast VLAN |

Advanced
WLAN ACL
IPva ACL ‘ v
IPv6 ACL ‘ v
URL Filters
Pre Auth ‘ v |
Post Auth ‘ v '

ISE7} VLAN &1t 22 Access-Acceptoll A S S Bttt =5 6+24™ Advanced B



Edit Policy Profile X

-

General Access Policies QOS and AVC Maobility Advanced
WLAN Timeout Fabric Profile ¥
Session Timeout (sec) | 1800 | Umbrella | Mot Configured v |

Parameter Map

| mDNS Service | default-mdns-servict »

[
ldle Timeout (sec | 300
i Palicy

Idle Threshold (bytes) ‘ 0 |

WLAN Flex Policy

Chent Exclusion Timeout (sec) il | 60 |
VLAN Central Switching
DHCP

Split MAC ACL | v

|Pvd DHCP Reguired il
Air Time Fairmess Policies

DHCP Server IP Address

2.4 GHz Policy | = |
Show mare >> L
5 GHz Policy | -
AAA Policy '
Allow AAA Override 4
MAC State
Palicy Name default-aaa-policy x| v
i'j Update & Apply to Device
CLI:
# config

# wireless profile policy <policy-profile-nane>
# aaa-override # central switching # description "<description>" # vlan <vlanlD or-VLAN nane> #
no shut down

Y eja 7y

MM E|7E SSIDE MM T2 n ¢Z7Asts o AFRELICH Al HM Ej18 MM L default-
policy /18 AFRE £ QlaLIch

& 11 default-policy-tag= WLAN ID7} 1~162! SSIDE default-policy-profiledl AAHS 22 OHE
grLICh ™35 HLE AMAME = Q& LICH ID7}F 17 0|4 21 WLANO| U&= < default-policy-
tagE AM8E =+ eigLct

GUI:

EF M configugation > Tags & Profiles > Tags > Policy 8t 2 M| IS FI7}&L|C.



Q lenu ltems Manage Tags

Policy Site RF AP
=] Dashboard : N -
& Morilon
£) Monitoring + Add
Conﬁgu ration Palicy Tag Name ~  Description

central-anchor

Administration

default-policy-tag default policy-tag

Troubleshooting 1 10 ¥

Add Policy Tag X

Name* PolicyTagName I

Description Enter Description |

KX

WLAN Profile ~  Policy Profile v

0 ' 10 « |items per page No items to disj

=| Save & Apply to Device




Add Policy Tag

‘

Name* ‘ PolicyTagName ‘
Description ’ Enter Description \
+ Add
WLAN Profile ~  Policy Profile v
| 0 ) [ 10 » J tems per page No items to display

Map WLAN and Paolicy

WLAN Profile* ‘ prof-name - ‘ Policy Profile* default-policy-profile v

=| Save & Apply to Device

Add Policy Tag

Mame* PolicyTaghame

Description Enter Description

WLAN Profile ~  Policy Profile v
(] prof-name default-policy-profile

1 » g 0 -

| o Cancel

CLI:

# config t
# wireless tag policy <policy-tag-nane>
# w an <profil e-name> policy <policy-profile-nane>

YMEO Y
Lot APo| WM e S S ELICH

GUI:



StLEC| APOY| E{1E & & SH24T configuration > Wireless > Access Points > AP Name > General Tags, &1 &
M E 1 E &8t CHR update & Apply to Device.

Edit AP x

General Interfaces High Availability Inventory Advanced
General Version
AP Mame* AP3802-02-WS Primary Software Version e o
Location® default location Predownloaded Status MNfA
) Predownloaded Version MNSA
Base Radio MAC 00:42:68:c6:41:20
. Next Retry Time M/A
Ethernet MAC 00:42:68:a0:d0:22
) Boot Version
Admin Status Enabled -
= 105 Version TCevvul
AP Mode coea] i
Mini IOS Version 0.0.0.0
Operation Status Registered
Fabric Status Disabled IFGonig
Tags IP Address 172.16.0.207
T Static IP
Policy default-policy-tag | »
Time Statistics
Site default-site-tag -
= [ Up Time Qdays 1 hrs
RE default-ri-tag v 17 mins 24
secs
Controller Associated Time 0 days 3 hrs
26 mins 41
secs
Controller Association Latency 8 days 21 hrs
50 mins 33
secs

O Cancel 5] Update & Apply to Device
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MM E & o APOl| & T otEdH™ Configuration > Wireless Setup > Advanced > Start Now > Apply.
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