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1. OpenSSL = 7|Et SSL o Z 2|7 0|44 AHE 50 CSR(Certificate Signing Request)2 244
grLICt. CA(Certificate Authority)0llA M8t PKCS12 2185 MHE 7HA{2F 9800 WLCOH &Y 2
Lt &, 701 717t e QB Mot A HEZ MIEL .

2.9800 WLC CLIE AF&35tof CtE 2 Mg L|Ct. CSR2 CAMM MEEH CHE A ele| ZH 2B M
E =822 9800 WLCO| 2=7fLICt
Aol @ Fof 7HE XMEE WE MBS,
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OpenSSLOI x| LES AFE{o| #4XH C|ZE{ 2|0l A openssl.cnf TS WEISIT O #S SA
5tod 04 '2o{ MZ MM El CSRO| SAN(Subject Alternate Names) ZE=EE Z & gfL|C}

[ req ]
default_bits
distinguished_name

4096
reqg_distinguished_name

req _extensions req_ext
[ reg_distinguished_name ]
countryName Country Name (2 letter code)
stateOrProvinceName State or Province Name (full name)
localityName Locality Name (eg, city)
Organization Name (eg, company)

Common Name (e.g. server FQDN or YOUR name)

organizationName

commonName
[ reg ext ]
subjectAltName = @alt_names
[alt_names]

DNS.1 = testdomain.com
DNS.2 = example.com
DNS.3 = webadmin com

DNS.X O|§& SANS Z HIELICH 7|2 ZEE ZIesd Q5 M ME MEZ CHx||ghL|ct SAN 2=



(DNS.x) LHoll M Common Name( g+ O|&)2 8H=35H0F & LICt. Google Chrome0il M RIS AME 4l
2|5t24™ URLO|| /= O|F 0l SAN E=of Qlo{of &t

o BE|RIe] AR, HEIRKX FA EAIES URLOIAM #EIXZI ofH REE AIESHE QISM7I L
x|t= = SAN Z=0of URLS| HH&(0i: ZAE 0|E8t I = A& FQDN(Fully Qualified Domain
Name))2 A 2/0F & LICt.

Ct2 BHE ALE 5104 OpenSSLAIA CSRE M efLCt.

openssl req -out myCSR.csr -newkey rsa:4096 -nodes -keyout private.key -config openssl.cnf
CSR2 ol x| W27} MBEIX| et 8 OpenSSLO| AR EIE CIME 2|0 A myCSR.csrZ,
e 7|E private.key2 A L|C}.

private.key It U2 S4IE F 53 5t= Ol AE L2 2 QHHSHHA 7 X[sHOk & LICEH.

openssl req -noout -text -in myCSR.csr
O3 CHZ O] CSRE CAX| M350 MESHD LIS MHE g &= UELICH MR M Ql0| CAMIAM Ct
SRECEL|D F7} ZEO| 2Rt B 2S5 A7} Baseb4

CIE M 71K{27|

1BtA|. 9800 WLCOIM 24Z4E 4= Ql= TFTP(Trivial File Transfer Protocol) AH{0{| PKCS12 215 A
E MEFLICE PKCS12 QB M= 71l 7| & R E CATK|2| QI M Al Z&atof &L Ct

2EHA. 9800 WLC GUIE ¥ T Configuration(ZI|2&0]44) > Security(2 o) > PKI
Management(PKI #2[)£ 0|55t 1 Add Certificate(2/E M F7}) B2 2=/ LICt Import PKCS12
Certificate(PKCS12 Q&M 71X 7]) H+E & &stD TFTP MF HEE gLt E=
Transport Type EELCH2 55 2| Desktop(HTTPS) S M2 Al 3 HElRXE S HTTP YEE
7t {8 ELCt QIS M HIZHE = PKCS12 QIS M7t M EE M AFSE HIZHEE LIEHHLICE.



Configuration = » Security ~ > PKI Management

Trustpoints CA Server Key Pair Generation Add Certificate

© Generate CSR
« Input certificate attributes and send generated CSR to CA
Authenticate Root CA

« Copy and paste the root certificate of CA received in .pem format that signed the CSR
© Import Device Certificate

» Copy and paste the certificate signed by the CA
© Import PKCS12 Certificate

* Signed certificate can be received in pkcs12 format from the CA

+ Use this section to load the signed certificate directly

Generate Certificate Signing Request

Authenticate Root CA

Import Device Certificate

v Import PKCS12 Certificate

Transport Type Desktop (HTTPS) v
Source File Path* & Select File

[ 9800.pfx
Certificate Password® (ITITTYTY

3EAH. HE7t SHIEX| RIS Import(7tX427()E FEIFLICH. O CHS Key Pair
Generation(7| ‘4 4y Boil Ax|E of Af &12| X|Hol CHEt M °|§A‘| 7| %ol EAIELICE 7t
710l 335t 9800 WLC= CHS il CAO| CHEF F71 AE| X|HE 4 FLct.
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SMAQIS MBSHK| &t CIHFO|A QIS M LU FA| %*:XPE MBS gLCt o= Cisco HH
ID CSCwaz FX= L—||:|'23606 Cisco IOS® XE 17.80 A =™ E[1&LICT.



https://tools.cisco.com/bugsearch/bug/CSCwa23606

Configuration~ > Security = > PKI Management

Trustpoints CA Server Key Pair Generation Add Certificate
+ Add
key Mame «  Key Type « Key Exportable w  Zeroise Key
TP-self-signed-1997188793 RSA No

alz-9800 RSA No
Josue RSA Yes

TP-self-signed-1997188793 server RSA No
CISCO_IDEVID_SUDI_LEGACY RSA No

CISCO_IDEVID_SUDI RSA No
9800.pfx RSA No

CLI:

9800# configure terminal
9800 (config) #crypto pki import
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2 o X3,

————— BEGIN Certificate ---——----
<intermediate CA cert>

—————— END Certificate --------
————— BEGIN Certificate -----
<root CA cert>

openssl pkcsl2 -export -out chaincert.pfx -inkey

FAAI2.

ol

2|E QUBMe 22 He{H EM 22| Verify S & X
=4 2-9800 WLCHIA 7| & HE 23 H9|

1B 7. & RSA 7| ¥ & M gLICt Configuration(Z1IZ|22i[0|M) > Security(:22t) > PKI
Management(PKI #2|)2 0|5 31 Key Pair Generation(7| & 44) &2 ME{S CFS + Add(F 7}
YE FEIEILCH M=E HEE st LHIEE = = 7| & QIR0 MEAE|R=X| =Qlst CHS A4
£ 8§

- » PKI Management

A Server Key Pair Generation

Key Mame «  Key Type « Key Exportable v Feroise Key ‘
TP-self-signed-1907 188793 RSA Mo | Key Name* 9800-keys
alz-9800 RSA Na
Key Type* @ RSA Key O EC Key

Josue RSM Yes
TP-self-signed-1997 188793 sem <, i
TP-self-signed- 1997188793 server RSA No Modulus Size® A096
CISCO_IDEVID_SUDI_LEGACY RSA No
CISCO_IDEVID_SUDI RSA Mo | Key Exportable™
e Dlx - "

v

CLI 7 44:

9800 (config) #crypto key generate rsa general-keys label 9800-keys exportable
The name for the keys will be: 9800-keys

Choose the size of the key modulus in the range of 512 to 4096 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take

a few minutes.

How many bits in the modulus [1024]: 4096
% Generating 4096 bit RSA keys, keys will be exportable...
[OK] (elapsed time was 9 seconds)

27,9800 WLCO1| Ci$t CSRE 44 g LICt. Add Certificate(RI& M F7H B2 0|55t
Generate Certificate Signing Request(21& A AE 2% d4)E =&t ME HEE =8 O3
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#f11: 9800 WLC= CN(Common Name) LH0{| 2t EFIE Of7iH+E EF 6t QIS ME K|
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Configuration~ > Security - > PKI Management

Trustpoints CA Server Key Pair Generation Add Certificate

© Generate CSR
+ Input certificate attributes and send generated CSR to CA
© Authenticate Root CA
+« Copy and paste the root certificate of CA received in .pern format that signed the CSR
© Import Device Certificate
+« Copy and paste the certificate signed by the CA
© Import PKCS12 Certificate
« Signed certificate can be received in pkes12 format from the CA

+ Use this section to load the signed certificate directly

% Generate Certificate Signing Request

Certificate Name* 9800-CSR Key Name* 9800-keys - v o
Country Code MX State CDMX

Location Mexico City Organizational Unit Cisco Systems
Organisation Wireless TAC Domain Name alz-9800.local-domain

Generate

27} 2HHEX| 2OI% T+ Generate(44))E FABLICH 012171 3134 CSRO| Haj 24| Aof 2!
siAe Axtol EAIELICH

rr oz

' Generate Certificate Signing Reguest

Certilieate Name® 9B00-CSR Koy Mame” 9800-keys B+ ) Generated CSR

Country Code MY State comx e BEGIN CERTIFIGATE REQUEST----- ~
MIFETCCAUDCAQAWGZ 4xIAGBGNVBAMTGWF sei0SODAWLMxVY 2FsL
Location Mexico City Organizational Unit Cisco Systems :mgsj TOUNDCZNENSCIRIXMAETATBGNVBAGTDR dpcm
WSZXMEZIFRE

Qrganisation Wireless TAG Domain Name alz-9800. local-domain.c (OZEUMBIGA 1 UEBXMLTWW4aWhVIENpdHxDTAL BoNVBAGTBENE TVgx
CzAJBGMVBAYT

k1 Y MRowWFO YKo Z Ive NACKCFghibHOIOTowMDCCAIWDO Y JKoZlihy
CNACEEBOAD v

Generate @ Save to device O]

SAME HAE HET|of 209 €17 CSRE MEE = UL E SAES SR E=of XEEL
Save to devuce(l:IH+0I/~01I X&) E MEHSHE 9800 WLCOAM CSRe)
bootflash:/csrofl HZ & LICI o & E0{ Cls BHES A™MFLICE

9800#dir bootflash:/csr
Directory of bootflash:/csr/

1046531 -rw- 1844 Sep 28 2021 18:33:49 +00:00 9800-CSR1632856570.csr



26458804224 bytes total (21492699136 bytes free)
9800#more bootflash:/csr/9800-CSR1632856570.csr

CLI #+/d:

9800 (config) #crypto pki trustpoint 9800-CSR

9800 (ca-trustpoint) #enrollment terminal pem

9800 (ca-trustpoint) #revocation-check none

9800 (ca-trustpoint) #subject-name C=MX, ST=CDMX, L=Mexico City, O=Cisco Systems, OU=Wireless TaC,
CN=alz-9800.local-domain.com

9800 (ca-trustpoint) #rsakeypair 9800-keys

9800 (ca-trustpoint) #subject-alt-name domainl.mydomain.com,domain2.mydomain.com

9800 (ca-trustpoint) #exit

(config) #crypto pki enroll 9800-CSR
% Start certificate enrollment

% The subject name in the certificate will include: C=MX, ST=CDMX, L=Mexico City, O=Cisco
Systems, OU=Wireless TaC, CN=alz-9800.local-domain.com

The subject name in the certificate will include: alz-9800

Include the router serial number in the subject name? [yes/no]: no

o0 o0 o°

Include an IP address in the subject name? [no]: no
Display Certificate Request to terminal? [yes/no]l: yes
Certificate Request follows:

---End - This line not part of the certificate request---

Redisplay enrollment request? [yes/no]l: no
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https://tools.cisco.com/bugsearch/bug/CSCvt15177

Windows Server CAE At&35t0{ QIEME MBSt 8 MBE Q1ZME Base64 BAISE CH2
2tk aZ x| &2 ™ Windows cert manager?t 242 R EZ|EIE AHE 3504 LHE LHofF & L|C}.

[ 9 centcae . x

| General Detals Certification Path € £¢ Centificate Export Wizard
Show: |<aAll> v
Export File Format
5. ~ "
Field Value Certificates can be exported in a variety of file formats.

| Version V3
- Serial number 00
=) Signature algorithm shaS12RSA Select the format you want to use:
~|| Signature hash algorithm sha512 _
| Issuer Chuu Root CA, Chuu Wireless, ... () DER encoded binary X.509 (.CER)
2 Valid from Tuesday, April 28, 2020 11:58... (@) Base-64 encoded X.509 {.CER)

Valid to Friday, April 26, 2030 11:58:0... —
B it S i e P v (_) Cryptographic Message Syntax Standard - PKCS =7 Certificates (.P78)

Mext Cancel

o &E x|H 21& T2 AM|A= CSRO| MBS CA =~of et EatEL(Ch B 2ilE CAT
ol 72 4attH @ MEYBLICE O} S BlY CATL /1 Z2 4bEHHIE O|SBLICH ol A=)
Kol B Holl & JHS| QIS M(FA AUSM X &SA S M)et MEE + 7| 2ol &
e ct

= .

4attH). 98000 M L2 Xt CAE AZISHES FLICH WE Xt CA B ME .pem & 4|(Base64) 22
CREEgLCH S8 Ml 0ilAf Authentication Root CA(2/8 £ E CA) MME &&s5tn
Trustpoint(&l 2| X|&) EECHR KoM o[Tol Hol|E AlE XS MEiE ClE W2 Xt CA S
Mg EoidaLch M= HEII 227 T HEIR=X] &elstn Authenticate(215)E S2IEL
Ct.



% Authenticate Root CA

Trustpoint™ 9800-C5R v

Root CA Certificate (.pem)* | 7777= BEGIN CERTIFICATE-----

Authenticate

CLI #+/:

9800 (config)# crypto pki authenticate 9800-CSR

Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line by itself

Certificate has the following attributes: Fingerprint MD5: DD05391A 05B62573 A38C18DD CDA2337C
Fingerprint SHAl: 596DD2DC 4BF26768 CFB14546 BC992C3F F1408809 % Do you accept this certificate?
[yes/no]: yes

Trustpoint CA certificate accepted.

Q

% Certificate successfully imported

4bEHA|. o2{ &t Fof BlEo| EXGHE ALIZI0IAM 2E CA Bl Af 212| X|Ho| 2 gLt
. Oeqet A2 X|H2 @15 QB MEF Zetst T Chg Q& &2 7t2IZLICt o] Z2AMAE CLIof
MBt =3 o] oilof M= B2t CA 171t FE CA 1747+ U&LICH

9800 (config) #crypto pki trustpoint root
9800 (ca-trustpoint) #enrollment terminal

9800
9800 (ca-trustpoint) #exit

(
(

9800 (ca-trustpoint) #chain-validation stop
(ca-trustpoint) #revocation-check none
(

9800 (config) #crypto pki authenticate root

Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line by itself



Certificate has the following attributes:
Fingerprint MD5: 6CACO00D5 C5932D01 B514E413 D41B37AS8
Fingerprint SHAl: 5ABD5667 26B7BD0OD 83BDFC34 543297B7 3D3B3F24

% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.
% Certificate successfully imported

9800 (config) #crypto pki trustpoint 9800-CSR
9800 (ca-trustpoint) #chain-validation continue root
9800 (config) #crypto pki authenticate 9800-CSR

Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line by itself

Certificate has the following attributes:

Fingerprint MD5: DD05391A 05B62573 A38C18DD CDA2337C

Fingerprint SHAl: 596DD2DC 4BF26768 CFB14546 BC992C3F F1408809
Certificate validated - Signed by existing trustpoint CA certificate.

Trustpoint CA certificate accepted.
% Certificate successfully imported

#3015 AMlol E o|&ol F7HCAT UE AR FIH S BIHWHEE M AE X|HE M
oF &L|Ct o] A1Z] X[ 2 chain-validation continue <trustpoint-name> B & A& 35to4 C}
15 &2 ZEstE AME K-S xSl oF &ict.
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58H. MEE 215 ME 9800 WLCH| ZEFLICt S8t M0l A Import Device Certificate(C|H}
OlA QB M 71K 27|) MM &&gtL|ct o|™ol HolE AlZ| X|™e MEiStT CAMM ME8t M
HE CHO|A CIZME BoidaUct JH OF QIS M EE 7L & IE|™H import(7H M2 7)) & 22l
gruct.



% Import Device Certificate

Trustpaint® 9800-C5R v

Signed Certificate (.pem)* |77 BEGIN CERTIFICATE-----

CLI 7 44:

9800 (config) #crypto pki import 9800-CSR certificate

Enter the base 64 encoded certificate.
End with a blank line or the word "quit" on a line by itself

% Router Certificate successfully imported

M RIZM AE
o el
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Administration~ > Management~ > HTTP/HTTPS/Netconf

HTTP/HTTPS Access Configuration

HTTP Access [ENABLED .]

HTTP Port 80

HTTPS Access [ENABLE[J .]
HTTPS Port 443

Personal Identity Verification |. DISABLED |

HTTP Trust Point Configuration

Enable Trust Point [ENABLED .]

Trust Points 9800.pfx v

Netconf Yang Configuration

Status [ENABLE[J .]
SSH Port 830
CLI #+44:

9800 (config) #ip http secure-trustpoint 9800.pfx
9800 (config) #no ip http secure-server
9800 (config) #ip http secure-server

2Z g ol&

Configuration(Z4I| 12| 0|Ad) > Security(:2.2+) > Web Auth(® Q1&)Z2 0|85t M o7
2 MEfEE O Trustpoint(A 2] X|H) EECHR SS0M 7HK2 ME| X|& S MEIELICE Update
& Apply(CIO|E & M )& Z 25104 ¢4 At 2 MEELICE 71 IPv4 EAE O|FO| 215 M2
et o|F 1t LUx|5t= K| = IEhLCt.



Edit Web Auth Parameter =

~

General Advanced

Parameter-map name ‘ global |

Banner Type ® None (O Banner Text (O Banner Title (O File Name

Maximum HTTP connections ‘ 100 |

Init-State Timeout(secs) ‘ 120 |

Type | webauth v |

Virtual IPv4 Address ‘ 192.0.2.1 |

Trustpoint | 9800-CSR v |

Virtual IPv4 Hostname ‘ alz-9800.local-domain.c |

Virtual IPv6 Address ‘ KIHIXIX |

Web Auth intercept HTTPs

Watch List Enable

Watch List Expiry Timeout(secs) 600

Captive Bypass Portal i

EE

Disable Success Window

Disable Logout Window

diaH aanoelau|

Disable Cisco Logo

Sleeping Client Status

CLI 7+ 4:

9800 (config) #parameter-map type webauth global

9800 (config-params-parameter-map) #type webauth

9800 (config-params-parameter-map) #virtual-ip ipv4 192.0.2.1 virtual-host alz-9800.local-
domain.com

9800 (config-params-parameter-map) #trustpoint 9800-CSR

RIEM AEE UO|O|EStEA™ HTTP MH|AE CHA| A|ZFSHAAIR.

9800 (config) #no ip http server
9800 (config) #ip http server

0784 1 A



HA SSO(Stateful Switchover High Availability)& ¢35 743 E 9800 ¥ ol 2E 215M= =7 Of
2 S718 Al 7|2 LB MM EX QIBMHE SHELICH 07|l RSA Z7|1E UHEEL = QIS 7
Mt Aoz HEED] AtAlol 71Ql 7|7t M= IS M7t ZaHELICH HA 40| ™ E(M Mx|E
ZE MIEMIt F HEER | dX[ElD 2E IS M7t AAIzte 2 SH[E LCH

Yo7t st oMo EX-HAH-2d HEESE VI8 HEESHUM & E QUBEME FBstAH
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A et X0 LS MHE MEE = UEX| FHRlsHE YUY
U HEIRKM QAUBME AEE = ULS stedH 2 7HX| S2E A E DedshoF #Lct.
- CN(EE= SAN ZE)2 EEf2 KXo &E 8t URLTH U x|5HoF & LICH.
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. CAEEE CA ®|Qlof 2|l t=Z £|ofoF 6tH, O] AMQle] REE= HetX{of elaf AlZ[EILICt o]
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£ 2I3 ¥ Mol M RIZsHe QIS AME S2t0IE HalRM(YUHso 2 £ CA)IM A=
SHe QIEM7H ZEE W7HRI(BEAl ZEEIRIE F2) MQI0| DE QIFAS T arsok 2Lt

7| S50| ZTEE AR HERMUHM H7| SE£S CI2EEE = A0{0F 5t RIS A CN2
Lt3=|x| efotof ELct.

o O
CtS & EreldrLct,
CIS HHEE AI85104 QIS A AHI|ago|MHg &elE £~ &L,

9800#show crypto pki certificate 9800.pfx

Certificate

Status: Available

Certificate Serial Number (hex): 1236
Certificate Usage: General Purpose
Issuer:

cn=Chuu Intermediate CA

ou=Chuu Wireless

o=Chuu Inc

st=CDMX

c=MX

Subject:

Name: alz-9800

e=user@example.com

cn=alz-9800

ou=Cisco Systems

o=Wireless TAC

1=CDMX

st=CDMX

c=MX

Validity Date:

start date: 17:54:45 Pacific Sep 28 2021
end date: 17:54:45 Pacific Sep 26 2031
Associated Trustpoints: 9800.pfx

CA Certificate

Status: Available

Certificate Serial Number (hex): 1000
Certificate Usage: Signature



Issuer:

cn=Chuu Root CA

ou=Chuu Wireless

o=Chuu Inc

l=Iztapalapa

st=CDMX

c=MX

Subject:

cn=Chuu Intermediate CA

ou=Chuu Wireless

o=Chuu Inc

st=CDMX

c=MX

Validity Date:

start date: 05:10:34 Pacific Apr 29 2020
end date: 05:10:34 Pacific Apr 27 2030
Associated Trustpoints: 9800.pfx

9800#show ip http server secure status

HTTP secure server status: Enabled

HTTP secure server port: 443

HTTP secure server ciphersuite: 3des-ede-cbc-sha aes-128-cbc-sha
aes-256-cbc-sha dhe-aes-128-cbc-sha ecdhe-rsa-3des-ede-cbc-sha
rsa-aes-cbc-sha2 rsa-aes-gcm-sha2 dhe-aes-cbc-sha2 dhe-aes-gcm-sha?2
ecdhe-rsa-aes-cbc-sha2 ecdhe-rsa-aes-gcm-sha?2

HTTP secure server TLS version: TLSv1.2 TLSv1l.1l TLSv1.0

HTTP secure server client authentication: Disabled

HTTP secure server trustpoint: 9800.pfx

HTTP secure server active session modules: ALL
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9800#show crypto pki certificate 9800.pfx
Certificate

Status: Available

Certificate Serial Number (hex): 1236
Certificate Usage: General Purpose
Issuer:

cn=Chuu Intermediate CA

ou=Chuu Wireless

o=Chuu Inc

st=CDMX

c=MX

Subject:

Name: alz-9800

e=user@example.com

cn=alz-9800

ou=Cisco Systems

o=Wireless TAC

1=CDMX

st=CDMX

c=MX

Validity Date:

start date: 17:54:45 Pacific Sep 28 2021
end date: 17:54:45 Pacific Sep 26 2031
Associated Trustpoints: 9800.pfx



CA Certificate

Status: Available

Certificate Serial Number (hex): 1000
Certificate Usage: Signature

Issuer:

cn=Chuu Root CA

ou=Chuu Wireless

o=Chuu Inc

l=Iztapalapa

st=CDMX

c=MX

Subject:

cn=Chuu Intermediate CA

ou=Chuu Wireless

o=Chuu Inc

st=CDMX

c=MX

Validity Date:

start date: 05:10:34 Pacific Apr 29 2020
end date: 05:10:34 Pacific Apr 27 2030
Associated Trustpoints: 9800.pfx

9800#show crypto pki certificate 9800.pfx-rrril
CA Certificate

Status: Available

Certificate Serial Number (hex): 00
Certificate Usage: Signature

Issuer:

cn=Chuu Root CA

ou=Chuu Wireless

o=Chuu Inc

l=Iztapalapa

st=CDMX

c=MX

Subject:

cn=Chuu Root CA

ou=Chuu Wireless

o=Chuu Inc

l=Iztapalapa

st=CDMX

c=MX

Validity Date:

start date: 04:58:05 Pacific Apr 29 2020
end date: 04:58:05 Pacific Apr 27 2030
Associated Trustpoints: 9800-CSR 9800.pfx-rrril
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openssl req -noout -text -in
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openssl s_client -showcerts -verify 5 -connect
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openssl pkcsl2 -info -in
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openssl pkcsl2 -info -in chainscript2.pfx

Enter Import Password:

MAC Iteration 2048

MAC verified OK

PKCS7 Encrypted data: pbeWithSHA1And40BitRC2-CBC, Iteration 2048

Certificate bag

Bag Attributes

localKeyID: 1D 36 8F C2 4B 18 0B 0D B2 57 A2 55 18 96 7A 8B 57 F9 CD FD
subject=/C=BE/ST=Diegem/L=Diegem/0=Cisco/CN=TAC
issuer=/C=BE/ST=Diegem/0=Cisco/OU=TAC/CN=intermediate.com/emailAddress=int@int.com

Certificate bag

Bag Attributes: <No Attributes>
subject=/C=BE/ST=Diegem/0=Cisco/OU=TAC/CN=intermediate.com/emailAddress=int@int.com
issuer=/C=BE/ST=Diegem/L=Diegem/0=Cisco/OU=TAC/CN=RootCA.root.com/emailAddress=root@root.com

Certificate bag

Bag Attributes: <No Attributes>
subject=/C=BE/ST=Diegem/L=Diegem/0=Cisco/OU=TAC/CN=RootCA.root.com/emailAddress=root@root.com
issuer=/C=BE/ST=Diegem/L=Diegem/0=Cisco/OU=TAC/CN=RootCA.root.com/emailAddress=root@root.com

<Root certificate >



PKCS7 Data

Shrouded Keybag: pbeWithSHA1And3-KeyTripleDES-CBC,
Bag Attributes
localKeyID: 1D
Key Attributes:
Enter PEM pass
Verifying - Enter PEM pass phrase:

Iteration 2048

36 8F C2 4B 18 0B 0D B2 57 A2 55 18 96 7A 8B 57 F9 CD FD
<No Attributes>
phrase:
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9800#debug crypto pki transactions
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Sep 28 17:35:23.242: CRYPTO_PKI: Copying pkcsl2 from bootflash:9800.pfx

Sep 28 17:35:23.322: CRYPTO_PKI: Creating trustpoint 9800.pfx

Sep 28 17:35:23.322: %PKI-6-TRUSTPOINT_CREATE: Trustpoint: 9800.pfx created succesfully

Sep 28 17:35:23.324: CRYPTO_PKI: examining cert:

Sep 28 17:35:23.324: CRYPTO_PKI: issuerName=cn=Chuu Intermediate CA,ou=Chuu Wireless, o=Chuu
Inc, st=CDMX, c=MX

Sep 28 17:35:23.324: CRYPTO_PKI: subjectname=e=user@example.com,cn=alz-9800,ou=Cisco

Systems, o=Wireless TAC,1=CDMX, st=CDMX, c=MX

Sep 28 17:35:23.324: CRYPTO_PKI: adding RSA Keypair

Sep 28 17:35:23.324: CRYPTO_PKI: bitValue of ET KEY USAGE = 140

Sep 28 17:35:23.324: CRYPTO_PKI: Certificate Key Usage = GENERAL_PURPOSE

Sep 28 17:35:23.324: $CRYPTO_ENGINE-5-KEY_ADDITION: A key named 9800.pfx has been generated or

imported by pki-pkcsl2

Sep 28 17

:35:23.331:

CRYPTO_PKI:

public key 9800.pfx match
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:35:23.333:
:35:23.333:

CRYPTO_PKI:
CRYPTO_PKI:

Inc,l=Tztapalapa, st=CDMX, c=MX

Sep 28 17

:35:23.333:

Inc, st=CDMX, c=MX
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28
28
28
28
28
28
28
28
28

Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep

17:
17:
17:
17:
17:
17:
17:
17:
17:

:35:23.333:

35:
35:
35:
35:
35:
35:
35:
35:
35:

23.
23.
23.
23.
23.
23.
23.
23.
23.

335:
335:
335:
336:
337:
337:
337:
338:
338:

CRYPTO_PKI:

CRYPTO_PKI:

CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI

adding as a router certificate.Public key in cert and stored

examining cert:
issuerName=cn=Chuu Root CA,ou=Chuu Wireless, o=Chuu

subjectname=cn=Chuu Intermediate CA,ou=Chuu Wireless, o=Chuu

no matching private key presents.

Setting the key_type as RSA
Attempting to insert the peer's public key into cache

:Peer's public inserted successfully with key id 21

Calling pkiSendCertInstallTrap to send alert

CRYPTO_PKI:

CRYPTO_PKI:

CRYPTO_PKI

CRYPTO_PKI:
CRYPTO_PKI:

Deleting cached key having key id 31
Attempting to insert the peer's public key into cache

:Peer's public inserted successfully with key id 32

(A0323)
Rcvd request to end PKI session A0323.

Session started - identity selected (9800.pfx)



Sep 28 17:35:23.338: CRYPTO_PKI

alz-9800#: PKI session A0323 has ended. Freeing all resources.

Sep 28 17:35:23.338: CRYPTO_PKI: unlocked trustpoint 9800.pfx, refcount is 0

Sep 28 17:35:23.338: CRYPTO_PKI: Expiring peer's cached key with key id 32Public key in cert and
stored public key 9800.pfx match

Sep 28 17:35:23.341: Calling pkiSendCertInstallTrap to send alert

Sep 28 17:35:23.341: CRYPTO_PKI: cert verified and inserted.

Sep 28 17:35:23.402: CRYPTO_PKI: Creating trustpoint 9800.pfx-rrril

Sep 28 17:35:23.402: %PKI-6-TRUSTPOINT_CREATE: Trustpoint: 9800.pfx-rrrl created succesfully
Sep 28 17:35:23.403: CRYPTO_PKI: Setting the key_ type as RSA

Sep 28 17:35:23.404: CRYPTO_PKI: Attempting to insert the peer's public key into cache

Sep 28 17:35:23.404: CRYPTO_PKI:Peer's public inserted successfully with key id 22

Sep 28 17:35:23.405: Calling pkiSendCertInstallTrap to send alert

Sep 28 17:35:23.406: CRYPTO_PKI: no CRLs present (expected)

Sep 28 17:35:23.406: $PKI-6-PKCS12_TMPORT_SUCCESS: PKCS #12 import in to trustpoint 9800.pfx
successfully imported.
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9800 (config) #crypto pki import pkcsl2.pfx pkcsl2 bootflash:pksl2.pfx password

Q

% Importing pkcsl2...

Source filename [pksl2.pfx]?

Reading file from bootflash:pksl2.pfx

% Warning: CA cert is not found. The imported certs might not be usable.
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openssl pkcsl2 -in
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openssl pkcsl2 -in
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openssl pkcsl2 -export -out fixedcertchain.pfx -inkey cert.key -in certificate.pem -certfile
CA.pem

O|X| Catalyst 98002 2 &&lH| 7tX{E &= U&= "fixedcertchain.pfx" 7t & LICH
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https://tools.cisco.com/bugsearch/bug/CSCvp64208
https://tools.cisco.com/bugsearch/bug/CSCvz41428

o] HHofl &5t
Cisco= ™ M| AFEXI0f| A CIe 012 X 2 i% M5

b7 loi 71A HE T|s0 2y
HAS HASI0 0| ZME HAMSLICL OfF 2| FEO| =2 7|H HIol2t: ME HATIS| H
o A2 0tE MESIK|= & LICE Cisco Systems, Inc.= 0] Z2 tHHof| CHal| of st MU
XXl 2o eat 2 72 EM(E3 M3 E)E &xe AS AL CHL



