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Configuration(Z1I|22{| 0| M) > Security(:22 ) > AAA > AAA Method List(AAA HIME S 5) >
Authorization(T 8t £04) > + Add(F7HZ 0|S &rLCt.

Authentication Authorization and Accounting

Q Search Menu ltems

+ AAA Wizard
E= Dashboard

: GhoE AAA Method List Servers [ Groups AAA Advanced
%) Monitoring |_|

}Z’l\\ Conﬁguration General
Authenticati l + Add J
Administration urhenteaton
: Authorization Name v Type
Troubleshooting
default network
Accounting
AuthZ -Netw-I1SE network
Quick Setup: AAA Authorization %
Method List Name* AP-auth
Type* credential-download »
Group Type local v
Available Server Groups Assigned Server Groups
radius
ldap i
tacacs+ -
ISE-KCG-grp
ISE-grp-name

) Seve & Appy to Devics

2EHA|. AP MAC T8t 2048 & d35HEFLCt.

B A Configuration(T &) > Security(£ ) > AAA > AAA Advanced(AAA T &) > AP Policy(AP &
) Authorize APs against MAC(MACO!| CH3H T8t 04 AP &3 2 &/-3t5t D 1EHA 0l A 4
2 Authorization Method(#H 8 §0{ Y'H) S5 =g L|CH
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Authentication Authorization and Accounting
+ AAA Wizard

Ad Method List Servers [ Groups

RADILIS Fallback

Atricazt List Masesh

’ Autharize APs against MAG [Em:en [ ] |
Authorize APs against Serial Number B o
AP purthensication —
|n.:.|mr.::|=oe| Mathod List AP-gth - |
Password Picy

3CHA. AP O|HY! mac TAE F7+EfLCt.

=H A Configuration(T4d) > Security(:2 ) > AAA > AAA Advanced(AAA TZ) > Device
Authentication(C|HFO|A @1F) > MAC Address(MAC F4) > + Add(F7})
Configuration~ > Security~ > AAA

+ AAA Wizard

Servers / Groups AAA Method List AAA Advanced
>
Global Config
¢ MAC Address
RADIUS Fallback
>

Attribute List Name

Serial Mumber

Device Authentication

MAC Address
AP Policy

(=]

Password Policy

[0 | ier

AAA Interface

Quick Setup: MAC Filtering x
MAC Address*®

‘ 00:B0:E1:8C:49:E§ ‘
Attribute List Name

|. Mone v |
D Cancel
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CSCwv438702 O|% ZIZ|AMM CLI E= US| ZE HAIS A8 £+ &Lt

CLI:

# config t
# aaa new-model
# aaa authorization credential-download <AP-auth> Tocal

# ap auth-1ist authorize-mac
# ap auth-Tist method-Tist <AP-auth>

# username <aaaabbbbcccc> mac

MAC AP Tt 20{ 55 - 2|F RADIUS MH

9800 WLC

Het 9l= APO| MAC AL 92 RADIUS AMEH(0] oflof M= ISE)ofl K{EHELICH.
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S ST B IR| W TE OHE WS ASSHE S Meishs Wiol EAIELICH

GUI:
1EtAH|. RADIUS AB{ ¢4

Configuration(Z1I| 22| 0| M) > Security(:2 2) > AAA > Servers/Groups(AB{/1&) > RADIUS >
Servers(MH) > + Add(F7H 2 0|5 5t 1 RADIUS Mt 28 S @23t

Authentication Authorization and Accounting

+ Asd Wizard
Dashboard

<) Monitoring R l . |

= . Configuration M‘

{01 Administration

% Troubleshooting TACACSs

[WES ADANSS

I MLAE


https://tools.cisco.com/bugsearch/bug/CSCvv43870
https://tools.cisco.com/bugsearch/bug/CSCvv43870

LHE0| B¢ & QIB(EE CoAE LR ste ZE S72 2ohg A 83sl2is B2 CoA Xl7i0l &
HEtE|o] U= It AR
Create AAA Radius Server x
Name* ISE-keg Clear PAC Key
IPVAIPvE Server Address® 172 16.0.11 Set Mew PAC Key
Shared Secret® | e

Confirm Shared Secret® | e
Auth Port 1812
Acct Port 1813
Server Timeout (seconds) 1=1000

Retry Count

Support for CoA ENABLED .]
=2

2EHA|. RADIUS 2 &0i RADIUS M &7}

Configuration(Z1I| 22| 0| M) > Security(2 2) > AAA > Servers/Groups(AH/1&) > RADIUS >
Server Groups(AMH 1 &) > + Add(F7HZ O|SEL|Ct

ISE7} AP MAC FAE AMEXl O|E2E QIESHTE 528 MAC-Filtering2 none2 £ SLICH



Create AAA RHadius Server Group

B s = [hgls (T
Group Type RADILIG
SASC = Db bisr ey w
bAAC = Filenryg ey »
Dapicd-Tima {ming] 1=1440
Fupdabdp SHarvers Aspgnad Sorvers
a .:.E':'.l:': [
-
4
| "™ Cance | |._r_ sSave B Apply to Dewce

A= ZRIE T MAC-Filtering€ mac2 2 HHAE [ ISE7t AP MAC =4 E QB S StEdH

Mame™® ISE-grp-name

Group Type RADIUS |
MAC-Delimiter - none v
MAC-Filtering - mac ¥
Dead-Time (mins) 1-1440

Available Servers Assigned Servers
ISE-KOG
<

D Cancel Save & Apply to Device
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Configuration(Z1Z| 12| 0|44) > Security(Z2 ) > AAA > AAA Method List(AAA HIME §5) >
Authorization(Z 8t £09) > + Add(F7HZ O|SEhL|CH.

Authentication Authorization and Accounting

Q Search Menu ltems

+ AAA Wizard
Dashboard
e GhoE AAA Method List Servers [ Groups AAA Advanced
Monitoring |_|
\5 . Conﬁguraticn General
Authenticati l * Add J
s g uthentication
Administration
; Authorization Name v | Type
Troubleshooting
default network
Accounting
AuthZ-Netw-ISE network

Quick Setup: AAA Authorization

Method List Name* AP-ISE-auth
Type* credential-download
Group Type group -

Fallback to local

Available Server Groups Assigned Server Groups
radius |SE-grp-name
>
ldap
tacacs+ .
ISE-KCG-grp

[=| Save & Apply to Device

ATHA|. AP MAC HEH 5045 &4} 8tLCt

=M Configuration(Tt4d) > Security(:2 2t) > AAA > AAA Advanced(AAA I &) > AP Policy(AP &
) Authorize APs against MAC(MACO] CHal| T3t £04 AP)S & 43t 5t 1 3THAH0| A et
Authorization Method(T18t 04 &) S £ S MEHFFLICE



Authentication Authorization and Accounting

+ AAA Wizard

AAA Method List Servers | Groups AAA Advanced |

RADIUS Fallback

Authorize APs against MAC [ENABLEO .]l
Attribute List Name

Authorize AP$ against Serial | B
AP Authentication Number

Authorization Method List AP-ISE-auth -

Password Policy

CLI:

3%

config t
aaa new-model

3%

radius server <radius-server-name>

address ipv4 <radius-server-ip> auth-port 1812 acct-port 1813
timeout 300

retransmit 3

key <shared-key>

exit

HOH H W KR

3%

aaa group server radius <radius-grp-name>
server name <radius-server-name>
# exit

3%

# aaa server radius dynamic-author
# client <radius-server-ip> server-key <shared-key>

# aaa authorization credential-download <AP-auth> group <radius-grp-name>
# ap auth-Tist authorize-mac
# ap auth-Tist method-Tist <AP-ISE-auth>

ISE Zdx| 2 2|o|M

1CH7A|. ISEO] 9800 WLCE F7t5t24H

ISEO{| A{ 9800 WLC 494

RIEE 7|22 APS| MAC FAE E HAZ FES= S HEELICH

CxAS PIEE QIBStE s

<
>

>|

I
In
H
im

fu
C
(92}
m

MAC FAE AEXt O|S/HIZHE 2 QISSHT S ISE 74
MAC F4E QIEZQIER QB E 2 ISE 74


https://www.cisco.com/c/ko_kr/support/docs/wireless-mobility/wireless-lan-wlan/201044-802-1x-authentication-with-PEAP-ISE-2-1.html#anc10
https://www.cisco.com/c/ko_kr/support/docs/wireless-mobility/wireless-lan-wlan/201044-802-1x-authentication-with-PEAP-ISE-2-1.html#anc10
https://www.cisco.com/c/ko_kr/support/docs/wireless-mobility/wireless-lan-wlan/201044-802-1x-authentication-with-PEAP-ISE-2-1.html#anc10
https://www.cisco.com/c/ko_kr/support/docs/wireless-mobility/wireless-lan-wlan/201044-802-1x-authentication-with-PEAP-ISE-2-1.html#anc10
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980001 M= AP Tt 047t U= NAS-port-Type EME ELHX| 22 2 Cisco I IDCSCvyZt

dr Mt L|CE74904
) ISEE AP H&t 20{E MAB HIAEZEZZ QAIGHK| oD 2 APO|MAC FAJIAEZQIE &
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Administrator(Z2|Xt) > Network device profile(L|E2/3 C|HO|A T2 E 0|5 35t04 Af C[HIO]
A Z20le MAELICEH RADIUSE &/43tst 4 MABO CHE service-type=call-check& F
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https://tools.cisco.com/bugsearch/bug/CSCvy74904
https://tools.cisco.com/bugsearch/bug/CSCvy74904

Administration - Network Resources

= Cisco ISE

Network Devices Network Device Groups Network Device Profiles External RADIUS Servers

* Name  Ciscotemp

Description
7
Icon gkls| Change icon... @
Vendor Cisco

Supported Protocols

RADIUS

TACACS+ (]

TrustSec a

RADIUS Dictionaries
Templates
Expand All / Collapse All
v Authentication/Authorization

v Flow Type Conditions
Wired MAB detected if the following condition(s) are met :
% Radius:Service-Type v ~  Call Check v w +

08002 HIEQI CIHIO|A 8202 ZSo}7} ST T2 ZIS MZE MMEIC|HIO|A T2 ZIZ MXF
LIC}.

Administration(# 2l) > Identity Management(ID & 2|) > Groups(Z &) > Endpoint Identity
Groups(IEXQIE ID O8) > + Add(F7HZ O|S&LICt

‘Uuey  Identity Services Engine Home  » ContextVisibiity  » Operations  » Poicy | ]

cisco

b System | - |dentity Management | » Network Resources » Device Portal Management pxGrid Services » Feed Servict

» Identities External Identity Sources  Identity Source Sequences  » Seftings

Identity Groups Endpoint Identity Groups
= L)
v -~ by J Edit X Delete

* __ Endpaint Identity Groups Name

» Description



o

il

2 MEist T Submit(ME)2 S2IgLICH

Endpoint Identity Group List > New Endpoint Group
Endpoint Identity Group

*Name | AccessPoints

Description

Parent Group -

[ |E==8

3EHA. A=z QlE ID 2E0 AP Ol mac FAE F7HEFLICE

Work Centers(2rd MIE{) > Network Access(H|E 9|3 HAM|A) > Identities(ID) > Endpoints(N = E
ClE)>+Z O|s&LCt.

‘Huehr Identity Services Engine Home  * ContextVisibility  » Operations  * Policy  + Administration JIRRic il

| « Metwork Access | » Guest Access b TrustSec » BYOD » Profiler » Posture  F Device Administration ¥ PassivelD

¥ Orverview Id Groups  Extld Sources  » Network Resources  » Pelicy Elements  Authentication Pelicy  Authorization Polic

< ]
Network Access Users INACTIVE ENDPOINTS © (=] AUTHENTICAT
Identity Source Sequences
{
__________________________ disconnected: [100%
a-'z:r

Last Activity Date

0 Selected Row

= d & ANC - Change Authorization Clear Threats & Vulnerabilities Ex

MAC Address Status IPv4 Address Username



Add Endpoint

= Goeneral Attributes

Mac Address * DO.BD:E1 8040 Ed

Description Access Point

Statlc Assignment

Policy Assignmant Unknown

Static Group Assignment &

Iden ity Group Assignment | AccessPoants

45HAH. 712 218 A A El= ID ME A0 LHR A= ZQIETL ZEE[of UK EF I LCE.

- -O

A. Policy(’S%H) > Authentication(2!5)2 2 0|35t 1 Identity store(ID M&E 4)E 7S & LCH

‘tsthr Identity Services Engine Home  » Context Visibility  » Operations

Authentication | Authorization  Profiing  Posture  Client Provisioning  » Policy Elements

Authentication Policy
Define the Authentication Policy by selecting the protocols that ISE should use to communicate with the network devices, and the idei
For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

Policy Type () Simple (®) Rule-Based

B MAB :If Wired_MAB OR
Wireless MABAllow Protocols : Default Network Access  and
Default :use Internal Endpoints
- Dot1X :If  Wired_802.1X OR
Wireless 802.1XAllow Protocols : Default Network Access and
Default :use All_User_|D_Stores
Default Rule (If no match) : Allow Protocols : Default Network Access and use : All_User_ID_Stores |

B. Administration(Z2l) > Identity Management(ID £ 2[) > Identity Source Sequences(ID &4 Al
#A) > Identity Name(ID O|§)2 2 O|S&LCt.



'Ell.:';!uh Identity Services Engine Home » Context Visibility » Operations » Policy + Administration

» System | + |dentity Management | » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service

» Identities  Groups  External Identity Sourcesl Identity Source Sequences | » Settings

Identity Source Sequences
For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

J Edit <feAdd [fyDuplicate =~ )€ Delete

[] Name 4 | Description Identit
I:l All_User_ID_Stores | A built-in Identity Sequence to include all User Identity Stores Preloac
[l Certificate_Request_Sequence A built-in Identity Sequence for Certificate Request APIs Intern:
[l Guest_Portal_Sequence A built-in Identity Sequence for the Guest Portal Internz
[l MyDevices_Portal_Sequence A built-in Identity Sequence for the My Devices Portal Internz
[l sponsor_Portal_Sequence A built-in Identity Sequence for the Sponsor Portal Internz

C. iF A==x2RIET} of7|of Hot=X| A LICHaZEX| 82 B2).



Identity Source Sequences List > All_User_ID_Stores
Identity Source Sequence
» Identity Source Sequence

* Name | All_User_ID_Stores

Description | A built-in Identity Sequence to include all User Identity Stores

+ Certificate Based Authentication

Select Certificate Authentication Profile |Pre|0aded_Certiﬁcate_P v

v Authentication Search List

A set of identity sources that will be accessed in sequence until first authentication succeeds

Available Selected
Internal Endpoints Internal Users
3 All_AD_Join_Paints
Guest Users
>
<<

» Advanced Search List Settings

If a selected identity store cannot be accessed for authentication

) Do not access other stores in the sequence and set the "AuthenticationStatus" attribute to "ProcessError”

#) Treat as if the user was not found and proceed to the next store in the sequence

Save Reset
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Administration(Z 2[) > Identity Management(ID £ 2|) > Groups(Z1&) > User Identity Groups(At&
XHID &) >+ Add(FE7HZ o|SELCt.



+ Administration

"Beeh’ Identity Services Engine Home  » ContextVisibility  » Operatons  » Policy

» Feed Service

» System I ~ |dentity Management I » Network Resources  » Device Portal Management  pxGrid Services

b Identities External Identity Sources  Identity Source Sequences  » Settings

Identity Groups User Identity Groups
E 5)

J Edit |Add || X Delete v | @aImport g Export +
& Description

Default ALL_

Name

» | Endpoint Identity Groups
|:| S ALL_ACCOUNTS (default)

[* [ user Identity Groups |

£ MEi5l T Submit(ME)S E2IELICH

| R |

o

il

User |ldentity Groups > New User Identity Group
Identity Group

*Name | AccessPoints

Description

[some [£=8

SEHA|. BHRH HIZHE HMo|M mac FLE ALEX} O]
Ct.

9 | E 2 FIHE 4 QK| IR

= = -

Ofu
ok

Administration > Identity Management > Settings > User Authentication Settings > Password

Policy= 0|&3t0{ Ch& &M 0| 0| HIZ HEt == x| &gt



‘dsco’ Identity Services Engine  Home  » ContextVisibilty  » Operations  » Policy » Work Conters

» System I ~ [dentity Management I » Network Resources » Device Portal Management pxGrid Services » Feed Service » Threat Centric NAC

» Identities Groups  External Identity Sources  Identity Source Sequences | ~ Settings

o
User Custom Aftributes Account Disable Policy
User Authentication Setlings I Password Policy
B *  Minimum Length: characters (Valid Range 4 to 127)
Endpoint Custom Attributes Password must not contain:

I :I User name or its characters in reverse crderl

:l "cisco" or its characters in reverse order

:I This word or its characters in reverse order: I

I (] Repeated characters four or more times oonsecutivelyl

O Dictionary words, their characters in reverse order or their letters replaced with other characters |
» Default Dictionary ;
Custom Dictionary i Choose File No file chosen
The newly added custom dictionary file will replace the existing custom dictionary file.

Password must contain at least one character of each of the selected types:

(] Lowercase alphabetic characters

[C]  Uppercase alphabetic characters|

(] MNumeric characters

(] Non-alphanumeric characters

Password History

*  Password must be different from the previous versions (Valid Range 1 to 10)
(] Password change delta characters (Valid Range 3 to 10)

*  Cannot reuse password within [ 15 | days (Valid Range 0 to 365)

Password Lifetime

Users can be required to periodically change password

["] Disable user aceount after | 60 | |days if password was not changed (valid range 1 to 3650)

n Display remindar days prior to password expiration (valid range 1 to 3650)

(] Lock/Suspend Account with Incorrect Login Attempts

*#3 (Valid Range 3 to 20)

* Suspend account for minutes (Valid Range 15 to 1440) Disable account
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Administration(& 2l) > Identity Management(ID & 2|) > Identities(ID) > Users(AF& A} > + Add(F
7HE o|s &Lt



cisco  Identity Services Engine Home  » ContextVisiiity ~ » Operations  » Policy ||l |I

» System |  |dentity Management | » Network Resources  » Device Portal Management  pxGrid Services  » Feed Servic

« |dentities | Groups  External Identity Sources  Identity Source Sequences  » Settings

Network Access Users

Users

Latest Manual Network Scan Results i
/ Edit | o= Add [Jchange Status »  @Import g Export v )€ Delete v 5

Status Name a  Description First N




Network Access Users List > New Network Access User

» Network Access User

* Name | aaaabbbbccee

Status Enabled =

Email |

v Passwords

Password Type: | Internal Users

Password Re-Enter Password

‘ | Generate Password | i

| ‘ LLLLL LIl L

* Login Password | T

‘ | Generate Password | i

Enable Password |

» User Information

First Name ‘

Last Name ‘

¥ Account Options

Description |

Change password on next login O

» Account Disable Policy
(yyyy-mm-dd)

O Disable account if date exceeds  2018-11-09

¥ User Groups

| AccessPoints

Csuor | 2N

N o=

A 11: Name and Login Passwordfield= AP2| O|HY! MAC F£40{0f 5t 2 & AFAIE +
25t X| efotok gLlct.
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AP Q&

o|O|x|oi| EAIE! CHZ Policy(H&) > Authorization(T 8 £04)2 2 0|S &rL|Ct.



:es Engine Haorme b Context Visibility b Cperations b Administration

norization | Profiling Posture  Client Provisioning  » Policy EI2  juthentication Authorization
Profiling Posture

kd Client Provisioning Policy Elements

Falicy by configuring rules hased on identity groups andfor other condi Dictinnaries

dministration = Systerm = Backup & Restore = Policy Export Page conditions

Lies - | Results

olO|X|of EAIE CHE M =S ArQlstL|C}H

Ilcllis‘l':loh Identity Serices Engine oime Context Visibilty » Operations v A dministration »Wark Certers License 'y
Authentication Authorization Profiing  Posture  Clisnt Provisioning v Policy Elemernts

figuring rules based on identity groups andior ather conditions. Drag and drop rules to change the order.
= System = Backup & Restare = Policy Export Page

-l

Conditions (identity groups and other conditions) Permis=ions

: M
i Insert Mew Rule Above J7

Insert Mew Rule Below

Duplicate Abowe
[uplicate Below

HX #=lo| 0|5 UM A ZRIET X{EHEl ID 2 & (AccessPoints)2 ME4EILICE MAC FAE Al
Xt O|& HIYHZZE CIBSI7 |2 B™E B2 User Identlty Groups(AF& X+ ID 2 &)E MEist D,
AP MAC =4 E EEZQIER 2BS7|E2 MENSH ZF2 Endpoint Identity Groups(IEZQIE ID 1
E)8& MEgLIC.

» [[ AP authentication] | Acc.. [—}'" | Radius:Service-Type EQUALS Cal... ]
B yninismaiineas] Rad
s Ra |AcmPoﬁnts I:I = o
Acg User Identity Groups
CTIIETETE Rad | o)
bt Wit G- = B
& [GuestType_Weekly (default]
- - Ra
P B OWN_ACCOUNTS (default)
— Rad.. B GROUP_ACCOUNTS (default)
2 Employee
Standard Rule 2_copy f  (Radius:Called-Station-1D ENDS_WITH 6827 GuestType Daily (default
Access:UseCase EQUALS Guest Flow B CULT/DA DAty (GEa)
Standard Rule 2 I  Radius:Called-Station-ID ENDS_WITH 6827
B GuestType_Contractor (default)
Wireless Black List Default I Blacklist AND Wireless_Access @ ALL_ACCOUNTS (default)
JHCHE O] &l {3t F Mt 20 ZEMAE =™ot= CHE 7S ME{EFLICE O] oflof M
= et 20 Z2MATF HHIA R S8t 2012 AL85t1 218 70| IP 4 10.88.173.5201 A



2k H2 o Fajof 2L

| AuthZ Pr...

Radius:Service-Type EQUALS Cal...

[F1 Add All Conditions Below to Library

!~ Condition Name Description AND ~
i |Radius:5ervice-Type Equals - | |Ca|| Check =
J

|Radius:NAS-IP-Ad... Equals  ~| |10.88.173.52 .

ObR|Zt o2, s PRl TEEH 22t0|HEof BEE M o
2/5t Ct= olO|x|ofl EAIE CHE R{ZELICH.
Permissions

PermitAccess

Status Rule Name Conditione (identity groups and other conditions)
Radius:Service-Type EQUALS Call Check

Fa AP authentication AccessPoints
Radius:NAS-IP-Address EQUALS 10.88.173.52

f&LCH gL Het foi S50 &

N 2D HEZ0) 00| (ZE APS| 94ZH0] BOIR|K| A
MEHEl 3 HEER{9t0| E4I10| 27|T CHA| & 712 AT 6t Q15 Z2MA 7 FISSILICH
St mac A7} 2ZE = RADIUS Aol LI E|X| ofom HE Eajof CHA| EQIE &
iz Lich
o o - —

CIS& selgru|ct

9800 WLCOIA ap Q15 S22 2HAistai= x| 2HOISL|C}

<tfroot>

# show ap auth-1list

Authorize APs against MAC : Disabled
: Enabled

Authorize APs against Serial Num :

Authorization Method List : <auth-1ist-name>

RADIUS ZiI|2 20| S & QIgrL|Ct.

<tfroot>

#

show run aaa

=X 52




WLC 98002 ALWAYS-ON £ 7|52 NMBELICI. o|Z2H st ZE AP 7 ol
22 =ZF HAIX7t X[SHMo 2 2ZE|MH, At EE= Eoll 2M = Aol CHst 208 2 = UsL

HE Sall SSHIEUZ S3l 9800 WLCO|

1204 EXM7F SA=EE W7ER|e] AZhol 238 FHE + JULS HEED M AZHS gL

# show clock

2CHA AlA

B x| agjo|Mof el ZHEE S HIH EE & Q|F syslogOllA syslogE £ Z&gfLICt. Of
ZAH 5t AAEH]

e 7 (Ues BR)E W=H &elgd + AU&LICH

# show Togging

# show debugging
IOSXE Conditional Debug Configs:

Conditional Debug Global State: Stop

IOSXE Packet Trace Configs:

Packet Infra debugs:

Ip Address Port

N 7 ofm RHT Lietslof glom, T Rxje BASHE X H(mac T4, ip F4 5)0] s
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# show Tlogging profile wireless filter { mac | ip } { <aaaa.bbbb.cccc> | <a.b.c.d> } to-file always-on-

MMo| 2EIXE EAlStHL IHUS 9|F TFTP Mo SAHE & U&LICH

# more bootflash:always-on-<FILENAME. txt>
always-on-<FILENAME. txt> tftp://a.b.c.d/path/always-on-<FILENAME. txt>

or
# copy bootflash:

rat Qe NEAR-E RS
Always-on X S5l TAt Sl EX|e] EE[HE &HQE = U= SE& HEIMSEIX| 2t 8
S, A7 ClHZe E445Hst T RARadio Active) 2518 AT 4 UALICH 221H X|HE 574
(0l Z2 B20IYIE mac T24)T 42 S Bsts BE T2 MHA CHE I 2l 50| MSE
L|CH
5ctA|. gdstE ClH =70 gl x| =elgLct
# clear platform condition all
6ttH|. 2LIE{”RE F4 EE0|ME mac | CHEt ClHO =72 g dstehuict
ol B MZE mac TAE 30E(1800%) S ZLIE{RsH7| AIRELICH MEixio 2 o] AlZte
2+ gL

# debug wireless mac <aaaa.bbbb.cccc> {monitor-time <seconds>}

25t24M mac &4 Y debug wireless mac

N a3 s ol = ol
<aaaa.bbb.cccc> BHH

|
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# no debug wireless mac <aaaa.bbbb.cccc>

ZUEE AlZHo| AatstHALE M a7t SHEIMH 9800 WLCE CHEot 22 O|§2| 24 utd
ra_trace_MAC_aaaabbbbcccc_ HHMMSS.XXX_timezone_DayWeek_Month_Day_year.log

ottHl. MAC 4 89| tdg +=EELICE. RAFH JogE 2/F AMHO| SASHHL £33 &t
ol X EAIE + AU&LICH

RA £X mto| o|F & = Ql&LIct

# dir bootflash: | inc ra_trace

IUE 2F Mol S AL

# copy bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.log tftp://a.b.c.

rf
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# more bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.Tog

FdecHasd 238 o RiMls| EoiF= R 238
MEE CIHO 238 XHAM|5| 412 20|22 Z20[ed

10EHA|. 22 $4910] OF X Bt ¢
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# show Togging profile wireless internal filter { mac | ip } { <aaaa.bbbb.cccc> | <a.b.c.d> } to-file r
N zmol By s s eMAL BE 22 BlHol ChEF XIS WESHH 4TS YHE
L—IEP olg{et &g 7 & B4st= Ol =20| E|=5 Cisco TACE 355t A A2,

ra-internal-FILENAME txt& 2|5 MHO| SASHLE 22332 SIHO| &Y EAIE = U&LICH
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# copy bootflash:ra-internal-<FILENAME>.txt tftp://a.b.c.d/ra-internal-<FILENAME>.txt

i
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>

r

# more bootflash:ra-internal-<FILENAME>.txt

1MEHA. CIHO ZZHE M AHELICE

# clear platform condition all

Z4& H7HsHok gfLch.
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