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Z|I2Ho 2 MAIQ 7|12 o|HY mac FAE0| L2} /UELICH show version 2 EIZ|E| MAC &
GUIoi BFAFEIL|CE

CLIMIM 7|22 2 2 mobility mac20| £ A|E! CHE 0000.000.000 LT} show run all | inc mobility mac-
address

98000| High Availability (HA) Stateful Switchover (SSO):
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1EtA|: GUIO|M configuration > Wireless > Mobility > Global Configuration.

Configuration = » Wireless~ » Mobility ]

Global Configuration Peer Configuration
Mobility Group Mame* default
Multicast IPv4 Address 0.0.0.0

Multicast IPve Address

Administration
Keep Alive Interval (sec)* 10
Licensing
Mobility Keep Alive Count* 3
Troubleshooting
Mobility DSCP Value® 438
Walk Me Through »
[ Mobility MAC Address® 001e.e67e. 751 ]

CLIE &3l

# config t
# wireless mobility mac-address <AAAA.BBBB.CCCC>
# wireless mobility group name <mobility-group-name>

1&2t7|. 9800 wWLC S| =2 & 2[E| Zu|azf|olM&E +=EELICt.



£ 9800 WLC2| < configuration > Wireless > Mobility > Global Configuration Cisco2| IT & Z]0| Mobility
Group Name ol Mobility MAC Address.

CLIE &3t

#show wireless mobility summary
Mobility Summary

Wireless Management VLAN: 2652

Wireless Management IP Address: 172.16.51.88
Wireless Management IPv6 Address:

Mobility Control Message DSCP Value: 48
Mobility Keepalive Interval/Count: 10/3
Mobility Group Name: default

Mobility Multicast Ipv4 address: 0.0.0.0
Mobility Multicast Ipvé address:

Mobility MAC Address: 00le.e67e.75ff
Mobility Domain Identifier: 0x34ac

287 mjo{ T golM F7}

Eb AH Configuration > Wireless > Mobility > Peer Configuration Ijo| HEZ2| MEE 2|25t |C}. & 9800
WLCO| CHEH S5t shofe 233t |C}.

Monitoring W Mability Peer Configuration

Configuration & Add

Administration 3 IP Andress - Public I ~  Group Name .

0 } v

& Troub

Mon-Local Mobility Group Multicast Configuration




Add Mobility Peer x

MAC Address* 001e.e67e.75ff

Peer IPv4/IPv6 Address* 172.16.51.88

Public IPv4/IPv6 Address 172.16.51.88

Group Name* default | v

Data Link Encryption [. DISABLED |

SSC Hash ‘- SSC Hash (must
CLIE S35l
# config t

# wireless mobility group member mac-address <peer-mac-address> ip <peer-ip-address> group
<group-name> [ data-link-encryption ]
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Ef A4 Configuration > Wireless > Mobility > Global Configuration Cisco2| IT =Z|0| Mobility Group Name gl
Mobility MAC Address.

Configuration ™ » Wireless~™ > Mobility ]

Global Configuration Peer Configuration
Mobility Group Name™ default
Multicast IPv4 Address 0.0.0.0

Multicast IPve Address

( Administration
Keep Alive Interval (sec)® 10
nsing
Mobility Keep Alive Count® 3
Troublesho
Mobility DSCP Value® 48
Walk Me Through »
[ Mobility MAC Address® 001e.e67e.75ff

CLIE S4t:

#show wireless mobility summary
Mobility Summary

Wireless Management VLAN: 2652

Wireless Management IP Address: 172.16.51.88
Wireless Management IPv6 Address:

Mobility Control Message DSCP Value: 48
Mobility Keepalive Interval/Count: 10/3
Mobility Group Name: default

Mobility Multicast Ipv4 address: 0.0.0.0
Mobility Multicast Ipvé6 address:

Mobility MAC Address: 00le.eb67e.75ff
Mobility Domain Identifier: 0x34ac

2Et7|. 9800 WLCOI| A SHA| gt =&

# show wireless management trustpoint
Trustpoint Name : Jay-9800_WLC_TP



Certificate Info : Available

Certificate Type : SSC

Certificate Hash : d7bde0898799dbfeffd4859108727d3372d3a63d
Private key Info : Available

FIPS suitability Not Applicable

3E7l. 9800 WLC MHEE AireOS WLCO| F7}&fL]C}.

|E:'|I'&'|| CONTROLLER > Mobility Management > Mobility Groups > New.

Sawve Configuration  Fing  Logout Refresh
inin = . =

cisco MONITOR ~ WLAMs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS User:admin(Readwrite) M Hame
e——

Controller Static Mobility Group Members
Ganeral
n— Lacal Mobsility Group  TEST
Inventory P
e MAC Address Address(Ipwa /Ipw6) Group Mame Multicast IF Status Hash Key Seoure Mobility
D806 8d ac: Fhogd 108817372 TEST (RN N Up rone HA

Interface Groups
Multicast

b Natwork Routas

b Fabric Configuration

F Redundancy

* Maobility Management
Mubiity Groups
Mok ey A or Config

Muslticast Messsiaging

Sawe Configuration  Ping  Logout Refresh

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS L User:admin(ReadWrite) M Home
Mobility Group Member > New | <Back | | apply |

Member IP Address(lpvd/lpv6)  [172.16.51.88

Member MAG Address [001e.e67e. 756 |

Group Name | defauit |

Secure Mability Enabled v

Data Tunnel Encryption

High Ciper [ Disabled v|

Hash [d7bde0898799dbreffd4859108727d3372d3a63d |

1. Hash, Secure mobility and Data Tunnel Encryption are not supported for IPv6 members

23 S AlE 980001 A C9800-CLI Z2 KA MHE QUSME AIE5tE B0
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X| et&Lct.

CLIE S35l

>config mobility group member add <9800 mac-address> <9800 WLC-IP> <group-name> encrypt enable
>config mobility group member hash <9800 WLC-IP> <9800 WLC-Hash>
>config mobility group member data-dtls <9800 mac-address> disable

9800 WLC Zim|1ejo|4
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AireOS GUI0| 21213104 CONTROLLER > Mobility Management > Mobility Groups MAC F£4, IP &4 3
& o|§2 7|58l SLct.

afee]n

CISCO MONITOR WLAMs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP
Controller Static Fh‘!ﬂl:lil"'."‘.lI Group Members
General
Icons Local Mobility Group  TEST
Inventory 1P
Interfaces MAC Address Address(Ipvad Ipve) Group Mame Multicast IP
D&8:96:ad:ac:3b:Bf 10.88.173.72 TEST 0.0.0.0
Interface Groups 2
Multicast D0:1e:e6: Te:75:ff 172.16.51.88 defauit 0.0.0.0
b Network Routes
} Fabric Configuration
¢ Redundancy
w Mobility Management|
Maobility Groups
Mobility Anchor Config
Multicast Messaging
= =Y.
CLIE S3l:
>show mobility summary
Mobility ProtocOl POrt. ... iinieeeeeenennn 16666
Default Mobility DOmMAIN. . ....ueueeeeneeeeeennnn. TEST
Multicast Mode . ...ttt ittt et Disabled
Mobility Domain ID for 802.11r................... 0x6ef9
Mobility Keepalive Interval...................... 10
Mobility Keepalive COUNE. ...ttt it ieeeeeenennn 3
Mobility Group Members Configured................ 2
Mobility Control Message DSCP Value.............. 48

Controllers configured in the Mobility Group

MAC Address IP Address Group Name Multicast IP
Status

08:96:ad:ac:3b:8f 10.88.173.72 TEST 0.0.0.0

Up

2Et7#|. 9800 WLCOI| AireOS WLC HE & F7}HEfLICH

GUIE Sdfl Ct52 &Lt

EI:II-A—HI Configuration > Wireless > Mobility > Peer Configuration > Add



Configuration = » Wireless ™ >  Mobility

Global Configuration [ Peer Configuration ]

" Mobility Peer Configuration

|I s
L L&)

MAC w P « Public +~ Group +~ Multicast -~ Multicast

Addrass Addrass IP Nama IPvd IPvE Status ~] PMTU «~ 33CHash

0Mees?e 75f 172.1651.88 N/A default 0.0.0.0 : MNIA NFA d7bde0BIE79
1 10 =

Non-Local Mobility Group Multicast Configuration

AireOS WLC MEE |29 §hL|ct.

#1:9800 WLCHIME ZHEE Z8iQ ¢ 55t7t &4 M35 E[0] A2 B2 Aire0OS F0iM £
ot D EIZ|E|E A 5tatof g LCt. :LE4L+ ClolH &3 ¢ §§+ MEH A ILICH 9800 Zof
M & d3tet 3 AireOSOIM CHE 2 AFE5t0{ #9355t A2, config mobility group
member data-dtls enable

Add Mobility Peer X

MAC Address* 0896.adac.3bBf
Peer IPv4/IPvE Address* 10.88.173.72 = Ping Test
Public IPv4/IPvE Address 10.88.173.72
Group Name® TEST v
Data Link Encryption [. DISABLED ]
SSC Hash Enter SSC Hash (must
CLIE S3l:
# config t

# wireless mobility group member mac-address <peer-mac-address> ip <ip-address> group <group-
name>

Ct&& &elgct.



70| SHZAH X SsteEX] #FQlotedH o] MM E HEsHAAL.

AireOS WLC #&}ol

>show mobility summary

Mobility ProtoCOl POrt.. ...ttt 16666
Default Mobility DOmMAIN. ... vii e e eeeeeennnnns TEST
Multicast MOde ...ttt ittt e et Disabled
Mobility Domain ID for 802.11r.............c...... 0x6ef9
Mobility Keepalive Interval...............cuuo... 10
Mobility Keepalive COUNL. ...ttt ieeieennennn 3
Mobility Group Members Configured................ 2
Mobility Control Message DSCP Value.............. 48

Controllers configured in the Mobility Group

MAC Address IP Address Group Name
Multicast IP Status

00:1le:e6:7e:75:ff 172.16.51.88 default
0.0.0.0 Up

08:96:ad:ac:3b:8f 10.88.173.72 TEST
0.0.0.0 Up

Catalyst 9800 WLC & Q!

#show wireless mobility summary
Mobility Summary

Wireless Management VLAN: 2652

Wireless Management IP Address: 172.16.51.88
Mobility Control Message DSCP Value: 48
Mobility Keepalive Interval/Count: 10/3
Mobility Group Name: mb-kcg

Mobility Multicast Ipv4 address: 0.0.0.0
Mobility Multicast Ipvé6 address:

Mobility MAC Address: 00le.eb67e.75ff

Controllers configured in the Mobility Domain:

Ip Public Ip Group Name Multicast IPv4
IPv6 Status PMTU
172.16.51.88 N/A default 0.0.0.0
N/A N/A
10.88.173.72 10.88.173.72 TEST 0.0.0.0
Up 1385
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debug mobility handoff enable

debug mobility error enable

debug mobility dtls error enable

debug mobility dtls event enable

debug mobility pmtu-discovery enable

debug mobility config enable

debug mobility directory enable

2¢HA Zm[ago|Md R & £3 =2l
AiroS WLCOIM d3 3l R2|E| Ef'd A
*capwapPingSocketTask: Feb 07 09:53:38.507:
172.16.0.21:16667

*capwapPingSocketTask: Feb 07 09:53:38.507:
*capwapPingSocketTask: Feb 07 09:53:38.508:
bytes: 48

*capwapPingSocketTask: Feb 07 09:53:38.508:
clr_pkt_len 2048 peer acl00015
*capwapPingSocketTask: Feb 07 09:53:38.508:
*capwapPingSocketTask: Feb 07 09:53:38.508:
frag_len=23

*capwapPingSocketTask: Feb 07 09:53:38.508:
172.16.0.21:16667

*capwapPingSocketTask: Feb 07 09:53:38.508:
*capwapPingSocketTask: Feb 07 09:53:38.508:
bytes: 48

1

!<--output-omited-->

1

*capwapPingSocketTask: Feb 07 09:53:38.511:
validation as success
*capwapPingSocketTask: Feb 07 09:53:38.511:
*capwapPingSocketTask: Feb 07 09:53:38.511:
172.16.0.21:16667

*capwapPingSocketTask: Feb 07 09:53:38.511:
172.16.0.21:16667

*capwapPingSocketTask: Feb 07 09:53:38.511:
bytes: 503

*capwapPingSocketTask: Feb 07 09:53:38.511:
bytes: 56

*capwapPingSocketTask: Feb 07 09:53:38.511:
clr_pkt_len 2048 peer acl00015
*capwapPingSocketTask: Feb 07 09:53:38.511:
*capwapPingSocketTask: Feb 07 09:53:38.511:
frag_len=6

*capwapPingSocketTask: Feb 07 09:53:38.523:
172.16.0.21:16667

*capwapPingSocketTask: Feb 07 09:53:38.523:
*capwapPingSocketTask: Feb 07 09:53:38.523:
*capwapPingSocketTask: Feb 07 09:53:38.523:
*capwapPingSocketTask: Feb 07 09:53:38.523:
*capwapPingSocketTask: Feb 07 09:53:38.523:
*capwapPingSocketTask: Feb 07 09:53:38.524:
*capwapPingSocketTask: Feb 07 09:53:38.524:
*capwapPingSocketTask: Feb 07 09:53:38.524:
bytes: 56

*capwapPingSocketTask: Feb 07 09:53:38.527:
bytes: 91

*capwapPingSocketTask: Feb 07 09:53:38.527:

A
o

39| of.

Client initiating connection on 172.16.0.5:16667 <->

Sending packet to 172.16.0.21:16667
Received DTLS packet from mobility peer 172.16.0.21

mm_dtls2_process_data_rcv_msg:1207 rcvBuflLen 48

Record
Hndshk

type=22, epoch=0, seqg=0

type=3, len=23 seqg=0, frag_off=0,

Handshake in progress for link 172.16.0.5:16667 <->

Sending packet to 172.16.0.21:16667
DTLS consumed packet from mobility peer 172.16.0.21

dtls2_cert_verify callback: Forcing Certificate
Peer certificate verified.
Handshake in progress for link 172.16.0.5:16667 <->

Nothing to send on 1link 172.16.0.5:16667 <->

DTLS consumed packet from mobility peer 172.16.0.21
Received DTLS packet from mobility peer 172.16.0.21
mm_dtls2_process_data_rcv_msg:1207 rcvBuflLen 56

Record
Hndshk

type=22, epoch=0, seg=6

type=13, len=6 seqg=3, frag_off=0,

Handshake in progress for link 172.16.0.5:16667 <->

Sending packet to 172.16.0.21:16667
Sending packet to 172.16.0.21:16667
Sending packet to 172.16.0.21:16667
Sending packet to 172.16.0.21:16667
Sending packet to 172.16.0.21:16667
Sending packet to 172.16.0.21:16667
Sending packet to 172.16.0.21:16667

DTLS consumed packet from mobility peer 172.16.0.21

Received DTLS packet from mobility peer 172.16.0.21

mm_dtls2_process_data_rcv_msg:1207 rcvBufLen 91



clr_pkt_len 2048 peer acl00015

*capwapPingSocketTask: Feb 07 09:53:38.527: Record : type=20, epoch=0, seg=8
*capwapPingSocketTask: Feb 07 09:53:38.527: Connection established for link 172.16.0.5:16667 <->
172.16.0.21:16667

*capwapPingSocketTask: Feb 07 09:53:38.527: ciperspec 1

*capwapPingSocketTask: Feb 07 09:53:38.527: Nothing to send on link 172.16.0.5:16667 <->
172.16.0.21:16667

*capwapPingSocketTask: Feb 07 09:53:38.527: DTLS consumed packet from mobility peer 172.16.0.21
bytes: 91

*mmMobility: Feb 07 09:53:38.527: DTLS Action Result message received

*mmMobility: Feb 07 09:53:38.527: Key plumb succeeded

*mmMobility: Feb 07 09:53:38.527: mm_dtls2_callback: Connection established with
172.16.0.21:16667

*mmMobility: Feb 07 09:53:38.527: mm_dtls2_db_status_up:895 Connections status up for entry
172.16.0.21:16667

*mmMobility: Feb 07 09:53:38.527: mm_dtls2_callback: DTLS Connection established with
172.16.0.21:16667, Sending update msg to mobility HB

Catalyst 9800 WLC

184, X7 d A MARIe] Azl 238 FME + JUES HEES] AlZhe M Azt &
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# show clock
2CHA| EX|Qt #tEE = = Cisco 10S BHe| MEJ i A ZEEH 208 &L Ch

# show logging

SEHA, ST FA0| CHEH M Al 5HS 2RI BlY £HS S FFLICH ZHhY T/of IP £ MACE A8
stod WERE 4 aLict

# show logging profile wireless filter ipv4 to-file bootflash:ra-AAAA.BBBB.CCCC.txt

Ol BB 2|2 108 2 208 ddotH, Ol AlZFE BH22 ™Y + UELICH show logging
profile wireless last 1 hour filter mac AAAA.BBBB.CCCC to-file bootflash:ra-AAAA.BBBB.CCCC.txt.

Mol LHEE EAlst7HLE THAUE 2|F TFTP Aol SALE = /&L

# more bootflash:always-on-<FILENAME. txt>
or

# copy bootflash:always-on-<FILENAME.txt> tftp://a.b.c.d/path/always-on-<FILENAME. txt>

oM A 2



Always-on 217} BH{ ZHu|2 20| Boll EE|HE EXME 7|0 S22 HEE X35t et=
A 2R | L X E &5 e &= UESLICH Radio Active RA) X - I AHM|EF Z2MA EHE
=1 x.||_._ol-|’||:|._

1EtA|. o|O| &-dstE Cl{a =70| ei= K| & elguct.

# show debugging
IOSXE Conditional Debug Configs:

Conditional Debug Global State: Stop

IOSXE Packet Tracing Configs:

Packet Infra debugs:

Ip Address Port

# no debug platform condition feature wireless { mac <aaaa.bbbb.cccc> | ip <a.b.c.d> }

BE E7S RHSBB(HY L)

- L=

# clear platform condition all

2EHA. ELEHZE FAQ| CIHO =S FIHefLCH

# debug platform condition feature wireless ip <a.b.c.d>

:*.I'-_'LZ = O|é>|' | HEE|E| -U-|O‘|§ %MO‘“ EL—|E‘| 0|'E=|E'=| debug platform condition feature wireless
mac MAC FAE HH.

37| 9800 WLCHIM X|HE FA &2 ZLIEZE AIESHES §fLCh

# debug platform condition start

FHl

I Lo =86t fld 2 Wo| LtiRXMo = HIHZ L =22 ZEE| #82| £20
NEEE =)

AEHA|. 2LIE{E 2XILE SEH2 RHFErLICH

5EH7A|. ClH2E SXIFLICH



# debug platform condition stop
6|:|-7:|| _Jt %F% O| 7<E=|° /\IIoI-L_||:|.

# show logging profile wireless filter ipv4 to-file bootflash:ra-AAAA.BBBB.CCCC.txt

Ol HH x|t 102 St 208 MLt B show logging profile wireless last 1 hour filter
mac AAAA.BBB.CCCC to-file bootﬂash:ra-AAAA.BBB.CCCC.txtE A &5to] O] AlZhE ZHE =
AU&Lct.

jul
0jo

& StLIE S AFSHHLE FiLeNaME.xt 215 HE{Of| @425 7L} &tdol| £33 & E AR LICH

=

LS 21F M| SA}:

# copy bootflash:FILENAME.txt tftp://a.b.c.d/ra-FILENAME. txt
ZEIX EAl:

# more bootflash:ra-FILENAME. txt

7EHA. 05| Ml RIQIE HE = Qi 49 209 R tleE =&t

CHA| CIHZE 2= &LICH LIRXMo R o|0| XMEE EO8 AS6tE|, o -
Xl

RlgfLict)

# show logging profile wireless internal filter ipv4 to-file bootflash:raInternal-
AAAA.BBBB.CCCC. txt
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# copy bootflash:FILENAME.txt tftp://a.b.c.d/ra-FILENAME. txt
ZEIX EA;

# more bootflash:ra-FILENAME. txt
8EtA. ClHO =748 A g Lct

# clear platform condition all

o 22X 6siE MM = 4 Ll dEfE A7 2ok

9800 WLCOIA H&el HLE|E| E'd 4 d 9| of.

2021/09/28 10:20:50.497612 {mobilityd R0-0}{1}: [errmsg] [26516]: (info): %MM NODE_LOG-6-
MEMBER_ADDED: Adding Mobility member (IP: IP: 172.16.55.28: default)

2021/09/28 10:20:52.595483 {mobilityd R0-0}{1}: [mm-client] [26516]: (debug): MAC:
0000.0000.0000 Sending keepalive_data of XID (0) to (ipv4: 172.16.55.28 )



2021/09/28 10:20:52.595610 {mobilityd RO-0}{1}:
172.16.55.28 PMTU size is 1385 and calculated additional header length is 148
2021/09/28 10:20:52.595628 {mobilityd RO-0}{1}:

0000.0000.0000 Sending keepalive_ctrl_req of XID

2021/09/28 10:20:52.595686 {mobilityd RO-0}{1}:

[mm-pmtu] [26516]: (debug): Peer IP:

172.16.55.28 keepalive data packet misssed, total missed packet = 1
2021/09/28 10:20:52.595694 {mobilityd RO-0}{1}:

172.16.55.28 keepalive ctrl packet misssed, total missed packet = 1
2021/09/28 10:21:02.596500 {mobilityd RO-0}{1}:

0000.0000.0000 Sending keepalive_data of XID

2021/09/28 10:21:02.596598 {mobilityd RO-0}{1}:

172.16.55.28 keepalive data packet misssed, total missed packet = 2
2021/09/28 10:21:02.598898 {mobilityd RO-0}{1}:

00le.e68c.5dff Received keepalive_data,

2021/09/28 10:21:12.597912 {mobilityd RO-0}{1}:

0000.0000.0000 Sending keepalive_data of XID

2021/09/28 10:21:12.598009 {mobilityd RO-0}{1}:

172.16.55.28 Data link set state to UP

2021/09/28 10:21:12.598361 {mobilityd RO0-0}{1}:

KEEP_ALIVE: Mobility Data tunnel to peer IP:

! I<--output-omited-->

2021/09/28 10:21:22.604098

type: 22, handshake

2021/09/28 10:21:22.604099

hello

2021/09/28 10:21:22.611477

type: 22, handshake

2021/09/28 10:21:22.611555

type: 22, handshake

2021/09/28 10:21:22.611608

type: 22, handshake

2021/09/28 10:21:22.611679

type: 22, handshake

2021/09/28 10:21:22.611933

Port: 16666,
success

Local IP:

172.

2021/09/28 10:21:22.612163

Host:

! I<--output-omited-->

{mobilityd RO-0}{1}:

{mobilityd RO-0}{1}:

{mobilityd RO-0}{1}:

{mobilityd RO-0}{1}:

{mobilityd RO-0}{1}:

{mobilityd RO-0}{1}:

{mobilityd RO-0}{1}:
16.51.88 Port: 16666

{mobilityd RO-0}{1}:

172.16.55.28[16666] Completed cert verification,

2021/09/28 10:21:52.603200 {mobilityd RO-0}{1}:

172.16.55.28 Control link set state to UP

2021/09/28 10:21:52.604109 {mobilityd RO-0}{1}:
KEEP_ALIVE: Mobility Control tunnel to peer IP:

LHEE o= A

conf t

Fm|ae)olM JES L

HEOo| A2 WLC Ztol nEtE|E= o3l &felsteE ol o
Z = Z30| Z&LICH Access Control Lists (ACLs) ZH&

ip access-1list extended <ACL_NAME>
10 permit ip host <WLC_IP_ADDR> host <PEER_WLC_IP_ADDR>
20 permit ip host <PEER_WLC_IP_ADDR>host <WLC_IP_ADDR>

sub type:

(was DOWN)

[mm-client] [26516]: (debug): MAC:
(80578) to (ipv4: 172.16.55.28 )
[mm-keepalive] [26516]: (note): Peer IP:
[mm-keepalive] [26516]: (note): Peer IP:
[mm-client] [26516]: (debug): MAC:
(0) to (ipv4d: 172.16.55.28 )
[mm-keepalive] [26516]: (note): Peer IP:
[mm-client] [26516]: (debug): MAC:
0 of XID (0) from (ipv4: 172.16.55.28 )
[mm-client] [26516]: (debug): MAC:
(0) to (ipv4d: 172.16.55.28 )
[mm-keepalive] [26516]: (note): Peer IP:
[errmsg] [26516]: (note): %MM_NODE_LOG-5-

172.16.55.28 changed state to UP

[ewlc-infra-evqg] [26516]: (debug): DTLS record
[ewlc-infra-evqg] [26516]: (info): DTLS client
[ewlc-infra-evqg] [26516]: (debug): DTLS record
[ewlc-infra-evqg] [26516]: (debug): DTLS record
[ewlc-infra-evqg] [26516]: (debug): DTLS record
[ewlc-infra-evqg] [26516]: (debug): DTLS record
[mm-dtls] [26516]: (note): Peer IP: 172.16.55.28

DTLS_SSC_HASH VERIFY_CB: SSC hash validation

[ewlc-dtls-sessmgr] [26516]: (info): Remote
status :CERT_VALIDATE_SUCCESS

[mm-keepalive] [26516]: (note): Peer IP:

(was DOWN)

[errmsg] [26516]: (note): %MM_NODE_LOG-5-
172.16.55.28 changed state to UP

0
4> 40



end

2B A 2R of7HH~E HolF LIt

monitor capture <CAPTURE_NAME> access-1list <ACL_NAME> buffer size 10 control-plane both
interface <INTERFACE_NAME> both limit duration 300

#F1: INTERFACE_NAME OH7HEd~0f CHEF 22| QIE{H 0| A S MEHEFL|CE.

3EAL ™ E AR LICH

monitor capture <CAPTURE_NAME> start

ACHH|. Y E SXIELICH

monitor capture <CAPTURE_NAME> stop

52t Al Troubleshooting(E 24 # &) > Packet Capture on GUI(GUINIM TZ! Zi#{)2 0|S5o{ mj

20 A mYg £EBLICH
etxel 24 sid AlLtZ|
CtZ odl= 98007H2| WLC AlOjol| EHE EHHE gLt

HdE 2M=Z Qg Mo K Cloj|E B2 &t

A}% Always-On-Logs | Embedded packet captures T'_‘X'" 6|'|7 = 'cr)"%n_l' —7;S7|' g_‘?'_% X‘l"cT;‘%"E:an_:i

2021/09/28 09:54:22.490625 {mobilityd_RO-0}{1}: [mm-client] [26516]: (debug): MAC:
0000.0000.0000 sending keepalive_ctrl_req of XID (80552) to (ipv4: 172.16.55.28 )

2021/09/28 09:54:22.490652 {mobilityd R0-0}{1}: [mm-keepalive] [26516]: (note): Peer IP:

172.16.55.28 keepalive data packet misssed, total missed packet = 29

2021/09/28 09:54:22.490657 {mobilityd R0-0}{1}: [mm-keepalive] [26516]: (note): Peer IP:

172.16.55.28 keepalive ctrl packet misssed, total missed packet = 10
2021/09/28 09:54:32.491952 {mobilityd RO-0}{1}: [mm-client] [26516]: (debug): MAC:
0000.0000.0000 sending keepalive_data of XID (0) to (ipv4: 172.16.55.28 )

2021/09/28 09:54:32.492127 {mobilityd R0-0}{1}: [mm-keepalive] [26516]: (note): Peer IP:

172.16.55.28 keepalive data packet misssed, total missed packet = 30

u_H?I 9H7;.|: == N X=1 §k0|g|.= E” 3 Lll:l'
- O E 71 L= — =
98 2021-@89-28 12:33:52.92493% 172.16.51.88 172.16.53. 28 116 Mobi-Control - PingReq[Malformed Packet]
91 2021-89-28 12:34:82.925946 172.16.51.8B 172.16.53.28 172 Mobi-Data Keep-Alive - Mobility CAPWAPR Ping
9z 2021-@9-28 12:34:12.92504E 172.16.51.8B 172.16.55.28 172 Mobi-Data Keep-Alive - Mobility CAPWAP Ping
93 2021-89-28 12:34:22.027045 172.16.51.8B 172.16.55.28 172 Mebi-Data Keep-Alive - Mobility CAPWAP Ping
o4 2021-89-28 12:34:22.927045 172.16.51.8B 172.16.55.28 116 Mobi-Contrel - PingReq[Malformed Packet]
95 2021-09-28 12:34:32,927945 172.16.51.BB 172.16.53.28 172 Mobi-Data Keep-Alive - Mobility CAPWAP Ping
96 ZBZ1-89-28 12:34:42.929%d4 172.16.51.8B 172.16.53. 28 172 Mobi-Data Keep-Alive - Mobility CAPWAP Ping
97 2021-@9-28 12:34:52.938951 172.16.51.8B 172.16.53.28 172 Mobi-Data Keep-Alive - Mobility CAPWAP Ping

debug ' WLC 25 Control 2= Data pingdl| CH8t SE 0| eig2 = QIgL|ct. Y=ol

=401 A
o= IP 20| {8 EIX|Bt ZE 16666 L= 166672 HERT HEtoM SAE = IS

ZLch.

Request
Request
Request

Request
Request
Request



WLC ¢+ Hm|azfo|Md ExI

O| 29 WLC zto| 2 & ZEof CHet A S = QIRRK|EF keepalive miss7t A& EA|EILICE.

=2

Af% Always-On-Logs 2! Embedded packet captures ‘E‘X‘" 5H7E=|E -?—|

ror

P& HEE NS stedH

2021/09/28 11:34:22.927477 {mobilityd RO0-0}{1}: [mm-client] [26516]: (debug): MAC:
0000.0000.0000 Sending keepalive_data of XID (0) to (ipv4: 172.16.55.28 )

2021/09/28 11:34:22.928025 {mobilityd RO-0}{1}: [mm-pmtu] [26516]: (debug): Peer IP:
172.16.55.28 PMTU size is 1385 and calculated additional header length is 148

2021/09/28 11:34:22.928043 {mobilityd RO-0}{1}: [mm-client] [26516]: (debug): MAC:
0000.0000.0000 Sending keepalive_ctrl_req of XID (80704) to (ipv4: 172.16.55.28 )
2021/09/28 11:34:22.928077 {mobilityd RO-0}{1}: [mm-keepalive] [26516]: (note): Peer IP:
172.16.55.28 keepalive data packet misssed, total missed packet = 8

2021/09/28 11:34:22.928083 {mobilityd RO0-0}{1}: [mm-keepalive] [26516]: (note): Peer IP:
172.16.55.28 keepalive ctrl packet misssed, total missed packet = 3

I|04172.16.55.282| L§E 2= ZHI|ad|o|MH 2 UXIE & Qlst= o =20| ElLICh

2021/09/28 17:33:22.963 {mobilityd RO-0}{1}: [mm-keepalive] [27081]: (ERR): Peer IP:
172.16.51.88 Failed to validate endpoint: Invalid argument

2021/09/28 17:33:22.963 {mobilityd RO-0}{1}: [errmsg] [27081]: (ERR): %MM_NODE_LOG-3-
PING_DROPPED: Drop data ping from IP: 172.16.51.88. Failed to validate endpoint

ot 1 SEUX| 2 A ZEOE o|E £ K| pata Link Encryption HZE 2YZ|E| mac AL
Ct.

a8 €Y4x| 2a:

2021/09/28 17:33:22.963 {mobilityd R0-0}{1}: [errmsg] [27081]: (ERR): $MM_INFRA_LOG-3-
MSG_PROC_FAILED_GROUP_NAME_HASH: Pkt group name hash: 82FE070E6E9A37A543CEBED96DB0388F Peer
group name hash: 3018E2A00F10176849AC824E0190AC86 Failed to validate endpoint. reason: Group
name hash mismatch.

MAC &4 x| 21:

2021/09/28 19:09:33.455 {mobilityd RO-0}{1}: [errmsg] [27081]: (ERR): %MM_INFRA_LOG-3-
MSG_PROC_FAILED MAC_ADDR: Pkt MAC: 00le.e67e.75fa Peer MAC: 00le.e67e.75ff Failed to validate
endpoint. reason: MAC address mismatch.

DTLS $i=AHo|3 X
OlHEt S/ 2l 2Al= WLC ZHe| DTLS B A™ 1} 2r#do| QU&LICt ClolE{ ZZ7F UPO|X|gH A
o1 B2V} ot U2 &= UE&LICH bown.

[ TH

A}% Always-On-Logs E—J Embedded packet captures ‘E‘x'" 5”@% ‘?"%n_l' -7;S7|' HEE X‘”?T'Sg"E:an_

2021/09/28 19:30:23.534 {mobilityd RO0-0}{1}: [mm-msg] [27081]: (ERR): Peer IP: 172.16.51.88
Port: 16666 DTLS_MSG: DTLS message process failed. Error: Invalid argument

2021/09/28 19:30:23.534 {mobilityd RO0-0}{1}: [errmsg] [27081]: (warn): $MM_NODE_LOG-4-
DTLS_HANDSHAKE_FAIL: Mobility DTLS Ctrl handshake failed for 172.16.51.88 HB is down, need to
re-initiate DTLS handshake

2021/09/28 19:30:23.534 {mobilityd_R0-0}{1}: [ewlc-capwapmsg-sess] [27081]: (ERR): Source
IP:172.16.51.88[16666], DTLS message process failed. length:52

al A H

show crypto pki trustpoints commands 0|§A—| o.n.%

I

Use show wireless management trustpoint = elgfLCt.
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show wireless mobility summary($M R U2|E| 2 E A= A AHE S ZLE|E| MACE2 A
SoHR[EH BEA| A EE EHeE °**LII:+ x| 28|0]4M0d show run@ 2 FAEl mobility MACO|
AU=X| &l i Ze2[E|

A 5l Amaefo|Mol M RUZ|E| maco| FFEEIX| i 2 B, ARMHIO| WLCE Holl ZXIE
i B4Z2 |0, Ol Qs 22 E| E{do| AMufsti|ct.

ZHEHSE SHE "2 Configuration(Z1I| 281 0|4) > Wireless(F) > Mobility web UI(Z2 2 2|E| ¢!
Ul) BHO|X|2 0|S3}04 apply(X8)& FEHAIL. T2 242 2 AUEIE| MACO| 741|181 0] 4dof

MEELICH 28MH MACE &0 ZX| Al 8UsHA S Xl ZL2|E| E{do| EEEL|CH.

Ol ZEXMle =2 HHESZ Sl RElZ|E| ZHu|do|lMe T%o%h_ DEIZIE| MAC TAE FMGE
g e Aof wMstL|c MHg ME5IH ¥ UM REIZ|E| MAC FAE AISo =2 K& E
LIC}.
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. Catalyst 98000{| A<{ WLAN Anchor Mobility 7|5 74
. 7|8 X|¥ 8! M - Cisco Systems



https://www.cisco.com/c/ko_kr/support/docs/wireless/catalyst-9800-series-wireless-controllers/213912-configure-mobility-anchor-on-catalyst-98.html
https://www.cisco.com/c/ko_kr/support/index.html
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