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= Configuration > Tags & Profiles > Policy > + AddO|S &L Ct.

Add Policy Profile *

General Access Policies QOS and AVC Mobility Advanced

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

MName*

anchor-policy-profile | WLAN Switching Policy

Description

Enter Description | Central Switching

Status ENABLED . Central Authentication

Passive Client Central DHCP

J KKK

Encrypted Traffic Analytics B ossecen Central Association

Flex NAT/PAT
CTS Policy

Inline Tagging

SGACL Enforcement

Default SGT 2-65519

= Save & Apply to Device

04| AMmobiliy 74 9800 WLCL| IP FAE ME4EHLICE
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Add Policy Profile

General Access Policies QOS and AVC Mobility Advanced

Mobility Anchors

Export Anchor

Static IP Mability

Adding Mobility Anchors will cause the enabled WLANS to momentanily
disable and may resuit in loss of connectivity for some clients.

Drag and Drop/double click/click on the arrow to add/remove Anchors

Available (1) Selected (1)
Anchor IP Anchor IP Anchor Priority
& 1721605 3> &Y 1088.173.49 | Tertiary ... v €

= Save & Apply to Device

4TH7A|. Ol WLANE MH|ASHE QF HEEDQ} AAE APO| Y E A Ef 1 LIS WLANO]| 4 =H
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EConfiguration>Tags& Profiles > Tagso|%3|'o=| AH -‘_1-|'°EI% I'%7'||—|' 7|2|'_E |'OEI% M%E*I—IEP.

Edit Policy Tag x

Name™ | FT1 |
Description | Enter Description |
WLAN Profile + Policy Profile w
0 ‘ 10 - ‘ items per page Mo items to display

Map WLAN and Policy

WLAN Profile* | anchor-ssid vl

| Policy Profile* anchor-policy v
e —
=) v
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Pk EHj-Upda[e& Apply to DeviceOll B43 AFEF S ME ST & MEHSHMAIR.
Edit Policy Tag x
Lo |

Name*
Description | Enter Description
+ Add
WLAN Profile ~ Policy Profile v
anchor-ssid anchor-policy
| 10 - ‘iter’s per page 1-10f1items

1

.-| Update & Apply to Device

) APO| H& Ef3 & &S stHL o|0| ERstn QU

SEFA|(MEH AR
2 Configuration > Wireless > Access Points > AP name > General O| & & L|C}.



Edit AP »

General Interfaces High Awvailability Inventory Advanced
AP Name* | karlcisn-AP-30 ‘ Primary Software Version 8.5.97.110
Location® | default-location ‘ Predownloaded Status N/A
_ Predownloaded Version N/A
Base Radio MACG 000a.ad00.1f00
Mext Retry Time N/A
Ethernet MAG 000a.ad00.1f0
) ( 1 Boot Version 8.5.97.110
Admin Status | Enabled v |
( Y 10S Version
AP Mode | Local v
Mini I0S Version 0.51.0.3
Operation Status Registered
Fabric Status Disabled IP Config
Tags CAPWAP Preferred Mode  Not Configured
) Static IPv4 Address 11.11.0.38
Policy | PT1 v ‘
' : Static IP (IPv4/IPv6) i
Site | ST v
' ! Static IP (IPv4/IPv6) | 11.11.0.39 |
RF | RT1 v
’ MNetmask | 255.255.0.0
Gateway (IPv4/IPvE) | 11.11.0.1 |
DNS IP Address | 0.0.0.0 |
(IPv4/IPvB)
Domain Name | Cisco |
Time Statistics
Up Time 3 days O hrs 34
mins 26 secs
" Update & Apply to Devics

% 0 MBS Stupdate & Apply to Device® AP Ef 1 E& B17350 AP7t E{'d CAPWAPE CHA| A|&H5E2
2 9800 WLCRte| ¢dZ0| 771 Ctg S+ ELCt
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# config t

# wireless profile policy anchor-policy

# mobility anchor 10.88.173.105 priority 3
# no shutdown

# exit

# wireless tag policy PT1l

# wlan anchor-ssid policy anchor-policy

# exit

# ap aaaa.bbbb.dddd
# site-tag PT1
# exit

6THA|. 4719800 WLCH| 22215t Y7 A T 2 EHg HMEL|Ct 2|21 9800 WLCO|MH AtE &t
Aot S et o|F0| U=X| #lgrLch.

E Configuration > Tags & Profiles > Policy > + AddO|S & LICF.

Add Policy Profile x

General Access Policies QOS and AVC Mobility Advanced

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

Name* | anchor-policy-profile | WLAN Switching Policy
Description | Enter Description | Central Switching
Status ENABLED . Central Authentication

Passive Client B osceceo Central DHCP

< KON K

Encrypted Traffic Analytics B osceceo Central Association

Flex NAT/PAT
CTS Policy

Inline Tagging

SGACL Enforcement

Default SGT 2-65519

=| Save & Apply to Device
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Add Policy Profile »

General Access Policies QOS and AVC Mobility Advanced

Mobility Anchors

Export Anchor v

Static IP Mability

Adding Mobility Anchors will cause the enabled WLANs to momentarily
disable and may result in loss of connactivity for some clients.

Drag and Drop/double click/click on the arrow to add/remove Anchors

Available (2) Selected (0)

Anchor IP Anchor IP Anchor Priority

g 172.16.0.5 =

g 10.88.173.49 =

Anchors not assigned

~ Save 8 A0y 0 Devie

CLIOA|A:

Anchor 9800 WLC

config t

wireless profile policy <anchor-policy>
mobility anchor

vlan <VLAN-id_VLAN-name>

no shutdown

exit
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E Configuration > Tags & Profiles > Policy > + AddO| S & LIt

Add Policy Profile x

General Access Policies QOS and AVC Mobility Advanced
A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.
Name* ‘ anchor-policy ‘ WLAN Switching Policy
Description ‘ Enter Description ‘ Central Switching v/
Status Central Authentication v
Passive Client Central DHCP v
Encrypted Traffic Analytics Central Association vl
Flex NAT/PAT
CTS Policy
Inline Tagging
SGACL Enforcement
Default SGT 2-65519
=] Save & Apply to Device
EH O 2 Mobility 0| S 5t 7 A7 AireOS WLCE MEEFLICE 9800 WLCE= O H& =2 utlut 44 E
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Add Policy Profile x

General Access Policies QOS and AVC Advanced

Mobility Anchors

Expart Anchor

Static IP Maobility

Adding Mobility Anchors will cause the enabled WLANs to momentarily
disable and may result in loss of connectivity for some clients.

Drag and Drop/double click/click on the arrow to add/remove Anchors

Available (0) Selected (1)

Anchor IP Anchor IP Anchor Priority

&F 1088.173.105 | Tertiary ..

No anchors available

v e
= Save & Apply to Device

4THH|. Ol WLANE MH|ASHE 2F ZHE S HAZAE AP 2P & A B LH2] WLANO| &Y
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EConfiguration>Tags& Profiles > Tagso|%3|'o=| AH n"%'% Dn_l'%7‘||—|' 7|‘E‘ I[|- =

Edit Policy Tag x

MName* | PT1 |
Description | Enter Description |
WLAN Profile ~  Paolicy Profile w
] ‘ 10« ‘ items per page Mo items to display

Map WLAN and Policy

| Policy Profile* anchor—policy{ v
—
EE

WLAMN Profile* | anchor-ssid v |




M2 Ef T update & Apply to DeviceOl| H4E3 ALR 2 MESIEE MEISIAMAIL.
Edit Policy Tag x
Name* | PT1 |
Description | Enter Description
+ Add
WLAN Profile ~ Policy Profile -
anchor-ssid anchor-policy
1-10f1items

tems per page

1 | 10

-] Update & Apply to Device

SEFA|(MEH ALY AFOIE | & QlgfLch.

APOf| &&st7LE APZE O[O] JIEX

2 Configuration > Wireless > Access Points > AP name > General O| & & L|C}.



Edit AP »

General Interfaces High Awvailability Inventory Advanced
AP Name* | karlcisn-AP-30 ‘ Primary Software Version 8.5.97.110
Location® | default-location ‘ Predownloaded Status N/A
_ Predownloaded Version N/A
Base Radio MACG 000a.ad00.1f00
Mext Retry Time N/A
Ethernet MAG 000a.ad00.1f0
) ( 1 Boot Version 8.5.97.110
Admin Status | Enabled v |
( Y 10S Version
AP Mode | Local v
Mini I0S Version 0.51.0.3
Operation Status Registered
Fabric Status Disabled IP Config
Tags CAPWAP Preferred Mode  Not Configured
) Static IPv4 Address 11.11.0.38
Policy | PT1 v ‘
' : Static IP (IPv4/IPv6) i
Site | ST v
' ! Static IP (IPv4/IPv6) | 11.11.0.39 |
RF | RT1 v
’ MNetmask | 255.255.0.0 |
Gateway (IPv4/IPvE) | 11.11.0.1 |
DNS IP Address | 0.0.0.0 |
(IPv4/IPvB)
Domain Name | Cisco |
Time Statistics
Up Time 3 days O hrs 34
mins 26 secs
" Update & Apply to Devics

% 0 MBS Stupdate & Apply to Device® AP Ef 1 E& B17350 AP7t E{'d CAPWAPE CHA| A|&H5E2
2 9800 WLCRte| ¢dZ0| 771 Ctg S+ ELCt

CLIOA|A:

# config t



H* H H W

exit

H* H*

# exit

# ap aaaa.bbbb.dddd

# site-tag PT1

# exit

6EFHl. AireOS WLCE d7HE FHFLICH

Aire0OS0i| 219215404 EwLANs>wLANsO|S & L|CH. WLAN
O EELIR HFZ ols8HCt

nmm
Cisco

WLANSs

F WLANs
WLANS

» Advanced

MONITOR WLANs CONTROLLER WIRELESS SECURITY

wireless tag policy PT1
wlan anchor-ssid policy anchor-policy

WLANs

Current Filter:

WLAN ID Type

A s R B e

WLAN

None

[Change Filter] [Clear Filter)

wireless profile policy anchor-policy
mobility anchor 10.88.173.105 priority 3
no shutdown

g g Mg

Remote LAN oo

WLAN

Remote LAN ==

WLAN

anchor-ssid

WLAN SSID

anchor-gsid

L|CkMobility Anchors.

MANAGEMENT

o QEZ Tojl Yk BHa

HELP  FEEDBACK

Create New $ Go

Admin Status Security Policies

Enabled
Enabled
Enabled
Disabled
Disabled

[WPAZ][Autn(PSK]]
None
Web-Passthrough
BO2.1X, MAC Filtering
[WPAZ][Auth(802.1X])]

Saye Configurati



MONITOR WIRELESS

MANAG

SECURITY

CONTROLLER

WLANSs

Mobility Anchors

WLAN SSID anchor-ssid

Switch IP Address (Anchor)

Mobility Anchor Create

Switch IP Address (Anchor) | local =
Priority 1 | 3%]
Foot Notes

1. Priority number, 1=Highest priority and 3=Lowest priority{default).

CLIO A

> config wlan disable <wlan-id>
> config wlan mobility anchor add <wlan-id> <AireOS-WLC's-mgmt-interface>
> config wlan enable <wlan-id>

Foreign AireOS - Anchor 9800 WLC

AireOS Foreign with 9800 Anchor Network C+0[0{124
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Anchor-9800 WLC

8 Anchor-ssid

AireOS AnchorZ 9800 Foreign T+
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+ CWA(Central Web Authentication)
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Add Policy Profile x

General Access Policies QOS and AVC Mobility Advanced

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

Name*

anchor-ssid ‘ WLAN Switching Policy

Description | Enter Description ‘ Central Switching

Status ENABLED - Central Authentication

Passive Client Central DHCP

< N K K

Encrypted Traffic Analytics B osasen Central Assocition

Flex NAT/PAT
CTS Palicy

Inline Tagging

SGACL Enforcement

Default SGT 2-65519

=] Save & Apply to Device

I'=""Mobility9§ 0| & 5t04 & 43} & LIChexport Anchor. 12424 9800 WLCOH| s HA T 20U S A& 5t
£ WLANoO{ CHet 2874 9800 WLC7t ELICH. QI-.— AireOS WLCE= ¥71 9800 WLCE ZEI0|MEE

M&EE M Eclo|HET} °"':"5| WLAN O|E & 2{ELICt et &7 9800 WLCE AIEE 2

WLAN Z1I|ado|MHM2 41 Qo0 O] O|ES AI25t0{ A2t ZZH MA 2 nlalg oF £~ Ql& L
Ch.




Add Policy Profile *

General Access Policies QOS and AVC Mobility Advanced

Mobility Anchors

Export Anchor v

Static IP Mability

Adding Mobility Anchors will cause the enabled WLANs to momentarily
disable and may result in loss of connectivity for some clients.

Drag and Drop/double click/click on the arrow to add/remove Anchors

Available (2) Selected (0)

Anchor IP Anchor IP Anchor Priority

g 172.16.0.5 >

g 10.88.173.48 ? Anchors not assigned

= Save & Apply to Device

N 2ol HEER M ERTE 4167 Ylsf ol MM T2 Le SHMo= Aot &
L|Ct.

CLIOI[A:

Anchor 9800 WLC

config t

wireless profile policy <anchor-policy>
mobility anchor

vlan <VLAN-id_VLAN-name>

no shutdown

exit

HOH H W KR

4THA|. AireOS WLCE 2|2 7 A &tL|Ct.

AireOS0{| 21 92150dwLaNs> wLANsE O|S & L|CHWLAN & Z20i Q/= o}2iZ 5tAE 2 0|5 5104
£ Mobility Anchor M EH & L|C}
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cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANSs WLANs
F WLANs Current Filter: None [Change Filter] [Clear Filter] Create New §  Go
WLANS
¥ Advanced
WLAN ID Type Profile Name WLAN SSID Admin Status Security Policies
2 WLAN & - = Enabled [WPAZ][Auth(PSK)] -]
2 Remote LAN L5000 === Enabled None a
3 WLAN T e — R R Enabled Web-Passthrough (-]
4 Remote LAN oo — Disabled B802.1%, MAC Filtering ~ ]
5 WLAN anchor-ssid anchor-ssid Disabled [WPAZ][Auth(802.1X]] Er
S02.110
Forelgn Maps
Service
Advertlsements
Hotspot 20

9800 WLCZE 0| SSIDo| 7= A=t |C}.

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGE

Mobility Anchors

WLAN SSID anchor-ssid

Switch IP Address (Anchor)

‘ Mobility Anchor Create \

Switch IP Address (Anchor) | 10.88.173.105 # |
Priority 2 3%
Foot Notes

1. Priority number, 1=Highest priority and 3=Lowest priority({default).

CLIOA|A:

> config wlan disable <wlan-id>
> config wlan mobility anchor add <wlan-id> <9800 WLC's-mgmt-interface>
> config wlan enable <wlan-id>
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9800 WLCO{|A{ & Q|

show run wlan

show wlan summary

show wireless client summary

show wireless mobility summary

show ap tag summary

show ap <ap-name> tag detail

show wlan { summary | id | name | all }

show wireless tag policy detailed <policy-tag-name>

show wireless profile policy detailed <policy-profile-name>

FHOH OH OH KR KR K KR

AireOS WLCO{|A{ & QI

show client summary

show client detail <client-mac-addr>
show wlan summary

show wlan <wlan-id>
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# show clock

EfHH EE= QI‘=' syslogOll A syslogE = ZEl&fLICt. Of

20t AL ZE|Teo|Mof et ZE
ZA ot AlAE B 2 2R (/UeE ER)E WEAH = = JU&LICH
# show Tlogging
% & ELct ¥4 22|l m|oq
ol

|m ‘|)|'

3EtH. ™ mac = IP 40 CH$t always-on 23! 2i|E!
= ZEZE| Ed EM7t Qe B2 E= 74 22o|

LICH.

# show Togging profile wireless filter { mac | ip } { <aaaa.bbbb.cccc> | <a.b.c.d> } to-file always-on-

g & A&LCH

4EHA. MlMdef Z2E Qe QL TFTP Mol AL

# more bootflash:always-on-<FILENAME.txt>

or
# copy bootflash:always-on-<FILENAME.txt> tftp://a.b.c.d/path/always-on-<FILENAME.txt>

ZUFLCHZE A FHEE FH
Always-on 0| ZAL ¢l EX|e| EE|HE HQlstE Ol S22 BEE MSstx| gfeH =R
CIHZE &35t RA(Radio Active) &2 ZME = U&LICH 2™ X|™HE =H(0| B2
}O|°+_ mac F4)1 4% H&st= ZE ZZMA0 Csll ClH Bl &S MSFLCH =X
F ClHZE gdststedd EF° HHE HZstEAIR

5EHA|. gdshE ClHa =70] ¢



# clear platform condition all

6EtA. ZLIEHZE T4 Z2t0|AUE mac FAO CHet CIH =4S g4stefLict

O] H2 30E(1,800%) 52 MBI E MAC FAE ZLIERSHT| AIRFEILICH MEIMo 2 o AlZH
£ =|CH 2,085,978,494% )t K| =2 £ & LICtH

# debug wireless mac <aaaa.bbbb.cccc> {monitor-time <seconds>}

S 7. 3t Hol| £ |/g_g| Z2t0|HEE ZLIEZ 52 mac A Y debug wireless mac
<aaaa.bbb.cccc> WS Al&EtLICt

N oam2E HolUEd 2 4 U5 Moz wnRE22 Hold MMM Setolle
So| 30| EAISIX| gt&LICH

7EA. BLIE{>E ML S5 RiSHELICH

8EA|. 7|2 = FEE ELIE AlZto| ELHY| Mol EX|7F AMizkls 42 CIHAE SKIgLCH

# no debug wireless mac <aaaa.bbbb.cccc>

2 LIE AlZho] Zotst L CIH F40] SX|E™H 9800 WLCE CHETt £ 2 O|F 2 2Z ntg
AMerLCt ra_trace MAC_aaaabbbbcccc HHMM SS. XXX _timezone_DayWeek_Month_Day_year.log

ottHl. MAC =4 82| g =& LICE. RA FXME QIF M| SAHStHLEogEH E0l £342
o

=
AH EAE = A&LCH

# dir bootflash: | inc ra_trace



ItUE 20F Mol S AL

# copy bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.log tftp://a.b.c.

M
rZ
[
FH
>

# more bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.log

10|, 22 $4210| OFX| T2 6tX| B2 L Tl BY 218 Cf AHMI3| 20T E Lhe 23
AR 2727} 00| HEEE 6T alol 7| R EIHCDE Sa0IAEE CHA ClbE e
glom, AHAIE 2718 BHAISHEY EiLICH

HA —

rr

# show Togging profile wireless internal filter { mac | ip } { <aaaa.bbbb.cccc> | <a.b.c.d> } to-file r

2 ZE Zz Mo 2E =2 2ol Cier X2 gretstH 435 Soig

*%h o| 424 =

HHE &
|_|I:|- Olzst Fx2 EMS T Z Cisco TACSH 2245l AA|2.

E 9|8 Mol 2 AL rainterna-FILENAME SO 292 RIX EA|E 4= Ql&LCt

tLE 2F MEHol SAL

=

# copy bootflash:ra-internal-<FILENAME>.txt tftp://a.b.c.d/ra-internal-<FILENAME>.txt

M
rZ
[
FH
>

# more bootflash:ra-internal-<FILENAME>. txt



11CHA|. ClHa =HES FHSL|C}

# clear platform condition all

> debug client <client-mac-add>

ClHa =A

=
-

M E2t0o|HES]

X743t of BfLct.

g3 2uUH
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