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Tz Add Roles and Features Wizard

Select server roles

DESTINATION SERVER
WIN-3E202T1QD0U

Hide

Before You Begin Select one or more roles to install on the selected server.
i Installation Type Rales Description
" SEFVer SElEction [] Active Directory Certificate Services - Active Directun{r Domair_i Services
chive Directory Domain Services (AD DS) stores information about
E— (] Active Directory Federation Services ob_Jelcts on the netw?rk and makes
== [[] Active Directory Lightweight Directory Services this information a}fa_llable to users
DIMS Server [] Active Directory Rights Management Services and netwm_'k administrators. fa‘D bs
~ [] Device Health Attestation uses domain controllers to give
AD D5 ] DHCP Server network users access to permitted
Confirmation DNS Server resources anywhere on the network
] Fax Server through a single logon process.
| [W] File and Storage Services (1 of 12 installed)
[[] Host Guardian Service
[] Hyper-v
[ MultiPoint Services
[[] Network Policy and Access Services
[] Print and Dacument Services
[ Remote Access
[[] Remote Desktop Services
[ Veolume Activation Services
[C] Web Server (1IS)
[ Windows Deployment Services W
b | < Previous | I Next > Install |
Events Events
Performance H Services
BPA results Performance
BPA results
1010030732 11,058 Ahd

Active Directory A %|



E'; Add Roles and Features Wizard - = X

DESTINATION SERVER

Installation progress WIN-3E202T1QD0U

i View installation progress
LD o Feature installation
i
ﬁ‘l‘a Canfiguration required. Installation succeeded on WIN-3E202T1QDOU.
L Active Directory Domain Services
¥

Additional steps are required to make this machine a domain controller.
Promote this server to a domain controller

DMS Server

Group Policy Management
Remate Server Administration Tools
Role Administration Tools
DNS Server Tools
AD DS and AD LDS Tools
Active Directory medule for Windows PowerShell
AD D5 Toels v

Hide

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking MNotifications in the command bar, and then Task Details.

Export configuration settings

MNext » Cancel

Events Events
Services Services
Performance Performance
BPA results BPA results

AD Mx| E&2

4CHA| Q] o] &t 2 &M CH A| 2 =0i A Promote this server to a domain controllerE 22!t L|C}.

Fﬁ Server Manager — X

Server Manager * Dashboard -@ | FA Manage Tools  View  Help

|, Post-deployment Configuration

B Dashboard WELCOME TO SERVER MANAGI
= _— Canfiguration required for Active Directory Domain
Local 5 ’
8 Llocal Server Services at WIN-3E202T1QDOU
W& All Servers o Ci Promote this server to a domain controller
il AD DS
o Feature installation
&5 DNS QUICK START
ii File and Storage Services P [ Configuration required. Installation succeeded on
WIN-3E202T1QDO0U.
3 Add Roles and Features
L 4 | Task Details
ey I

AD MH|A 74

5EHALM ZE2AEE CHED TH Q! O|§S ME{ELICH



[z Active Directory Domain Services Configuration Wizard — O x
- . TARGET SERVER
Deployment Configuration R e
| Deployment Configuration . |
- Select the deployment operation
[ Domain Controller Options | _ _ o )
e - ) () Add a domain controller to an existing domain
n Additional Options 0 Add a new domain to an existing forest
L Paths ® Add a new forest
ii Review Options ) o _ ) )
Specify the domain information for this operation
Prereguisites Check
Root domain name: mydomain.loca‘
More about deployment configurations
Fuonte [ Fuantc I
EZoAE Ol M=

6EF7l. Mol Q1B M MH|A A" S FIHELICH

Server Manager * Dashboard Manage  Tools ~ View  Help

Dashboard WELCOME TO SERVER MANAGER

Local Server | —
All Servers f= Add Roles and Features Wizard = [} X

1
, = =

AD DS

DESTINATION SERVER

DNS Select server ro | es WIN-3E202T1QD0U mydomain local
File and Storage Ser|

= e

Select one or more roles to install on the selected server,

Before You Begin

Roles Description

Active Direckony Certificate Senvice A Active Directory Certificate Services
| Active Directory Domain Services (Installed) {AD_CS} = used to create

] Active Directory Federation Services certification authorities and related
[[] Active Directory Lightweight Directory Services role services that allow you to issue "
[] Active Directory Rights Management Services and manage certificates used in a

Role Services [] Device Health Attestation variety of applications.

T [C] DHCP Server
Confirmation ' DNS Server (Installed)
— -

QIZ A Mul2 %71



Server Manager * Dashboard Manage  Tools

T WELCOME TO SERVER MANAGER

B olocalServer | |

liE All Servers [ Add Reles and Features Wizard - ] *
il ADDs

2 DNS lect | 3 DESTINATION SERVER
== Select role services WIN-3E202T1G00U.mydomain jecal
W§ File and Storage Ser|

Before You Begin Select the role services to install for Active Directory Certificate Services

Installation Type Role services Description

Certification Authority (CA) is used
[[] Certificate Enrollment Policy Web Service to issue and manage cmmcatfs'

[] Certificate Enrollment Web Service Mult!ple Cés A e amcegitolormya
[] Certification Authority Web Enrollment PUBC key/nfra=tticHire de

AD C5 [ Network Device Enrallment Service

Connmaticn

Server

ro
ol
N
El
m
P
N

T AD CS Configuration

DESTINATION SERVER

Role Services WIN-3E202T1QDOU.mydomain.local

i Lod

i All Select Role Services to configure i %
E® AD
i§l AD [¥] Certification Authority DESTINATION SERVER
o Certification Authority Web Enroliment D moiomat oce
== DN Online Responder
g File Network Device Enrollment Service

Certificate Enrollment Web Service

Certificate Enrollment Policy Web Service
Validity Period ainlocal
Certificate Database

Confirmation n the destination

More about AD CS Server Roles

< Previous | | Next > Configure

less or open this

8Et7|.Enterprise CAS AMEHEHLICY.



age Tools View

- DESTINATION SERVER

I Setu p Type WIN-3E202T1QDO0U.mydomain.local
B Log

i Al Cradentials Specify the setup type of the CA = B X
E® AD Role Services
i§gi AD Setup Type Enterprise certification authorities (CAs) can use Active Directory Domain Services (AD DS) to AT IO SERYER
~ o simplify the management of certificates. Standalone CAs do not use AD DS to issue or manage jR0fL. raydomantocal
£ Drj CA Type certificates.
R Fi Private Key

®) Enterprise CA
Enterprise CAs must be domain members and are typically online to issue certificates or
CA MName certificate policies.

Cryptography

\alidity Pericd i
! ) Standalone CA main.local

Certificate Database Standalone CAs can be members or a workgroup or domain. Standalone CAs do not require AD

C ot DS and can be used without a network connection (offline). .
Confirmation ( ) n the destination

More about Setup Type

< Previous H Next > Configure

less or open this

AE{=2t0o|= CA

QLA 2 E CAR MZABFLICE. Cisco I0S XE 17.65E{ LSCO{| CHsH 5t CAZ} R ELICE.



age Teols View

? DESTINATION SERVER

s CA Type WIN-3E202T1QDOU.mydomain.Jocal

i Low

B Al Credentials Specify the type of the CA -

% AD i

i@l AD When you install Active Directory Certificate Services (AD CS), you are creating or extending a DESTINATION SERVER

a _ public key infrastructure (PKI) hierarchy. A root CA is at the top of the PKI hierarchy and issues its [R0Umydomaln local

em DN CA Type own self-signed certificate. A subordinate CA receives a certificate from the CA above it in the PKI

g File Private Kay hierarchy.

Cryptography ® Root CA
CA Name Root CAs are the first and may be the only CAs configured in a PKI hierarchy.
O Subordinate CA nainlocal
Certffi Suberdinate CAs require an established PKI hierarchy and are authorized to issue certificates by
Confirmation the CA above them in the hierarchy. h the destnation ide
More about CA Type
< Previous I | Next » Configure Cancel
ess or open this
EN  page again by clicking Notifications in the command bar, and then Task Details.
Export configuration settings
< Previous Mext = Close Cance

FE CAMH

CA7}IIS_IUSRS O &0 &35t = st2dH Y AES AF&sHof gLCt o] oo M e &EIRF A™
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Server Manager * Dashboard

=N Administrator Properties ? X
= File Action View Help Remcte control Remote Desktop Services Profie COM+
B Local § &= | @5 sl ‘g | | { General  Address  Account  Profle Telephones  Organization
il Allsery — : . 8 Member Of Dialin Environment Sessions
wi = Active Directory Users and A
E® ADCS | Saved Queries Member of:
i§i ADDS| | ™ #3 mydomain.local Mame Active Directory Domain Services Folder
oy DNS = Builtin Administrators mydomain Jocal,/Buittin
— = Comp_uters Demain Admins mydemain local/ Users
WE File ang :—_ Don'!aln Cont.rolle_rs Domain Users mydomain Jocal/Users
io IS 1 FareignSecurityPrin Enterprise Adming  mydomain Jocal/Users
| Managed Service Ac Group Pelicy Cre... mydomain Jocal,/Users
| Users lIS_IUSRS mydomain Jocal//Buittin
Schema Admins mydomain Jocal/ Users
Hide
o
Primary group: Domain Users
et Primary Gro There is no need to change Pramary group unless
Set Primary Group you have Macintosh clients or POSIX-compliant
applications.
< v
OK Cancel Apply Help
< Previous Mext > Configure | Cancel
BPA results EPA results

IS_USER &0 #2|xt A& F7¢+

102t 2 HHE 11IS T &0l AFSXE7L

Online Responder 2! NDES MH|AE

olom ofst O

FIhguct.



Server Manager * Dashboard gy Manage Tools  View  Help

[z Add Roles and Features Wizard — [m} *® .
i# Dashbg
= DESTINATION SERVER
B Locals) Se | ect server roles WIN-35202T10D0U mydemain local
liE All Seny
Ez ADCS Before You Begin Select one or more roles to install on the selected server.
I§l ADDS Installation Ty, Roles Description
2 DNS ' ' i -
= 4 [W] Active Directory Certificate Services (1 of 6 installe * Online Besponde.r makes certlﬁcgte
g File ang | Certification Autherity (Installed) revocation checking data accessible
[] Certificate Enrollment Policy Web Service o clI ients in complex network
[] Certificate Enrollment Web Service environments.

[] Certification Authority Web Enroliment
MNetwork Device Enrollment Service
Confirmation | Active Directory Domain Services (Installed)
[[] Active Directory Federation Services Hide
[ Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[ Device Health Attestation

[C] DHCP Server

«f DNS Server (Installed)

[ Fax Server

[m] File and Storage Services (2 of 12 installed)

[T] Host Guardian Service

[ Hyper-v

[71 MultiPoint Services

< Previous | | Next » Install

Performance Performance

BPA results BPA results

NDES 2! Online responder AMH|A M %]

MEARIEEH ST HEH[AE FEELICH



Server Manager * Dashboard g Manage  Tools

[ AD C5 Configuration — O 5
Local Sy |
) DESTINATION SERVER
All Sery Role Services WIN-3E202T1QD0U.mydomain.local
ADCS
AD DS Credentials Select Role Services to configure
DNs Role Services
File ang Service Account for MDES /! Certification Authority
Certification Authority Web Enrcliment
= Online Responder
MNetwork Device Enrollment Service
Certificate Enrollment Web Service
Certificate Enrollment Policy Web Service
More about AD CS Server Roles
| < Previous | | MNext = Configure
| BPA results ‘ | BPA results |
22tel 87| X NDES AMH|A MX|

12EH AL MH| A A S MBSt ElE HIAIXIZE R AIELICE OFoi| IIS_IUSRS &0 F7+8F AHEH Y
LICH.



Server Manager * Dashboard (B) | g Mamage Tools  View

iz ADCS Configuration — O =

i Local 5 |

L . DESTINATION SERVER
I& All Serv Service Account for NDES WIN-3E202T1QD0U.mydomain.local
® ADCS

il ADDS Cradentials Specify the service account

& DNS Role Services

ii File and Service Account for NDES Select the identity the Network Device Enrollment Service (NDES) will use,

® IS RA Information (®) Specify service account (recommended)

The account must be a member of the domain and must be added to the local [1S_IUSRS group.
MYDOMAIN\Administrator

I 0 Use the built-in application pool identity bid
iae

More about Service Account for NDES

< Previous | | Next = Configure

BPA results BPA results

IS 250l F7tet ALS A M=

13EHAH|. 0] 242 SCEP 2ol SE25HX|2F 802.1X 215 2 EH 445244 RADIUS AH{o] 215
M x|8HoF &L|Ct. 2k A Windows ServerOl A ISE QIS M A2 £7| EALSI0 Eo{EE2 £ U
E Y 58 MH|IAE &AH Mxlstn A& LICEH



-rﬁ Add Roles and Features Wizard

Select server roles

Before You Begin

Installation Type

Server Selection

Featurzs

Confirmation

Select one or more roles to install on the selected server.

Roles

+| Certification Authority (Installed)

] Certificate Enrollment Web Service

Certification Authority Web Enrollment]

+| Online Responder (Installed)
+| Active Directory Domain Services (Installed)
[] Active Directory Federation Services

[] Device Health Attestation
[C] DHCP Server
+| DNS Server (Installed)
[] Fax Server
| [m] File and Storage Services (2 of 12 installed)
[T Host Guardian Service
[] Hyper-v
[T MultiPoint Services

[] Certificate Enrallment Palicy Web Service

[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services

4 [W] Active Directory Certificate Services (3 of 6 installe

| Metwork Device Enrollment Service (Installed)

fal

— a ot

DESTINATICON SERVER
WIN-3E202T1C00U.mydomain.local

Description

Certification Authority Web
Enrollment provides a simple Web
interface that allows users to
perform tasks such as request and
renew certificates, retrieve certificate
revacation lists (CRLs), and enroll for
smart card certificates.

< Previous | | Mext =

Install Cancel

e
on

J

MH[A %

T — [ T T
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fiz AD CS Configuration — O x

. DESTINATION SERVER
Role Services WIN-3E202T1QD0U.mydomain.local

Credentials Select Role Services to configure

Role Services

Confirmation +f| Certification Authority
Certification Authority Web Enrollment
+| Online Responder
+f| Metwork Device Enrollment Service
I Certificate Enrollment Web Service
Certificate Enrollment Policy Web Service

More about AD C5 Server Roles

< Previous | | Mext > Configure Cancel

2 52 Mula 7Y

1427, http://<serverip>/certsrv/mscep/mscep.dilE Y E35t0{ SCEP MH|A 7| MCHZ A S5t Q
EX| &#olg = et


http://%3Cserverip%3E/certsrv/mscep/mscep.dll
http://%3Cserverip%3E/certsrv/mscep/mscep.dll
http://%3Cserverip%3E/certsrv/mscep/mscep.dll

| - O -
@ Network Device Enrollment Serv. X +

<« = @ No seguro ||1?2.‘1E.BU.S,J(E-HS!'\.r,"msc::p,r'lmcep.dl| | r 0

Metwork Device Enroliment Service

Network Device Enroliment Service allows you to obtain certificates for routers or other network devices
using the Simple Certificate Enrollment Protocol (SCEP).

This URL is used by network devices to submit certificate requests.

To obtain an enrollment challenge password, go to the admin URL. By default, the admin URL is
http://Chuu-Win12/CertSrvimscep_admin

For more information see Using_Network Device Enrollment Service .

SCEP Z & &0l
15EH7A|.

7|2% 2 Z Windows Server= MSCEP(Microsoft SCEP) LHo{A S&317| Tof 22I0|E L ¢
EXQE QMg Q5ste ol S8 MBIX| S E MASHESLICE O|FA sted™ #EIRH AI™o| &
GUIZ 0|8 35t0{ ZF Qoi Cis RC|ME HIYUHS E 5ok FLChHIYHE = 2 Lol =&
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7{5t240 NDES ME{Q| BIX|AEE| 7|8 sl oF &Lt

dXIAEZ| HEZIE G AlE M0l M RegeditE A4 g LICEH.

E #{04) > Microsoft >

Computer(Z&E{) > HKEY_LOCAL_MACHINE > SOFTWARE(A X
ME)E o|SFLICE

H
Cryptography(& £ %}) > MSCEP > EnforcePassword(H|2ZfH S ~

EnforcePassword /2 02 2 94Z48tL|C}. 0|0] 00| ICHE FAAIL.




e § Registry Editor — ':_-

File Edit View Favorites Help
MSCEP “~ || Name Type Data
. CAType ab)| (Default) REG SZ (value not set)

- CertsinMYStore #8|EnforcePassword | REG_DWORD 0x00000000 (0)
=1 EnforcePassword

: PasswordVDir
b UseSinglePassword
QD
Protect
Providers
Services
Userinterface
CTF
DataAccess
DevDiv
Device Association Framework %
Dfrg
DFs
DHCPMibAgent
DirectDraw
Directlnput
DirectPlay8
DirectPlayNATHelp W
< 11} > £ i >

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography\MSCEP\EnforcePassword

i

Enforcepassword zf A%

0

CIEM HER A BXI2EE 7Y

RIEM & AZAE 7= CA M LHS| o Z2|7|0|MH HAMof HolEl MZ CHE S 2|8l o4 AlLt
220 AFEE = U&LICH ofE2(7H0|M P2 215 M| EKU(Extended Key Usage) E =0
MEELCH CIEX7E Ol HEE 7 & B445t01 2Et0|MET Y 82 Ar&St=X| = QlFLct,
st o Z 2|70l HEHO| WLC 2 AP QIS Ao SE LTS 3ted MAUst QIS HESIS M
A5t O|& NDES Bl X|AEE[ofl ofZ & L(ct.

15t Start(Al%f) > Administrative Tools(2 2| &) > Certification Authority(21& 7|2 £ O|S &L
Ct.

2CHA|. CA Server(CA M) EC EEIE =&t Certificate Templates(21E M HER!) EHE 0Ot
A LEZ HES R Z8/F & Manage(&#2)E MEHELICH
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[ Publish cedificate in Active Directory
| | Do not automatically reenroll § a duplicate cedificate exdsts in Active
Directory




5EH7|. Subject Name(F#l| 0|8) BIeZ 0|53510{ 2% 9| Supply(22)7F MEHEIREX| & QI
CH A XI7L QIB ME MHEH7| Qs ZtEIRF Q10| HREHX| &t 22 LIEHE Edo| LIEHL}H
OK(ZtohE MEfgtL|Ct,

Superseded Templates Exensions I Security
Subject Name Server | lIssuance Requirements

I@whﬂ'ﬂm |

r— Use subject information from esdsting certificates for autoenroliment
" renewal requests )

() Build from this Active Directory information
Select this option to enforce consistency among subject names and to

simplify cerificate administration,
Qo 23
6CH7|. Extensions(&H %) .E='.* 0|S 8t C}2 Application Policies(0HZ 2|71|0|M Zi2H) S g MEH
3t Edit...(HZE.) HES M E LICH Z2to|HE 215 0| Application Policies(0HZ 2|71 0|4 Z42H)
I

aof QI=X| &QIEtL|CH. Eg o™ Add(F7HE ME5t0od FIHELICH



Properties of New Template ’i’

Compatibilty | General | Request Handling | Cryptography | Key Attestation
Subject Name [ Server Issuance Requirements
Superseded Templates Bxtensions Security

To modify an esdension, select it, and then chck Edit.

72t Al Security(22H) B2 2 0|5 504 Windows Servertl A SCEP MH|A & 445} 9| 6EHAH|0f Ho
El MH|A AH™Hof| FE3e| A ®Mof Heto| UK = Ust CHE Apply(HE) X OK(E ) E M=
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| Certification Authority 2 S 2 =0} 7} Certificate Templates(Q/S5AM HIE3!) EHE OI*A
Z HESE 2251 New(MZE ZHE7I) > Certificate Template to Issue(2 =& Q15 HEZS!

)% *._" SHErLICH

OEF7|. o|ol| & QB A RESIS MEELICH O] of|of A= 9800-LSCO| 1 OKE MEErL|Ct

N &1 ME YHE ABM UES ZE Meol ZH SHISHOF S22 odE] M THof Lhd
5l ol AlZtol of 73 4 YaLic,

Selact one Cenificate Tempiate to enable on this Certification Authorty.

Mole: F a cedtificate template that was recently created does not appear on this kst, you may need to wait unti
information about this template has been replicated to all domain controllers.

Al of the cerficate lemplales in the organization may not be available (o your CA

For more information, see Certificate Template Concepts,

intandad Pumoss

3800-L5C Chent Authentication, Secure Email, Encrypling File System

Code Signing

<Al

Centficale Request Agent
Cestificate Request Agent
Secure Emai

Secure Email

IP security IKE intermediate

Key Becovery Agent
WSP Siorsnn

O|M| Af 215 M EIZE=!0| Certificate Templates(215MH HIES!) £ LI&of LIEELICH



File Action View Help

®o 2 gz B

s Certification Authority (Lo-cal)
4 g CHUU-WINTZ-CA
| Resoked Cotificates
1 lssued Certificates
[} Pending Requests
(2] Failed Regquests
| Certificate Ternplates

Intended Purpose

Chent Authentication, Secure Email, En...

émm:
Authenticated Sestien

=) Exchange Ennallrment Agent (Offline r...

= iPSec (Offline request)

= CEP Encryption

3 Diwectory Email Replication

= Dormain Controlier Authentication
3 Kerbercs Authentication

3 EFS Recovery Agent

3 Basic EFS

= Darmsin Contredier

2 Wb Server

2 Computer

2 Uger

2 Subgordinate Cenification Authority
= Adeministrator

Chent Authentsestnon

Certificate Request Agent

IF security IKE intermediate

Certificate Request Agent

Derectony Service Emaal Replication

Client Authentication, Server Authentic...
File Becoveny

Encrypting File Syttem

Chent duthenticston, Server Suthentic..
Server Authentication

Chent Authentcstion, Server Authentic..,
Encrypting File Systern, Secure Email, C1..,
< All>

Micrgsoft Trust List Signing. Encrypting...

LSC MEH

10EHA|. BIXIAEE| HET| # 22 E0t7t Computer(ZFE) > HKEY_LOCAL_MACHINE >
SOFTWARE(A Z E 9)04) > Microsoft > Cryptography(& £&l) > MSCEPZ 0|S&fLCt.

11EHA|. EncryptionTemplate, GeneralPurposeTemplate 2! SignatureTemplate 2l X|AE 2|7t M2

SHE A -HEAE 27| & HAFLICH



File Edit View Favorites Help
p ). CertificateTemplateCa ~ || Name Type Data
) Defaults ab (Default) REG_SZ (value not set)
4{). MSCEP| v EncryptionTempl.. REG_SZ 9800-L5C
k. CAType ¥|GeneralPurposeT.. REG_SZ 9800-LSC
b|SignatureTempla.. REG_SZ 9800-L5C

E

). CertsinMYStore
-} EnforcePassword
| PasswordVDir

_ I UseSinglePasswo
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Dirg

DFS

DHCPMibAgent

D

D

irectDraw
irectinput
I

?'F"?'?v‘????
Lt

BIRIAEEIIM HES HE

127 NDES M H-I £ X5 25109 Certification Authority
Stop and Play tHE & A2l 2 MEdELICE

Fo 2 S0l7HA M 0|22 MElstD

0%

Flle Achion View Help
oy A Doz H|» -|
wrirficatican Sadh oo Elame

T Revoked Certficates
T lasised Centificates

98000{ A LSC ++d

CHE2 WLCOHIAM APO CH3 LSCE 7435t THAIQLICH



1. RSA 7|& dHELICt O] 7= LESof PKI &l Z| X|&of| AFSELICEH
2. M2 X[HME M5t 8 E RSA 7€ OHEFLIC.
3. APO CHEt LSC ZZH|XE S gMet6tT A= X[ o= & LCt.
1. ZQI=El = APO] CH5H LSCE & A5+8L|Ct.
2. ZZH|IM SE2 S5l MEfs APOl CHEH LSCE &ALt
4, M BE| MR XIHg HEs 1 LSC AZ| x|Hg 7t2lZuch

AP LSC GUI Zdx|18f[o|M EHA|

1EtA|.Configuration(Z1Z| 224 0| M) > Security( £ o) > PKI Management(PKI £ 2|) > Key Pair
Generation(7| & M)o = O|=SErLICt

=] .
3. LHIE = Q= 7| S M ME AHEQLICE o] BEE 7|18 AXoM LHELHE = Z<0|2t
L.
4. Generate(‘dM)E MEAEFLICH

e

Configuration = » Security* > PKI Management
rustpoints CA Server Key Pair Generation Add Certificate Trustpoo

Key Y Key b
Kay Name T Type Exportable Zeroize AP-SCEP
ne® :
TP-self-signed-2147029136 RSA No E Zer
9800-40,cisco.com RSA Mo @® RSA Key O EC Key
TP-self-signed-
e RSA Mo
2147029136.5e1ver m 2048
CISCO_IDEVID_SUDI RSA No
CISCO_IDEVID_SUDI_LEGACY RSA No EEZ2 ey Exportable”

1 10 » O Cancel v Generate

2EH7A|. Configuration(Z1I| 224 0|4) > Security( £ 2+ > PKI Management(PKI 2 2]) >
Trustpoints(&lZ X[H)E O|S&LICH

1. Add(F7H)E 26t &2 o0|F2 RI™g LY.

2. S5 URL(URL http://10.106.35.61:80/certsrv/mscep/mscep.di) LIHX| M ALE S 212
gt

C1EHA 0| A MASHRSA 7| Mg AMENSHLICE

. AuthenticateE £ 2|&fL|C}.

. Enroll trustpoint(& 2| X|H S5)& 2=/t H|ZHSE I=dFLICH.

. Apply to Device(C|HO|A 0| ME)E E=IFLICt

o O bW


http://10.106.35.61:80/certsrv/mscep/mscep.dll

Add Trustpoint

Label® Access_Point-MS-CA Enroliment Type ® SCEP O Terminal

Subject Name

Country Code IN State KA

Location Bengaluru Domain Name TAC-LAB.cisco.local

Organization TAC Email Address mail@tac-lab.local

Enrollment URL {certsrvimscep/mscep.dil Authenticate v l

Key Generated Available RSA AP-SCEP
Keypairs

Enrall Trustpaint

Password*

Re-Enter Password®

_'_='_ Apply to Device

3CHA|.Configuration(Zd | 24| 0| M) > Wireless(F41) > Access Points(HAM|A ZQIE)E O|S gL
Ch. of2i2 A3 E3}04 LSC Provision(LSC ZZH|X{'d)& MEEFL|C}

1. &EHE enabled(E H3tE) 2 MEHEFLICE 0|7 st o] WLCOH| A& 2 E AP CHsH
LSC7t dstELct
2. 2Bt Aol M - get A2 X o] &S MEHELICH

j— = =L o =
alo| Heof met LHHX| MFALE S 2 detMlR.
¥ Access Points
~ Al Access Points
w:«; IIIIII : t.:\.-l'\ el . LSC Faltsuh Sakeci an Agiien
Tl AP O
Adwin A i Power Derabe i Opaistion | Canfg
AP Mame I AP Mode! ™ St U T B AdSwes | Howe Bacio MAC | Eibermet MAD Mo [aguabe Shatum Siatug
APOCDO-FESA-SGED Qo8 O 170D 2 -] ..( AL - AR fos - egisiersd i
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5 GHz Radios
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Country

W LSC Prowision
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LSCE & 435t AP7I WLCE Soll 2IEME CHREEst T MFEELICH AP 2& MMoiM o
F= &=z 22 &0l EAIE L

4CHA|.LSCT} &5 E|H LSC A2 XKD UR|SIEE M BE| QIS A
=7 524 AP7} LSC @IS MZE =I5t WLCE AP =2lof siE LSC Q!
802.1X QB0 235l 7{= 742 0| BHAl= MEH AFEQILICH

1. Configuration(Z1Z|284|0|M) > Interface(2/E{H|O|A) > Wireless(F4A) 2 0|83t
Management Interface(& 2| Q/E{H|0|A)E S 2IgfLICt
2. 2EH A0 M Bt AlZ| X[-Ha LxISHES AZ X[HE HEFLC

O|Hd2Z LSC GUI ZAx|azlo|Md 2 &2 otx|ZM&LICt AP7}FLSC 215 MHE AF& 3504 WLCO| =2
& & Qloqof grLct.

—
Confguration - sarface~ » ‘Winsless Edit Managament Intarface *
InerTase Name T  imerince Ty T VLAND T P ASwes T P Mook
rrexface Wian v | (@
ot [T C £ 105 101560 255 355 35
1 -
Thene = o suenoint configore oo e comtodar CTRCD OEAR_ SUEY = wred as the ek .
MAT IPwaP = 0000
o = Updens & Apply % Device

AP LSC CLI ZAI|2gy|o|M EHA|

1. 0| HZIZS AI5l0{ RSA 7|E oHELC}.

9800-40(config)#crypto key generate rsa general-keys modulus 2048 label AP-SCEP

% You already have RSA keys defined named AP-SCEP.
% They will be replaced



% The key modulus size is 2048 bits

% Generating 2048 bit RSA keys, keys will be non-exportable...

[OK] (eTapsed time was 0 seconds)

Sep 27 05:08:13.144: %CRYPTO_ENGINE-5-KEY_DELETED: A key named AP-SCEP has been removed from key storag
Sep 27 05:08:13.753: %CRYPTO_ENGINE-5-KEY_ADDITION: A key named AP-SCEP has been generated or imported

2. PKI A2 X|HE M5t 1T RSA 7| 42 HEELICH S5 URLY LIHX| MEAHE

fjo

I

9800-40(config)#crypto pki trustpoint Access_Point-MS-CA

9800-40(ca-trustpoint)#enrollment url http://10.106.35.61:80/certsrv/mscep/mscep.dl]
9800-40(ca-trustpoint)#subject-name C=IN,L=Bengaluru,ST=KA,0=TAC,CN=TAC-LAB.cisco.local,E=mail@tac-Tab.
9800-40(ca-trustpoint)#rsakeypair AP-SCEP

9800-40(ca-trustpoint)#revocation none

9800-40(ca-trustpoint)#exit

on

3. crypto pki authenticate <trustpoint> B & AL&3610{ CA MHOi| PKI &2 X|HE Q&S S5

oI-L_||:|. H'EIII:I-lo .\.LE_u_ Eo" Hll:ll Hs = OI 4%|=|I-L—||:|'

- — 1 —_—=

9800-40(config)#crypto pki authenticate Access_Point-MS-CA

Certificate has the following attributes:

Fingerprint MD5: C44D21AA 9B489622 4BF548E1l 707F9B3B

Fingerprint SHAl: D2DE6E8C BA665DEB B202ED70 899FDBO5 94996ED2

% Do you accept this certificate? [yes/no]: yes

Trustpoint CA certificate accepted.

9800-40(config)#crypto pki enroll Access_Point-MS-CA

%

% Start certificate enrollment ..

% Create a challenge password. You will need to verbally provide this

password to the CA Administrator in order to revoke your certificate.

For security reasons your password will not be saved in the configuration.

Please make a note of it.

Password:

Sep 26 01:25:00.880: %PKI-6-CERT_ENROLL_MANUAL: Manual enrollment for trustpoint Access_Point-MS-CA
Re-enter password:

% The subject name in the certificate will include: C=IN,L=Bengaluru,ST=KA,0=TAC,CN=TAC-LAB.cisco.Tlocal
% The subject name in the certificate will include: 9800-40.cisco.com

% Include the router serial number in the subject name? [yes/no]: yes

% The serial number in the certificate will be: TTM244909MX

% Include an IP address in the subject name? [nho]: no

Request certificate from CA? [yes/no]: yes

% Certificate request sent to Certificate Authority

% The 'show crypto pki certificate verbose Access_Point-MS-CA' commandwill show the fingerprint.

Sep 26 01:25:15.062: %PKI-6-CSR_FINGERPRINT:

CSR Fingerprint MD5 : B3D551528B97DA5415052474E7880667

CSR Fingerprint SHAl: D426CE9B095E1B856848895DC14F997BA79F9005

CSR Fingerprint SHA2: B8CEE743549E3DD7C8FA816E97F2746AB48EE6311F38FOB8F4D01017D8081525

Sep 26 01:25:15.062: CRYPTO_PKI: Certificate Request Fingerprint MD5 :B3D55152 8B97DA54 15052474 E78806
Sep 26 01:25:15.062: CRYPTO_PKI: Certificate Request Fingerprint SHA1 :D426CE9B 095E1B85 6848895D C14F9
Sep 26 01:25:15.063: CRYPTO_PKI: Certificate Request Fingerprint SHA2 :B8CEE743 549E3DD7 C8FA816E 97F27
Sep 26 01:25:30.239: %PKI-6-CERT_INSTALL: An ID certificate has been installed under

Trustpoint : Access_Point-MS-CA



Issuer-name : ch=sumans-lab-ca,dc=sumans,dc=tac-lab,dc=com

Subject-name : e=mail@tac-lab.local,cn=TAC-LAB.cisco.local,o=TAC,1=Bengaluru,st=KA,c=IN,hostname=9800-4
Serial-number: 5C0000001400DD405D77E6FE7F000000000014

End-date : 2024-09-25T06:45:157Z

9800-40(config)#

4.LSC Q1B ME AP =02 M 8tLCt.

9800-40(config)#ap lsc-provision join-attempt 10

9800-40(config)#ap 1sc-provision subject-name-parameter country IN state KA city Bengaluru domain TAC-L
9800-40(config)#ap 1sc-provision key-size 2048

9800-40(config)#ap 1sc-provision trustpoint Access_Point-MS-CA

9800-40(config)#ap 1sc-provision

In Non-WLANCC mode APs will be provisioning with RSA certificates with specified key-size configuration
Are you sure you want to continue? (y/n): vy

5. flolM et Az x| Rlst=SF FM el Mz X|™HE HEFLICH

9800-40(config)#wireless management trustpoint Access_Point-MS-CA

AP LSC =f2l
LSCE &olstzi™ WLCO|M o]l BAEE Al=—FLICH
#show wireless management trustpoint

#show ap Tsc-provision summary
#show ap name < AP NAME > config general | be Certificate



=== o hon s =r o=

988@-40#sho aE lsc-frovision summ

Trustpoint used for LSC-provisioning : Access_Point-MS-CA
Certificate chain status : Available
Number of certs on chain : 2
Certificate hash : b7f12604ffe66bdd4abedle32c92a417b5c6cade
LSC Revert Count in AP reboots : 18

AP LSC Parameters :
Country : IN

State : KA

City : Bengaluru

Orgn : TAC

Dept : TAC-LAB.cisco.local

Email : mail@tac-lab.local
Key Size : 2048
EC Key Size : 384 bit

AP LSC-provision List
Total number of APs in provision list: @

Mac Addresses :

980@-40#sho wire

980@-40#sho wireless man

98@@-40#sho wireless management tru

98@@-40#sho wireless management trustpoint

Frustpoint Name : Access Point-MS-CA |

Certificate Info : Available

Certificate Type : LSC

Certificate Hash : b7fl26084ffe66b4ddabe@le32c92a417b5c6eabde
Private key Info : Available

FIPS suitability : Not Applicable

9BeR-40#
4BEsh name APBCDS, FEOA, & config gener; in Certificat
AP Certificate type : Locally Significant Certificate
AF Certiticate Explry-Time T U d008 Bhan s
AP Certificate issuer common-name : sumans-lab-ca
AP Certificate Policy Default
AP CAPWAP-DTLS LSC Status
Certificate status t Avallable
LSC fallback status t No
Issver certificate hash 1 611255bc691565a7537be 59297 14535930432¢10
Certificate expiry time i 09/25/2024 06:48:23
AP BBZ,1x LSC Status
Certificate status : Mot Mvailable
AP LSC authentication state : CAPWAP-DTLS

AP7} CHA| ZEE|H AP CLIO| 23015t CHS BEE Aldsiod LSC Z I8 o|ME &l

#show crypto | be LSC
#show capwap cl1i config | in 1sc
#show dtls connection

APACD@, FBOA, . 46FE@#sho crypto | be LSC
SC: Enabled

Device Certificate —

Certificate:
Data:
Version: 3 (@8x2)
5c:00:08:88:18:18:14:ed:da:85: f9:bf:d1:00:0@:00:28:00:18
Signature Algorithm: sha256WithRSAEncryption
Issuer: DC = com, DC = tac-lab, DC = sumans, (N = sumans—Llab—ca
Validity
Not Before: Sep 28 84:15:2B 2823 GMT
Not After : Sep 27 24:15:28 2824 GMT
Subject: C = IN, 5T = KA, L = Bengaluru, 0 = TAC, (N =[aplgS—BCDEF89A46EB] emailAddress = mail@tac—lab.lecal
Subject Public Key Infao:
Public Key Algorithm: rsaEncryption
RSA Public—-Key: (2848 bit)
Modulus :




Mumbe of DTI

[ClientIP nth IP ip £ W
[1B.185.181. 1¢ £ ! 5. 181 .1 24 d Lsd
Current connection certificate issue ame :| su : b—Ca

33 ALIR| ZEO|M EPC R E 7Hx2t AP7} CAPWAP E{ES
83ts QIBME =Y 4 USLICH PCAPOA DTLS E{'H0| 83 H2=2 —‘rLZ;SEI°

- Datagram Transport Layer Security
- DTLSv1.2 Record Layer: Handshake Protocol: Certificate (Reassembled)
Content Type: Handshake (22)
Version: DTLS 1.2 (@xfefd)
Epoch: @
Sequence Number: 5
Length: 82
+w Handshake Protocol: Certificate (Reassembled)
Handshake Type: Certificate (11)
: 1627
ge Sequence: 2
Fragment Offset: 1557
Fragment Length: 78
Certificates Length: 1624
¢ Certificates (1624 bytes)
Certificate Length: 1621

w Certificate: 3@82065139820539200302010202135c000000181814eddad5fIbfd100an00000018300d. (pkcs-9-at-emailAddress=mail@tac-1lab. local, id-at-commo

» signedCertificate
version: v (2]
serialMumber: @x5c888880181814eddad5fobfdlaoReaae08018
» signature (sha256WithRSAEncryption)
Algorithm Id: 1.2.848.113549.1.1.11 (sha256WithRSAEncryption)
issuer: rdnSequence (@)
rdnSequence: 4 items (id-at-commonMame=sumans-lab-ca,dc=sumans,dc=tac-lab,dc=com)
RDNSequence item: 1 item (dc=com)
» RelativeDistinguishedName item (dc=com)
Object Id: 9.9.2342.192080300.100.1.25 (dc)
IASStrin com
- RDNSequence item: 1 item (dc=tac-lab)
v RelativeDistinguishedName item (dc=tac-lab)
Object Id: 9.9.2342.19200300.100.1.25 (dc)
IASString: tac-lab
+ RDMSequence item: 1 item (dc=sumans)
v RelativeDistinguishedName item (dc=sumans)
Object Id: ©.9.2342.19200380.100.1.25 (dc)
IASString: sumans
+ RDNSequence item: 1 item (id-at-commonName=sumans-lab-ca)
+ RelativeDistinguishedName item (id-at-commonNamessumans-lab-ca)
Object Id: 2.5.4.3 (id-at-commonMName)
v DirectoryStrin printableString (1)
printablestring T sumans=lab=ca

« notBefore: utcTime (8)
utcTime: 2023-89-28 84:15:28 ( ]
utcTime (8)
: 2024-89-27 @84:15:28 (UTC)
w subject: r:lnSequem:n {a)

DTLS CIHOE S M EXNE st {a AP L WLCO|IAM AldlE =~ &Lt
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3. A%l ZEO|M dot1xE &5t
4. RADIUS MHHO| AME|E &= U= IS MHE M™RIFLIC
AP 224 802.1x 215 GUI Z1x| 184 0|M
1.AP 7}l Z 2 EIZ 0o|Sst1 T2 Elg ZF2/8hLC}.
1. AP > General2 2 2/gfLICt. EAP 8 LU AP T8t 204 R "CAPWAP DTLS +
dot1x port auth"2 A1EHSFL|C},

2. Management(& 2l) > Credentials(XtZd E&H)Z 0|S
Agghct

Olf Y HIZHEE

5t AP dot1x Q1& 2 I8t AL AL



';'I's'zl" Cisco Catalyst 9800-40 Wireless Controlier

Edit AP Join Profile

5= > AP Join
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St | Update & Apply to Davico

CLIoI X APO1| CHell dot1xE & dststcd{™H Chs BHEE AISELICH Ol EE U Z2HE AE
ot= APOI| CHaf AR R4 QIS S

#ap profile ap-auth

#dotlx eap-type eap-tls

#dotlx Tsc-ap-auth-state both

#dotlx username ap-wired-user password 0 cisco!123



AP M 802.1x 18 AL|x| ZAx|ad|o|M

O| A@{x| ZI|22)0| 42 LABOIM AP M Q1B S EH M35t
du|agolde 7HE & U&LICH

aaa new-model

dotlx system-auth-control

aaa authentication dotlx default group radius
aaa authorization network default group radius
radius server ISE

address ipv4 10.106.34.170 auth-port 1812 acct-port 1813
key cisco!123

|

interface GigabitEthernetl/0/2

description "AP-UPLINK-PORT-AUTH-ENABLED"
switchport access vlan 101

switchport mode access

authentication host-mode multi-host
authentication order dotlx

authentication priority dotlx

authentication port-control auto

dotlx pae authenticator

end

RADIUS MH{ 2I1E A x|

2152 MHR A& S St AP2L RADIUS At Zhod 2haligt
LIC}. AP7} RADIUS M QIZME AESIEE st YU
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CSRE MAM35tT ZEE ISE = EO| MEZ A SL|C}.

= ol ASELCH Mol et CHE

o

LICt & ot M2 QIS ME tIZlsHoF &
2 RADIUS MEH7H AP RIEMET
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Request a certificate(21 5 M )& S2IgLICt

<« = G A\ Nonsécurisé | 192.168.1.98/certsry/

Microsoft Active Directory Certificate Services — mydomain-WIN-3E202T1QDOU-CA

Welcome

Use this Web site to request a cerificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your identity io people you communicate with

You can also use this Web site to download a certificate authority (CA) cerlificate, certificate chain, or certificate revocation list (CRL), or to view the status of a pending request

For more information about Active Directory Certificate Services, see Active Directory Certificate Services Documentation
Select a task:
Request a cedificate

View the status of a pending_cerificate request
Download a CA cerificate, certificate chain, or CRL

Submit a certificate request by using a base-64 ....(base-642 AF235t0{ QIS M M X&E)E 28

gfLCt.



< G A Non sécurisé 192.168.1.98/certsrv/certrqad.asp

Microsoft Active Directory Centificate Services — mydomain-WIN-3E202T1QD0U-CA

Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Click one of the following options to:

Create and submit a request to this CA.
Submit a cerfificate request by using a base-64-encoded CMC or PKCS #10 file, or submit a renewal request by using a base-64-encoded PKCS #7 file.

SAE ARO| CSR HAEE ZoiIaLITH 2 M ABM HEZS MeystLct
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Microsoft Active Direclory Cerificate Services — mydomain-WIN-JE202T1QD0U-CA

Submit a Certificate Request or Renewal Request
To submit a saved request ta the CA, paste a base.6d.encoded CMC or PKCS #10 certificate request or PKCS #7 renewal request generated by an extemal source (such as a Web server) in the Saved Request box

Soved Request:

Basi-B4-encaded
cartificats request
(CMC or

PKCS #10 or
PHCE #T)

Centilicate Template:
o templates faundl) )

Additional Attributes:

Asribustas |

13 CH2 Certificate Signing Request( 15 A A‘I H %) HFZ Z0}7} Bind certificate(215 A HF

OEIEEEI—I.:' ." |OZ-IE |3|' All. = I._ -”-i I-:IQOZ
I_IO)E = 2/5t04 ISEO| O] CIBME =i 173 CFZ Windows COllAM 7tA4&2 QI8
E oSt A& olA | |.
A-lE EE—E T I\I\EL’E-
= Cisco ISE Administration - System
Deploymeant Licensing Certificates Logging Maintanance Upgrade Health Checks Backup & Restore Admin Access Settings
Cartificate Ms: t v g . .
i Certificate Signing Requests
Syatem Cor o
Trusted Cer
Generate Certificate Signing Requests [CSR)
OCEP Chient Profile
" " A Certificate Signing Requests (CSRs) must be send 10 and signed by sn externsl suthority. Glck export” 10 ownkond one o more CSR3 30 That they may be signed by sn external suthority. After b request has been signed, click
Cevtificate Signing Requests this llst
Certificate Periodic Eheck Se.
Cartificate Authority * [ Friendly Name Certificate Subject Koy Length  Partal gro.  Timestamp Host
-] ISEQONEAP Authenication CN=ISE99.mydomain.local 4096 Mon, 30 Oct 2023 ISE99

#show ap authentication status

Ap 2150| gzl x| ek k& Lict



= APOIM 2 20:

AP@CDO.F89A.46E0#[+09/26/2023 08:57:40.9154]
[%09/26/2023 08:57:40.9154] Restart for both CAPWAP DTLS & 802.1X LSC mode
[*09/26/2023 08:57:40.9719] AP Rebooting: Reset Reason - LSC mode ALL

L B e T s N s Y I e Y sy I s N s Y s T s Y s TN s Y sy I s N sy Y s T s Y Y s B sy |

*09/26/2023
*09/26/2023
*09/26/2023
*09/26/2023
*09/26/2023
*09/26/2023
*09/26/2023
*09/26/2023
*09/26/2023
*09/26/2023
*09/26/2023
*09/26/2023
*09/26/2023
*09/26/2023
*09/26/2023
*09/26/2023
*09/26/2023
*09/26/2023
*09/26/2023
*09/26/2023
*09/26/2023

07:
07:
07:
07:
07:
07:
07:
07:
07:
07:
07:
07:
07:
07:
07:
07:
07:
07:
07:
07:
07:

33:
33:
33:
33:
33:
33:
33:
33:
33:
33:
33:
33:
33:
33:
33:
33:
33:
33:
33:
33:
33:

.5512]
.5513]
.5513]
.5633]
.5634]
.5673]
.59071]
.59771]
.6045]
.6126]
.6137]
.6145]
.6151]
.6539]
.6601]
.6773]
.7812]
.7812]
.7812]
.7813]
.7813]

hostapd:
hostapd:
hostapd:
hostapd:
hostapd:
hostapd:
hostapd:
hostapd:
hostapd:
hostapd:
hostapd:
hostapd:
hostapd:
hostapd:
hostapd:
hostapd:
hostapd:
hostapd:
hostapd:
hostapd:
hostapd:

dotlx:

RX EAPOL from 40:f0:78:00:a1:02

EAP: Status notification: started (param=)
EAP: EAP-Request Identity

dotlx:

RX EAPOL from 40:f0:78:00:a1:02

EAP: Status notification: accept proposed method (param=TLS)

dotlx:
dotlx:
dotlx:
dotlx:
dotlx:
dotlx:
dotlx:

CTRL-EVENT-EAP-METHOD EAP vendor 0 method 13 (TLS) selected

RX EAPOL from 40:f0:78:00:a1:02

RX EAPOL from 40:f0:78:00:a1:02

RX EAPOL from 40:f0:78:00:a1:02

RX EAPOL from 40:f0:78:00:a1:02

CTRL-EVENT-EAP-PEER-CERT depth=1 subject='/DC=com/DC=tac-1ab
CTRL-EVENT-EAP-PEER-CERT depth=0 subject='/C=IN/ST=KA/L=BLR/

EAP: Status notification: remote certificate verification (param=su

dotlx:
dotlx:
dotlx:
dotlx:

RX EAPOL from 40:f0:78:00:a1:02
RX EAPOL from 40:f0:78:00:a1:02
RX EAPOL from 40:f0:78:00:a1:02
RX EAPOL from 40:f0:78:00:a1:02

EAP: Status notification: completion (param=success)

dotlx:
dotlx:
dotlx:

CTRL-EVENT-EAP-SUCCESS EAP authentication completed successf
State: ASSOCIATED -> COMPLETED
CTRL-EVENT-CONNECTED - Connection to 01:80:c2:00:00:03 compl
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7:47:17.152983 Cisco Fa:46:e@ Nearest-non-TP. EAP Response, Id?‘!\‘-al;‘l-Fu:M“\ size linited during capturel

15 ol EX7t YAZH AP R4 A3 L ISE FoilM SA| HiZ! Ax7t L

APO| CHEt C|p{1 E=E:

#debug ap authentication packet
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https://www.cisco.com/c/ko_kr/support/index.html?referring_site=bodynav
https://www.cisco.com/c/ko_kr/support/index.html?referring_site=bodynav
/content/en/us/td/docs/wireless/controller/technotes/8-7/b_802_1x_eap_supplicant_on_cos_ap.html
/content/en/us/td/docs/wireless/controller/technotes/8-7/b_802_1x_eap_supplicant_on_cos_ap.html
/content/en/us/td/docs/wireless/controller/technotes/8-7/b_802_1x_eap_supplicant_on_cos_ap.html
/content/en/us/td/docs/wireless/controller/technotes/8-7/b_802_1x_eap_supplicant_on_cos_ap.html
/content/en/us/td/docs/wireless/controller/technotes/8-7/b_802_1x_eap_supplicant_on_cos_ap.html
/content/en/us/td/docs/wireless/controller/technotes/8-7/b_802_1x_eap_supplicant_on_cos_ap.html
/content/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_locally_significant_certificates.html?bookSearch=true
/content/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_locally_significant_certificates.html?bookSearch=true
https://www.cisco.com/c/ko_kr/support/docs/wireless-mobility/wireless-lan-management/215557-configure-scep-for-locally-significant-c.html
https://www.cisco.com/c/ko_kr/support/docs/wireless-mobility/wireless-lan-management/215557-configure-scep-for-locally-significant-c.html
https://www.cisco.com/c/ko_kr/support/docs/wireless-mobility/wireless-lan-management/215557-configure-scep-for-locally-significant-c.html
https://www.cisco.com/c/ko_kr/support/docs/wireless/catalyst-9800-series-wireless-controllers/217848-configure-802-1x-supplicant-for-access-p.html
https://www.cisco.com/c/ko_kr/support/docs/wireless/catalyst-9800-series-wireless-controllers/217848-configure-802-1x-supplicant-for-access-p.html
https://www.cisco.com/c/ko_kr/support/docs/wireless/catalyst-9800-series-wireless-controllers/217848-configure-802-1x-supplicant-for-access-p.html
https://www.cisco.com/c/ko_kr/support/docs/wireless/catalyst-9800-series-wireless-controllers/217848-configure-802-1x-supplicant-for-access-p.html
https://www.cisco.com/c/ko_kr/support/docs/wireless/catalyst-9800-series-wireless-controllers/217848-configure-802-1x-supplicant-for-access-p.html
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