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1. Summary Status H O|X|0{| A CtS EBHHIE 2= & LICtH Setup(ad’d)& & &I & LICH Security(2
ohg& & 2/grL|Ct. WEP(Radio Data Encryption)& & =/ &LICH WEP 7| 1 £&20f &2|o| WEP
7|(16T!= 26XHE UZEFLICHKey Size(7| 27])E 128HIER HHBLICHApplyE E=IEL
Ct

BR350-CLEAR Root Radio Data Encryption  (I1S¢0 SYSTEMS

Cisco 350 Series Bridge 12.03T

Map = Help Uptime: 01:45:035
If VLANs are #of enabled, set Radio Data Encryption on this page. If VLANs are enabled, Radio
Data Encryption 15 set independently for each enabled VLA through VLAN Setup.

Use of Data Encrypton by Statons 1s: Mot Available
Must set an Encryption Key or enable Broadcast Key Kotation first

Open Shared Network-EAP
Accept Authentication Type: V! [ M
Require EAP: ] []
Transmit
With Key Encryption Key Key Size
WEP Key 1: - | 1128 bit =
WEP Eey 2: - | |nu1 set -
WEP Eey - | |nul sel
WEP Eey 4. - | |not set|»

Enter 40-bit WEF keys as 10 hexadecimal digits (0-9, a-f ot A-F)
Enter 122-bat WEP keys as 26 hexadecimal digits (0.9, a-f or A-F).
This radio supporis Encryption for all Diata Rates.

Apply (8] 4 Cancel Restore Defaults
[ sp)(Logn][Hely]
Cizco 350 Serles Bridge 12.03T B Copyright 2002 Cizeo Systemns | I creddits

&ol2 &2|gL|Ct Use of Data Encryption by Stations(2E{|0|44% Cl|o|E| &t &3} AF2) 2M
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BR350-toRadius Root Radio Data Encryption (1S¢0 SYSTEMS

Cisce 350 Series Bridge 12.03T

Map | Help | 2003/07/10 09:30-53

IFVLAIs are mof enabled, set Radio Data Encryption on this page. If VLANs are enabled, Radic
Data Encryption is set mdependently for each enabled VLAN through VLAN Setup

Use of Data Encryption by Stations is: |Full Encryption =

Open Shared Network-EAP
Accept Authenticaton Type: [V [] vl
Eequire EAP: L 1
Transmit
With Key _ Encryption Key Key Size
WEP Eey 1: w 128 bit =
WEP Eey 2: - ' not set |
WEP Eey 3. - - not set =
WEFP Eey 4 - ' not set

Enter 40-bit WEP keys as 10 hexadecimal digits (D-9, a-f or A-F).
Enter 128-hit WEP kevs as 26 hexadecimal digits (0-9, a-f, or &-F).
This radio supporte Encryption for all Data Rates

Apply (8]24 Cancel Restore Defaulis
[Map][Login][Help]
CiEco 350 Series Bridge 12 03T B Copyright 2002 Clfoo Systermne, bac credils
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BR350-to-Radius Authenticator Configuration Cisco SysTEMS
Cisca 350 Series Bridge 1 203T
Map | l:h'._| 0030 094511
802 1% Protacel Version (for EAF Authenheabon): |B02 1x-2001 =
Primary Server Reattennpt Peniod (Idin.) 1]
Server Name/TP Server Type Port Shared Secret Hetran Int (sec) Max
- ' Hetran
172,301,124 RADILIS |= 1812 it 5 3
Dge server for F‘ EAF Authentication |_| MAC Address Authentication rl User Authendscation |-| MIF Authentication
RADIS |+ 1812 I — 5 3
Use server for. [WIEAP Authentication [ | MAC Address Authentication [ | User Authentication [ | MIP Authentication
RADILE |- 1812 =] £
Wee server for:  [WIEAP Authentication [ | MAC Address Authenticabion [ | User Authentication [ | MIF Authentication
RADIUS = 1812 5 3
Dew sgerver for:  [WIEAF Authentication [ | MAC A ddress Authentication. [ | User Authentication [ | MIF Authentication
Mate: For each authenticahon funchon, the most recently used server 15 shown in green tead
Apply (] .4 Cancel Restore Defaults
[Mepllogn]Helg]
Cipos 350 Seried Bridgs 12037 & Copymsght 2003 Ciico Sy o cridits
3. 2Ct A D7+ E T8t A2 Bl ERIELIChole et MHE 8ol HMA EZRIE
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1. RAS Clients(RAS 22t0|ME) HIwHM Add(%Sﬂ)% 215104 A RAS 2C0|HEE BHEL
Add New RAS Client

=2 J10 r}h:

Pl

|5

Client name: I

[ anyw BAS client

] Cancel

Ct

2. 2cl0|1E 0|, IP &4 2! make/modelol CHEH OH7HE#H+~E T HELICH E2I0|HE O|F:
MA ZOIE E= HE[X|2] 0|2 UBMEILICLIP FA:ZH HEE BHXIED SA5HE HAl
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& Steel-Belted Radius Enterprise Edition (CISCO-FHADYDE -0 x|
File Help
™ Sepvers Client narme: IEISEEI AP j 2dd
(¢ RASClients | P address  [172301.103 Fremave
i Users ; , .
M ak.e/model: I Cizcn Airanet Access Point j
™ Profiles
 Prow Yendor [nfo
" Tunnels Edit authentization shared secret ...
" IP Poals [T Use different shared secret for accounting
" 1P Pools Edit aczounting shared secret ..
" Access _ _
_ _ [ &ssume down if no keepalive
(" Configuration packets after [zeconds):
" Statistics
IP address poaol: I{nnne} j
Sawe
Hezet

3. Edit authentication shared secret® 2 2|8fL|C}
Enter shared secret : x|

Enter shared secret: [|

[T Unmask shared secret

Set Y alidate | Cancel

Ol MH{O| HMA ZQIE EEE= H
2lx[of Rl AWt Z2 Hest 2l S AL chAAMEE 225104 0| CHEt X2 E0o}
Zuch X2 =gt
4. Steel-Belted Radius@| A x| ZHoi Q= EAP.INI It L2 &
0| It U2 Rt o Z C:\Radius\Services0l| A& LICH.
5. LEAP7} EAP Of CHEF S MQOIX| MZE o2 ChS3F SAFELICH
[ Native-User]
EAP-Only = 0
Fi r st - Handl e- Vi a- Aut o- EAP = 0
EAP- Type = LEAP, TTLS

6. = E EAP.INI T2 K& ELct
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£ Steel-Belted Radius Enterprise Edition (CISCO-FHADYD! -0 x|
File Help
" Servers User namme: |TEST - Add
" RAS Clients User tupe: M ative Llser Set pazsword ... | Remaove
+ Users
™ Profiles Check list attibutes I Return list attributes I
™ Proxy .
™ Tunnels ~
" IP Pool [ ]
onlz A
" |IP% Pools
" fccess
™ Configuration
™ Statiztics Ins | E dit | Del |
[T Mawimum concurent connections: I Cave
Prafile narme: I{r'u:u profile: j Reset
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Add New User x|

M ative I Cramain SecurlD

Enter user name:

;8 Cancel

2. Native 12 Z2!5t1 Z=of AF2Xt 0|22 248t OIS OKE S 2IgFLIC M AR 7} Cf
=|. Al-x|.7|. EI-*IL_||:|.
3. Users(AL-E A} CHEE 4 X0 A APQXP% MEHSE D Set Password(H|E2IHZ A%)E S2&LICH

Enter password:

[~ Urmask pazsword

* Allow PAP or CHAP
™ allow PAP only [encrypt password in databaze)

Set Walidate I Cancel

4. A ERe| HIZFHS E st H¥ES =L
5. Users(AtEXt) CHEH & R0l A Save(ME)E S =Ist 1 AHSAIE WEi&LICH

2l e
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£ 4 LAN(WLAN)
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