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Apr 8 17:45:48.208: dotll_auth_dotlx_start: in the
dotll_auth_dotlx_start
Apr 8 17:45:48.208:
dotll_auth_dotlx send_id_reqg_to_client:
sending identity request for 0002.8aa6.304f Apr 8




17:45:48.208: dotll_auth dotlx_send_id_req to_client:
Started timer client_timeout 30 seconds Apr 8
17:45:48.210: dotll_auth _parse_client_pak: Received
EAPOL packet from 0002.8aa6.304f Apr 8 17:45:48.210:
dotll_auth_dotlx run_rfsm: Executing

Action (CLIENT WAIT,EAP START) for 0002.8aa6.304f

Apr 8 17:45:48.210:

dotll_auth_dotlx send_id_reqg to_client:

sending identity request for 0002.8aa6.304f Apr 8
17:45:48.210: dotll_auth dotlx_send_id_req to_client:
Started timer client_timeout 30 seconds Apr 8
17:45:48.212: dotll_auth _parse_client_pak: Received
EAPOL packet from 0002.8aa6.304f Apr 8 17:45:48.212:
dotll_auth_parse_client_pak: id is not matching reqg-
id:lresp-id:2, waiting for response Apr 8 17:45:48.213:
dotll_auth_parse_client_pak: Received EAPOL packet from
0002.8aa6.304f Apr 8 17:45:48.213:
dotll_auth_dotlx run_rfsm: Executing
Action (CLIENT WAIT,CLIENT REPLY) for 0002.8aa6.304f
Apr 8 17:45:48.214:
dotll_auth_dotlx send_response_to_server:

Sending client 0002.8aa6.304f data to server Apr 8
17:45:48.214: dotll_auth_dotlx_send response_to_server:
tarted timer server_timeout 60 seconds Apr 8
17:45:48.214: RADIUS: AAA Unsupported [248] 14 Apr 8
17:45:48.214: RADIUS: 6C 61 62 61 70 31 32 30 30 69 70
31 [labapl200ipl] Apr 8 17:45:48.215: RADIUS: AAA
Unsupported [150] 2 Apr 8 17:45:48.215:
RADIUS(0000001C): Storing nasport 17 in rad_db Apr 8
17:45:48.215: RADIUS(0000001C): Config NAS IP:
10.0.0.102 Apr 8 17:45:48.215: RADIUS/ENCODE(0000001C) :
acct_session_id: 28 Apr 8 17:45:48.216:

RADIUS (0000001C): Config NAS IP: 10.0.0.102 Apr 8
17:45:48.216: RADIUS(0000001C): sending Apr 8
17:45:48.216: RADIUS(0000001C): Send Access-Request to
10.0.0.3:1645 id 21645/93, len 139 Apr 8 17:45:48.216:
RADIUS: authenticator 92 26 A8 31 ED 60 6A 88 - 84 8C 80
B2 B8 26 4C 04 Apr 8 17:45:48.216: RADIUS: User-Name [1]
9 "aironet" Apr 8 17:45:48.216: RADIUS: Framed-MTU [12]
6 1400 Apr 8 17:45:48.217: RADIUS: Called-Station-Id
[30] 16 "0005.9a39.0374" Apr 8 17:45:48.217: RADIUS:
Calling-Station-Id [31] 16 "0002.8aa6.304f" Apr 8
17:45:48.217: RADIUS: Service-Type [6] 6 Login [1l] Apr 8
17:45:48.217: RADIUS: Message-Authenticato[80] 18 * Apr
8 17:45:48.217: RADIUS: EAP-Message [79] 14 Apr 8
17:45:48.218: RADIUS: 02 02 00 0C 01 61 69 72 6F 6E 65
74 [?????aironet] Apr 8 17:45:48.218: RADIUS: NAS-Port-
Type [61] 6 802.11 wireless [19] Apr 8 17:45:48.218:
RADIUS: NAS-Port [5] 6 17 Apr 8 17:45:48.218: RADIUS:
NAS-IP-Address [4] 6 10.0.0.102 Apr 8 17:45:48.218:
RADIUS: Nas-Identifier [32] 16 "labapl200ipl02" Apr 8
17:45:48.224: RADIUS: Received from id 21645/93
10.0.0.3:1645, Access-Challenge, len 69 Apr 8
17:45:48.224: RADIUS: authenticator C8 6D 9B B3 67 60 44
29 - CC AB 39 DE 00 A9 A8 CA Apr 8 17:45:48.224: RADIUS:
EAP-Message [79] 25 Apr 8 17:45:48.224: RADIUS: 01 43 00
17 11 01 00 08 63 BB E7 8C OF AC EB 9A
[?C??2?2?2?22c???????] Apr 8 17:45:48.225: RADIUS: 61 69 72
6F 6E 65 74 [aironet] Apr 8 17:45:48.225: RADIUS:
Session-Timeout [27] 6 20 Apr 8 17:45:48.225: RADIUS:
Message-Authenticato[80] 18 * Apr 8 17:45:48.226:
RADIUS(0000001C) : Received from id 21645/93 Apr 8
17:45:48.226: RADIUS/DECODE: EAP-Message fragments, 23,
total 23 bytes Apr 8 17:45:48.226:




dotll_auth_dotlx parse_aaa_resp: Received server

response: GET CHALLENGE_RESPONSE Apr 8 17:45:48.226:

dotll_auth_dotlx parse_aaa_resp: found eap pak in server

response Apr 8 17:45:48.226:

dotll_auth_dotlx parse_aaa_resp: found session timeout

20 sec Apr 8 17:45:48.227: dotll_auth dotlx_ run_rfsm:

Executing Action (SERVER_WAIT, SERVER_REPLY) for
0002.8aa6.304f

Apr 8 17:45:48.227:

dotll_auth_dotlx send_response_to_client:

Forwarding server message to client 0002.8aab6.304f
Apr 8 17:45:48.227:
dotll_auth_dotlx send_response_to_client: Started timer
client_timeout 20 seconds Apr 8 17:45:48.232:
dotll_auth_parse_client_pak: Received EAPOL packet from
0002.8aa6.304f Apr 8 17:45:48.232:
dotll_auth_dotlx run_rfsm: Executing Action
(CLIENT_WAIT,CLIENT REPLY) for 0002.8aa6.304f
Apr 8 17:45:48.232:
dotll_auth_dotlx send_response_to_server:

Sending client 0002.8aa6.304f data to server Apr 8
17:45:48.232: dotll_auth_dotlx_send response_to_server:
Started timer server_timeout 60 seconds Apr 8
17:45:48.233: RADIUS: AAA Unsupported [248] 14 Apr 8
17:45:48.234: RADIUS: 6C 61 62 61 70 31 32 30 30 69 70
31 [labapl200ipl] Apr 8 17:45:48.234: RADIUS: AAA
Unsupported [150] 2 Apr 8 17:45:48.234:
RADIUS(0000001C) : Using existing nas_port 17 Apr 8
17:45:48.234: RADIUS(0000001C): Config NAS IP:
10.0.0.102 Apr 8 17:45:48.234: RADIUS/ENCODE (0000001C) :
acct_session_id: 28 Apr 8 17:45:48.234:
RADIUS(0000001C): Config NAS IP: 10.0.0.102 Apr 8
17:45:48.234: RADIUS(0000001C): sending Apr 8
17:45:48.234: RADIUS(0000001C): Send Access-Request to
10.0.0.3:1645 id 21645/94, len 166 Apr 8 17:45:48.235:
RADIUS: authenticator 93 B5 CC B6 41 97 A0 85 - 1B 4D 13
OF 6A EE D4 11 Apr 8 17:45:48.235: RADIUS: User-Name [1]
9 "aironet" Apr 8 17:45:48.235: RADIUS: Framed-MTU [12]
6 1400 Apr 8 17:45:48.236: RADIUS: Called-Station-Id
[30] 16 "0005.9a39.0374" Apr 8 17:45:48.236: RADIUS:
Calling-Station-Id [31] 16 "0002.8aa6.304f" Apr 8
17:45:48.236: RADIUS: Service-Type [6] 6 Login [1l] Apr 8
17:45:48.236: RADIUS: Message-Authenticato[80] 18 * Apr
8 17:45:48.236: RADIUS: EAP-Message [79] 41 Apr 8
17:45:48.236: RADIUS: 02 43 00 27 11 01 00 18 30 9F 55
AF 05 03 71 7D [?C?'????20°?U???g}] Apr 8 17:45:48.236:
RADIUS: 25 41 1B BO F4 A9 7C EE F5 51 24 9A FC 6D 51 6D
[?A??2?2?]??0$??mQm] Apr 8 17:45:48.237: RADIUS: 61 69 72
6F 6E 65 74 [aironet] Apr 8 17:45:48.237: RADIUS: NAS-
Port-Type [61] 6 802.11 wireless [19] Apr 8
17:45:48.237: RADIUS: NAS-Port [5] 6 17 Apr 8
17:45:48.238: RADIUS: NAS-IP-Address [4] 6 10.0.0.102
Apr 8 17:45:48.238: RADIUS: Nas-Identifier [32] 16
"labapl200ipl02" Apr 8 17:45:48.242: RADIUS: Received
from id 21645/94 10.0.0.3:1645, Access-Challenge, len 50
Apr 8 17:45:48.243: RADIUS: authenticator 59 2D EE 24 CF
B2 87 AF - 86 DO C9 00 79 BE 6E 1E Apr 8 17:45:48.243:
RADIUS: EAP-Message [79] 6 Apr 8 17:45:48.243: RADIUS:
03 43 00 04 [?C??] Apr 8 17:45:48.244: RADIUS: Session-
Timeout [27] 6 20 Apr 8 17:45:48.244: RADIUS: Message-
Authenticato[80] 18 * Apr 8 17:45:48.244:
RADIUS(0000001C) : Received from id 21645/94 Apr 8
17:45:48.244: RADIUS/DECODE: EAP-Message fragments, 4,
total 4 bytes Apr 8 17:45:48.244:




dotll_auth_dotlx parse_aaa_resp: Received server
response: GET CHALLENGE_RESPONSE Apr 8 17:45:48.245:
dotll_auth_dotlx parse_aaa_resp: found eap pak in server
response Apr 8 17:45:48.245:

dotll_auth_dotlx parse_aaa_resp: found session timeout
20 sec Apr 8 17:45:48.245: dotll_auth dotlx_ run_rfsm:
Executing Action (SERVER_WAIT, SERVER_REPLY)

for 0002.8aa6.304f

Apr 8 17:45:48.245:

dotll_auth_dotlx send_response_to_client:

Forwarding server message to client 0002.8aab6.304f
Apr 8 17:45:48.246:
dotll_auth_dotlx send_response_to_client: Started timer
client_timeout 20 seconds Apr 8 17:45:48.249:
dotll_auth_parse_client_pak: Received EAPOL packet from
0002.8aa6.304f Apr 8 17:45:48.250:
dotll_auth_dotlx run_rfsm: Executing
Action (CLIENT WAIT,CLIENT REPLY) for 0002.8aa6.304f
Apr 8 17:45:48.250:
dotll_auth_dotlx send_response_to_server:

Sending client 0002.8aa6.304f data to server Apr 8
17:45:48.250: dotll_auth_dotlx_send response_to_server:
Started timer server_timeout 60 seconds Apr 8
17:45:48.250: RADIUS: AAA Unsupported [248] 14 Apr 8
17:45:48.251: RADIUS: 6C 61 62 61 70 31 32 30 30 69 70
31 [labapl200ipl] Apr 8 17:45:48.251: RADIUS: AAA
Unsupported [150] 2 Apr 8 17:45:48.251:
RADIUS(0000001C) : Using existing nas_port 17 Apr 8
17:45:48.252: RADIUS(0000001C): Config NAS IP:
10.0.0.102 Apr 8 17:45:48.252: RADIUS/ENCODE (0000001C) :
acct_session_id: 28 Apr 8 17:45:48.252:
RADIUS(0000001C): Config NAS IP: 10.0.0.102 Apr 8
17:45:48.252: RADIUS(0000001C): sending Apr 8
17:45:48.252: RADIUS(0000001C): Send Access-Request to
10.0.0.3:1645 id 21645/95, len 150 Apr 8 17:45:48.252:
RADIUS: authenticator 39 1C A5 EF 86 9E BA D1 - 50 FD 58
80 A8 8A BC 2A Apr 8 17:45:48.253: RADIUS: User-Name [1]
9 "aironet" Apr 8 17:45:48.253: RADIUS: Framed-MTU [12]
6 1400 Apr 8 17:45:48.253: RADIUS: Called-Station-Id
[30] 16 "0005.9a39.0374" Apr 8 17:45:48.253: RADIUS:
Calling-Station-Id [31] 16 "0002.8aa6.304f" Apr 8
17:45:48.254: RADIUS: Service-Type [6] 6 Login [1] Apr 8
17:45:48.254: RADIUS: Message-Authenticato[80] 18 * Apr
8 17:45:48.254: RADIUS: EAP-Message [79] 25 Apr 8
17:45:48.254: RADIUS: 01 43 00 17 11 01 00 08 50 9A 67

RADIUS: 61 69 72 6F 6E 65 74 [aironet] Apr 8
17:45:48.254: RADIUS: NAS-Port-Type [61] 6 802.11
wireless [19] Apr 8 17:45:48.254: RADIUS: NAS-Port [5] 6
17 Apr 8 17:45:48.255: RADIUS: NAS-IP-Address [4] 6
10.0.0.102 Apr 8 17:45:48.255: RADIUS: Nas-Identifier
[32] 16 "labapl200ipl02" Apr 8 17:45:48.260: RADIUS:
Received from id 21645/95 10.0.0.3:1645, Access-Accept,
len 206 Apr 8 17:45:48.260: RADIUS: authenticator 39 13
3C ED FC 02 68 63 - 24 13 1B 46 CF 93 B8 E3 Apr 8
17:45:48.260: RADIUS: Framed-IP-Address [8] 6
255.255.255.255 Apr 8 17:45:48.261: RADIUS: EAP-Message
[79] 41 Apr 8 17:45:48.261: RADIUS: 02 00 00 27 11 01 00
18 FA 53 DO 29 6C 9D 66 8E [???'???2?2?237)1?f?] Apr 8
17:45:48.262: RADIUS: C4 A3 CD 54 08 8C 35 7C 74 0C 6A
EF D4 6D 30 A4 [???T??5|t?J??m0?] Apr 8 17:45:48.262:
RADIUS: 61 69 72 6F 6E 65 74 [aironet] Apr 8
17:45:48.262: RADIUS: Vendor, Cisco [26] 59 Apr 8
17:45:48.262: RADIUS: Cisco AVpair [1] 53 "leap:session-




key=G:3asil;mwerAEIJNYH-JxI," Apr 8 17:45:48.262: RADIUS:
Vendor, Cisco [26] 31 Apr 8 17:45:48.262: RADIUS: Cisco
AVpair [1] 25 "auth-algo-type=eap-leap" Apr 8
17:45:48.262: RADIUS: Class [25] 31 Apr 8 17:45:48.263:
RADIUS: 43 49 53 43 4F 41 43 53 3A 30 30 30 30 31 64 36
[CISCOACS:00001d6] Apr 8 17:45:48.263: RADIUS: 33 2F 30
61 30 30 30 30 36 36 2F 31 37 [3/0a000066/17] Apr 8
17:45:48.263: RADIUS: Message-Authenticato[80] 18 * Apr
8 17:45:48.264: RADIUS(0000001C): Received from id
21645/95 Apr 8 17:45:48.264: RADIUS/DECODE: EAP-Message
fragments, 39, total 39 bytes Apr 8 17:45:48.264: found
leap session key Apr 8 17:45:48.265:
dotll_auth_dotlx parse_aaa_resp: Received server
response: PASS Apr 8 17:45:48.265:
dotll_auth_dotlx parse_aaa_resp: found eap pak in server
response Apr 8 17:45:48.265:
dotll_auth_dotlx parse_aaa_resp: found leap session key
in server response Apr 8 17:45:48.265:
dotll_auth_dotlx parse_aaa_resp: leap session key length
16 Apr 8 17:45:48.266: dotll_auth_dotlx run_rfsm:
Executing Action (SERVER_WAIT, SERVER_PASS) for
0002.8aa6.304f
Apr 8 17:45:48.266:
dotll_auth_dotlx send_response_to_client:

Forwarding server message to client 0002.8aab6.304f
Apr 8 17:45:48.266:
dotll_auth_dotlx send_response_to_client: Started timer
client_timeout 20 seconds Apr 8 17:45:48.266: $DOT11-6-
ASSOC: Interface DotllRadio0O, Station RKIBBE-W2K4
0002.8aab6.304f Associated KEY_MGMT [NONE]
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%$DOT11-4-MAXRETRIES: Packet to client xxxx.xxxx.xxxx reached
max retries, removing the client
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.- AP2} RADIUS A 7te| 27 ef 2 E.lx| - 0| A 230{ M RADIUS M= AP 018 2
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HE =5 K| ot &LICHAPE RADIUS ME{0ol 23 E H& ME5HXRIEH 37 571 Yx|GHK|
ofoo 2 RADIUS MHHE @HE HEELICL.O| EXME sZE35iE2{H APL| S/ &357

RADIUS MHHOIM AFE El= 23t Z2X| EQlstMA|2.

. server_timeout—O| & Eff= 1F ME{7} AF AlZF LHol| 8EHSHX| 4SS LIEFRLICE 0| 8
= A= Mol EXE Qe YAMELICHCHS 2& 0| AFARIX| EelgL|Ct APE Q1E Ao
IP @122 NMSeL|ct 3D ping BHEES ALE5t04 @122 SQIE £ JU&LCHelE L o7
Bl T E HS 7} Mol CHaH H&E&rL|ch & 1: Server Manager B{0IlAH ZE HS E &0IE
A& LICH RIS MH|ATE ™ S0|H &S LICHCHS 2 server_timeout A 2| Of| &IL|CE

. server_raiL - O| & Ell= ME{7} A XL X134 EHE2 7|Ho 2 918 SEH2 ARSI S LIEHHL
Cto| 27/ 2ol 2= RADIUS CIHa = 218 Mol MISE AHE X O|§ 2 EAIFLICH A7t
ZCI0|HE HMAE HES ool CHE REMITH LHE 2 215 M2l Failed Attempts(&ITH Al
) 2EOE EQISHMAIR.CHE 2 server_ratn AT 2| 04| LT

- No Response from Client(22F0|HE A SE 913) - 0| ool M= radius M7t AP7} THE
St MY HAIXIE APE MEEH CHE 2t0|MEE HAEELICH AT Z20|ME=E AP &
SRl & LIChat M APE 2|CH MA|Z R0l DB * QIS S FAFLCHAPE
radiusOl| A 22t0|1EE get challenge 852 M & LICZEI0|HMEE SHSIX| £ A
CH RHAI = E 0l =E5l04 EAPO|| Almfdt 1 APOIM 22I0|ME 9I5 S A& LICHRadiusE
APOl MY HAIXIE ME35tD, AP= EEI0|HEN MY HIAIXKIE MEStH, E2CI0|MEE S
EH5tX| et & LICHAPE Z|CH RHA I S0l EHEF F Q1B S FAFLICH O™ 220|MEE
AP0l M ID 2FE Al 5tX|2t Z2t0|E7L o|O] 2[CH RHA | H o TEHHS2E AP= O
RLEE HEE LY.

e HAIX]HLE gHof Qe ZEMA L/EE = radius C/H{20= ATfo] M7 SE7t EAIELICL.

EAPE F43t= ol CHE XEMIEH LI 2 RADIUS MHE ALE35tE EAP 2152 X 5HAAIL.
MAC 2I&
Ol248t C|HHa= MAC 1&0 7t& & Lct

- debug radius authentication—2|%F 215 HHE AIEE 4% O| C|HIO E32 CHE HO{E A

EF8FL|CH rapus.
- debug dot11 aaa authenticator mac-authen - O| C|HH1 £242 C}S HIAEZ A|ZHEL|CH
.o"lot:ll_aut:h_dotlx_0|=|I L—l E—l’.
C}S ClH7F EAIEL|CH

. 215 CH3} A Xt RADIUS B EOMH EDE LI

- X|I™EIMAC 42t 215 E MAC 49| H|w
9|2 RADIUS HHHE MAC FA Q&1 &7 AH& 35 RADIUS CIH7F M ElL|CH o] 40| A
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MAC 4 S50| C|HIO|AM| AHEX} O &
| = 2UX|7} &l 0|28t £=240| E AIELICE.

authen %Eﬂ:’% EAIEI'L—IEl'.—;F—f_ OE|7_C EE
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Apr 8 19:02:00.109: dotll_auth_mac_start: method_ list:
mac_methods
Apr 8 19:02:00.109: dotll_auth_mac_start: method_index:
0x4500000B, req: 0xA7626C
Apr 8 19:02:00.109: dotll_auth_mac_start: client-
>unique_id: 0x28
Apr 8 19:02:00.110: dotll_mac_process_reply: AAA reply
for 0002.8aa6.304f PASSED
Apr 8 19:02:00.145: $DOT11-6-ASSOC: Interface
DotllRadio0O, Station RKIBBE-W2K4

0002.8aa6.304f Associated KEY_MGMT [NONE]

Cl2 oo M= 2Z ol|o|E{H| o] A0 CHEE Aluist MAC 15 € Ho{ FL|Ct.

almgt MAC 215 o

Apr 8 19:01:22.336: dotll_auth_mac_start: method_list:
mac_methods
Apr 8 19:01:22.336: dotll_auth_mac_start: method_index:
0x4500000B,

req: 0xA7626C
Apr 8 19:01:22.336: dotll_auth_mac_start: client-
>unique_id: 0x27
Apr 8 19:01:22.337: dotll_mac_process_reply:

AAA reply for 0002.8aa6.304f FAILED
Apr 8 19:01:22.337: $DOT11-7-AUTH_FAILED:

Station 0002.8aa6.304f Authentication failed

MAC F4 150| A5t MAC FA0H Y21 2x10| BEH A4S 2QIBHLICHMAC T40| upyl
o A

MAC QIE2 7+ d5t= WEdof CHE XEME L8 2 218 & F4d(Cisco Aironet AHAM|A ZQIE 9f
Cisco 10S Software Configuration Guide, 12.2(13)JA)2 & X5 AA|2.

WPA
WPA(Wi-Fi Protected Access)= 2/5 R0| otL| X2t HaEl T2 EZLCH

- WPAE AP2t 2EI0|ME FtE Zhof " &LICH.
- WPA 7| #E|= Zt0|UET} QT MHM 3o 2 QS E(H 4 ghLct
. WPAE 4 & $H= M|0|3.0i| M PTK(Pairwise Transient Key) 2! GTK(Groupwise Transient
Key)E 25 & gfuct
&3 WPAOIME 7|2 EAPTI M3 5Hof 5t2 2 WPAOI #0435l 7| Tol| 22l0|HET} Y EAPZ
=k

MIO 2 QISE & OJ=%| &0I5AIA|D.

ol243t ClH1= WPA S0l 7+& @88HL|Ch

. debug dot11 aaa authenticator process - O| C|HH1 £32 CtF HAE R A[ZELICH
.dotll_auth_dotlx_gglfltr.
. debug dot11 aaa authenticator state-machine - O| C|H{Z &322 C} S HIAEZ A|XHEL|CH
.dotll_auth_dotlx run_ rfsm.
O 2AMo| CtE 2151t #Edstof WPA ClH{a = ¢47| & 2M5H7| &&LICHPTK HIAIX|E 2L
A5t SEHE dhotof L|Ch O CF2 GTK HIAIX|E ELHD CE X&$t SEE dholof °*L—|EP.
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PTK EE= GTK HIA|X|7F MEE|X| Stomd APO| ZAT|180|M EE= AZEQ|0{ £F 0| A RE 2
UA&LICHZ2EO|MENM PTK EE& GTK SEH2 9¢X| 28 4% ZE0|AUE FF=2| WPA AI- Rt
oM Aol EE A% EoIO-I £Z=2 30

A2 WPA 4 o

labapl200ipl02#
Apr 7 16:29:57.908: dotll_dotlx build ptk_handshake:
building PTK msg 1 for 0030.6527.f74a
Apr 7 16:29:59.190: dotll dotlx_verify ptk_handshake:
verifying PTK msg 2 from 0030.6527.f74a
Apr 7 16:29:59.191: dotll_dotlx verify_eapol_header:
Warning:
Invalid key info (exp=0x381, act=0x109
Apr 7 16:29:59.191: dotll_dotlx verify_eapol_header:
Warning:
Invalid key len (exp=0x20, act=0x0)
Apr 7 16:29:59.192: dotll_dotlx build ptk_handshake:
building PTK msg 3 for 0030.6527.f74a
Apr 7 16:29:59.783: dotll dotlx_verify ptk_handshake:
verifying PTK msg 4 from 0030.6527.f74a
Apr 7 16:29:59.783: dotll_dotlx verify_eapol_header:
Warning:
Invalid key info (exp=0x381, act=0x109
Apr 7 16:29:59.783: dotll_dotlx verify_ eapol_header:
Warning:
Invalid key len (exp=0x20, act=0x0)
Apr 7 16:29:59.788: dotll_dotlx _build gtk _handshake:
building GTK msg 1 for 0030.6527.f74a
Apr 7 16:29:59.788: dotll_dotlx build_gtk_handshake:
dotll_dotlx_get_multicast_key len 32 index 1
Apr 7 16:29:59.788: dotll_dotlx hex_dump: GTK:
27 CA 88 7D 03 D9 C4 61 FD 4B BE 71 EC F7 43 B5 82
93 57 83
Apr 7 16:30:01.633: dotll dotlx verify gtk_handshake:
verifying GTK msg 2 from 0030.6527.£f74a
Apr 7 16:30:01.633: dotll_dotlx verify_ eapol_header:
Warning: Invalid key info (exp=0x391, act=0x301
Apr 7 16:30:01.633: dotll_dotlx verify_ eapol_header:
Warning:
Invalid key len (exp=0x20, act=0x0)
Apr 7 16:30:01.633: %DOT11-6-ASSOC: Interface

Dotl1lRadioO,
Station 0030.6527.£f74a Associated KEY MGMT [WPA]
labapl200ipl02#

WPA T4 0] CHEH XFMIEH LIS WPA T4 WO 8 AT SHAIAIR.

ZE|/HTTP 218

ZHMEX O|F H HIEHE
HFO| A 0] CH Bt BHE| HMIAE X
K| HELICH

Cllo|E{H|o IMHI LI =Lt QIT QIS Muqoi| LFFEl AFERFoil Al C|
gter £ Ql&L|ch &2 WA A= RADIUS 2 TACACS+OM B5

olz{8t ClHa = el 2150 7+ &Lt

- debug radius authentication 'IE debug tacacs authentication—O| C|H{1 £232 €IS B0 &
StLEE A|&F R LICHRaDTUS EE & TACACS.
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. debug aaa authentication—O| C|tH10| £E232 OIS HAER

- debug aaa authorization - O| C|HH1 2| £3i2 CIF &
Ct2 Cl a7t EAI=LCH

. 215 Chsl & XFC| RADIUS EEE= TACACS HEEo{M

C}2 0|0d A E Service-type raprus E440| Administrative2 A E

FHZ 98 54 A4S

gt d35el #el 218 of

Apr 13 19:43:08.030: AAA: parse name=tty2 idb type=-1
tty=-1
Apr 13 19:43:08.030: AAA: name=tty2 flags=0xl1ll type=5
shelf=0 slot=0

adapter=0 port=2 channel=0
Apr 13 19:43:08.031: AAA/MEMORY: create_user (0xA1lBB6C)
user='NULL' ruser='NULL'

ds0=0 port='tty2' rem_addr='10.0.0.25"
authen_type=ASCII service=LOGINN
Apr 13 19:43:08.031: AAA/AUTHEN/START (3200017540):
port="'tty2'

list='"' action=LOGIN service=LOGIN
Apr 13 19:43:08.031: AAA/AUTHEN/START (3200017540):
using "default" list
Apr 13 19:43:08.031: AAA/AUTHEN/START (3200017540):

Method=tac_admin (tacacs+) Apr 13 19:43:08.032:
TAC+: send AUTHEN/START packet ver=192 i1d=3200017540 Apr
13 19:43:08.032: AAA/AUTHEN(3200017540): Status=ERROR
Apr 13 19:43:08.032: AAA/AUTHEN/START (3200017540) :
Method=rad_admin (radius) Apr 13 19:43:08.032:
AAA/AUTHEN (3200017540) : Status=GETUSER Apr 13
19:43:08.032: AAA/AUTHEN/CONT (3200017540) :
continue_login (user='(undef)') Apr 13 19:43:08.032:
AAA/AUTHEN (3200017540) : Status=GETUSER Apr 13
19:43:08.032: AAA/AUTHEN (3200017540) : Method=rad_admin
(radius) Apr 13 19:43:08.032: AAA/AUTHEN(3200017540) :
Status=GETPASS Apr 13 19:43:08.033: AAA/AUTHEN/CONT
(3200017540) : continue_login (user='aironet') Apr 13
19:43:08.033: AAA/AUTHEN (3200017540) : Status=GETPASS Apr
13 19:43:08.033: AAA/AUTHEN(3200017540) :
Method=rad_admin (radius) Apr 13 19:43:08.033: RADIUS:
Pick NAS IP for u=0xA1BB6C tableid=0 cfg_addr=10.0.0.102
best_addr=0.0.0.0 Apr 13 19:43:08.033: RADIUS: ustruct
sharecount=1 Apr 13 19:43:08.034: Radius:
radius_port_info() success=1 radius_nas_port=1 Apr 13
19:43:08.034: RADIUS(00000000): Send Access-Request to
10.0.0.3:1645 id 21646/48, len 76 Apr 13 19:43:08.034:
RADIUS: authenticator 91 A0 98 87 Cl FC F2 E7 - E7 E4 57
DF 20 DO 82 27 Apr 13 19:43:08.034: RADIUS: NAS-IP-
Address [4] 6 10.0.0.102 Apr 13 19:43:08.034: RADIUS:
NAS-Port [5] 6 2 Apr 13 19:43:08.035: RADIUS: NAS-Port-
Type [61] 6 Virtual [5] Apr 13 19:43:08.035: RADIUS:
User-Name [1] 9 "aironet" Apr 13 19:43:08.035: RADIUS:
Calling-Station-Id [31] 11 "10.0.0.25" Apr 13
19:43:08.035: RADIUS: User-Password [2] 18 * Apr 13
19:43:08.042: RADIUS: Received from id 21646/48
10.0.0.3:1645, Access-Accept, len 62 Apr 13
19:43:08.042: RADIUS: authenticator C9 32 E7 8F 97 5F E6
4C - 6B 90 71 EE ED 2C 2B 2B Apr 13 19:43:08.042:
RADIUS: Service-Type [6] 6
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Administrative [6]

Apr 13 19:43:08.042: RADIUS: Framed-IP-Address [8]
6 255.255.255.255

Apr 13 19:43:08.042: RADIUS: Class [25]
30

Apr 13 19:43:08.043: RADIUS: 43 49 53 43 4F 41 43 53
3A 30 30 30 30 33 36 36

[CISCOACS:0000366]
Apr 13 19:43:08.043: RADIUS: 39 2F 30 61 30 30 30 30
36 36 2F 32

[9/0a000066/2]
Apr 13 19:43:08.044: RADIUS: saved authorization data
for user A1BB6C at BO0C260
Apr 13 19:43:08.044: AAA/AUTHEN(3200017540): Status=PASS
Apr 13 19:43:08.044: tty2 AAA/AUTHOR/HTTP(1763745147):
Port='tty2' list='"' service=EXEC Apr 13 19:43:08.044:
AAA/AUTHOR/HTTP: tty2(1763745147) user='aironet' Apr 13
19:43:08.044: tty2 AAA/AUTHOR/HTTP(1763745147): send AV
service=shell Apr 13 19:43:08.044: tty2
AAA/AUTHOR/HTTP (1763745147) : send AV cmd* Apr 13
19:43:08.045: tty2 AAA/AUTHOR/HTTP(1763745147): found
list "default" Apr 13 19:43:08.045: tty2
AAA/AUTHOR/HTTP (1763745147) : Method=tac_admin (tacacs+)
Apr 13 19:43:08.045: AAA/AUTHOR/TAC+: (1763745147):
user=aironet Apr 13 19:43:08.045: AAA/AUTHOR/TAC+:
(1763745147) : send AV service=shell Apr 13 19:43:08.045:
AAA/AUTHOR/TAC+: (1763745147): send AV cmd* Apr 13
19:43:08.046: AAA/AUTHOR (1763745147): Post
authorization status = ERROR Apr 13 19:43:08.046: tty2
AAA/AUTHOR/HTTP (1763745147) : Method=rad_admin (radius)
Apr 13 19:43:08.046: AAA/AUTHOR (1763745147): Post
authorization status = PASS _ADD Apr 13 19:43:08.443:
AAA/MEMORY: free_user (0xA1BB6C) user='aironet'
ruser="'NULL' port='tty2' rem addr='10.0.0.25"
authen_type=ASCII service=LOGIN
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Apr 13 19:38:04.699: RADIUS: cisco AVPair ""shell:priv-
lvl=15""

not applied for shell
Apr 13 19:38:04.699: AAA/AUTHOR (380584213): Post
authorization status

= PASS_ADD
Apr 13 19:38:04.802: AAA/MEMORY: free_user (0xAAQE38)
user='aironet'

ruser='NULL' port='tty3' rem_addr='10.0.0.25"
authen_type=ASCII

service=LOGIN
Apr 13 19:38:04.901: AAA: parse name=tty3 idb type=-1
tty=-1
Apr 13 19:38:04.901: AAA: name=tty3 flags=0xl1ll type=5
shelf=0 slot=0

adapter=0 port=3 channel=0
Apr 13 19:38:04.902: AAA/MEMORY: create_user (0xAA23BC)
user="'"NULL'

ruser="'NULL' ds0=0 port='tty3' rem addr='10.0.0.25"

authen_type=ASCII service=LOGIN
Apr 13 19:38:04.902: AAA/AUTHEN/START (1346300140):




port='tty3' list="'"

action=LOGIN service=LOGIN
Apr 13 19:38:04.902: AAA/AUTHEN/START (1346300140) :
using "default" list
Apr 13 19:38:04.902: AAA/AUTHEN/START (1346300140) :
Method=tac_admin (tacacs+) Apr 13 19:38:04.902: TAC+:
send AUTHEN/START packet ver=192 id=1346300140 Apr 13
19:38:04.902: AAA/AUTHEN (1346300140): Status=ERROR Apr
13 19:38:04.902: AAA/AUTHEN/START (1346300140) :
Method=rad_admin (radius) Apr 13 19:38:04.902:
AAA/AUTHEN (1346300140) : Status=GETUSER Apr 13
19:38:04.903: AAA/AUTHEN/CONT (1346300140):
continue_login (user='(undef)') Apr 13 19:38:04.903:
AAA/AUTHEN (1346300140) : Status=GETUSER Apr 13
19:38:04.903: AAA/AUTHEN (1346300140) : Method=rad_admin
(radius) Apr 13 19:38:04.904: AAA/AUTHEN (1346300140) :
Status=GETPASS Apr 13 19:38:04.904: AAA/AUTHEN/CONT
(1346300140) : continue_login (user='alironet') Apr 13
19:38:04.904: AAA/AUTHEN (1346300140) : Status=GETPASS Apr
13 19:38:04.904: AAA/AUTHEN(1346300140) :
Method=rad_admin (radius) Apr 13 19:38:04.904: RADIUS:
Pick NAS IP for u=0xAA23BC tableid=0 cfg_addr=10.0.0.102
best_addr=0.0.0.0 Apr 13 19:38:04.904: RADIUS: ustruct
sharecount=1 Apr 13 19:38:04.904: Radius:
radius_port_info() success=1 radius_nas_port=1 Apr 13
19:38:04.925: RADIUS(00000000): Send Access-Request to
10.0.0.3:1645 id 21646/3, len 76 Apr 13 19:38:04.926:
RADIUS: authenticator 0C DD 2B B7 CA 5E 7C B9 - 46 90 FD
7A FD 56 3F 07 Apr 13 19:38:04.926: RADIUS: NAS-IP-
Address [4] 6 10.0.0.102 Apr 13 19:38:04.926: RADIUS:
NAS-Port [5] 6 3 Apr 13 19:38:04.926: RADIUS: NAS-Port-
Type [61] 6 Virtual [5] Apr 13 19:38:04.926: RADIUS:
User-Name [1] 9 "aironet" Apr 13 19:38:04.926: RADIUS:
Calling-Station-Id [31] 11 "10.0.0.25" Apr 13
19:38:04.926: RADIUS: User-Password [2] 18 * Apr 13
19:38:04.932: RADIUS: Received from id 21646/3
10.0.0.3:1645, Access-Accept, len 89 Apr 13
19:38:04.933: RADIUS: authenticator FA A4 31 49 51 87 9D
CA - 9D F7 B3 9B EF C2 8B 7E Apr 13 19:38:04.933:
RADIUS: Vendor, Cisco [26] 27 Apr 13 19:38:04.933:

RADIUS: Cisco AVpair [1] 21 ""ghell:priv-
lvli=15""

Apr 13 19:38:04.934: RADIUS: Service-Type [6]
6 Login [1]

Apr 13 19:38:04.934: RADIUS: Framed-IP-Address [8]
6 255.255.255.255

Apr 13 19:38:04.934: RADIUS: Class [25]
30

Apr 13 19:38:04.934: RADIUS:
3A 30 30 30 30 33 36 33
[CISCOACS:0000363]
Apr 13 19:38:04.934: RADIUS:
36 36 2F 33
[a/0a000066/31]
Apr 13 19:38:05.634: AAA/AUTHOR (3854191802): Post
authorization status = PASS ADD Apr 13 19:38:05.917:
AAA/MEMORY: free_user (0xA9D054) user='aironet'
ruser="'NULL' port='tty2' rem_addr='10.0.0.25"
authen_type=ASCII service=LOGIN priv=0

43 49 53 43 4F 41 43 53
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Apr 13 20:02:59.516: tty3 AAA/AUTHOR/HTTP(2007927065) :
Port="'tty3"

list='"' service=EXEC
Apr 13 20:02:59.516: AAA/AUTHOR/HTTP: tty3(2007927065)
user='aironet'
Apr 13 20:02:59.516: tty3 AAA/AUTHOR/HTTP(2007927065) :
send AV service=shell
Apr 13 20:02:59.516: tty3 AAA/AUTHOR/HTTP(2007927065) :
send AV cmd*
Apr 13 20:02:59.516: tty3 AAA/AUTHOR/HTTP(2007927065) :
found list "default"
Apr 13 20:02:59.516: tty3 AAA/AUTHOR/HTTP(2007927065) :
Method=tac_admin (tacacs+)
Apr 13 20:02:59.516: AAA/AUTHOR/TAC+: (2007927065) :
user=aironet
Apr 13 20:02:59.516: AAA/AUTHOR/TAC+: (2007927065): send
AV service=shell
Apr 13 20:02:59.516: AAA/AUTHOR/TAC+: (2007927065): send
AV cmd*
Apr 13 20:02:59.516: AAA/AUTHOR (2007927065): Post
authorization status = ERROR
Apr 13 20:02:59.517: tty3 AAA/AUTHOR/HTTP(2007927065) :
Method=rad_admin (radius)
Apr 13 20:02:59.517: AAA/AUTHOR (2007927065): Post
authorization status = PASS_ADD
Apr 13 20:02:59.561: AAA/MEMORY: free_user (0xA756ES8)
user='aironet'

ruser="'NULL' port='tty2' rem_addr='10.0.0.25"
authen_type=ASCII

service=LOGIN priv=0 vrf= (id=0)
Apr 13 20:02:59.620: AAA/MEMORY: free_user (0x9E5B04)
user='aironet'

ruser='NULL' port='tty3' rem_addr='10.0.0.25"
authen_type=ASCII

service=LOGIN priv=0 vrf= (id=0)
Apr 13 20:03:04.501: AAA: parse name=tty2 idb type=-1
tty=-1
Apr 13 20:03:04.501: AAA: name=tty2 flags=0xl1ll type=5
shelf=0 slot=0 adapter=0

port=2 channel=0
Apr 13 20:03:04.502: AAA/MEMORY: create_user (0xA9C7A4)
user="NULL'

ruser="'NULL' ds0=0 port='tty2' rem addr='10.0.0.25"
authen_type=ASCII

service=LOGIN priv=0
Apr 13 20:03:04.502: AAA/AUTHEN/START (377202642):
port='tty2' list=''"

action=LOGIN service=LOGIN
Apr 13 20:03:04.502: AAA/AUTHEN/START (377202642): using
"default" list
Apr 13 20:03:04.503: AAA/AUTHEN/START (377202642) :
Method=tac_admin (tacacs+)
Apr 13 20:03:04.503: TAC+: send AUTHEN/START packet
ver=192 1d=377202642
Apr 13 20:03:04.503: AAA/AUTHEN (377202642): Status=ERROR
Apr 13 20:03:04.503: AAA/AUTHEN/START (377202642) :
Method=rad_admin (radius)
Apr 13 20:03:04.503: AAA/AUTHEN(377202642) :
Status=GETUSER
Apr 13 20:03:04.503: AAA/AUTHEN/CONT (377202642):
continue_login (user="' (undef)')




Apr 13 20:03:04.503: AAA/AUTHEN (377202642) :
Status=GETUSER
Apr 13 20:03:04.503: AAA/AUTHEN (377202642) :
Method=rad_admin (radius)
Apr 13 20:03:04.503: AAA/AUTHEN (377202642) :
Status=GETPASS
Apr 13 20:03:04.504: AAA/AUTHEN/CONT (377202642):
continue_login (user='aironet')
Apr 13 20:03:04.504: AAA/AUTHEN (377202642) :
Status=GETPASS
Apr 13 20:03:04.504: AAA/AUTHEN (377202642) :
Method=rad_admin (radius)
Apr 13 20:03:04.504: RADIUS: Pick NAS IP for u=0xA9C7A4
tableid=0

cfg_addr=10.0.0.102 best_addr=0.0.0.0
Apr 13 20:03:04.505: RADIUS: ustruct sharecount=1
Apr 13 20:03:04.505: Radius: radius_port_info()
success=1 radius_nas_port=1
Apr 13 20:03:04.505: RADIUS(00000000): Send Access-
Request to 10.0.0.3:1645

id 21646/59, len 76
Apr 13 20:03:04.505: RADIUS: authenticator OF BD 81 17
8F C5 1C B4

- 84 1C 66 4D CF D4 96 03

Apr 13 20:03:04.505: RADIUS: NAS-IP-Address [4]
6 10.0.0.102

Apr 13 20:03:04.506: RADIUS: NAS-Port [5]
6 2

Apr 13 20:03:04.506: RADIUS: NAS-Port-Type [61]
6 Virtual [5]

Apr 13 20:03:04.506: RADIUS: User-Name [1]
9 "aironet"

Apr 13 20:03:04.506: RADIUS: Calling-Station-Id [31]
11 "10.0.0.25"
Apr 13 20:03:04.507: RADIUS: User-Password [2]
18 *
Apr 13 20:03:04.513: RADIUS: Received from id 21646/59
10.0.0.3:1645,

Access-Accept, len 56
Apr 13 20:03:04.513: RADIUS: authenticator BB F0O 18 78
33 DO DE D3

- 8B E9 EO EE 2A 33 92 BS

Apr 13 20:03:04.513: RADIUS: Framed-IP-Address [8]
6 255.255.255.255

Apr 13 20:03:04.513: RADIUS: Class [25]
30

Apr 13 20:03:04.514: RADIUS: 43 49 53 43 4F 41 43 53
3A 30 30 30 30 33 36 38

[CISCOACS:0000368]
Apr 13 20:03:04.514: RADIUS: 33 2F 30 61 30 30 30 30
36 36 2F 32

[3/0a000066/2]
Apr 13 20:03:04.515: RADIUS: saved authorization data
for user A9C7A4 at A9CI99C
Apr 13 20:03:04.515: AAA/AUTHEN(377202642): Status=PASS
Apr 13 20:03:04.515: tty2 AAA/AUTHOR/HTTP(2202245138):
Port='tty2' list=""

service=EXEC
Apr 13 20:03:04.515: AAA/AUTHOR/HTTP: tty2(2202245138)
user='aironet'
Apr 13 20:03:04.515: tty2 AAA/AUTHOR/HTTP(2202245138):
send AV service=shell
Apr 13 20:03:04.515: tty2 AAA/AUTHOR/HTTP(2202245138):
send AV cmd*




Apr 13 20:03:04.515:
found list "default"
Apr 13 20:03:04.516:

authorization status
Apr 13 20:03:04.517:

user='aironet'
ruser="'NULL'
authen_type=ASCII

port="'tty2'

tty2 AAA/AUTHOR/HTTP (2202245138):

tty2 AAA/AUTHOR/HTTP (2202245138):

Method=tac_admin (tacacs+)

Apr 13 20:03:04.516: AAA/AUTHOR/TAC+: (2202245138):
user=aironet

Apr 13 20:03:04.516: AAA/AUTHOR/TAC+: (2202245138): send
AV service=shell

Apr 13 20:03:04.516: AAA/AUTHOR/TAC+: (2202245138): send
AV cmd*

Apr 13 20:03:04.517: AAA/AUTHOR (2202245138): Post

= ERROR
tty2 AAA/AUTHOR/HTTP (2202245138):

Method=rad_admin (radius)
Apr 13 20:03:04.517: AAA/AUTHOR (2202245138): Post
authorization status
= PASS_ADD
Apr 13 20:03:04.619: AAA/MEMORY: free_user (0xA9C7A4)

rem_addr='10.0.0.25"

service=LOGIN priv=0 vrf=

el elES
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