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AP(confi g-if-ssid)#authentication key-management wpa
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apl#show running-config
Bui | di ng configuration...

aaa new nodel
|

aaa group server radius rad_eap
server 192.168.2.100 aut h-port 1645 acct-port 1646

aaa authentication |ogin eap_nethods group rad_eap
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bridge irb

!
i nterface Dot 11Radi 00

no i p address

no ip route-cache

|

encryption mode ciphers tkip

!--- This defines the cipher method that WPA uses. The
TKIP !--- method is the most secure, with use of the Wi-
Fi-defined version of TKIP. ! ssid WPAl abapl1200
authentication open eap eap methods

!--- This defines the method for the underlying EAP when
third-party clients !--- are in use. authentication
network-eap eap methods

!--- This defines the method for the underlying EAP when
Cisco clients are in use. authentication key-
management wpa

!--- This engages WPA key management. ! speed basic-1.0
basic-2.0 basic-5.5 basic-11.0 rts threshold 2312
channel 2437 station-role root bridge-group 1 bridge-
group 1 subscriber-|oop-control bridge-group 1 bl ock-
unknown- source no bridge-group 1 source-|earning no

bri dge-group 1 unicast-flooding bridge-group 1 spanning-
disabled . . . interface FastEthernetO no ip address no
i p route-cache dupl ex auto speed auto bridge-group 1 no
bri dge-group 1 source-learning bridge-group 1 spanning-
disabled ! interface BVI1 ip address 192.168. 2. 108
255.255.255.0 !/--- This is the address of this unit. hO
ip route-cache ! ip default-gateway 192.168.2.1 ip http
server ip http hel p-path

http://wwmv. ci sco. com war p/ public/ 779/ snbi z/ prodconfi g/ he
| p/eag/ivory/ 1100 ip radius source-interface BVI1 snnp-
server conmunity cable RO snnp-server enable traps tty
radi us-server host 192.168.2.100 auth-port 1645 acct-
port 1646 key shared_secret !/--- This defines where the
RADIUS server is and the key between the AP and server.
radi us-server retransmt 3 radius-server attribute 32

i nclude-in-access-req format % radius-server

aut hori zation pernmit mssing Service-Type radius-server
vsa send accounting bridge 1 route ip! ! line con O
line vty 515! end ! end
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- debug dot11 aaa manager keys - O| C|tHH1= AP2F WPA £2}0[|1E AtO|od| PTK(pairwise
transient key) 2 GTK(group transient key) &&f & & dist= HEMO[ZE E A LICt.0| C|
B2 Cisco 10S Software 22|14 12.2(15)JAMIM EUEIU&LICHC|HT £2{0] EA|ZIX|
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