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ip access-1list extended FQDN_ACL
permit ip any any
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ip access-1list extended FQDN_ACL
deny ip any host 72.163.4.161
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ip access-1list extended REDIRECT ACL
deny udp any eq bootps any

deny udp any any eq bootpc

deny udp any eq bootpc any

deny udp any any eqg domain

deny udp any eqg domain any

deny ip any host 10.48.39.228



deny ip host 10.48.39.228 any
permit tcp any any eq www
permit tcp any any eq 443
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passthru-domain-list URLS_LIST

match play.google.*.*

rr

CWA 2I& Hof ZcIo|AET}

match cisco.com
. URL_LISTS} Z& & permitip any anyE AFE35l0 HMA SE 2 A LICH

Al 1P HMA 222 Z2}0|91E0| 230k 5t22 0| ACLS FQDN TH Q! 220 Oj =&Y
Of FLICHS 2% FQDN THQ S22 M8F £ 8iS).

ip access-1list extended FQDN_ACL
permit ip any any
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access-session passthru-access-group FQDN_ACL passthru-domain-list URLS_LIST
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wlan byod 2 byod
aaa-override
accounting-list rad-acct
client vlan VLAN0200
mac-filtering MACFILTER
nac

no security wpa

no security wpa akm dotlx
no security wpa wpa2

no security wpa wpa2 ciphers aes
no shutdown
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aaa group server radius ISEGroup
server name ISEL

aaa authorization network MACFILTER group ISEGroup
aaa accounting network rad-acct start-stop group ISEGroup

radius server ISEl
address ipv4 10.48.39.228 auth-port 1812 acct-port 1813
key 7 112A1016141D5A5ES7

aaa server radius dynamic-author
client 10.48.39.228 server-key 7 123A0C0411045D5679
auth-type any
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cisco-av-pair = fgdn-acl-name=FQDN_ACL
cisco-av-pair = url-redirect-acl=REDIRECT_ ACL
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Web Redirection (CWA, MDM, NSP, CPP)

Centralized Web Auth ~  ACL |REDIRECT_ACL | Value | Sponsored Guest Portal (defau ~ |

Display Certificates Renewal Message
Static IP/Host name

v Advanced Attributes Settings
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show access-session mac <client_mac> details
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5760-2#show access-session mac 60f4.45b2.407d details
Interface: Capwap?
IIF-ID: 0x41BD400000002D
Wlan SSID: byod
AP MAC Address: £f07£.0610.2el0
MAC Address: 60£f4.45b2.407d4
IPv6 Address: Unknown
IPv4 Address: 192.168.200.151
Status: Authorized
Domain: DATA
Oper host mode: multi-auth
Oper control dir: both
Session timeout: N/A
Common Session ID: 0a30275b58610bdf0000004b
Acct Session ID: 0x00000005



Handle: 0x42000013
Current Policy: (No Policy)
Session Flags: Session Pushed

Server Policies:

FQDN ACL: FQDN_ACL
Domain Names: cisco.com play.google.*.*

URL Redirect: https://bru-
ise.wlaaan.com:8443/portal/gateway?sessionId=0a30275b58610bdf0000004b&portal=27963fb0-e%96e-11ed-
a30a-005056bf0lc9&action=cwa&token=£fcc0772269e75991be7f1ca238cbb035

URL Redirect ACL: REDIRECT_ACL

Method status list: empty
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