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aaa new-model

aaa authentication login local_webauth local

aaa authorization network default local

aaa authorization credential-download default local
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parameter-map type webauth global
virtual-ip ipv4 1.1.1.1

parameter-map type webauth custom

type webauth

redirect on-success http://www.cisco.com

banner text ~C CC global ip for redirect ~C
custom-page login device flash:webauth_login.html
custom-page success device flash:webauth_success.html
custom-page failure device flash:webauth_failure.html
custom-page login expired device flash:webauth_expired.html

£ 4 LAN(WLAN) #ixz|2 o]
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wlan webauth 1 webauth

client vlan Vlanx
no security wpa
no security wpa akm dotlx

no security wpa wpa?2

no security wpa wpa2 ciphers aes

security web-auth

security web-auth authentication-list local_webauth

security web-auth parameter-map custom

session-timeout 1800
no shutdown
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2 AI2XIE o 0| SMH2 A2 8hLCt.
username <username> password 0 <password>
o ME2 e FTP £

o MEE et FTP ZI|1ef ol Mof| AFSgfLICt

ip ftp username <username>
ip ftp password <password>

=olAlo 2=

M-SRt XIE HTML U S EeiAlo| Y2 E=6tEdH Of

5760# copy ftp://x.x.x.x/webauth_login.html flash:
CtZ 2 Flash 2= 9| of 2IL|Ct.

w-5760-2#dir flash:
Directory of flash:/

64649 -rw- 1164 Oct 7 2013 04:36:23 +00:00
64654 -rw- 2047 Oct 7 2013 13:32:38 +00:00
64655 -rw- 1208 Oct 7 2013 04:34:12 +00:00
64656 -rw- 900 Oct 7 2013 04:35:00 +00:00
64657 -rw- 96894 Oct 7 2013 05:05:09 +00:00
64658 -rw- 23037 Oct 7 2013 13:17:58 +00:00
64660 -rw- 2586 Oct 7 2013 13:31:27 +00:00

& Webauth_login HTML

<HTML><HEAD>

<TITLE>Authentication Proxy Login Page</TITLE>
<script type="text/javascript">

var pxypromptwindowl;

var pxysubmitted = false;

function submitreload() {
if (pxysubmitted == false) {
pxypromptwindowl=window.open('', 'pxywindowl'

'resizable=no,width=350,height=350, scrollbars=yes');
pxysubmitted = true;
return true;
} else {
alert ("This page can not be submitted twice."
return false;

}
</script>
<meta http-equiv="Content-Type" content="text/html;
<style type="text/css">
body {
background-color: #ffffff;

SMHE MEFLICLE

webauth_failure.html
webauth_login.html
webauth_success.html
webauth_expired.html
web_auth_logo.png
web_auth_cisco.png
web_auth_aup.html
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charset=UTF-8">

oo



</style>

</HEAD>

<BODY>

<Hl><img src="http://192.168.2.91/flash:web_auth_logo.png" width="75" height="50" alt="Cisco
Logo" longdesc="http://www.cisco.com"></H1l>

<center>

<H2> Wireless Guest Access Web Authentication</H2>

<center>

<iframe src="http://192.168.2.91/flash:web_auth_aup.html" width="950" height="250"
scrolling="auto"></iframe><BR><BR>

<FORM method=post action="/" target="pxywindowl">
Username: <input type=text name=uname><BR><BR>
Password: <input type=password name=pwd><BR><BR>
<input type=submit name=ok value=0K onClick="return submitreload() ;">
</FORM><noscript>
<BR>
<UL>
<H2><FONT COLOR="red">Warning!</FONT></H2>
<p>JavaScript should be enabled in your Web browser
for secure authentication</p>
<LI>Follow the instructions of your Web browser to enable
JavaScript if you would like to have JavaScript enabled
for secure authentication</LI>
<BR>OR<BR><BR>
<LI> Follow these steps if you want to keep JavaScript
disabled or if your browser does not support JavaScript
<OL><BR>
<LI> Close this Web brower window</LI>
<LI> Click on Reload button of the original browser window</LI>
</OL></LI>
</UL>
</noscript>
<center>
<p>&nbsp; </p>
<img src="http://192.168.2.91/flash:web_auth_cisco.png" alt="Cisco Powered" width="215"
height="136" align="middle" longdesc="http://www.cisco.com">
</center>
</BODY></HTML>
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