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1. ISELQ| WLCE AAA(Authentication, Authorization, and Accounting) Z2+0|1EE F7}52{™
ISE GUI > Administration > Network Resource > Network Devices List > AddE EHEHLIC}.
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Network Devices

* Name| Surbg_5760

Description
* 1P Address: | 10.105.135.178 /|32
Model Mame v
Software Version v

* MNetwork Device Group

Location| aj| Locations Set To Default

Device Type| al| Device Types Set To Default

» Authentication Settings

Enable Authentication Settings
Protocol RADIUS

* Shared Secret | sssseses Shio

Enable KeyWrap [ | @
* Key Encryption Key

* Message Authenticator Code Key

key Input Format ASCIT HEXADECIMAL

O F SNMP Settings
[ » Advanced TrustSec Settings
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Identity Services Engine
S By na {3t Home Operations| v policy »  Administration |
L, Authentcation m, Authorization <, Profiirg | ¥, Posture |k Cilent Provisioning | = Security Group Acoess &t Policy Elements

Authentication Policy

Define the Authentication Policy by selecting the protomis that ISE should uss to communicate vith the network devices, and the idontity sources that it should use for authentication.
Policy Type () Simplke (3 Rule-Based
- [map CIF wiraleas WA ] Al Pratocats ;| Defauk Netwark Access ad .,
Diesfault ¢ Us2  jrgrnal Endpoirds
'Il:lerlli'.'f'Slx.lrr.l:llrﬂL'rm Endpaints
Dptions
IF imuthentication failsd | Reject L
It user nat faurd | Combnue -
IF prooes; Failed | Drop L
and

DotX © I Wired_l
Wireles  Note: Far authenticstions usng PEAR, LEAR, EAR-FAST or RADILIS MECHAR

lﬂ EARFAST I He [Ci8m0Cpossible to continue prooessing when authentication fais or user is not fourd,
If mantinue pption is selecied inthese cases, requests will be mjectad.

3. ISE GUI01|H Policy(&4l) > Authonzatlon( 48t 504) > Results(Z 1) > Authorization
Profiles(# &t £0{ T2 Q)) > Add(FE7HE MEHELICH MEAIE S U245t 10 Save(ME)E
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|5} msthentieation |8, Authorizmtion [, Profiing |7 Postune |, Client Proviioning | Securfty Group Acoss . Polcy Elements
Dictioranies  Conditions | [Results.

ermorimtion Profios > OWA

| 3 Authorization Profile
G- =1 * Neme | cwa
v [ Authenticaton I:"E'C""""""'l

» [ Authoriration = heoess Type [ agcess_acceet -
* [ Mwthorization Profies

¢ [ Downinadable A0 s Sarvics Temgists

* [ inline Fosture Node Profiles
v i Promy
> I Fosture ¥ Cormemon Tatks
¢ O Chent Arowiscning

[ Wb Recinection (OWA, DRW, MDM, NSF, CPF)

Centralzed Wb Auth *  acL | RECIRECT | Reciet | pefask -
& Static IPyHost name 10.106.73.69
At Smart Port

= Advanoed Atiributes Setlings

| Seiect an Rem FI1G o |

¥ Miributes Details

Ao Type = ACCESS ACCEPT
icHa-par = uri-redinect-ad = AEDIRECT
asco-av=pair = uri-redinect=https-/10.106. 73 &5nportip ot

4. I1SE GUIM| M Policy(Z24) > Authorization(® 8t §04) > Results(Z1) > Authorization
Profiles(# 8t £0{ 21} Ql) > Add(FE7HE ME4SI0{ CIE et Ho{ ZZ0tUgS MMstod
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e Eag e 70> Home Operations| v  Policy| v  Administration | v

|:-!. Authentication |E‘ Authorization |5 Profiling |&) Posture |z, Client Provisioning |5y Security Group /
Dictionaries Conditions Results

Authorization Profiles > PermitAccess
Results a ) )
| 5 | Y This is a reserved authorization profile and cannot be edited
- Authorization Profile
@ ¥ T-:: % 'L',T.r"lr
* Name | PermitAccess |
v [ Authentication
v [ Authorization Description | Default Profile with access type as Access-Acoept
b | Authorization Profiles = Access Type |ACCESS_ACCEPT - |
| Downloadable ACLs
— Service Template
v | Inline Posture Node Profiles
¥ | Profiing
. B2 B
* | Chent Provisioning
o FC on Tasks
v || Secunily Group Access
F Advanced Attributes Settings
¥ Attributes Details

Access Type = ACCESS_ACCEPT

Save Reset
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ACLZ Zct0|HE M[Moi| FAIZLICE of7[of FAIE Z20H U2 A EAIE CHE CWAY
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6. MEH AtE: 0| B2 7|2 Ch3S 25 Zu|ado|Mo| ArSELICH F AtEo 2t GUIKIM &
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DefaultGuestPortal(7 |2 HAE Z&)& MEHFHL|CH
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Administration | »
—

=i Systern  Zb Identity Management @ Metwork Resources  [sL Web Portal Management | |Ly Feed Service
Sponsor Group Policy Sponsor Groups Settings

“i* Home

Operations | v+ Palicy | »

Mult-Partal Configuration Lt > DefaultGuestPortal

Settings
" Geneal Multi-Portal
. : . - " ”
. General Customization Authentication
v [0 Guest Guest Partal Policy Configuration
i= Details Falicy Guest wsers should agree to an acoeptable use policy
= Guest Roles Configuration 8 :::":f;n
® [ Language Template ® Every Lagin
* [ Multi-Portal Configurations
= O [] Enable Self-Provisioning Flow
i2 DefaullGusstPortal Enabla Mobile Portal
= DRW vagumstummludnngapammd
= Portal Palicy [] Require guest users to change password at expiration 2nd first login
- bl [] Guest users should download the posture client
) Preessnons] Ny [] Guest users should be allowed to do self service
* [ Time Profiles | Send self-registration credentials to whitelisted email domains

LHE, HAE LU AD AFBXIE 518 5H= Guest_Portal_sequenceZt 44 LICH
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ol System | &1 Identity Management | Metwork Rescurces i Web Portal Management |5, Feed Service
Identities Groups External Identity Sources Identity Source Sequences Settings
Identity Source Sequences List » Guest_Portal_Sequence

Identity Source Sequence

* Identity Source Sequence

*Name | |5uest Portal_Sequence

Description | a pyilt-in Identity Sequence for the Guest Portal

¥ Certificate Based Authentication
[[] select Certificate Authentication Profile

¥ Authentication Search List

A set of identity sources that will be accessed in sequance until first authentication succesads

Available Selected
Internal Endpoints Internal Users
LDAP_BS Guest Users

AD1

[»
| <<

¥ Advanced Search List Settings

Select the action to be performed if a selected identity store cannot be accessad for authentication
(T Do not access other stores in the sequence and set the "AuthenticationStatus” attribute to "ProcessEmor”
(=) Treat as if the user was not found and proceed to the next store in the sequence

Save Reset

7. ISE GUIN M Guest(HAE) > Multi-Portal Configurations(CHS Z& #41|ad|0|M) >
DefaultGuestPortal(7| &2 HAE E&)& MEHFILICE Identify Store Sequence(AE 01 A|HA

Ald) E ZCHR S50 A Guest_Portal_Sequence® MEHEHL|CY.



l'l.lllll-
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Sponsor Group Policy Sponsor Groups Settings

Settings
v [ Genera/
L = mr
v [ My Devices
- : Gt
2 Dekails Policy

i= Guest Rodes Configuration
k[ Language Template
* || Mulli-Portal Configurations
= WA
iZ DefaulGuestPortal
= DRW
i= Portal Policy
t= Password Palicy
k| Time Profiles
t= Usarname Policy

wLce| #mado|M

=l System Sl Identity Management B Metwork Resources |4 Web Portal Management . Fesd Service

Multi-Portal Configueation List > DefaultGuestPortal

Multi-Portal
General Operations Customization
* Identity Stors Sequence | Guest_Portal_Sequence -

Sponsor_Portal_Sequenoa
MyDevices_Portal_Sequence
Irternal_Cert
Guest_Portal_Sequance
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1. WLC 576001 A ISE Radius MHE X o|&hL|C}.
2. CLIE AF83t04 RADIUS M, M O & 2 & =852 4L CH

dotlx system-auth-control

radius server ISE

address ipv4 10.106.73.69 auth-port 1645 acct-port 1646

timeout 10
retransmit 3
key Ciscol23

aaa group server radius ISE
server name ISE
deadtime 10

aaa authentication dotlx ISE group ISE
aaa authorization network ISE group ISE

aaa authorization network MACFILTER group ISE

aaa accounting identity ISE start-stop group ISE

aaa server radius dynamic-author

client 10.106.73.69 server-key Ciscol23

auth-type any

3. CLIE AF8350{ WLANS F - ELCH

wlan CWA_NGWC 10 CWA_NGWC
aaa-override
accounting-list ISE
client vlan VLAN0012

no exclusionlist
mac-filtering MACFILTER
nac



no security wpa
no security wpa akm dotlx
no security wpa wpa2

no security wpa wpa2 ciphers aes
security dotlx authentication-list ISE
session-timeout 1800

no shutdown

4. CLIZ 2lC|=MH ACLE # & LICt Ol ISE7t AIAE ZE 2lC|*ME 9|Ft 2lc|=M
URLZ} EH7H AAA RH |2 BHEHStH= url-redirect-acl&ILICEH K] S8 OFZ|RIK M AL El=
2|14 ACLYLICE. O|= 'punt' ACLE, Unified Architecture0ll ZEHHO 2 AtEst= YF 9| o4t
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ghich Eoofl ek www, 443 2! 84430 5{&EfLICH O] ISE AAE ZHOIME ZE
84432 AL I BICI2ME 047(0] EAIE ACLOIM % S ELICH 0471M ICMP7} 24
Stz X2 2ot FElof| et HE E= 58 &= UsLct
ip access-list extended REDIRECT

deny icmp any any

deny udp any any eq bootps
deny udp any any eq bootpc
deny udp any any eq domain
deny ip any host 10.106.73.69
permit tcp any any eq www
permit tcp any any eq 443
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R ONTE 2= canteollex Cr Home  Monitor | ¥ Comfiglration | v Administration | ¥ Help

Security Radius Servers
Radius Serwers > Edit
) ALA
= [ Method Lists -
Server Mame . s
canaral -
Server [P Address | 10.106.73.69
Authantication
Shared Secrat T
ACcounting Caonfirm Shared Secret e tala
ALtharizatian Auth Port (0465525 | 1545
* = Server roups ek Fort (0-65535) 1645
RLL Server Timeout [0-1000) secs| 10
Servers
- Retry Count (0-100) 3
Falback

Support far RFC 3576 El'lal'JE_"
TACACS+ Servers o
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RADIUS MHHE M &0l F7HE Lt

rok



Security

M=
=& Mathod Lists
Gerera
_ Authentication
Sccounting
furthargaton
=[5 Sarver Groups
fadis
_ Tacacs+
_Ldep

&5 RADILUS
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. Wireless Controller GUI0O{|A{ AAA > Method Lists > General&

{3t Home  Moribr v Configuration | v Admiistration | v Help
Radius Server Groups
Aadius Servar Groups > Edit
GO Name ‘_]EE
MoC-daimitar |r1|:|ne -
MEAC-fitterig | none | =
Dead-time (0-1440) in minutes [ 10
Group Tvpe Radie
Myailable Servers Mssigned Servers
Viraslt 3PS i [ ]
Sarvers In Trhis Group [Em [ E ] [ % ]

AMEHSH

[

L|C}. Dot1x A|AEH] 2l

------ £ Home  Monitor | v Configuration | v
Security General
M=
« 5 Method Lists Dot1x System Auth Control
General! Local Authentication
8. Wireless Controller GUI0JA{ AAA > Method Lists > Authentication® =48 LIC} Type

Security
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* = Method Lists
 Gererd
_ Authentication
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10. Wireless Controller GUIO{| A AAA > Method Lists > Authorizationg® A& &}
30 CHEF Het Fo{ Y =

Security
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I dan
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Security
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12. Wireless Controller GUIO Al WLAN(WLAN) > WLANs(WLAN)E 41EH
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fok Home  Monitor | ¢ Corfigusation | v

Adminstration |+ Hel

Saeounking

Accourting = Edit

[Hathod List Hame

Type

Groups In This Medhad 15k

1T=2 ooH-

B o AHA{SH

{5t Home  Monitor |+ Configuration | v Adminstranon | v
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Wireless

=R I
WLANE

» ] Arress Pokts

» £ E02. 11ajn/zc

» [ E02.11bfgin

* £ Medla Steam

» s

13. Security(;22H) > Layer2 @ M= LIC} MAC Filtering(MAC ZE{J) ZE=
ol24gfLct.

Wireless

& wLan
WLANS

v [ Arcess Points

» 5 502, 11afhfac

» £ e02.11b/gin

* £ Media Stream

Qo5

14. Layer3E& 7

Wireless

= &5 WLaN
 WLANE

» [ Access Points

* [ B02.11afn/fa

» [ B02.11bfain

* 1 Media Straam

v QoS

15. Security(E2.2F) > AAA Server(AAA MH)E

oM ISEE
= AHEHS}

o 2=
= ==

L2
ISEE

= - 14

{3k Hom=  Monitor | ¥ Confiouratiae| ¢ AcminkTration [ ¥ HEp

WLAN
Wlohd = Edit
Secunty s iy Folzy Mapoing Hibvaniosd

Profie Marne CWAE_NGWC

Tup= wlak

S5 [N e

5tatus [¥] Enzbled

1L Rl
Secunty Foloes -
[Modficaton: done under sacunty tab wil appear aftsr 2pphving the changss.]
Radio Policy (a1 =]

Interfazefinterface Grouplia) | WLANDDLZ E

Broadcast 5510
Fidbicast WLAMN Faatura

I:I

o MACFILTERE

4 Home  Monitor | ¢ Configuration | v administration | v+ Help
WLAN
WLAM = Edit
Genera Qas AT Pelicy Mapping Achvarced
Layar3 A8A Sorvar
Layer 2 Security [ None |~ |
Mg Fitering | MACFILTER
Fast Transition []
Oiver the DS
Reassociation Timesowt
= - A
=13 .u.IO: °"gL_|L__|- o
i Home  Monitor |+ Corfiguration |+ Adkninistration |+ Help
WILAN
WLAR = Edit
Gererd Security QoS AVC Policy Mzpoing Advaicad
Layer2 Layers ALl Server
Wik Policy O
Conditianal Wab Rediact O
Webauth Authentication List Diizabled FJ'
Webauth Parameter Map |urconfigured  pe)
Webauth Or-mac-Ater Falure O
Prezuthentication [Pvd ACL Urconfigured [ll
Presuthentcation [Pyve ACL none .

=

MEYEFLICE Authentication Method(2!5 &)
MEYBILICE Accounting Method(017H2 &) &HE) EECHR F 504 A

LICE.



4 Home  Monitor v Configuration |+ Adminktration | v Help
wireless WLAN
WLAN = Edit
T WLAN General Sarurity oS AYE Palicy Mapping Adwzrcad
_ WLANS
. ) Layerz Layer3
* [ Access Ponts
» (& 802, 11a/nfac suthentication Method Pl 155 bel
» 0 =02, 11hygin AcCcounting Mathod ey 155 =
¥ [ Mediz Stream Lacal EAP authentication O
* B Q03
o - 3 = o -—
16. T32 ME{ELIC} Allow AAA Override(AAA RI 2| 518) =Holate MEH3tLICH NAC
o —
State(NAC & Elf) &QlgtsS MEiFL|Ct
ISR G Wy artanls sl b
Wirpless i
WAk il
T LA GEn=ral Serinty et s Erly ManinG dverced
_wlank
v BB Aoce=s Foinks Al A58 DvaTite DH
» [ B0, 1 ajrlac Crvrr Az R HaR OStRcEnn Ll
» [ o2 dsfigin Sasson Trrensth (saes) 1600 CHP evar [P ackdess :D'D £
» [ Mezia Streem sianet [ DHP Acdress assgnment requirsd |
» B o Disproske Chanel O CHP Cution &2 |
Pam Bocdnn Acan [rassbizd| = | D4 P Do 02 POt [Hore =
Mecie Skeem tulbcet creck [ CHP Cestion B2 fur M= L1
Cznit Sidusion O P Oyshion B2 RIS Moo _
Mt Llowed Chent o AL
FLtC Exate &
T thannel Granning Defer
. i DLz 3 ¢ 5 § 7
EcariDerkroy O O = = R
Sean Defier Time an |
Override Interface AL
P4l |Ueonfgumd pe
Ievs AL
o —
17. GUII M wLCod| 2IC|EMH ACLZ F/ &= LCh.
Auwress Gonbrol Lists
HiZls = ALCL debail
Details £
Hame: REDIRECT
T 1Pt Exterded
add Sequente Aamoe
520 Acton | Protocol SoLnoE [Py Mz Cestinztion 1P/Mazk Saurce Port Cestination Port oScP
O s deny  OTp zny any . .
O dery uda 2Ny any - eqE? -
(| dermy uda any ar - eq Ed
[ i q
[ 1o diery uda ang arm R0 53
L= dery any 10,105,73,50
O =za pamit oo any any - ag &0 -
O = pemit oo any any . 80 4493 .



EEZ2X|2AHnas ol o
HES|3 Ctolo{a? U ME2 EEZX| 28 HI5HAAIR,

Ol Axm|aelo|ME 2EHH T2 MA LT

ISEL| x| 2] o]M

ISEQ| ZAx|Tz|o|M2 EEEX| 1 AHu[azio|Mat S UELCt.
ISEO1 Anchor ControllerE F7}& 227}

o4
RADIUS MHHE Holst11, WLANO]| &t &
ZE| 22 &A48tst 7|0k 5 =L Ct

&LICH ISEO| 2|F WLCE F7tst1, 2|F WLCO|A
of MM OjTst7|2t o ElLiCh Aol A= MAC

O Hx|azio|M oflofl= A7 2|2 A& E st= F JHS| WLC 57600] 4&LICH WLC 5760 A7
Z A83t1 3850 A 2|%|Z Anchor Foreign(Z2 & Z|E| o 0| E)2 2 A& 35104 CIE 2 EIZ|E]| 5"“5
EE A85te{e 49 SLUF Huladlo|MHo| MgrL|ch Lt 3850 A2x|0|AM 2tO|MIAE
7t e F HH EH'EIEI HEEHOIM WLANE 788 Ee = i&LCt 3850 A9 %2 WA
o4&l 2 St= WLC 576001 @44235H7 |2k 5HEH ElL|Ct.

wLCe| Zm|aglolM

1. Foreign(2/5) 0l A1 AAAOI| CHE AAA Method(AAA HH) S5 2 AFE 501 ISE MHE 75t
T WLANE MAC ZE H&t fodof OHEELICH #1: HH L 2[F 2T MAC EE{Z oA
ZIC|2M ACLE - ELICH

dotlx system-auth-control

radius server ISE

address ipv4 10.106.73.69 auth-port 1645 acct-port 1646
timeout 10

retransmit 3

key Ciscol23

aaa group server radius ISE
server name ISE
deadtime 10

aaa authentication dotlx ISE group ISE
aaa authorization network ISE group ISE

aaa authorization network MACFILTER group ISE

aaa accounting identity ISE start-stop group ISE
1

aaa server radius dynamic-author
client 10.106.73.69 server-key Ciscol23
auth-type any

wlan MA-MC 11 MA-MC
aaa-override
accounting-list ISE
client vlan VLAN0012
mac-filtering MACFILTER



mobility anchor 10.105.135.244
nac

no security wpa

no security wpa akm dotlx

no security wpa wpa2

no security wpa wpa2 ciphers aes
security dotlx authentication-list ISE
session-timeout 1800

no shutdown

.CLIZ Z|C|®MH ACLE F+-ELICt Ol ISE7F HAE Z& 2C|HMHE {8t 2lc|=M
URLT} B7H AAA RHZ0|2 BHEH 3t url-redirect-acl ILITH A S8 0F7|4x{0f ] AHBElE
Z|%& ACLYILICE. O] 'punt' ACLZ, Unified Architecture0l] YEHA o 2 AL 5HE LFo| 44t
& ACLRILICt. DHCP, DHCP A{tH, DNS, DNS Mt & ISE Mol CHEt HMAE RHEHSHOF
gruict ool ek www, 443 U 84438 5{SELIC} Ol ISE HAE ZHO|ME ZE
84432 M85t 2[C|EME2 o7 |0l EAIE ACLOIM A& &S ELICE 047|M ICMP 7t & A
Stz|x|gh 2ot FEof el HE E= HEE £ JU&Lch

ip access-list extended REDIRECT

deny icmp any any

deny udp any any eq bootps

deny udp any any eq bootpc

deny udp any any eq domain

deny ip any host 10.106.73.69

permit tcp any any eq www

permit tcp any any eq 443

ZO| HTTPSE Z4dstal ™ 402 Ol YR £2 CPU EX7H WaiE & gLt
Cisco A Elo|AM HESIX| b= & ol SMHS EM356HK| O AIL.
7ol 2 Z|E|E T LICH
wireless mobility group member ip 10.105.135.244 public-ip 10.105.135.244 group surbg
1. 3850 A2 2|x[0ol 22 AQX|E S E Ut 2 ZEZ|E| HEEZHMM 2<X| I
o A& S Holstn RUE[E| HEER0|M 29|x| x| 2 &S Holdlof ELICH O™ CHS
3850 A K| 2] CWA Zix|zgio|Me FEhLCt
CAF{o| Hu|ago|M. W7o HE ISE AI|ado|/Me FAIe TR 7t gi&LIch WLAN Z4I|
Jgjo|Mor olom = |C}
wlan MA-MC 6 MA-MC

aaa-override

client vlan VLANO0O012

mac-filtering MACFILTER
mobility anchor

nac
nbsp;no security wpa

no security wpa akm dotlx

no security wpa wpa2

no security wpa wpa2 ciphers aes
session-timeout 1800

no shutdown

YO RRZIE|E FAEELICH CFE WLCE ol WLCe| R YIZ|E| HIB{Z HolgfL|Ct.
wireless mobility group member ip 10.105.135.178 public-ip 10.105.135.178 group surbg
.CLIZ 2|C|&HMH ACLE T ELICE O|E ISE7I HAE ZH ZC|RIME I8t 2IC|&M
URLZ} &7 AAA RHZo| 2 BHEHSHE url-redirect-acl I LICH $4XH £ & of Z|EI R0 M Al E|=
E|& ACLYLICE. O|= 'punt' ACLZ, Unified Architecture0ll EHA o 2 A5t LT o 4
3F ACLQILIC}. DHCP, DHCP AH{, DNS, DNS At 2! ISE AMB{of| CHEt HMIAE &THSHOF
gtuict 2o 2t www, 443 2 84438 S{%EFLICt. O] ISE HAE ZHO|ME ZE
84432 AFE235IH ZIC|HME 07]0] EAIE ACLOIM Al XS ELICH 047|AM ICMP7 &
Ste|X|2F 2ot &lof et HE E= §EE = UELILCH.

ip access-list extended REDIRECT

deny icmp any any



deny udp any any eq bootps
deny udp any any eq bootpc
deny udp any any eq domain
deny ip any host 10.106.73.69
permit tcp any any eq www
permit tcp any any eq 443

FOl: HTTPSE 4ststT & Hoz Qls YR &2 CPU 2A|7t Lraigh - l&Lct
Cisco M| Elo|M HESHX| f= 8 Ol SME2 E-56HK| OFAAIL.

EEZ2X|3#Huay oM o

HELZ Clolo{a3 A T2 £

1
HU
Ral
w
[0
1k
M
gh
>
>
X0

Ol 2BEHAH Z 2 M AO0|7|E ErL|Ct.
ISEL| Zdx|28jo|M
ISEQ| ZAIm|aB||o|M2 EEZX| 1 Hu|ag|o|Mat SUELICE

ISEO]| Anchor ControllerE F7t& Z 7} 9
RADIUS MHHE Holst11, WLANO] TEF £0
ZE2 e g-stst7|et st ELICH

&LICt ISEO] 2|% WLCE F7t5t1, 2|% WLCOIM
1 8A2 ol E5H7|2k 6t Euich 7ol E MAC

O ool M= dAH 042% 5= WLC 5508 & Q|8 WLC & & dt= WLC 57600]| Q&LICH WLC

55082 W7 L 3850 ALY X2 AFESID EH'EIEIOIOIJHE | o/ WLCE CIE ZEIE|E| ZHEE
2ol A8 3lE{e 82 %Eé Zim|aefo|Adol HFELIC 22{L} 3850 AL %[0l M 2FO|AMAE 7}
Mees F 8Hu ZUE|E| ZEEC{0|AH WLANS T HE He = &Lt 3850 ARIXIE A7 A

= or“ 5508 WLCE 7}2|7|7|8t 5t =lL|C}.

wLce| #mado|M

1. 2|2 WLCOI X AAAO] CHEF AAA Method(AAA &) S 52 AF&35104 ISE MHE M5t
WLANZ MAC ZE| M3t 2oiof ofZ g LIcH BFHAME ERetX| f&Lct #m: A7 &
Q|2 WLCSF MAC ZE{Z 250 ZIC|ZM ACLE A& LICH

2. WLC 5508 GUIO| A WLANsS(WLANS) > New(MZ BHEZ()E MEHSI0 A7 55082 7L
Ct. MAC ZE{ZI2 gM3l5te{H AlE HEE U=dgLct.



CIsSCO MONITOR  WLaks CONTROLLER  WIRELESS  SECURITY MAMAGEMEWNT  COMMAWDS  HELF
WLANS WLANs = Edit "5508-MA'
* WLANs General [ Security r Qos [ Policy-Mapping r Advanced
WLAMNE

b Advanced Profile Hame S503-Ma
Typs WLAR
S50 5505 -Ma
Status 1 Enabled
Sacunty Policies MAL Filtering

[Maodifications done wnder security tab will appear after 2pplying the changes.)

Rzdio Policy all -
Interface/Interface

Groupt) managemsant -
Multicast Ulan Feature | Enabled
Brasdoast S510 | Enzbled
N&S-ID SE08-MC

3.tllojo12 FME 7Y HR = H&LICH

TIT
CISCO MOMITOR  WLANs CONTROLLER  WIRELESS SECURITY  MAMNAGEMEN
WLANSs WLANSs > Edit 'S5508-MA'
* WLANS " General | Security [ QoS T Policy-Mapping T Advanced ]
WLANS
» Advanced Layer 2 |f Layer 3 T AAA Servers |
Layer 2 Security 8 None -

MAC Filtering®

Fast Transition
Fast Transition | |

4.t{0|013 EME FEE ERE Sl&LICH

alear] e,
CISCO MOMNITOR  WlAaNs CONTROLLER WIRELESS SECURITY  MANAGEMENT
WLANSs WLANs > Edit "5508-MA’
v WLANs | General | Security | Qo5 | Policy-Mapping | advanced |
WLANS
b Advanced | Layer2 | Layer3 | AAA Servers |
Layer 3 Security L Mone -

5. CoAE 2|5 NGWCO|AM & 2|524H Anchor AireOS WLCO| A AAA MH{E H|&rA3}8Hof &



LICE AAA MBS Security(2©H > AAA > RADIUS > Authentication(2!5)0il 7144 RADIUS
M7t eie <00 B WLCHIAM & M5tE = QI&LICEH

| | IMP Bookmarks || Cisco Live Australiz 2003 | | Cisco Live 2014 | | SURBG Device Access | Stud

vl

CISCO MONITOR  WILAN: OLLER  WIRELESS SECURITY R GEMEMT  COMMANDS
WLANS WLANs = Edit "5508-MA
- TJII_:?: General | Security | QoS | Policy-Mapping | Advanced |
b Advanced | Layer 2 ] Layer 3 ] AAA Servers |

Select ARA servers below to override use of default servers on this WLAN
Radius Servers

“lEnabled

Radius Server Overwrite interface

Authentication Servers Accounting Servers

| Enabled [#] enabled
Server 1 Mane »* None -
Server 2 Mone * MNone -
Server 3 Mons ~ Mone -
Serverd Mane = None -
Server 5 Mone * Mone -
Server 6 Mons = None -

Dadisie Soriime e e nbinm

6. WLANs(WLAN) > WLANs(WLAN) > Edit(Td %) > Advanced(12)E MEHEILICE. Allow AAA
Override(AAA A Q| 518) & olzt2 MEIEHLICH NAC State(NAC & Ef) EELIR SS0iAM
Radius NACE M={gL|Ct.

lll.l.Tll

CISCOD HECLRITY  MESHAHEMEN DUMANDGE  HELP  FEELE

WLANS WLANs = Edit '5508-kA"
WA ( i
= 2 | General | security | Qo5 | Policy Mapping | Advanced
NeLAH=
» Advanced Allow BRA Dwerride | Erakled DHLF
Covmrags Hole Datedion 5 Erakled L oF Smreer L] owerrice
Enable Teszion Timsouk =] 1R00
Segsion Tmeout (secs5) C=0F Addr, &segniment a Reqdirec
1 g
&roniet TF Herablec OEAE
Lisgriassic Charnsl TlEnatiec .
aplt Tunne (Pareers) L] cnaslsd
dverride Inteface ACL IEwd Hone v [Bvh  Hane =
Larer? A pr— Managemant Frams Protecbios (MFP)
F2P Blocking ction Crisabilan - ;
WP Clict Pretection T Upzioral =
3 b PR | ol
Client E=dluzian Flerablec TimeaLt Valus [saes] DTIM Period (in beacan inbereals)
T walie e
Maximumn fllowsd
clants & ! BT Iladnil - 2880 1
Static T Tunrelng £ |Enablad 02 21kAgn il - 2EE L
wi-Fi Girmt Cliants — e
Palicy Crigablad - .
o HAC State Badics Wal =
Mazimurn allowed
Clanls Per AP Badin o0 Load Balancing and Dand Selsct
(o] _I > |.% | |.
7. WLANS| 72 F7}&FL|C}.
EcL =LA TN p o ] s AL Ny Fum_ 1
23 LAY - s o =]
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Sivn s R
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8. 2 Z 7}2|7|™ Control ! Data Path UP/UP2 2 0|E & QIsHof & L|C}.

MOHITERE  WIANE CONTICIISE WIRSIFSS SFCHETT.  WARACFMENT  COMMAHDS FFRF FEFNPATE

Mobllity Anchaora

Hmitrh 1P Address [Anchnr Daka Path rantrnl Path
9. WLCO|AM EIC|EM ACLE e LICt O|= DHCP & DNSE& HE & LICH. HTTP/HTTPE 3

=25} |_| |_-_|.

o H -

Access Ceontrol Lists » Edit

[{ETEE
Acosss List Hams HELLRECT
Crary Sommers n
Destination
Seg Achion Spurce IFfMask  IFfMask Protocol Spurce Port Dest Port SCP Direction  Rumber of Hits
0000 n.n.n.n
1 mermnit S i Lop Any [ 1 any any 1] B
oo o.o.0.0
0.0.0.0 n.n.n.n
o perm S ! Lo DHE ARy &ny ANy n (|
0.0 p0.o.0.0
0,000 10,106, 75 4%
- i ArY Any Al &Ny ANy n B
0,000 2E5.2E5.2E5 265
10108 73,69 0.0.0.0
- i ARy Ay ARy sy ANy n B

F5E.FSE.2S6.255 n.n.o.on
Ol ACLO| dd& Fo| & elL]Ct

Security Access Control Lists
F ARA
» Local EAP Enable Counters [
e M T
b Priority Order ame Hhe
AL Prowisioning Redirect IPwd =2
¢ Certificate
REDIR IPvd [~ ]

= Access Control Lists
Access Control Lists
CPU Access Control Lists
FlexConnect ACLs
LayerZ ACLs

10. WLC 576001 A ISE RADIUS AMHB{E Zo|gtL|Ct.
11. CLIE AF230{ RADIUS MH, Mt & Y W S5 75 &Lct.

dotlx system-auth-control

radius server ISE

address ipv4 10.106.73.69 auth-port 1645 acct-port 1646
timeout 10

retransmit 3

key Ciscol23

aaa group server radius ISE
server name ISE
deadtime 10

aaa authentication dotlx ISE group ISE



aaa authorization network ISE group ISE
aaa authorization network MACFILTER group ISE

aaa accounting identity ISE start-stop group ISE

1
.

aaa server radius dynamic-author
client 10.106.73.69 server-key Ciscol23
auth-type any

12. CLIO M WLANS A8t
wlan 5508-MA 15 5508-MA
aaa-override
accounting-list ISE
client vlan VLANO0O012
mac-filtering MACFILTER
mobility anchor 10.105.135.151
nac
no security wpa
no security wpa akm dotlx
no security wpa wpa2
no security wpa wpa2 ciphers aes

security dotlx authentication-list ISE
session-timeout 1800
shutdown

13. CH2 WLCE ol WLCO| 2 IE|E| B2 & olghct,
wireless mobility group member ip 10.105.135.151public-ip 10.105.135.151 group Mobile-1
£ 1: WLC 38500( M 22 ARXIZE SUSH TEE L HE 4 ZUEE| HEEHAHM A&
?Ix| Zlo 2 ES Halste=k|, RUEE| HEEZ M A|X| Z[o &S Halst=X| &l
St&Al2. O3 ChE WLC 385001 A 0| CWA Zdx|aaio|ME T &LIc.

14. CLIZ Z|C|®MH ACLS F+AELIC} Ol= ISE7} AIAE ZH 2lC|"MHE 2IE 2lc|=M
URLZ} &7H AAA R |2 BHetEHE url-redirect-aclLICH $XH S8 o 7| EIX 0| M AFS £
£ EH ACLYLICE. Ol= 'punt' ACLE, Unified Architecturedl| Bt o2 AL&5t= LB 9
oiutsF ACLILICH. DHCP, DHCP AH{, DNS, DNS Mt &! ISE ME{0f| CHEF HUMAE RIHE
afioF LIt o 2t www, 443 2! 84438 5{E & LICt O| ISE HAE ZEHOME ZE
84432 M85 2|C|M2 07(0d ZA|EI ACLOIA Hl& EFSELICEH 07| M ICMP7} &
AEtE|X|oH 2ot o] el HE E= HEEY = A&
ip access-list extended REDIRECT

deny icmp any any

deny udp any any eq bootps

deny udp any any eq bootpc

deny udp any any eq domain

deny ip any host 10.106.73.69

permit tcp any any eqg www

permit tcp any any eq 443

FO| HTTPSE 4485t M S B0 2 Qls YR 2 CPU 2XI7H L AE £ UsLICH
Cisco 437 ElolM E3Hx| S 8 0 SME F 55| DAL,

Ct&& &lghct.



https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
http://tools.cisco.com/RPF/register/register.do

T E SSIDo| ECI0|MEE AQELICE IP FAE 45T EEH0]
MEte|™H HERXMHE YLIC E-of ECH0|YME A4 3™HE = FLC

r"“ Pz D Dwk el saan. oom: B8 &3/ guestecal (Log nactiontession i =0a30E PEE000000015 2BE 1104
E-'-ﬁlill'-uli - B i dicad= _D'.l‘ = B

= Adminlsbrathe ﬂtﬂr Wireleaa Welcame in the

N
CISCO Guest Portal

Usarname: |llﬂ |

Paszwond:

Change Fassword

& & D Ah

Accept terms and conditions(2f & S 2l) ZQlgtS MEIEILICE AcceptE S22

r
ok

| +

CISCO Guest Portal

Acceptable Use Policy
[

Flease mcocept the policy: -

1. You are responsible for
- maintaining the confidentiality of the password and
= all BOTIVATI®S THAT OCOUE LRder Your username and pasaword.

2. Ci=zco Systems offers the Service for activities such as the active use of =-masil, instant mes=aging, browsing the
World Wide Web and acoessing corporace incranets. High wvolume data cransfersa, especlally sustained high wolume data
cransfers, are not permicted. Hosting a web asfver of ARY other sepver by use of sur Service i8 prohibiced. Trying co
sgoesss somecne slse's account, sending unsolicited bulk e-mail; collecticn of other people's per=onal data withont
their knowledge and interference with other network users are all prohibiced.

3, Cisoo Systems reserves the right to suspend the Service if
= Cisco Syscems reascnably believes cthat your use of cthe Service is unreascnably exceasive orf
- You ape using che Jervice for criminal or illegal activicies,

fljﬂuxtnunuandamuhmuu

ol HAIXKIZF £ A=l ofA| QIS B Me +~ l&Lich



CISCO Guest Portal

Signed on successfully
You can now type in the original URL in the browser's address bar.

You can now type in the original URL in the browser's address bar.

ISEOIA 2EI0|ME 552 CtSn Zd &Lt
miesmmamne B & T i i furmg IO Fer=yloress e S Py BT TR M e 000 1Y
bR T B R ] E = Tty 1S iy il A P SR B T A AR N M OO0
Nem-eacmnI g et Cusred B 7o ot Pyl WA TR M T TOOOOC BT
a-save B o P P taet g 1S LR e T O e ded TR M e RO L7
= -
24 &

ol oM A EX ol ArSE = AUe HEE MIELICH

31 debug BEE Ar8 57| 01 Debug B0l CHE 52 HEE R ZFHAAIL.

Converged Access WLCOIM= C|HZ CHal =g A™st= A0 Z&LICH Aironet OS 5508
WLCO{ M debug client <client mac> 2! debug web-auth redirect enable mac <client mac>E+ 2/=3
&t FLich

set trace group-wireless-client |evel debug
set trace group-w rel ess-secure | evel debug

set trace group-wireless-client filter nac 0017. 7c2f. b69a
set trace group-wireless-secure filter nmac 0017. 7c2f. b69a

Cisco I0S-XE 2! Aironet 0S2| L& 224Zl ZHE2 Cisco {1 ID CSCun383440i £ &T|o{ /&

[05/09/14 13:13:15.951 | ST 63d7 8151] 0017.7c2f.b69a Association received from mobile
on AP c8£9.£983.4260

[05/09/14 13:13:15.951 | ST 63d8 8151] 0017. 7c2f.b69a qos upstream policy is unknown
and downstream policy is unknown

[05/09/14 13:13:15.951 IST 63e0 8151] 0017.7c2f.b69a Applying site-specific IPv6
override for station 0017.7c2f.b69a - vapId 15, site 'default-group', interface


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
http://tools.cisco.com/RPF/register/register.do
http://www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
http://www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
http://www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
https://tools.cisco.com/bugsearch/bug/CSCun38344
https://tools.cisco.com/bugsearch/bug/CSCun38344

'VLANOO12'

[05/09/14 13:13:15.951 | ST 63el 8151] 0017. 7c2f.b69a Applying local bridging Interface
Policy for station 0017.7c2f.b69a - vlan 12, interface 'VLANOO12

[05/09/14 13:13:15.951 | ST 63e2 8151] 0017.7c2f. b69a

**** | nside applyLocal ProfilingPolicyAction ****

[05/09/14 13:13:15.951 I ST 63e3 8151] 0017.7c2f.b69a *** client State = START
instance = 1 instance Nane POLI CY_PROFI LI NG 80211 ASSOC, OverrideEnable =1
devi ceTypeLen=0, deviceType=(null), userRol eLen=0, user Rol e=(nul

[05/09/14 13:13:15.951 IST 63eb 8151] 0017.7c2f.b69a AAAS: Submitting mac filter

request for user 00177c2fb69a, uniqueId=280 mlist=MACFILTER

[05/09/14 13:13:15.951 | ST 63ec 8151] 0017. 7c2f.b69a AAAS: auth request sent

05/09/14 13:13:15.951 IST 63ed 8151] 0017.7c2f.b69a apfProcessAssocReq
(apf_80211.c:6149) Changing state for mobile 0017.7c2f.b69a on AP c¢8£9.£983.4260
from Idle to AAA Pending

[05/09/14 13:13:15.951 | ST 63ee 8151] 0017. 7c2f.b69a Reason code 0, Preset 4, AAA cause 1
[05/09/14 13:13:15.951 | ST 63ef 8151] 0017.7c2f.b69a Scheduling del etion of Mbile

Station: (callerld: 20) in 10 seconds

[05/09/14 13:13:15.951 I ST 63f0 211] Parsed CLID MAC Address = 0:23:124:47:182:154

[05/09/14 13:13:15.951 I ST 63f1 211] AAA SRV(00000118): process author req

[05/09/14 13:13:15.951 I ST 63f2 211] AAA SRV(00000118): Author method=SERVER GROUP Zubair ISE
[05/09/14 13:13:16.015 | ST 63f3 220] AAA SRV(00000118): protocol reply PASS for Authorization
[05/09/14 13:13:16.015 |1 ST 63f4 220] AAA SRV(00000118): Return Authorization status=PASS
[05/09/14 13:13:16.015 | ST 63f5 8151] 0017. 7c2f.b69a AAAS: received response, cid=266
[05/09/14 13:13:16.015 I ST 63f6 8151] 0017.7c2f.b69a AAAS: del eting context, cid=266
[05/09/14 13:13:16.015 | ST 63f7 8151] 0017.7c2f.b69a Not conparing because the ACLs have

not been sent yet.

[05/09/14 13:13:16.015 |1 ST 63f8 8151] 0017. 7c2f.b69a Final flag values are, epnBSendAcl 1,
epnSendAcl Done 0

[05/09/14 13:13:16.015 I ST 63f9 8151] 0017. 7c2f. b69a

client incoming attribute size are 193

[05/09/14 13:13:16.015 IST 63fa 8151] 0017.7c2f.b69a AAAS: mac filter callback

status=0 uniqueId=280

[05/09/14 13:13:16.015 IST 63fb 8151] 0017.7c2f.b69a AAA Override Url-Redirect
'https://10.106.73.69:8443/guestportal/gateway?sessionId=0a6987b2536c871300000118&action=cwa’
set

[05/09/14 13:13:16.015 I ST 63fc 8151] 0017.7c2f.b69a Redirect URL received for

client from RADIUS. for redirection.

[05/09/14 13:13:16.015 I ST 63fd 8151] 0017.7c2f.b69a Setting AAA Override

Url - Redirect - Acl ' REDI RECT

[05/09/14 13:13:16.015 | ST 63fe 8151] 0017.7c2f.b69a AAA Override Ul -Redirect-Ac

' REDI RECT'

[05/09/14 13:13:16.015 | ST 63ff 8151] 0017.7c2f.b69a Local Policy: At the start of

apf Appl yOverride2. Cient State START

[05/09/14 13:13:16.015 | ST 6400 8151] 0017. 7c2f.b69a Appl yi ng new AAA override for
station 0017.7c2f.b69a

[05/09/14 13:13:16.015 | ST 6401 8151] 0017. 7c2f.b69a Local Policy: Applying new
AAA override for station

[05/09/14 13:13:16.015 | ST 6402 8151] 0017. 7c2f.b69a Override Val ues: source: 2,
valid_bits: 0x0000, gosLevel: -1 dscp: Oxffffffff, dotlpTag: Oxffffffff,
sessionTineout: -1

[05/09/ 14 13:13:16.015 | ST 6403 8151] 0017.7c2f.b69a dataAvgC:. -1, rTAvgC -1,
dataBurstC. -1 rTineBurstC. -1, vlanlfNanme: , acl Nane:

[05/09/14 13:13:16.015 | ST 6404 8151] 0017.7c2f.b69a Local Policy: Applying
override policy

[05/09/14 13:13:16.015 | ST 6405 8151] 0017. 7c2f.b69a C earing Dhcp state for
station ---

[05/09/14 13:13:16.015 | ST 6406 8151] 0017.7c2f.b69a Local Policy: Before
Appl yi ng WLAN policy AccessVLAN = 12 and SessionTineout is 1800 and

apf MsTi meout is 1800



[05/09/14 13:13:16.015 I ST 6407 8151] 0017.7c2f.b69a Local Policy: Setting
Interface nane e VLANOO12

[05/09/14 13:13:16.015 IST 6408 8151] 0017.7c2f.b69a Local Policy:Setting local
bridging VLAN name VLANOOl2 and VLAN ID 12

[05/09/ 14 13:13:16.015 | ST 6409 8151] 0017.7c2f.b69a Applyi ng WLAN ACL
policies to client

[05/09/ 14 13:13:16.015 | ST 640a 8151] 0017.7c2f.b69a No Interface ACL
used for Wreless client in WCM NGAD)

[05/09/14 13:13:16.015 | ST 640b 8151] 0017. 7c2f.b69a apf Appl yW anPol i cy:
Retai ning the ACL recieved in AAA attributes 255 on nobile

[05/09/ 14 13:13:16.015 | ST 640c 8151] 0017.7c2f.b69a Local Policy: After
Appl yi ng WLAN policy AccessVLAN = 12 and SessionTineout is 1800 and

apf MsTi meout is 1800

[05/09/ 14 13:13:16.015 | ST 641la 8151] 0017.7c2f.b69a WCDB_ADD: Pl atform
ID allocated successfully |D: 259

[05/09/ 14 13:13:16.015 | ST 641b 8151] 0017.7c2f.b69a WCDB_ADD: Addi ng
opt82 len O

[05/09/ 14 13:13:16.015 | ST 641c 8151] 0017.7c2f.b69a WCDB_ADD: ssid
5508- MA bssid c8f9.f983.4260 vlan 12 aut h=ASSOCI ATl ON( 0)

w an(ap-group/ global) 15/15 client 0 assoc 1 nob=Unassoc(0) radio O
mvlan 12 ip 0.0.0.0 src 0x506c800000000f dst Ox0 cid 0x47ad4000000145
glob rsc id 259dhcpsrv 0.0.0

[05/09/ 14 13:13:16.015 | ST 641d 8151] 0017.7c2f.b69a Change state to
AUTHCHECK (2) | ast state START (0)

[05/09/14 13:13:16.015 IST 641le 8151] 0017.7c2f.b69a Change state to
L2AUTHCOMPLETE (4) last state AUTHCHECK (2)

[05/09/14 13:13:16.015 I ST 641f 8151] 0017.7c2f.b69a WCDB_AUTH: Adding opt82 len O
[05/09/14 13:13:16.015 | ST 6420 8151] 0017.7c2f.b69a WCDB_LLM NoRun Prev Mb O,
Curr Mob O IlnReq 1, return Fal se

[05/09/14 13:13:16.015 | ST 6421 207] [WDB] ==Add event: type Regular Wreless client
(0017. 7c2f . b69a) client id (0x47ad4000000145) client index (259) vlan (12)

aut h_state (ASSCCI ATION) nmob_state (INT)

[05/09/14 13:13:16.015 I ST 6422 207] [WCDB] ===intf src/dst (0x506c800000000f)/ (0x0)
radio_id (0) p2p_state (P2P_BLOCKI NG DI SABLE) swi tch/asic (1/0)

[05/09/14 13:13:16.015 I ST 6423 8151] 0017.7c2f.b69a WCDB_CHANGE: aut h=L2_AUTH( 1)
vlan 12 radio O client_id 0x47ad4000000145 nobility=Unassoc(0) src_int
0x506c800000000f dst _int 0x0 ackflag O reassoc_client O IImnotif Oip 0.0.0.0
ip_learn_type O

[05/09/14 13:13:16.015 I ST 6424 8151] 0017.7c2f.b69a WCDB_CHANGE: In L2 auth

but |2ack waiting |fag not set,so set

[05/09/14 13:13:16.015 I ST 6425 8151] 0017.7c2f.b69a Not Usi ng WWM Conpl i ance code
gosCap 00

[05/09/14 13:13:16.016 | ST 6426 8151] 0017.7c2f.b69a Change state to DHCP_REQD (7)
last state L2AUTHCOMPLETE (4)

[05/09/14 13:13:16.016 | ST 6434 8151] 0017. 7c2f.b69a Sendi ng Assoc Response to
station on BSSID ¢8f9.f983.4260 (status 0) ApVapld 15 Slot 0

[05/09/14 13:13:16.016 | ST 6435 8151] 0017. 7c2f. b69a apf ProcessRadi usAssocResp
(apf_80211. c: 2316) Changing state for nobile 0017.7c2f.b69a on AP
c8f9.f983.4260 from Associ ated to Associ ated

[05/09/14 13:13:16.016 | ST 6436 8151] 0017.7c2f.b69a 1XA: Session Push for
Non-dot 1x wirel ess client

[05/09/14 13:13:16.016 | ST 6437 8151] 0017.7c2f.b69a 1XA: Calling Auth Mr
to Push wirel ess session for client 47ad4000000145 uid 280

[05/09/14 13:13:16.016 | ST 6438 8151] 0017.7c2f.b69a Sessi on Push for
wireless client



[05/09/14 13:13:16.016 | ST 6439 8151] 0017.7c2f.b69a Sessi on Manager Call
Client 47ad4000000145, uid 280, capwap id 506c800000000f, Flag 1 Audit- Session
I D 0a6987b2536¢c871300000118 policy name (null)

[05/09/ 14 13:13:16.016 | ST 643a 22] ACCESS- CORE- SM CLI ENT- SPI - NOTF:

[0017. 7c2f. b69a, Ca2] Session start request fromdient[1] for

0017. 7c2f . b69a (nethod: No nethod, method list: none, aaa id:

0x00000118) - session-push, policy

[05/09/ 14 13:13:16.016 | ST 643b 22] ACCESS- CORE- SM CLI ENT- SPI - NOTF:

[0017. 7c2f.b69a, Ca2] - client iif_id: 47AD4000000145, session |ID:
0a6987b2536c871300000118 for 0017. 7c2f. b69a

[05/09/ 14 13:13:16.016 | ST 643c 243] ACCESS- CORE- SM SYNC- NOTF:

[0017. 7c2f. b69a, Ca2] Del ay add/update sync of auth-domain for

0017. 7c2f.b69a / OxFE000110

[05/09/ 14 13:13:16.017 | ST 643d 243] ACCESS- CORE- SM CLI ENT- DOT11- ERR:

[0017. 7c2f.b69a, Ca2] Invalid client authorization notification: NO nethod
[05/09/ 14 13:13:16.017 | ST 643e 243] ACCESS- CORE- SM SYNC- NOTF:

[0017. 7c2f. b69a, Ca2] Del ay add/update sync of dc-profile-nane for

0017. 7c2f.b69a / O0xFE000110

[05/09/ 14 13:13:16.017 | ST 643f 243] ACCESS- CORE- SM SYNC- NOTF:

[0017. 7c2f. b69a, Ca2] Del ay add/update sync of dc-device-nane for

0017. 7c2f.b69a / O0xFE000110

[05/09/ 14 13:13:16.017 | ST 6440 243] ACCESS- CORE- SM SYNC- NOTF:

[0017. 7c2f. b69a, Ca2] Del ay add/update sync of

dc-devi ce-cl ass-tag for 0017.7c2f.b69a / OxFE000110

[05/09/ 14 13:13:16.017 | ST 6441 243] ACCESS- CORE- SM SYNC- NOTF:

[0017. 7c2f. b69a, Ca2] Del ay add/update sync of dc-certainty-netric for

0017. 7c2f.b69a / O0xFE000110

[05/09/ 14 13:13:16.017 | ST 6442 243] ACCESS- CORE- SM SYNC- NOTF:

[0017. 7c2f. b69a, Ca2] Del ay add/update sync of dc-opaque for

0017. 7c2f.b69a / O0xFE000110

[05/09/ 14 13:13:16.017 | ST 6443 243] ACCESS- CORE- SM SYNC- NOTF:

[0017. 7c2f. b69a, Ca2] Del ay add/update sync of dc-protocol-map for

0017. 7c2f.b69a / O0xFE000110

[05/09/ 14 13:13:16.017 | ST 6444 22] [WDB] wcdb_ffcp_add_cb: client (0017.7c2f.b69a)
client (0x47ad4000000145): FFCP operation (CREATE) return code (0)

[05/09/14 13:13:16.017 | ST 6445 22] [WCDB] wcdb_send_add_notify_cal | back_event:
Noti fying ot her features about client add

[05/09/14 13:13:16.017 | ST 6446 22] [WCDB] wcdb_sisf_client_add_notify:

Noti fying SISF of DEASSCC to DOMN any old entry for 0017.7c2f. b69a

[05/09/14 13:13:16.017 | ST 6447 22] [WCDB] wcdb_si sf_client_add_notify:

Noti fying SISF of new Association for 0017.7c2f. b69a

[05/09/14 13:13:16.017 | ST 6448 8151] 0017. 7c2f.b69a WCDB SPI response nsg handl er
client code O nob state O

[05/09/ 14 13:13:16.017 | ST 6449 8151] 0017.7c2f.b69a Wdbd ient Update: L2 Auth ACK
from WCDB

[05/09/ 14 13:13:16.017 | ST 644a 8151] 0017.7c2f.b69a WCDB_L2ACK: wcdbAckRecvdFl ag
updat ed

[05/09/ 14 13:13:16.017 | ST 644b 8151] 0017.7c2f.b69a WCDB_AUTH: Adding opt82 len O
[05/09/ 14 13:13:16.017 | ST 644c 8151] 0017.7c2f.b69a WCDB_CHANGE: Suppressing SPI
(Mobility state not known) penstate 7 state LEARN IP(2) vlian 12 client_id
0x47ad4000000145 mob=Unassoc(0) ackflag 2 dropd 1

[05/09/ 14 13:13:18.796 | ST 644d 8151] 0017.7c2f.b69a Local Policy:

apf _ms_radi us_override.c apf MsSunOverride 447 Returning fail from apf MsSunDverri de
[05/09/14 13:13:18.802 | ST 644e 8151] 0017.7c2f.b69a Appl yi ng post-handoff policy
for station 0017.7c2f.b69a - valid nask 0xO

[05/09/14 13:13:18.802 | ST 644f 8151] 0017. 7c2f. b69a Qs Level: -1, DSCP: -1,
dot1p: -1, Data Avg: -1, realtine Avg: -1, Data Burst -1, Realtime Burst -1
--Mre--

[05/09/14 13:13:18.802 I ST 6450 8151] 0017. 7c2f.b69a Session: -1,
User session: -1, User elapsed -1
Interface: NNA ACL: NN A Qos Pol Down Qos Pol Up



[05/09/14 13:13:18.802 | ST 6451 8151] 0017. 7c2f.b69a Local Policy: At the start of
apf Appl yOverride2. dient State DHCP_REQD

[05/09/14 13:13:18.802 | ST 6452 8151] 0017. 7c2f.b69a Appl yi ng new AAA override for
station 0017.7c2f.b69a

[05/09/14 13:13:18.802 | ST 6453 8151] 0017. 7c2f.b69a Local Policy: Applying new AAA
override for station

[05/09/14 13:13:18.802 | ST 6454 8151] 0017. 7c2f.b69a Override Val ues: source: 16,
valid_bits: 0x0000, gosLevel: -1 dscp: Oxffffffff, dotlpTag: Oxffffffff,
sessionTineout: -1

[05/09/ 14 13:13:18.802 | ST 6455 8151] 0017. 7c2f.b69a dataAvgC: -1, rTAvgC -1,
dataBurstC. -1 rTineBurstC: -1, vlanlfNanme: , acl Nane:

[05/09/14 13:13:18.802 | ST 6456 8151] 0017.7c2f.b69a Local Policy: Applying
override policy

[05/09/14 13:13:18.802 | ST 6457 8151] 0017. 7c2f.b69a C earing Dhcp state for
station ---

[05/09/14 13:13:18.802 | ST 6458 8151] 0017.7c2f.b69a Local Policy: Before Applying
WLAN policy AccessVLAN = 12 and SessionTimeout is 1800 and apfMsTi meout is 1800

[05/09/14 13:13:18.802 | ST 6459 8151] 0017. 7c2f.b69a Local Policy:Setting Interface
name e VLANOO12

[05/09/14 13:13:18.802 | ST 645a 8151] 0017. 7c2f.b69a Local Policy: Setting |ocal
bridgi ng VLAN nane VLANOO12 and VLAN ID 12

[05/09/ 14 13:13:18.802 | ST 645b 8151] 0017. 7c2f.b69a Applying W.AN ACL policies
to client

[05/09/14 13:13:18.802 | ST 645c 8151] 0017.7c2f.b69a No Interface ACL used for
Wreless client in WCM NGAD)

[05/09/14 13:13:18.802 | ST 645d 8151] 0017. 7c2f.b69a apf Appl yW anPol i cy:

Retai ning the ACL recieved in AAA attributes 255 on nobile

[05/09/ 14 13:13:18.802 | ST 645e 8151] 0017.7c2f.b69a Local Policy: After

Appl yi ng WLAN policy AccessVLAN = 12 and SessionTineout is 1800 and

apf MsTi meout is 1800

[05/09/14 13:13:18.802 | ST 645f 8151] 0017.7c2f.b69a Local Policy: After Applying
Site Override policy AccessVLAN = 12 and SessionTi meout is 1800 and
apf MsTi meout is 1800

[05/09/14 13:13:18.802 | ST 6460 8151] 0017.7c2f.b69a Inserting AAA Override struct
for mobile MAC. 0017.7c2f.b69a , source 16

[05/09/14 13:13:18.802 | ST 6461 8151] 0017.7c2f.b69a Inserting new RADI US override
into chain for station 0017.7c2f.b69a

[05/09/14 13:13:18.802 | ST 6462 8151] 0017. 7c2f.b69a Override Val ues: source: 16,
valid_bits: 0x0000, gosLevel: -1 dscp: Oxffffffff, dotlpTag: Oxffffffff,
sessionTi neout: -1

[05/09/ 14 13:13:18.802 | ST 6463 8151] 0017.7c2f.b69a dataAvgC: -1, rTAvgC -1,
dataBurstC. -1 rTineBurstC: -1, vlanlfNanme: , acl Nane:

[05/09/14 13:13:18.802 | ST 6464 8151] 0017. 7c2f.b69a Local Policy: After ovr
check continuation

[05/09/ 14 13:13:18.802 | ST 6465 8151] 0017. 7c2f.b69a Local Policy:

apf _ms_radi us_override.c apf MsSunOverride 447 Returning fail from

apf MsSunmOverri de

[05/09/ 14 13:13:18.802 | ST 6466 8151] 0017.7c2f.b69a Local Policy: Calling

appl yLocal ProfilingPolicyAction from Override2

[05/09/ 14 13:13:18.802 | ST 6467 8151] 0017. 7c2f. b69a
**** | nside applyLocal ProfilingPolicyAction ****

[05/09/ 14 13:13:18.802 | ST 6468 8151] 0017.7c2f.b69a *** Cient State =
DHCP_REQD i nstance = 2 instance Name POLI CY_PROFI LI NG _L2_AUTH,
OverrideEnable = 1 devi ceTypeLen=0, devi ceType=(null), userRol eLen=0,



user Rol e=(nul |')

[05/09/14 13:13:18.802 | ST 6469 8151] 0017. 7c2f. b69a Local Profiling Values :
isValidVian = 0, vlan = 0, isVlanRecdlnDelete = 0, isValidSessionTi neout = 0,

sessi onTi neout =0, isSessi onTORecdl nDelete = 0 Protocol Map = 0 , appl yPol i cyAt Run= 0
[05/09/ 14 13:13:18.802 | ST 646a 8151] 0017. 7c2f. b69a i pv4ACL =[],
i pv6ACL = [], inQS = [unknown], out QS = [unknown]
[05/09/ 14 13:13:18.802 | ST 646b 8151] 0017.7c2f.b69a Local Policy: At the End
AccessVLAN = 12 and SessionTineout is 1800 and apf MsTimeout is 1800

[05/09/ 14 13:13:18.802 | ST 646¢c 8151] 0017.7c2f.b69a apf MsRunStatel nc
[05/09/14 13:13:18.802 | ST 646d 8151] 0017. 7c2f.b69a Session Update for Non-dot1x client

[05/09/14 13:13:18.802 | ST 646e 8151] 0017.7c2f.b69a 1XA: Session Push for Non-dot 1x
wireless client
[05/09/14 13:13:18.802 | ST 646f 8151] 0017.7c2f.b69a 1XA: Calling Auth Mgr to Push
wirel ess session for client 47ad4000000145 uid 280

--Mre--
[05/09/14 13:13:18.802 | ST 6470 8151] 0017.7c2f.b69a Session Update for Pushed Sessions

[05/09/14 13:13:18.802 | ST 6471 8151] 0017. 7c2f.b69a Session Manager Call dient
47ad4000000145, uid 280, capwap id 506c800000000f, Fl ag O Audit-Session |ID
0a6987b2536¢c871300000118 policy nane (null)

[05/09/ 14 13:13:18.802 | ST 6472 8151] 0017.7c2f.b69a Change state to RUN (20) | ast
state DHCP_REQD (7)

[05/09/14 13:13:18.802 | ST 6473 8151] 0017.7c2f.b69a WCDB_AUTH: Adding opt82 len O
[05/09/14 13:13:18.802 | ST 6474 8151] 0017.7c2f.b69a WCDB_LLM prev Mob state O curr
Mob State 3 |11 Req flag 1

[05/09/14 13:13:18.802 | ST 6475 8151] 0017.7c2f.b69a WCDB_LLM prev Mb state O
currMb State 3 afd action 1

[05/09/14 13:13:18.802 I ST 6476 8151] 0017.7c2f.b69a WCDB_LLM pl handle 259 vlan_id
12 auth RUN(4) mobility 3 client_id 0x47ad4000000145 src_interface 0x506c800000000f
dst _interface 0x75e18000000143 client_type 0 p2p_type 1 bssid c8f9.f983.4260 radio_id
0 wgbi d 0000. 0000. 0000

[05/09/14 13:13:18.802 I ST 6477 8151] 0017.7c2f.b69a WCDB_CHANGE: aut h=RUN(4) vl an
12 radio 0 client_id 0x47ad4000000145 mobility=ExpForei gn(3) src_int 0x506c800000000f
dst _int 0x75e18000000143 ackflag 2 reassoc_client O IImnotif 1 ip 0.0.0.0
ip_learn_type O

[05/09/14 13:13:18.802 | ST 6478 22] ACCESS- CORE- SM CLI ENT- SPI - NOTF:

[0017. 7c2f. b69a, Ca2] Session update fromdient[1l] for 0017.7c2f. b69a,

ID list 0x00000000, policy

[05/09/14 13:13:18.802 I ST 6479 8151] 0017.7c2f.b69a WCDB_AUTH: Adding opt82 len O
[05/09/14 13:13:18.802 | ST 647a 8151] 0017.7c2f.b69a WCDB_LLM prev Mb state 3

curr Mob State 3 1 Req flag O

[05/09/14 13:13:18.802 I ST 647b 8151] 0017.7c2f.b69a WCDB_CHANGE: aut h=RUN( 4)

vlan 12 radio O client_id 0x47ad4000000145 nobility=ExpForei gn(3) src_int
0x506c800000000f dst _int 0x75e18000000143 ackflag 2 reassoc_client O IImnotif O

ip 0.0.0.0 ip_learn_type O

[05/09/14 13:13:18.802 | ST 647c 8151] 0017.7c2f.b69a AAAS: creating accounting start
record using nethod |ist Zubair_| SE, passthroughMde 1

[05/09/14 13:13:18.802 | ST 647d 8151] 0017.7c2f.b69a AAAS: initialised accounting
start request, uid=280 passthrough=1

[05/09/14 13:13:18.802 | ST 647e 8151] 0017. 7c2f.b69a AAAS: accounting request sent
[05/09/14 13:13:18.803 | ST 647f 207] [WCDB] ==Update event: client (0017.7c2f.b69a)
client id:(0x47ad4000000145) vlan (12->12) global _w an (15->15) auth_state
(L2_AUTH_DONE- >RUN) npb_st <truncat ed>

[05/09/14 13:13:18.803 I ST 6480 207] [WCDB] ===intf src/dst

(0x506c800000000f - >0x506c800000000f ) / (0x0- >0x75€18000000143)

radi o/ bssid (0->0)/(c8f9.f983.4260->c8f9.f983.4260) |Imnotify (true) addr v4/v6
(<truncat ed>

[05/09/14 13:13:18.803 | ST 6481 207] [WCDB] Foreign client add. Final IIm

notified = fal se



[05/09/14 13:13:18.803 | ST 6482 207] [WCDB] wcdb_client_ntast _update_notify:
No ntast action reqd
[05/09/14 13:13:18.803 | ST 6483 207] [WDB] wcdb_ffcp_wedb_client_update_notify
client (0017.7c2f.b69a) id 0x47ad4000000145 ffcp update with flags=0x0
[05/09/14 13:13:18.803 | ST 6484 207] [WCDB] wcdb_client_state_change_notify:
update flags = 0x3
[05/09/14 13:13:18.803 | ST 6485 8151] 0017. 7c2f.b69a aaa attribute list length is 79
[05/09/14 13:13:18.803 | ST 6486 207] ACCESS- CORE- SM CLI ENT-DOT11- NOTF: [0017. 7c2f. b69a]
WCDB RUN notification for 0017.7c2f. b69a
[05/09/14 13:13:18.803 I ST 6487 8151] 0017.7c2f.b69a Sendi ng SPI
spi _epm epm sessi on_create successfull
[05/09/14 13:13:18.803 | ST 6488 8151] 0017.7c2f.b69a 0.0.0.0, auth_state 20
nmRol e ExpForeign !!!
[05/09/14 13:13:18.803 I ST 6489 8151] 0017.7c2f.b69a 0.0.0.0, auth_state 20 mRol e
ExpFor ei gn, updating wecdb not needed
[05/09/14 13:13:18.803 | ST 648a 8151] 0017.7c2f.b69a Tclas Plunb needed: O
[05/09/14 13:13:18.803 | ST 648b 207] [WCDB] wcdb_sisf_client_update_notify:
Notifying SISF to renmove assoc in Foreign
[05/09/14 13:13:18.803 | ST 648c 207] [WCDB] ==Update event: client (0017.7c2f.b69a)
client id:(0x47ad4000000145) vlan (12->12) gl obal _wW an (15->15) auth_state (RUN->RUN)
nmob_st <t runcat ed>
[05/09/14 13:13:18.803 I ST 648d 207] [WCDB] ===intf src/dst
(0x506c800000000f - >0x506c800000000f ) / (0x75€18000000143- >0x75e18000000143)
radi o/ bssid (0->0)/(c8f9.f983. 4260->c8f9.f983.4260) Il mnotify (false)
addr v4/v6 (<truncated>
[05/09/14 13:13:18.803 | ST 648e 207] [WCDB] wcdb_client _ntast _update_notify:
No ntast action reqd
[05/09/14 13:13:18.803 | ST 648f 207] [WCDB] wcdb_ffcp_wedb_client_update_notify
client (0017.7c2f.b69a) id 0x47ad4000000145 ffcp update with flags=0x0
[05/09/14 13:13:18.803 | ST 6490 207] [WCDB] wcdb_client_state_change_notify:
update flags = 0x2
[05/09/14 13:13:18.803 I ST 6491 207] ACCESS- CORE- SM CLI ENT- DOT11- NOTF:
[0017. 7c2f.b69a] WCDB RUN notification for 0017. 7c2f. b69a
[05/09/14 13:13:18.803 | ST 6492 207] [WDB] wcdb_sisf_client_update_notify:
Notifying SISF to renmove assoc in Foreign
[05/09/14 13:13:18.803 I ST 6493 386] [WCDB] wcdb_ffcp_ch: client (0017.7c2f.b69a)
client (0x47ad4000000145): FFCP operation (UPDATE) return code (0)
[05/09/14 13:13:18.803 I ST 6494 386] [WCDB] wcdb_ffcp_ch: client (0017.7c2f.b69a)
client (0x47ad4000000145): FFCP operation (UPDATE) return code (0)
[05/09/14 13:13:18.803 I ST 6495 243] ACCESS- CORE- SM SYNC- NOTF: [ 0017. 7c2f. b69a, Ca2]
Del ay add/update sync of iif-id for 0017.7c2f.b69a / OxFE000110
[05/09/14 13:13:18.803 I ST 6496 243] ACCESS- CORE- SM SYNC- NOTF: [0017. 7c2f. b69a, Ca2]
Del ay add/update sync of audit-session-id for 0017.7c2f.b69a / OxFE000110
[05/09/14 13:13:18.803 | ST 6497 8151] 0017.7c2f.b69a Recei ved sessi on_create_response
for client handle 20175213735969093
[05/09/14 13:13:18.803 | ST 6498 8151] 0017.7c2f.b69a Recei ved sessi on_create_response
with EPM session handl e 4261413136
[05/09/14 13:13:18.803 | ST 6499 8151] 0017. 7c2f.b69a Spl ash Page redirect client
or posture client

--Mre--
[05/09/14 13:13:18.803 I ST 649a 8151] 0017. 7c2f.b69a REDI RECT ACL present in the
attribute |ist
[05/09/14 13:13:18.803 I ST 649b 8151] 0017.7c2f.b69a Setting AAA Override
Ul - Redirect - Acl ' REDI RECT'

[05/09/14 13:13:18.803 IST 649c 8151] 0017.7c2f.b69a AAA Override Url-Redirect-Acl
'REDIRECT'

[05/09/14 13:13:18.803 IST 6494 8151] 0017.7c2f.b69a AAA Override Url-Redirect
'https://10.106.73.69:8443/guestportal/gateway?sessionId=0a6987b2536c871300000118&action=cwa’
set
[05/09/14 13:13:18.803 | ST 649e 8151] 0017.7c2f.b69a Wreless Client nmobility role
is not ExportAnchor/Local. Hence we are not sending request to EPM
[05/09/ 14 13:13:20.445 |1 ST 649f 8151] 0017.7c2f.b69a WCDB_| P_UPDATE: new i pv4 0.0.0.0
ip_learn_type O deleted ipv4 0.0.0.0
[05/09/ 14 13:13:20.446 | ST 64a0 207] [WCDB] wcdb_foreign_client_ip_addr_update:



Foreign client (0017.7c2f.b69a) ip addr update received.

[05/09/ 14 13:13:20.446 |1 ST 64al 207] [WCDB] SISF Update: |PV6 Addr[O0]

fe80:: 6cla: b253: d711: c7f

[05/09/ 14 13:13:20.446 | ST 64a2 207] [WCDB] SISF Update : Binding del ete status

for V6: =0

[05/09/ 14 13:13:20.446 | ST 64a3 207] [WCDB] wcdb_sisf_client_update_notify:

Notifying SISF to renmove assoc in Foreign

[05/09/ 14 13:13:20.448 | ST 64a4 8151] 0017.7c2f.b69a Ms got the IP

resetting the Reassociation Count 0 for client

[05/09/ 14 13:13:20.448 | ST 64a5 8151] 0017. 7c2f.b69a AAAS: creating accounting interim
record using nethod |ist Zubair_| SE, passthroughMde 1

[05/09/ 14 13:13:20.449 | ST 64a6 8151] 0017.7c2f.b69a AAAS: initialised accounting
interimrequest, uid=280 passthrough=1

[05/09/ 14 13:13:20.449 | ST 64a7 8151] 0017.7c2f.b69a AAAS: accounting request sent
[05/09/ 14 13:13:20.449 | ST 64a8 8151] 0017. 7c2f.b69a CGuest User() assigned |P Address
(10. 105. 135. 190)

[05/09/ 14 13:13:20.449 |1 ST 64a9 8151] 0017.7c2f.b69a Assi gning Address 10.105.135. 190

to nobile

[05/09/ 14 13:13:20.449 | ST 64aa 8151] 0017.7c2f.b69a WCDB_| P_UPDATE: new i pv4

10. 105. 135.190 ip_learn_type DHCP del eted ipv4 0.0.0.0

[05/09/ 14 13:13:20.449 | ST 64ab 8151] 0017.7c2f.b69a AAAS: creating accounting
interimrecord using nethod |ist Zubair_| SE, passthroughMde 1

[05/09/ 14 13:13:20.449 | ST 64ac 8151] 0017.7c2f.b69a AAAS: initialised accounting
interimrequest, uid=280 passthrough=1

[05/09/14 13:13:20.449 IST 64ad 8151] 0017.7c2f.b69a AAAS: accounting request sent
[05/09/14 13:13:20.449 IST 64ae 8151] 0017.7c2f.b69%9a 10.105.135.190, auth_state 20
mmRole ExpForeign !!!

[05/09/14 13:13:20.449 IST 64af 207] [WCDB] wcdb_foreign client_ip addr_update: Foreign
client (0017.7c2f.b69%9a) ip addr update received.

[05/09/14 13:13:20.449 IST 64b0 8151] 0017.7c2f.b69%9a 10.105.135.190, auth_state 20
mmRole ExpForeign, updating wcdb not needed

[05/09/14 13:13:20.449 |1 ST 64b1 8151] 0017.7c2f.b69a Tclas Plunb needed: O

[05/09/ 14 13:13:20.449 | ST 64b2 207] [WCDB] SISF Update: |PV6 Addr[O0]

fe80:: 6cla: b253: d711: c7f

[05/09/ 14 13:13:20.449 | ST 64b3 207] [WCDB] SISF Update : Binding delete status for V6: =0
[05/09/ 14 13:13:20.449 | ST 64b4 207] [WCDB] wcdb_sisf_client_update_notify: Notifying Sl SF
to renopve assoc in Foreign

[05/09/ 14 13:13:20.449 |1 ST 64b5 243] ACCESS- CORE- SM SYNC- NOTF: [ 0017. 7c2f.b69a, Ca2] Del ay
add/ updat e sync of addr for 0017.7c2f.b69a / OxFE000110

[05/09/ 14 13:13:49.429 | ST 64b6 253] ACCESS- CORE- SM CLI ENT- SPI - NOTF: [0017. 7c2f. b69a, Ca2]
Session aut hz update requested cnmd 5, nac 0017. 7c2f.b69a, attr-list 0x0 for Cient][1]
[05/09/ 14 13:13:49.430 | ST 64b7 253] ACCESS- CORE- SM CLI ENT- SPI - NOTF: [0017. 7c2f. b69a, Ca2]
Session aut hz update request sent to Cient[1]

[05/09/ 14 13:13:49.430 | ST 64b8 8151] 0017. 7c2f.b69a 1XA: Processing update request from
dot 1x. CQA type 5

[05/09/ 14 13:13:49.430 | ST 64b9 8151] 0017.7c2f.b69a AAAS: authorization init, uid=280
cont ext =268

[05/09/ 14 13:13:49.430 | ST 64ba 8151] 0017.7c2f.b69a AAAS: initialised auth request,

ui nque i d=280, context id = 268, context regHandl e Oxfefcl72c

[05/09/ 14 13:13:49.430 | ST 64bb 8151] 0017. 7c2f.b69a AAAS: Subnmitting mac filter request
for user 00177c2fb69a, uni quel d=280 nm i st =MACFI LTER

[05/09/ 14 13:13:49.430 | ST 64bc 8151] 0017. 7c2f.b69a AAAS: auth request sent

[05/09/ 14 13:13:49.430 | ST 64bd 8151] 0017. 7c2f.b69a processing COA type 5

was successful

[05/09/ 14 13:13:49.430 | ST 64be 8151] 0017. 7c2f.b69a processing COA type 5

was successful

[05/09/ 14 13:13:49.430 | ST 64bf 22] ACCESS- CORE- SM CLI ENT- SPI - NOTF: [0017. 7c2f. b69a, Ca2]
Sessi on aut hz update response received for Cient[1]

[05/09/ 14 13:13:49.430 |1 ST 64c0 211] Parsed CLI D MAC Address = 0:23:124:47:182: 154
[05/09/ 14 13:13:49.430 | ST 64cl 211] AAA SRV(00000118): process author req

[05/09/ 14 13:13:49.430 | ST 64c2 211] AAA SRV(00000118): Author method=SERVER_ GROUP
Zubair_ ISE

[05/09/ 14 13:13:49.430 | ST 64c3 211] Parsed CLID MAC Address = 0:23:124:47:182: 154
[05/09/ 14 13:13:49.430 | ST 64c4 211] AAA SRV(00000000): process response req



[05/09/ 14 13:13:49.469 | ST 64c5 220] AAA SRV(00000118): protocol reply PASS for
Authorization

[05/09/ 14 13:13:49.469 | ST 64c6 220] AAA SRV(00000118): Return Authorization status=PASS
[05/09/ 14 13:13:49.469 | ST 64c7 8151] 0017.7c2f.b69a AAAS: received response, cid=268
[05/09/ 14 13:13:49.469 | ST 64c8 8151] 0017. 7c2f.b69a AAAS: del eting context, cid=268
[05/09/ 14 13:13:49.469 | ST 64c9 8151] 0017.7c2f.b69a Not conparing because the ACLs

have not been sent yet.

[05/09/14 13:13:49.469 | ST 64ca 8151] 0017.7c2f.b69a Final flag values are,

epnSendAcl 1, epnfSendAcl Done 0

[05/09/ 14 13:13:49.469 | ST 64cb 8151] 0017.7c2f. b69a

client incoming attribute size are 77

--Mre--

[05/09/14 13:13:49.469 IST 64cc 8151] 0017.7c2f.b69a AAAS: mac filter callback status=0
uniqueId=280

[05/09/14 13:13:49.469 IST 64cd 8151] 0017.7c2f.b69a Local Policy: At the start of
apfApplyOverride2. Client State RUN

[05/09/ 14 13:13:49.469 | ST 64ce 8151] 0017. 7c2f.b69a Appl yi ng new AAA override for
station 0017.7c2f.b69a

[05/09/ 14 13:13:49.469 | ST 64cf 8151] 0017.7c2f.b69a Local Policy: Applying new AAA
override for station

[05/09/ 14 13:13:49.469 | ST 64d0 8151] 0017. 7c2f.b69a Override Val ues: source: 2,
valid_bits: 0x0000, qgosLevel: -1 dscp: Oxffffffff, dotlpTag: Oxffffffff, sessionTineout: -1
[05/09/ 14 13:13:49.469 | ST 64d1 8151] 0017. 7c2f.b69a dataAvgC. -1, rTAvgC. -1, dataBurstC
-1 rTinmeBurstC. -1, vlanlfNanme: , acl Nane:

7c2f
7c2f
7c2f

[05/09/ 14 13:13:49.469 | ST 64d2 8151] 0017.
[05/09/ 14 13:13:49.469 | ST 64d3 8151] 0017.
[05/09/ 14 13:13:49.469 | ST 64d4 8151] 0017.

policy AccessVLAN = 12 and Sessi onTi nmeout

[05/09/ 14 13:13:49.469 | ST 64d5 8151] 0017.
e VLANOO12

7c2f

[05/09/ 14 13:13:49.469 | ST 64d6 8151]
VLAN nane VLANOO12 and VLAN ID 12

0017.

[05/09/ 14 13:13:49.469 | ST 64d7 8151]
[05/09/ 14 13:13:49.469 | ST 64d8 8151]
client in WCM NGAC)

[05/09/ 14 13:13:49.469 | ST 64d9 8151]
ACL recieved in AAA attributes 255 on nobi
[05/09/ 14 13:13:49.469 | ST 64da 8151] 0017.
policy AccessVLAN = 12 and Sessi onTi nmeout

0017.
0017.

0017.
e
7c2f

[05/09/ 14 13:13:49.469 | ST 64db 8151] 0017. 7c2f
Override

[05/09/ 14 13:13:49.469 | ST 64dc 8151] 0017. 7c2f
MAC: 0017. 7c2f.b69a , source 2

[05/09/ 14 13:13:49.469 | ST 64dd 8151] 0017. 7c2f
chain for station 0017.7c2f.b69a

[05/09/ 14 13:13:49.469 | ST 64de 8151] 0017. 7c2f
0x0000, qosLevel: -1 dscp: Oxffffffff,
[05/09/ 14 13:13:49.469 | ST 64df 8151] 0017. 7c2f
-1 rTinmeBurstC. -1, vlanlfNanme: , acl Nane:
[05/09/ 14 13:13:49.469 | ST 64e0 8151] 0017. 7c2f
conti nuation

[05/09/ 14 13:13:49.469 | ST 64el 8151] 0017. 7c2f
apf MsSunmOverride 447 Returning fail from apfMs
[05/09/ 14 13:13:49.469 | ST 64e2 8151] 0017. 7c2f
appl yLocal ProfilingPolicyAction from Override2

[05/09/ 14 13:13:49.469 | ST 64e3 8151] 0017. 7c2f

is 1800 and apf MsTi meout

7c2f.

7c2f.

7c2f.

7c2f.

is 1800 and apf MsTi meout

policy AccessVLAN = 12 and Sessi onTi nmeout

dot 1pTag:

.b69a Local Policy: Applying override policy
.b69a C earing Dhcp state for station
.b69a Local Policy: Before Applying W.AN
is 1800

.b69a Local Policy:Setting Interface nane

b69a Local Policy:Setting |ocal bridging

b69a
b69a

Appl yi ng WLAN ACL policies to client
No Interface ACL used for Wreless
b69a apf Appl yW anPol i cy: Retaining the

.b69a Local Policy: After Applying WAN

is 1800

.b69a Local Policy: After Applying Site
is 1800 and apf MsTi meout is 1800

.b69a Inserting AAA Override struct for nobile

.b69a Inserting new RADI US override into

.b69a Override Val ues: source: 2, valid_bits:
Oxffffffff, sessionTinmeout: -1
.b69a dataAvgC. -1, rTAvgC. -1, dataBurstC:

.b69a Local Policy: After ovr check

.b69a Local Policy: apf_ms_radius_override.c
SumOverri de
.b69a Local Policy: Calling

. b69a



**** | nside appl yLocal ProfilingPolicyAction ****

[05/09/ 14 13:13:49.469 | ST 64e4 8151] 0017.7c2f.b69a *** Cient State = RUN instance = 2
instance Name PCLI CY_PROFI LI NG L2_AUTH, OverrideEnable = 1 devi ceTypeLen=0
devi ceType=(nul l), userRol eLen=0, userRol e=(null)

[05/09/ 14 13:13:49.469 | ST 64e5 8151] 0017. 7c2f. b69a Local Profiling Val ues
isValidVian = 0, vlan = 0, isVlanRecdlnDelete = 0, isValidSessionTi neout = 0,
sessi onTi neout =0, isSessi onTORecdl nDelete = 0 Protocol Map = 0 , appl yPol i cyAt Run= 0
[05/09/ 14 13:13:49.469 | ST 64e6 8151] 0017. 7c2f. b69a i pv4ACL =[],

i pv6ACL = [], inQS = [unknown], out QS = [unknown]

[05/09/ 14 13:13:49.469 | ST 64e7 8151] 0017. 7c2f.b69a Local Policy: At the End AccessVLAN
= 12 and SessionTimeout is 1800 and apfMsTi meout is 1800

[05/09/ 14 13:13:49.469 | ST 64e8 8151] 0017.7c2f.b69a In >= L2AUTH COVPLETE for station
0017. 7c2f . b69a

[05/09/ 14 13:13:49.469 | ST 64e9 8151] 0017. 7c2f.b69a AAAS: creating accounting interim
record using nethod |ist Zubair_| SE, passthroughMde 1

[05/09/ 14 13:13:49.469 | ST 64ea 8151] 0017. 7c2f.b69a AAAS: initialised accounting interim
request, ui d=280 passthrough=1

[05/09/ 14 13:13:49.469 | ST 64eb 8151] 0017. 7c2f.b69a AAAS: accounting request sent

[05/09/ 14 13:13:49.469 | ST 64ec 8151] 0017. 7c2f.b69a Not Usi ng WWM Conpl i ance code gosCap 00

[05/09/ 14 13:13:49.469 | ST 64ed 8151] 0017.7c2f.b69a In SPI call for >= L2AUTH COVPLETE
for station 0017.7c2f.b69a

[05/09/ 14 13:13:49.469 | ST 64ee 8151] 0017.7c2f.b69a WCDB_AUTH: Adding opt82 len O
[05/09/ 14 13:13:49.469 | ST 64ef 8151] 0017.7c2f.b69a WCDB_LLM prev Mob state 3 curr Mb
State 3 11 Req flag 0

[05/09/ 14 13:13:49.469 |1 ST 64f0 8151] 0017.7c2f.b69a WCDB_CHANGE: aut h=RUN(4) vlan 12
radio O client_id 0x47ad4000000145 nobi |l ity=ExpForei gn(3) src_int 0x506c800000000f

dst _int 0x75e18000000143 ackflag 2 reassoc_client O IImnotif O ip 10.105.135.190

ip_l earn_type DHCP

--Mre--

[05/09/ 14 13:13:49.469 | ST 64f1 8151] 0017.7c2f.b69a apf MsAssoSt at el nc

[05/09/ 14 13:13:49.469 | ST 64f2 8151] 0017. 7c2f.b69a apfPemAddUser2 (apf_policy.c:197)
Changi ng state for nmobile 0017.7c2f.b69a on AP ¢8f9.f983.4260 from AAA Pending to
Associ at ed

[05/09/ 14 13:13:49.469 | ST 64f3 8151] 0017. 7c2f.b69a Reason code 0, Preset 4, AAA cause 1
[05/09/ 14 13:13:49.469 | ST 64f4 8151] 0017.7c2f.b69a Scheduling deletion of Mbile Station:
(callerld: 49) in 1800 seconds

[05/09/ 14 13:13:49.469 | ST 64f5 8151] 0017.7c2f.b69a Ms Ti neout = 1800,

Sessi on Ti nmeout = 1800

[05/09/ 14 13:13:49.469 | ST 64f6 207] [WCDB] ==Update event: client (0017.7c2f.b69a)
client id:(0x47ad4000000145) vlan (12->12) gl obal _wW an (15->15) auth_state (RUN->RUN)
nob_st <t runcat ed>

[05/09/ 14 13:13:49.469 | ST 64f7 207] [WCDB] ===intf src/dst

(0x506c800000000f - >0x506c800000000f ) / (0x75€18000000143- >0x75e18000000143) radi o/ bssi d
(0->0)/(c8f9.f983. 4260->c8f9.1983.4260) |Imnotify (false) addr v4/v6 (<truncated>
[05/09/ 14 13:13:49.469 | ST 64f8 207] [WCDB] wcdb_client_ntast_update_notify: No ntast
action reqd

[05/09/ 14 13:13:49.469 | ST 64f9 207] [WCDB] wcdb_ffcp_wedb_client _update_notify client
(0017. 7c2f . b69a) id 0x47ad4000000145 ffcp update with fl ags=0x0

[05/09/14 13:15:47.411 IST 650a 8151] 0017.7c2f.b69a Acct-interim update sent for
station 0017.7c2f.b69a

[05/09/14 13:16:38.431 IST 650b 8151] 0017.7c2f.b69%a

Client stats update: Time now in sec 1399621598, Last Acct Msg Sent at 1399621547 sec
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