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config session timeout 120
config serial timeout 120
show run-config (and spacebar thru to collect all)

debug mac addr (in xX:xxX:xx:xx:xx format)
debug client

debug capwap events enable

debug capwap errors enable

debug pm pki enable
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debug capwap events enable

*spamApTask7: Jun 16 12:37:36.038: 00:62:ec:60:ea:20 Discovery Request from 172.16.17.99:46317
I -—— CAPWAP discovery request sent to the WLC by the LAP. *spamApTask7: Jun 16 12:37:36.039:

00:62:ec:60:ea:20 Discovery Response sent to 172.16.17.99 port 46317 !--- WLC responds to the
discovery request from the LAP. *spamApTask7: Jun 16 12:38:43.469: 00:62:ec:60:ea:20 Join
Request from 172.16.17.99:46317 !--- LAP sends a join request to the WLC.

*spamApTask7: Jun 16 12:38:33.039: 00:62:ec:60:ea:20 Join Priority Processing status = 0,
Incoming Ap's Priority 1, MaxLrads = 75, joined Aps =0
*spamApTask7: Jun 16 12:38:43.469: 00:62:ec:60:ea:20 Join Request from 172.16.17.99:46317

*spamApTask7: Jun 16 12:38:43.472: 00:62:ec:60:ea:20 Join Version: = 134256640

*spamApTask7: Jun 16 12:38:43.473: 00:62:ec:60:ea:20 apType = 46 apModel: AIR-CAP2702I-E-K9

*spamApTask7: Jun 16 12:38:43.473: 00:62:ec:60:ea:20 Join resp: CAPWAP Maximum Msg element len =
90

*spamApTask7: Jun 16 12:38:43.473: 00:62:ec:60:ea:20 Join Response sent to 172.16.17.99:46317
*spamApTask7: Jun 16 12:38:43.473: 00:62:ec:60:ea:20 CAPWAP State: Join

! -—— WLC responds with a join reply to the LAP.

*spamApTask7: Jun 16 12:38:43.964: 00:62:ec:60:ea:20 Configuration Status from
172.16.17.99:46317

*spamApTask7: Jun 16 12:38:43.964: 00:62:ec:60:ea:20 CAPWAP State: Configure !/--- LAP requests
for the configuration information from the WLC.

*spamApTask7: Jun 16 12:38:43.964: 00:62:ec:60:ea:20 Updating IP info for AP 00:62:ec:60:ea:20 -
- static 0, 172.16.17.99/255.255.254.0, gtw 172.16.16.1

*spamApTask7: Jun 16 12:38:43.964: 00:62:ec:60:ea:20 Updating IP 172.16.17.99 ===> 172.16.17.99
for AP 00:62:ec:60:ea:20

*spamApTask7: Jun 16 12:38:43.964: 00:62:ec:60:ea:20 Running spamDecodeVlanProfMapPayload
for00:62:ec:60:ea:20

*spamApTask7: Jun 16 12:38:43.964: 00:62:ec:60:ea:20 Setting MTU to 1485

*spamApTask7: Jun 16 12:38:44.019: 00:62:ec:60:ea:20 Configuration Status Response sent to
172:16:17:99

! -—— WLC responds by providing all the necessary configuration information to the LAP.
*spamApTask7: Jun 16 12:38:46.882: 00:62:ec:60:ea:20 Change State Event Request from
172.16.17.99:46317

*spamApTask7: Jun 16 12:38:46.883: 00:62:ec:60:ea:20 Radio state change for slot: 0 state: 2
cause: 0 detail cause: 69

*spamApTask7: Jun 16 12:38:46.883: 00:62:ec:60:ea:20 Change State Event Response sent to
172.16.17.99:46317



*spamApTask7: Jun 16 12:38:46.883: 00:62:ec:60:ea:20 CAPWAP State: Run

*spamApTask7: Jun 16 12:38:46.883: 00:62:ec:60:ea:20 Sending the remaining config to AP
172.16.17.99:46317!

!--- LAP is up and ready to service wireless clients. *spamReceiveTask: Jun 16 12:38:46.897:
00:62:ec:60:ea:20 Configuration update request for RrmInterferenceCtrl payload sent to
172:16:17:99

*spamReceiveTask: Jun 16 12:38:46.897: 00:62:ec:60:ea:20 Configuration update request for
RrmNeighbourCtrl payload sent to 172.16.17.99

*spamReceiveTask: Jun 16 12:38:46.897: 00:62:ec:60:ea:20 Configuration update request for
RrmReceiveCtrl payload sent to 172:16:17:99

*spamReceiveTask: Jun 16 12:38:46.897: 00:62:ec:60:ea:20 Configuration update request for
CcxRmMeas payload sent to 172.16.17.99
!-—- WLC sends all the RRM and other configuration parameters to the LAP.

OIF1 MM0ff e 252 LAP7E WLCO| SBEIH HES {9t St 0|07 Y| EHolet
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enable & ':'4‘“-4 £290{ M o|2{Et HIAIRIE & &= U&L|Ch.

*spamApTask6: Jun 17 14:23:28.677: 00:62:ec:60:ea:20 Sending image data block of length 1324 and
msgLength = 1327

*spamApTask6: Jun 17 14:23:28.677: 00:62:ec:60:ea:20 Image Data Request sent to
172.16.17.201:46318

*spamApTask6: Jun 17 14:23:28.693: 00:62:ec:60:ea:20 Image data Response from
172.16.17.201:46318
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debug pm pki enable BHE2 ZAEE 0| A 7t EHA| Soi Y Mst= QI8 AS ZENAE EAIE
L|CHAPOI| LWAPP BHEt = 2 3 310f| M A&t SSC(XWI M 1B M7}t U= B, debug pm pki
enable BHE2 QI T2 MA 0| AP HA| 7| EAIFLICHAPO MIC(Manufactured Installed
Certificate) 7} U= B HA| 7|17k EA|Z|X| et & LICH.

£11: 2006 68 O|F0ll =& ZE APMlE MIC7t /{&LCH

Ct=22 MIC7t = LAPZF ZAEE {0l ZQIE [ debug pm pki enable & 2| £24Q]L|C}.
I 37t AL Qs £249| U o| F Hm o2 o|S kA& LICEH

*spamApTask4: Mar 20 11:05:15.687: [SA] OpenSSL Get Issuer Handles: locking ca cert table

*spamApTask4: Mar 20 11:05:15.688: [SA] OpenSSL Get Issuer Handles: x509 subject_name
/C=US/ST=California/L=San Jose/0=Cisco Systems/
CN=AP3G2-1005cae83a42/emailAddress=support@cisco.com

*spamApTask4: Mar 20 11:05:15.688: [SA] OpenSSL Get Issuer Handles: issuer_name /0=Cisco
Systems/CN=Cisco Manufacturing CA

*gspamApTask4d: Mar 20 11:05:15.688: [SA] OpenSSL Get Issuer Handles: CN AP3G2-1005cae83a42
*spamApTask4: Mar 20 11:05:15.688: [SA] OpenSSL Get Issuer Handles: issuerCertCN Cisco
Manufacturing CA

*spamApTask4d: Mar 20 11:05:15.688: [SA] GetMac: MAC: 1005.cae8.3a42

*spamApTask4: Mar 20 11:05:15.688: [SA] OpenSSL Get Issuer Handles: openssl Mac Address in
subject is 10:05:ca:e8:3a:42

*gspamApTask4: Mar 20 11:05:15.688: [SA] OpenSSL Get Issuer Handles: CN AP3G2-1005cae83a42
*spamApTask4: Mar 20 11:05:15.688: [SA] OpenSSL Get Issuer Handles: issuerCertCN Cisco
Manufacturing CA

*spamApTask4d: Mar 20 11:05:15.688: [SA] GetMac: MAC: 1005.cae8.3a42

*spamApTask4: Mar 20 11:05:15.688: [SA] OpenSSL Get Issuer Handles: openssl Mac Address in
subject is 10:05:ca:e8:3a:42

*spamApTask4d: Mar 20 11:05:15.688: [SA] OpenSSL Get Issuer Handles: Cert Name in subject is
AP3G2-1005cae83a42

*spamApTask4d: Mar 20 11:05:15.688: [SA] OpenSSL Get Issuer Handles: Extracted cert issuer from
subject name.

*spamApTask4: Mar 20 11:05:15.688: [SA] OpenSSL Get Issuer Handles: Cert is issued by Cisco
Systems.

*spamApTask4: Mar 20 11:05:15.688: [SA] Retrieving x509 cert for CertName cscoDefaultMfgCaCert
*gspamApTask4d: Mar 20 11:05:15.688: [SA] sshpmGetCID: called to evaluate <cscoDefaultMfgCaCert>
*spamApTask4: Mar 20 11:05:15.688: [SA] sshpmGetCID: Found matching CA cert cscoDefaultMfgCaCert
in row 5

*spamApTaskd: Mar 20 11:05:15.688: [SA] Found CID 260e5e69 for certname cscoDefaultMfgCaCert

*spamApTask4: Mar 20 11:05:15.688: [SA] CACertTable: Found matching CID cscoDefaultMfgCaCert in
row 5 x509 0x2cc7c274

*spamApTask4: Mar 20 11:05:15.688: [SA] Retrieving x509 cert for CertName
cscoDefaultNewRootCaCert

*gpamApTask4d: Mar 20 11:05:15.688: [SA] sshpmGetCID: called to evaluate
<cscoDefaultNewRootCaCert>

*spamApTask4: Mar 20 11:05:15.688: [SA] sshpmGetCID: Found matching CA cert
cscoDefaultNewRootCaCert in row 4

*spamApTaskd: Mar 20 11:05:15.688: [SA] Found CID 28d7044e for certname cscoDefaultNewRootCaCert
*spamApTask4: Mar 20 11:05:15.688: [SA] CACertTable: Found matching CID cscoDefaultNewRootCaCert
in row 4 x509 0x2cc7c490

*spamApTask4d: Mar 20 11:05:15.691: [SA] Verify User Certificate: X509 Cert Verification return



code: 1

*spamApTask4: Mar 20 11:05:15.691: [SA] Verify User Certificate: X509 Cert Verification result
text: ok

*gspamApTask4d: Mar 20 11:05:15.691: [SA] sshpmGetCID: called to evaluate <cscoDefaultMfgCaCert>
*spamApTask4: Mar 20 11:05:15.691: [SA] sshpmGetCID: Found matching CA cert cscoDefaultMfgCaCert
in row 5

*spamApTask4: Mar 20 11:05:15.691: [SA] Verify User Certificate: OPENSSL X509 Verify: AP Cert
Verfied Using >cscoDefaultMfgCaCert<

*spamApTask4: Mar 20 11:05:15.691: [SA] OpenSSL Get Issuer Handles: Check cert validity times
(allow expired NO)

*gspamApTask4d: Mar 20 11:05:15.691: [SA] sshpmGetCID: called to evaluate <cscoDefaultIdCert>
*spamApTask4: Mar 20 11:05:15.691: [SA] sshpmGetCID: Found matching ID cert cscoDefaultIdCert in
row 2

*spamApTask4: Mar 20 11:05:15.691: [SA] sshpmFreePublicKeyHandle: called with 0x1b0b9380

*spamApTask4d: Mar 20 11:05:15.691: [SA] sshpmFreePublicKeyHandle: freeing public key
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- debug dhcp detail:DHCP &M 43 HEE ZE ALt

- C|EH ip udp: AP A -’F*._' 504 ._SE.J 2 E UDP Z!E EA[ELIC

. C|H capwap 2t0|HE O|HIE:APO| CHEt capwap O|HIEE E A|RFLICEH

C|H2 capwap 22H0|HE 2 F/F:APO| CHEF capwap L7 E E AIEFLICY.

dtis 20| E O|HE C|HT:APO]| CHEH DTLS O|HEE E AIEHL|CH.

debug dtls 27/ enable:APO{| CiiE DTLS @ FE EA|ELICEH

. BF CIHI FA:APS| CIHIE HIE S8t ELICt

CtE2 debug capwap BEO| £3 o|gJLct o] 2 & E-oM= B8 T2 MA S0l AP/t ZHEE
HE AMstm =Is7| 2l T SoP" mZlof Cist otolC|o1E 1|-3—E*I—IEP.

AP can discover the WLC via one of the following options

!-—- AP discovers the WLC via option 43

*Jun 28 08:43:05.839: %CAPWAP-5-DHCP_OPTION_43: Controller address 10.63.84.78 obtained through
DHCP

*Jun 28 08:43:15.963: %CAPWAP-3-EVENTLOG: Discovery Request sent to 10.63.84.78 with discovery
type set to 2

! --- capwap Discovery Request using the statically configured controller information.

*Jun 28 08:43:15.963: %CAPWAP-3-EVENTLOG: Discovery Request sent to 10.63.84.32 with discovery
type set to 1

!-—- Capwap Discovery Request sent using subnet broadcast.

*Jun 28 08:43:15.963: %CAPWAP-3-EVENTLOG: Discovery Request sent to 255.255.255.255 with
discovery type set to 0



!-—-- capwap Join Request sent to AP-Manager interface on DHCP discovered controller.

*Jun 28 08:40:29.031: %CAPWAP-5-SENDJOIN: sending Join Request to 10.63.84.78
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ot WLCO| A= I%*O_IH L|Ct.

CHS 2 LAPZEWLCO| 7k stx| of= F 7hK| LAl 2 A L.

EE gE:E A BFE - FN63942

StEQ|ofof & El eIEM=E MZE = 104 S FEELICEAP EE= WLCTH 104 Ol 2eiEl 38
2 BHRE OISAZ QI3 AP 7t BRI7F LA 4 UgLictol Exlof Chet AHIE LB S CfS
o 22g FEFANL.

https://www.cisco.com/c/en/us/support/docs/field-notices/639/fn63942.html
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E2M - HE&E] Alzho| 218 M &S 7HH& HoiHLo

24 CHE EAHIE 2r2stMA2.
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ol 2X|E sl 2

1. APOM debug dtls Z20|P1E 2/ + debug dtls E2+0|HE O[HIE HZH

*Jun 28 09:21:25.011: DTLS_CLIENT_EVENT: dtls_process_Certificate: Processing...Peer

certificate verification failed 001A

*Jun 28 09:21:25.031: DTLS_CLIENT_ ERROR:

. ./capwap/base_capwap/capwap/base_capwap_wtp_dtls.c:509 Certificate verified failed!

*Jun 28 09:21:25.031: DTLS_CLIENT_EVENT: dtls_send_Alert: Sending FATAL : Bad certificate

Alert


/content/en/us/support/docs/field-notices/639/fn63942.html

*Jun 28 09:21:25.031: DTLS_CLIENT_EVENT: dtls_client_process_record: Error processing
Certificate.

*Jun 28 09:21:25.031: DTLS_CLIENT_EVENT: dtls_disconnect: Disconnecting DTLS connection
0x8AE7FDO

*Jun 28 09:21:25.031: DTLS_CLIENT_EVENT: dtls_free_connection: Free Called... for
Connection 0x8AE7FDO

*Jun 28 09:21:25.031: DTLS_CLIENT EVENT: dtls_send_Alert: Sending FATAL : Close notify
Alert

Ol Y2 &= ZHEEX AlZHO| APL| 1B M 7 & 7HA 2R 0 UEE BT EoiELICHIHEHA
AP= ZIE %E—IOH SEY = ol&LIctAPo| HX[E I Mol APH ol R&EH 7H4H0]
SLICLHAEEDY AMZH2 AP QB M| QB A REHE 74 Lol U= SAlez MYstoF gL
Ct.

2. AEE2] CLIOIM show time BE S &l sto] HEE2{0M HEE gmet AlZto] o]l R &4

2H74 Lijofl QU= SQIBtLICH HAEE 2 AlZto] 0] 15 M RE ZHHECH E71L HoH THE

B AlZt2 O 7+ Lol Z &t 8 HEFLICHED: HEEE{0fAM AlzZto| SHIZH MY
Z|X| f2 A2 HEEP| GUI 2E=0i X Commands > Set TimeS MEISIHLE ZHEZ 2] CLIO|
M config time B2 A&5t0o] ZHEED] AlZtS GHELICH

3. CLI YM|A HEto| Q= AP2| AL AP CLI0IAf show crypto ca certificates HZ S Al
QIBME EOlELICH 0| BHS AFS5HH APH| MHEI QISM &M 7HHS &olg = UE

[=X=F=]
L|CF.0d:
AP00cl.649a.bebc#show crypto ca cert

Certificate

Status: Available

Certificate Serial Number (hex): 7D1125A900000002261A
Certificate Usage: General Purpose

Issuer:

cn=Cisco Manufacturing CA SHA2

o=Cisco

Subject:

Name: AP1G2-00cl649abebc

e=support@cisco.com

cn=AP1G2-00cl649abe5c

o=Cisco Systems

1=San Jose

st=California

c=US

CRL Distribution Points:
http://www.cisco.com/security/pki/crl/cmca2.crl
Validity Date:

start date: 01:05:37 UTC Mar 24 2016

end date: 01:15:37 UTC Mar 24 2026

Associated Trustpoints: Cisco_IOS_M2_MIC_cert
Storage:

6'|'|':|='| ;=_.=I.o.|. ._’T;_.E;=|.jl._|: EFEEI_IO:I -|C>_§o . .
ChodZEl AME| K- X|1H8t &4 72H4
Q= Cisco_IOS_MIC_certO| |0l = wame L]
E ZtAdLct.

4. CSCuq191422 & X5t AIA|Q. LAP/WLC MIC = SSC £ DH2 2 DTLS @& 7} M

12 = Ue 02 Mi| £30| LIYEEIX| &L
T2qshoF gfLICH.Ool§ EEof #21 AP 0|§ 0|
F.c1200-001563e50c7e. DE4EF AN QIS &

r

I

L



https://tools.cisco.com/bugsearch/bug/CSCuq19142

Ct.
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuq19142

2A 27 £ ele| 2RI
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debug capwap events enable B £290{| A CtS HIA|IX|7F EA[ELICH

*spamApTask7: Jun 28 11:56:49.177: 00:cc:fc:13:e5:e0 AP 00:cc:fc:13:e5:e0: Country code is not configured(BE ).
*spamApTask7: Jun 28 11:56:49.177: 00:cc:fc:13:e5:e0 AP 00:cc:fc:13:e5:e0: Country code is not configured(BE ).
*spamApTask7: Jun 28 11:56:49.177: 00:cc:fc:13:e5:e0 Setting MTU to1485

*spamApTask7: Jun 28 11:56:49.177: 00:cc:fc:13:e5:e0 AP 00:cc:fc:13:e5:e0: Country code is not configured(BE ).
*spamApTask7: Jun 28 11:56:49.177: 00:cc:fc:13:e5:e0 Regulatory Domain Mismatch: AP 00:cc:fc:13:e5:e0 not allowed to
join. Allowed domains: 802.11bg:-A

*spamApTask7: Jun 28 11:56:49.177: 00:cc:fc:13:e5:e0 Finding DTLS connection to delete for AP (192:168:47:29/60390)
*spamApTask7: Jun 28 11:56:49.177: 00:cc:fc:13:e5:e0 Disconnecting DTLS Capwap-Ctrl session 0x1d4df620 for AP
(192:168:47:29/60390). Notify(true)

*spamApTask7: Jun 28 11:56:49.177: 00:cc:fc:13:e5:e0 acDtlsPlumbControlPlaneKeys: Irad:192.168.47.29(60390)
mwar:10.63.84.78(5246)

WLC msglog will show the following :

*spamApTask5: Jun 28 11:52:06.536: $CAPWAP-3-DTLS_CLOSED_ERR: capwap_ac_sm.c:7095
00:cc:fc:13:e5:e0: DTLS connection
closed forAP 192:168:47:28 (60389), Controller: 10:63:84:78 (5246) Regulatory Domain Mismatch

O| HIAIX|= LAPS WLCS| 7 = HIQI0] LUx|etX| 2fSE TEst A LIEIALICEWLCE 0424 7
H TS X[st X2 AP7L slilE EH QoM 7hdstedE 2f 7 THIQIS MEqsHol gf LICt.of
E So{#E EHQ -AE AI&3st= WLCE -T-P” THQ-A SE AL85tE APOAEF AHEE + U
&LICH APE FOHE M SYUS #H THQE SRot=X| & leLICt. 2 ok AP7FWLCH SEE
‘)I&‘ I\I\I=IL’|E|-

#1:802.1b/g & 802.11a 4 2 F B APO]| CH3H S U F T MHQlof Qlofok & Lct.

E2M 3:WLCHM & EEHEl AP HEF F0o{ S5/ Fof S50 9= LAP

0|248t < debug capwap events enable B O| £20{ M ZHEZE{0lM O| HIAIX|E 2 =

30
m>

Wed Sep 12 17:42:39 2007: 00:0b:85:51:5a:e0 Received CAPWAP DISCOVERY REQUEST
from AP 00:0b:85:51:5a:e0 to 00:0b:85:33:52:80 on port '1'

Wed Sep 12 17:42:39 2007: 00:0b:85:51:5a:e0 Successful transmission of

CAPWAP Discovery-Response to AP 00:0b:85:51:5a:e0 on Port 1

Wed Sep 12 17:42:39 2007: 00:0b:85:51:5a:e0 Received LWAPP DISCOVERY REQUEST
from AP 00:0b:85:51:5a:e0 to ff:ff:ff:ff:ff:ff on port '1'

Wed Sep 12 17:42:39 2007: 00:0b:85:51:5a:e0 Successful transmission of

CAPWAP Discovery-Response to AP 00:0b:85:51:5a:e0 on Port 1

Wed Sep 12 17:42:50 2007: 00:0b:85:51:5a:e0 Received CAPWAP JOIN REQUEST

from AP 00:0b:85:51:5a:e0 to 00:0b:85:33:52:80 on port '1'

Wed Sep 12 17:42:50 2007: 00:0b:85:51:5a:e0 AP ap:51:5a:e0: txNonce 00:0B:85:33:52:80
rxNonce 00:0B:85:51:5A:E0Q


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuq19142

Wed Sep 12 17:42:50 2007: 00:0b:85:51:5a:e0 CAPWAP Join-Request MTU path from
AP 00:0b:85:51:5a:e0 is 1500, remote debug mode is 0

Wed Sep 12 17:42:50 2007: spamRadiusProcessResponse: AP Authorization failure
for 00:0b:85:51:5a:e0

ol

2& EE7P AUE LAPE AHE35HE B2 debug capwap client error B2 ASHH CHS HIAIX|7}
ir

AP001d.a245.a2fb#

*Mar 1 00:00:52.267: LWAPP_CLIENT ERROR_DEBUG: spamHandleJoinTimer: Did not receive the
Join response

*Mar 1 00:00:52.267: LWAPP_CLIENT ERROR_DEBUG: No more AP manager IP addresses remain.

O|l= LAP7} ZAEEE{e| AP HEF R0 S50 &5t X| of52 BB S| LIEFLLICE

CtE HEES ALEst0] AP HE F0 S59| E

il
M
4%
4s)
>
r
11

(Cisco Controller) >show auth-list

Authorize APs against ARAA ... ..ttt ittt enabled
Allow APs with Self-signed Certificate (SSC) .... disabled

AP T&t 204 £ 50{ LAPE F7I35t2{™ config auth-list add mic <AP MAC Address> BH& AL
SLICHLAP HEH 20{E€ 45t &R0l CHE RXFAIEH LH& 2 Cisco Unified Wireless Network
Configuration Example2| LAP(Lightweight Access Point) ?M Ho{E HZESAAIL.

2x| 4:AP0] CIEM = 27 7| 24 0| & Lict.
CIEM EMZ Q5 LAP7t ZAEE 20l ZQI5HK| et &LCt.

debug capwap 2 enable %! debug pm pki enable B & A™EILICI&NME CISMH EE 7|2
LIEFLHE= HIAIRIZF EAIE LICH

B3 27 Ao Qs S0 Yk

0%

Ol & Hmj Ao =2 O|SEIURELICH

Tue Aug 12 17:36:09 2008: 00:0f:24:a9:52:e0
CAPWAP Join Request does not include valid certificate in CERTIFICATE_PAYLOAD
from AP 00:0f:24:a9:52:e0.

Tue Aug 12 17:36:09 2008: 00:0f:24:a9:52:e0
Deleting and removing AP 00:0f:24:a9:52:e0 from fast path

Tue Aug 12 17:36:09 2008: 00:0f£:24:a9:52:e0 Unable to free public key for AP

OhE & &M & otLIE Ar83stod EXME i Zgf Lt

- MIC AP - RMA(Return Materials Authorization)& &g L|C}.
- LSC AP -LSC QIZ3M CHA| Z2H|X{d

28 5:HEER7I ¥R E VLANOIA AP M HIAIX|IE =2 LICHZEA HIAIX| C
HI(SE 813).

debug capwap events enable B3 £230{| A Ctg HAIX[7} E A[ELICEH


https://www.cisco.com/c/ko_kr/support/docs/wireless/4400-series-wireless-lan-controllers/98848-lap-auth-uwn-config.html
https://www.cisco.com/c/ko_kr/support/docs/wireless/4400-series-wireless-lan-controllers/98848-lap-auth-uwn-config.html

Received a Discovery Request with subnet broadcast with wrong AP IP address (A.B.C.D)!
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. 0| ARX|= HEED s L7

VLANZ A|gtgfLCt.
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- CAPWAP Ezl{{Zloi| CHaH Ct& UDP ZE & &/d35tE I—IEP ClO|E| - 5247X||04 - 5246
. DEPE| ERfEE QS CHS UDP X EE
16667
. CAPWAP E 2l Zlof| CHH UDP ZE 5246 4 52472 & 445t 8fLCt.
. SNMP& TCP 161 ! 162(WCS[Wireless Control System])
Olg{et ZE&= ME AEULICH T AP0l 2k CHE).

. TFTP& UDP 69
. HTTP & HTTPSS TCP 80 L/ & 443(GUI A4
. I8 TCP 23 Y/E & 22 & CLI HM|AS SSH

Ex 7.HETM S P T4

Ol= AP7F WLCO| 7t lsted A= e f LIEtLEE B CHE UEFH QI EXM[ILICHAPZE ZHEE240]
ZQolstedn & mf o] 27F HIAIXK|7} EAIE =+ JU&LICH

No more AP manager IP addresses remain

ol 27 HIAIXIS] 0% B sttt AP B = xlots WIEXZ0| 55 1P FA7HUS
I W AELICHOI2E S LAPE Tl 282 SX|stod HESR{o] HFE £ gLt

Cl{20l = WLC7F APOIAM LWAPP AA @& #4151 LWAPP M SHE APE HEE S
Eo{EL|C Lt WLCE APEEE| LWAPP 71 @ dFx| of&LCt.

Ol 2XIE A5z AP ZHE|Xtet SYE IP AHEHIO| RM S AEN M AP ZHE|XFHE pingEfLICH



O C2 ARP FHA|IE &H0I8tL|CH S E | } 4
7'{6"7'“—-", I-:”E-?-IE_O'"A-I _TI_%%I_I- IP _7|S_)I\_7|_ A/\IEE I:lHI'OlﬁO‘”A'i |

J3 O AP7F WLCOY| Z=Qlgh == /l&LCt.

£4 6:HA| ol0|X|7t U= LAPOHIM WLCOH| AZEE = IS

Ak HHA ZOIE 7 WLCH| SEE|X| ef&LIC 20 2F HIA|IX|7}F EA|IEL|CE.

AAA Authentication Failure for UserName:5475xxx8bf9c User

Type: WLAN USER

Ol 8T HMA ZRIETL HA| o|O|X|2t &M MBElo{ EEIX| ZE0 Y= Fof ehdlie =
ELICHLAPIL HIA| AZ EQ|ofet &H FE2E B2 AP Teh R0 S50f LAPE F7I5H0k &L
.Security(:2.2t) > AP Policies(AP H&)E MEi5t 1 APE Authorization List(Tet £0{ S&)o F7}
LICH O3 CHE APYL 71 st o ZAEE2{0f| M O|0|X|E CI2E =B CHE EE|X| 2 E=04A
WLCOH| SEalof & LICt. O CS APE 24 ZEZ B33l oF & LICHLAPE O|0|X|E CIREE
sto AR & 24 ZEAM HEED | CHA| S &L

2% 9:F A "Microsoft DHCP"7} &2 E|Q & LC}.

OHM|A ZOIEE= WLCO| 71siedn & [ IP A E Ol W2 A ZAAIE = Q&LICH O|2 2l5H
Windows DHCP ME{7} O|2{3t IP= "BAD_ADDRESS'Z E A|5t0{ DHCP £ Al& st S8t
= & LCH

ALAIE LIS & Ql5t Al A2 https://iwww.cisco.com/c/en/us/td/docs/wireless/controller/8-2/config-
guide/b_cg82/b_cg82_chapter_0101000.html#dhcp-release-override-on-aps
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