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Select Directory Groups
This dialag is used to select groups from the Directory.

Domain| wlazan.com ]
Name Filter] * SID Filte] = | Type Filter| GLOBAL -
Retrieve Groups... 13 Groups Retrigved.
[ MName & | Group SID Group Type
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[] wilaaan.com/Users/DnsUpdateProxy 5-1-5-21-2222429329-4108085164-3220345271-1102 GLOBAL
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Standard Authorization Profiles
For Policy Export go to Administration > System > Backup & Restore > Policy Expont Page
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Default profile used to blacklist wireless dey
Default profile used for Cisco Phones.
Onboard the device with Cisco temporal ag
Default Profile used to redirect users to the
Onboard the device with Native Supplicant
Default Profile used for Non Cisco Phones.

Default Profile with access type as Access-
Default Profile with access type as Access-

11| aeo|lME 2tz ELICH

Deseription | Marketing

4

" Aecess Type [accEss AcCERT v

Network Device Profile &% Clsco | » | &

Service Template
Track Movement i

Passive Identity Tracking

¥ Common Tasks

DACL Name
ACL {Filter-10)

Security Group
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+ Advanced Attributes Settings

Select an item | =[

~ Attributes Details

Access Type = ACCESS_ACCEFT
Tunnel-Private-Group-ID = 1:1477
Tunnel-Type = 1:13
Tunnel-Medium-Type = 1:6
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Security

+ AAA
General
* RADIUS
Authentication
Accounting
Auth Cached Users
Fallback
DNS
Downloaded AVFP
» TACACS+
LDAP
Local Net Users
MAC Filtering
= Disabled Clients
User Login Policies
AP Policies
Password Policies

b Local EAP
Advanced EAP
Priority Order

v w

Certificate

-

Access Control Lists

Wireless Protection
Policies

-

-

Web Auth

-

TrustSec
Local Policies

Umbrella

v v

Advanced
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MONITOR  WLANs

Server Index (Priority)

Server [P Address{Ipvd/Ipwve)
Shared Secret Format

Shared Secret

Confirm Shared Secret

Apply Cisco ISE Default settings
Apply Cisco ACA Default settings
Key Wrap

Port Number

Server Status

Support for CoA

Server Timeout

Metwork User

Management

Management Retransmit Timeout
Tunnel Proxy

PAC Provisioning

IPSec

Cisco ACA

RADIUS Authentication Servers > New

23

10.48.39.128

ASCII |

CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

m (Designed for FIPS customers and requires a key wrap compliant RADIUS server)

1812

"Enabled #|

“Enabled |

5  seconds

Enable

Enable

5 seconds

~| Enable

_| Enable
Enable
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CISCO MONITOR. WLANs CONTROLLER WIRELESS
WLANs WLANs
~ WLANs Current Filter: Hone
WLANS
b Advanced

WLAN ID Type

P I e
o

Profile Name

WLAN test
WLAN AndroidAP
WLAN BTER-BTwifi- public

SECURITY MANAGEMENT COMMANDS HELP

[Change Filter] [Clear Filker]

WLAN SSID
test
AndroidaP

BTwifi-public

ols e =

FEEDBACK

= WLCO{|A{ 4

15}
|_

A3
S'co

o
CRECEES

S 7l0|QIEJ} O} RO 2L 0|E

ot IP

I Create New

Admin Status Security Policies

Enabled
Enabled
Enabled

[WPAZ][Auth{802.1X)]
[WPAZ][Auth{PSK)]
[WPAZ][Auth(PSK)]

MONITOR  WLANs CONTROLLER  WIRELESS

WLANs WLANS > Now
* WLANS
WA e
Py Bratic Name
5510

SECURITY MAMAGEMENT COMMANDS MELP  FEEDBACK



WLANSs > Edit ‘office_hq'

~ General | Security | QoS | Policy-Mapping | Advanced |

Profile Name office_hg

Type WLAN

SSID office_h )
Status I Enabled

Security Policies [WPA2][Auth(802.1X)]

(Modifications done under security tab will appear after applying the changes.)

Radio Policy [an 3
Interface/Interface Group[GI dummy v I
Multicast Vlan Feature ™1 Enatled

Broadcast SSID Enabled

NAS-ID |none

WLANSs > Edit "office_hq'

General | Security = QoS | Policy-Mapping | Advanced |

Layer 2 r Layer 3 T mﬂwm]

Layer 2 Security £ || WPA+WPA2 .
MAC Filtering2 [

Fast Transition

Fast Transition | Adaptive §|
Ower the DS
Reassociation Timeout 20 Seconds

Protected Management Frame

PMF | Disabled %
WPA+WPA2 Parameters

WPA Policy 3|
WPA2 Policy
WPA2 Encryption @AES TKIP  [CCMP256 [ IGCMP128 [ /GCMP256

Authentication Key M + 18

802.1X Enable I
CCKM Enable




WLANs WLANSs > Edit 'office_hq"
v WLANs ( General | sSecurity | | Policy-Mapping | Advanced |
WA | | Qos | cy-Mapping |

» Advanced Layer 2 | Layer 3 | AAA Servers |

Select AAA servers below to override use of default servers on this WLAN
RADIUS Servers

RADIUS Server Overwrite interface | |Enabled
Apply Cisco ISE Default Settings ~|Enabled
Authentication Servers EAP Parameters

nabled

Accounting Servers
|2 Enabled

Enable
Server 1P:10.48.35.128, Port: 1812 I IP:10.48.39.128, Port:1813 % |
| |

Server 2 | None ¥ | None ¥

Server 3 | None +|| None

Server 4 Mone Maone

Server 5 Nong None

Server 6 | None +|| None ¥

Authorization ACA Server Accounting ACA Server
| Enabled | Enabled
Server None ¥ None ¥
WLANSs > Edit 'office_hg'
| General | Security | QoS | Policy-Mapping | Advanced
I Allow AAA Override Enabled I DHCP
Coverage Hole Detection Enabied DHCP Server Override
Enable Session Timeout v 1800
Session Timeout (secs) DHCP Addr. Assignment Required
S Benabled Management Frame Protection (MFP)
Diagnostic Channel 18 Enabled
Override Interface ACL IPvd | None 3 IPv6 | None 5 MFP Client Protection £ Optional 3
Layer2 Acl MNone % DTIM Period {in beacon intervals)
URL ACL None $ '
P2P Blocking Action Disabled 3 802.11a/n (1-255) 1
802.11b/gfn (1 - 255) 1
Client Exclusion 2 Denabled 180 a/n ( )
Timeout Value (secs) NAC
Maximum Allowed Clients & o MAC State | None %
Static IP Tunneling ££ [ehE1s Load Balancing and Band Select
Wi-Fi Direct Clients Policy Disabled - Client Load Balancing
Maximum Allowed Clients Per AP Radio 200 Client Band Select
Clear HotSpot Configuration Enabled P fealCliat
ASSIVEe en
Client user idle timeout({15-100000)
Passive Client
EEBF A RE | CHE M S {H| 0| A & st ok &fLICH |7
3. &l'A =X VLANO{| C °|_|' WLCO{| A ox—-! oI_IE -u'-IOJ\E c|>'|c->|° Y |=|H—|-_-.U| D'l'ITECONr0”e|'>
=35t | |. 2=HEI- |E7C-IO .|—| | |.O|h 740 |I:l EE=HA
InterfacesO| S & LICH. WLCE Y VLANO| 521 QIE{H[O|A T} QlE B<0iBt AAAE Sl =4

A

A
TOI_

E VLAN 252 &2/ = /&L



CISCo

MONITOR  WLANs

CONTROLLER  WIRELESS

SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Controller

General Information

General

Icons
Inventory

Interfaces

Interface Name

MAC Address

Configuration

Interface Groups

vianl477

00:a3:8e:e3:5a:1a

Multicast

L 4

Network Routes

-

Fabric Configuration

-

Redundancy

-

Mobility Management

Guest Lan
Quarantine
Quarantine Vlan Id

NAS-ID

Physical Information

nong

Ports
b NTP
» CDP

-

PMIPvGE

-

Tunneling

Port Number
Backup Port

Active Port

Enable Dynamic AP Management

Interface Address

-

IPv6

» mDNS

-

Advanced

Lawful Interception

VLAN Identifier
IP Address
Netmask
Gateway

IPvE Address
Prefix Length
IPvE Gateway

Link Local IPvE Address

DHCP Information

1477
182.168.77.5
255.255.255.0

152.168.77.1

128

feB0::2a3:Beff:fee3:5ala/64

A4 E E|AESE{™ Windows 10 7|
EAP-PEAP ¢!

ol %9|3F7-||—F °|’° ‘| Hse

A= CIBMHE AFE %

M7t Ax|zlod UeK| &lalof & LCt.

Windows 10 & 7|& A

1. HHE Network & Internet settings > Wi-Fi > Manage known networks= = AH L‘”E-?- = EEE} UAS ¥

Primary DHCP Server
Secondary DHCP Server

DHCP Proxy Mode

AHE &0|11 ISE7} SSC(Self-Signed Certificate) & A

St %|F ALS Xt ClHtO| A0 AMZ[E £~ Q=

192.168.77.1

_l
I8 38k sob LTk 7lef #E0IM S ISEOIA] A-I':"'EI_’ Nz

Global %

NESINEE=Y

| Anyconnect NAMS AH& &L},

o

g 0|22 ¢ a1
A
-

ofHoll HEE FE 915

—

CA_I_I

ME X9l ¢4 EAE:

LIC}.Add new network 2 @ 8F ME E Ql24skL|C}.



Settings
& Wi-Fi

Manage known networks
Add a new network

Network name

office_hq |

Preference All Security type
| WPA2-Enterprise AES v |

EAP method

| Protected EAP (PEAP) v ‘

Authentication method

| Secured password (EAP-MSCHAP v2) ~ |

Connect automatically

] Connect even if this network is not broadcasting

Save Cancel

2.ISEL| 215 2O & #Qlet ALEXtof Cis SHHE Z2utdo| ML= K| & lgfLct

O Rebesn O ResetRepenCounts B Expen Tow Tress @
Tiea St Detals  Rapeal.. lsensty Ersipoint D Encpoint ... Authenticat . Authorizaiion Policy Authorizati, 1P Aderess Motwsrk Davica  Devics Port Mty Group Poatsra 5L Server

® Bot ®
Fit 15, 2009 02 14.63.300 PAA L] & 3 = FAC 80621480 Lo Defsstas .. Dot > Weskda_HR i Frarensss
Fet 15, 201 02 00 56,349 P -] & = FABC S 621480 inows, Detat=> .. Dataut > Wosesa_HR L wacss Wrscwn maechu s

3. WLCO|A ECI0|ME EF& &2l5t1 SHIE VLANO| & &
QIgtLct.

|0
2
X0
(e
=z
0
pul
=)
z0
rr
Ral
il

Seye Cosfiguration  Ping  Logout Refresh

MOMITOR  WLANs COWTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS WELP  FEEDBACK  Home

Monitor Clients Entrien 1 -8 of 1

Summary Cwrvant Filber  Nene (Chacse Biter] |Ciear Fiter)
¥ Access Poinks
b Ciseo CleanAir
Cllant MAC Addr

b Smtistics EAddcosallat e AP Nama WLAN Prafila wLaN sSID e tam Pretacol Stans Qb Port Siotfd  Temnel  Fastisns
\ i mscsraas | 11687836 KPLCT? BOIE.6162 office_hg e g H0L.4100(5 GHY)  Assovaoed i1 o to
b Rogues

Clients
Sheeping Clients
Multicast

¥ Applications

4. WLC CLIO| M= show dlient dertails
E A835t0{ 2CI0|HE &ENE & lE = JU&LICH

show client detail f4:8c:50:62:14:6b

Client MAC Address. ....vviiin i e it e eeaannn f4:8c:50:62:14:6b
Client Username .........euirrimnnneennnnnennnnns Bob

Client Webauth Username ............iiiinnennnnnn N/A



HoStname: ... ..ttt ittt ettt e anennnnnnnn

Device Type: ittt et ettt Intel-Device

AP MAC Address.....uuiiiieiniiennn i eennnnnennnnnnn 70:69:5a:51:4e:c0
AP Name. ... .ttt ittt ittt ettt et e e aa s AP4C77.6D9E.6162
AP radio slot Id.......cciiiiiiiiniinii i ennnnnnn 1

Client State.....viiin ittt it tann e eannnnn Associated

User Authenticated by ........... ... RADIUS Server
Client User GroUp. ... veeeenniinnnnenennnneennnns Bob

Client NAC OOB State.....uouuirimnnnnrrnnnnnnnnnns Access

Wireless LAN Id........oiiiiiiiiiinnniinnnnennns 3

Wireless LAN Network Name (SSID)......cvvivvnnrn. office_hqg
Wireless LAN Profile Name............ccvvivivnann. office_hqg
Hotspot (802.10U) ... ciinsi i i iiaee s eeannnnnnns Not Supported
Connected FOr ....iiiiii i it ei s e eana s 242 secs

BSSID .« it 70:69:5a:51:4e:cd
Channel . ... it i i ittt e st e ananns 36

TP AdAresSsS. ittt i e e e e e, 192.168.78.36
Gateway AdAress.......coiiiiiiinnneinnnnnennnnnnn 192.168.78.1
NETMASK . ittt ettt e, 255.255.255.0
Policy Manager State........cuiiiiiiniinnnnnnnn. RUN

EAP TP, ittt ittt ettt i e, PEAP

I oY =Y ol vlanl1478

VLAN. Lo i i ittt ittt ettt e e e e e 1478

Quarantine VLAN. . ...ttt ittt ittt ettt an e annnss 0

Access VLAN. ... it it et et e 1478

Windows 10 2! Anyconnect NAMII 2| 914 EHAE

1. A& 7H5 8t SSID 5= 2 1iF EAP 215 R3(0| ool A= PEAP) L LHE
SSIDE AEdgtLICt

o|l=
-O

oF
o

Alofl M



VP
Use & browser to gain access.

Web Authentication Required

Network:
Connected (10.103. 150.57)

| internet

Cisco AnyConnect
Enter information for the connection.
WiFi
Hidden Metwork

Descriptive Mame: | office_hg
! Scam:

SSID: I office_hg lcan not required on current Wi-Fi.

Security: WPA2 Enterprise AES

802. 1% Configuration

d
I passwor g Security:

not currently protected by Umbrella.

missing.

Cisce AnyConnect | office_hg

Flease enter your username and password for the
network: office_hg Connect

Network:
Authenticating

| office_hq & il v| =

Web Security:
Mo License Key.

System Scan:
Limited or no connectivity.

.ISE7} SSCE Z2I0|HE| &5t

2 BME
E Mx

[ |
E2EHM 8t Z0oMHE ISE0| AlZ|EI= Q1B M



Cisco AnyConnect * -
o v
! _hg' Verify your network connection.
—

The server certificate for the network 'office_hg' has
failed validation. Do you want to trustit?
rmanchur-ise.wlaaan.com@

Certificate Name:
rmanchur-se.wlaaan.com
] Network:
Authenticating

Issued To:
rmanchur-ise.wlagan.com
| office_hqg

A Web Security:
Mo License Key.

Mo Metwork Connectivity

Issued By:
2020-02-13 15:03:40 UTC

Do Mot Trust

Expiration Date:

0 Z=mtUo| ME U=

A2 Xtof CHaH SHIE HEH &£

4.|1SEQ| Q15 21 E &0l
ghlct.
Fet 16, 307563 51 27 163 P ™ 3 o : sohw..  Defmsr St 5> Wieeatas_Masing Marsteg AL MATT R . et “
Fab 15, 2076 025534 897 P B a * Fres * w T Dottt 2> Wiensas_Mareaing arkgeg +  wos Workmaion ¢ rrarchie i 4
5. WLCOIM E2I0|HE EF2 &Qlstm SHHE VLANO| EEEIom RUN AEfof Q=X| =F
elgrLict.
. Clients Entries 1 -
Current Filter  None [Ehange Fiver] (Sieer fitter]
6. WLC CLI0| A= show client dertails
E ME35t0{ 2t0|HE HEHE =fole = et
Client MAC Address. . ...vuiiiii i iiniennnnnnnnenns f4:8c:50:62:14:6b
Client Username ........ouieiiennennennennnennnnns Alice
Client Webauth Username .........cciiiiiinnnnnnnn N/A
HoStname: ... ..ttt ittt e ta e arannarnnns
Device TyPe: ittt ittt st e e e e Intel-Device
................................... 70:69:5a:51:4e:c0
AP4C77 .6D9E. 6162
1

AP MAC Address

AP Name
AP radio slot Id



[ =T s ol o= < Associated

User Authenticated by ........... ... RADIUS Server
Client User GroUp. ... veeeenniinnnnenennnneennnns Alice

Client NAC OOB State.......vvvrirnrnnnnnnnnnnnnns Access
Wireless LAN Id......iiiiii e 3

Wireless LAN Network Name (SSID)......ovvivvnnrn. office_hqg
Wireless LAN Profile Name............ccvvivivnann. office_hqg
Hotspot (802.10U) ... ciinsi i i iiaee s eeannnnnnns Not Supported
Connected For ... ..t e e e e e e e e et 765 secs
BSSID . sttt et 70:69:5a:51:4e:cd
Channel . ..o e e e e 36

IP AdAress. . .vue it ettt ae e e nannnennns 192.168.77.32
Gateway AdAress.......coiiiiiiinnneinnnnnennnnnnn 192.168.77.1
= 1= 255.255.255.0
Policy Manager State........cuiiiiiinininnnnnnnn. RUN

PoTicy Type. . vi it it ettt WPA2
Authentication Key Management............ccuuu... 802.1x
Encryption Cipher..........ciiiiiiiii i, CCMP-128 (AES)
Protected Management Frame .............ccuuuvunn. No

Management Frame Protection................ccuu.. No

EAP TYP. ittt it ettt e enee e PEAP
Interface. . vuini i ittt et e e vlanl477

L 1477

=X &
1. WL Ctest aaaradius username

password

wlan-id

t24H

I A0} S test asashow radiusTE A|SHE{H &

i
[e][]

A&

ol

o} ISE Zt2| RADIUS A4S EHIAE
A ELICH

test aaa radius username Alice password <removed> wlan-id 2

Radius Test Request

L 1= e 1o 2

ApGroup Name. ... .o i ittt e e et e e ananns none
Attributes Values

User-Name Alice

Called-Station-Id 00-00-00-00-00-00:AndroidAP
Calling-Station-Id 00-11-22-33-44-55

Nas-Port 0x00000001 (1)



Nas-Ip-Address 10.48.71.20

NAS-Identifier Ox6e6f (28271)

Airespace / WLAN-Identifier 0x00000002 (2)

User-Password cisco!123

Service-Type 0x00000008 (8)

Framed-MTU 0x00000514 (1300)
Nas-Port-Type 0x00000013 (19)

Cisco / Audit-Session-Id 1447300a0000003041d5665c
Acct-Session-Id 5c66d541/00:11:22:33:44:55/743

test radius auth request successfully sent. Execute 'test aaa show radius' for response
(Cisco Controller) >test aaa show radius
Radius Test Request

ApGroup Name. .. .o v ii it i it e e s e s eannnnens none
Radius Test Response

Radius Server Retry Status

10.48.39.128 1 Success

Authentication Response:
Result Code: Success

Attributes Values

User-Name Alice

State ReauthSession:1447300a0000003041d5665c

Class CACS:1447300a0000003041d5665c: rmanchur-ise/339603379/59
Tunnel-Type 0x0000000d (13)

Tunnel-Medium-Type 0x00000006 (6)

Tunnel-Group-Id 0x000005c5 (1477)

(Cisco Controller) >

2. M 2E0|ME A2 EXNE 82524 Hdebug client
E ArgErLct.
3. WLCO| Mdebug asaal enable?! S 2! THEH 204 EXME EC{ERESIEAH £ AFSELICH



MgtstedE o] BHEE

E™E

: C|HZ 0| =& E|E MAC F A 0|debug mac addr L2}

oF B AHBSHAAL.
S JSPNIN

stc{H ISEEZIo|E ZEO Y MM BEOE

EME mtef
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