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. debug pm pki enable &= A&5t™ CtZ0| ZAIELICEH
(Cisco Controller) >debug pm pki enable
Thu Jan 26 20:22:50 2006: sshpntetl|ssuerHandl es: | ocking ca cert table
Thu Jan 26 20:22:50 2006: sshpntetl|ssuerHandl es: calling x509 alloc() for user cert
Thu Jan 26 20:22:50 2006: sshpntetl|ssuerHandl es: calling x509_decode()
Thu Jan 26 20:22:50 2006: sshpnCet|ssuerHandl es: <subject> L=San Jose, ST=
California, C=US, O=C sco Systens, MAlILTO=support @i sco.com CN=Cl1130-00146al1b3744
Thu Jan 26 20:22:50 2006: sshpntetl|ssuerHandl es: <issuer> L=San Jose, ST=
California, C=US, O=C sco Systens, MAlILTO=support @i sco.com CN=Cl1130-00146al1b3744
Thu Jan 26 20:22:50 2006: sshpntetl|ssuerHandl es: Mac Address in subject is
00: XX: XX: XX: XX
Thu Jan 26 20:22:50 2006: sshpnCet|ssuerHandl es: Cert is issued by Cisco Systems.
Thu Jan 26 20:22:50 2006: sshpntetl|ssuerHandl es: SSC is not allowed by config;



bailing..
Thu Jan 26 20:22:50 2006: sshpnfreePublicKeyHandl e: called with (nil)
Thu Jan 26 20:22:50 2006: sshpnfreePublicKeyHandl e: NULL argument.

. debug lwapp events enable ¥ & A&SIHCISS = = U&LCt
(Cisco Controller) >debug lwapp errors enable

Thu Jan 26 20:23:27 2006: Received LWAPP DI SCOVERY REQUEST from AP

00: 13:5f:f8:¢c3:70 to ff:ff:ff:ff:ff:ff on port '1'

Thu Jan 26 20:23:27 2006: Successful transm ssion of LWAPP Di scovery- Response to
AP 00:13:5f:f8:¢3:70 on Port 1

Thu Jan 26 20:23:27 2006: Received LWAPP JO N REQUEST from AP 00: 13: 5f:f9:dc: b0 to
06: Oa: 10: 10: 00: 00 on port '1'

Thu Jan 26 20: 23:27 2006: sshpnmCet|ssuerHandl es: |ocking ca cert table

Thu Jan 26 20:23:27 2006: sshpnCetlssuerHandl es: calling x509_alloc() for user cert
Thu Jan 26 20:23:27 2006: sshpnmCet|ssuerHandl es: calling x509_decode()

Thu Jan 26 20:23:27 2006: sshpmCet|ssuerHandl es: <subject> L=San Jose, ST=
California, C=US, O=Ci sco Systens, MAILTO=support @i sco.com CN=C1130-00146alb321a
Thu Jan 26 20:23:27 2006: sshpmCet|ssuerHandl es: <issuer> L=San Jose, ST=
California, C=US, O=Ci sco Systens, MAILTO=support @i sco.com CN=Cl1130-00146alb321a
Thu Jan 26 20:23:27 2006: sshpnmCet|ssuerHandl es: Mac Address in subject is

00: 14: 6a: 1b: 32: 1a

Thu Jan 26 20:23:27 2006: sshpmGetIssuerHandles: Cert is issued by Cisco Systems.
Thu Jan 26 20:23:27 2006: sshpmGetIssuerHandles: SSC is not allowed by config;
bailing...

Thu Jan 26 20:23:27 2006: LWAPP Join-Request does not include valid certificate
in CERTIFICATE_PAYLOAD from AP 00:13:5f:£f9:dc:b0.

Thu Jan 26 20:23:27 2006: sshpmFreePublicKeyHandle: called with (nil)

Thu Jan 26 20:23:27 2006: sshpmFreePublicKeyHandle: NULL argument.

Thu Jan 26 20:23:27 2006: Unable to free public key for AP 00:13:5F:F9:DC:B0
Thu Jan 26 20:23:27 2006: spamDeleteLCB: stats timer not initialized for AP
00:13:5f£:£9:dc:b0

Thu Jan 26 20:23:27 2006: spamProcessJoinRequest : spamDecodeJoinReq failed
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(Cisco Controller) >debug pm pki enable

Mon May 22 06:34:10 2006:
Mon May 22 06:34:10 2006:
Mon May 22 06:34:10 2006:
>bsnA dDef aul t CaCert <
Mon May 22 06:34:10 2006:
>bsnDef aul t Root CaCert <
Mon May 22 06:34:10 2006:
>bsnDef aul t CaCert <

Mon May 22 06:34:10 2006:
>bsnDef aul t Bui | dCert <
Mon May 22 06:34:10 2006:

>cscoDef aul t NewRoot CaCert <

Mon May 22 06:34:10 2006:
>cscoDef aul t M gCaCert <
Mon May 22 06:34:10 2006:
>bsnd dDef aul t 1 dCert <
Mon May 22 06:34:10 2006:
Dat a

Mon May 22 06: 34:10
2a864886 f70d0101
Mon May 22 06: 34:10
3082010a 02820101
Mon May 22 06: 34:10
cad8df 69 b366f d4c
Mon May 22 06: 34:10
ad425f a7 face8f 15
Mon May 22 06: 34:10
43b95a34 49292e11l
Mon May 22 06: 34:10
56f 0ad91 2d61a389
Mon May 22 06: 34:10
b5cf 7cef 06ba4375
Mon May 22 06: 34:10
774ce74e 9e2fdel9
Mon May 22 06: 34:10
65d8639b d63aale3
Mon May 22 06: 34:10
9c¢d31041 b0734a55
Mon May 22 06: 34: 14
c54e75f 2 6d28f c6b
Mon May 22 06: 34: 14
02d37140 7c9c865a
Mon May 22 06: 34: 14
7a9bac00 d13ff 85f
Mon May 22 06: 34: 14
88053e8b 7f ae6d67
Mon May 22 06: 34: 14
bclaccl3 0d334aab
Mon May 22 06: 34: 14
2c831le7e f765b7e5
Mon May 22 06: 34: 14
23311756 8302b8h8
Mon May 22 06: 34: 14
280cbedl 49b2d50f
Mon May 22 06: 34: 14
Mon May 22 06: 34: 14

2006:

2006:

2006:

2006:

2006:

2006:

2006:

2006:

2006:

2006:

2006:

2006:

2006:

2006:

2006:

2006:

2006:

2006:

2006:
2006:

sshpnGet | ssuer Handl es:
sshpnGetCID: called to
sshpnGet Cl D: conpari ng

sshpnGet Cl D: conpari ng

sshpnGet Cl D: conpari ng

sshpnGet Cl D: conpari ng

sshpnGet Cl D: conpari ng

sshpnGet Cl D: conpari ng

sshpnGet Cl D: conpari ng
sshpnGet | ssuer Handl es:
sshpnGet | ssuer Handl es:
sshpnGet | ssuer Handl es:
sshpnGet | ssuer Handl es:
sshpnGet | ssuer Handl es:
sshpnGet | ssuer Handl es:
sshpnGet | ssuer Handl es:
sshpnGet | ssuer Handl es:
sshpnGet | ssuer Handl es:
sshpnGet | ssuer Handl es:
sshpnGet | ssuer Handl es:
sshpnGet | ssuer Handl es:
sshpnGet | ssuer Handl es:
sshpnGet | ssuer Handl es:
sshpnGet | ssuer Handl es:
sshpnGet | ssuer Handl es:
sshpnGet | ssuer Handl es:
sshpnGet | ssuer Handl es:

sshpnGet | ssuer Handl es:

sshpnGet | ssuer Handl es:
sshpnGet | ssuer Handl es:

9e4ddd8dfcdd8458ba7b273£c37284b31a384eb9
Mon May 22 06: 34: 14 2006: LWAPP Joi n- Request MIU path from AP 00: Oe: 84: 32: 04: f0

is 1500,
Mon May 22 06: 34: 14 2006:
00:0e:84:32:04:£f0

renot e debug node is O

getting (old) aes ID cert handle...
eval uat e <bsnd dDef aul t|dCert >

to row O,

to

to

to

to

to

to row O,

Cal cul ate

Key
Key
Key
Key
Key
Key
Key
Key
Key
Key
Key
Key
Key
Key
Key
Key
Key
Key

Key
SsC
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row 1,

row 2,

row 3,

row 4,

row 5,

Dat a

Dat a

Dat a

Dat a

Dat a

Dat a

Dat a

Dat a

Dat a

Dat a

Dat a

Dat a

Dat a

Dat a

Dat a

Dat a

Dat a

Dat a

Dat a

CA cert

CA cert

CA cert

CA cert

CA cert

CA cert

I D cert

SHA1 hash on Public Key
30820122 300d0609
01050003 82010f 00
00c805cd 7d406ea0
82f c0df 0 39f 2bff 7
f 356a6b3 9b876251
038181eb 058c782e
f81f abce cdlf 400b
dde0648e c4d63259
0f 463f 9e c77b79ea
7dd485db 251e2e07
463f bacc 1a61502d
82315490 881e3e31
9ef 3311b d514795f
97e1a693 f 9f 6¢c5¢ch
ca364f 6f 76cf 78bc
031f b2a3 b5e572df
f e64641f de2a6fe3
1bf aela8 eb076940

f 7020301 0001

Key Hash is

AP Aut horization failure for
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1. WLCO{| A Accept Self Signed CertificateE & 338 LICt. 0| EZE2 config auth-list ap-policy
ssc enable@IL|C}.

(Cisco Controller) >config auth-list ap-policy ssc enable

2. Het £04 S 50| AP MAC F& L Al 7|E F7HELICH O] B2 config auth-list add ssc
AP_MAC AP_key2/L|C}.

(Cisco Controller) >config auth-list add ssc 00:0e:84:32:04:£0
9e4ddd8dfcdd8458ba7b273£c37284b31a384eb9
!-—— This command should be on one line.
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