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//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

Cigca Svarems

MOMITOR, WLANs CCCONTROLLER - WIRELESS  SECURITY: - MAMAGEMEMT
Security RADIUS Authentication Servers
ADR | .
Call Station I ] w
iRl a lon ID Type [IPAddress ™
RADIUS Authentication
RADIUE Assauntifia Credentials Caching [
Leecal Net Users
M Filtering
Chsabled Chents Use AES Key Wrap D
UsEr Login Palicies
Eolici
Ar TS netuurk Management ;‘;BE"E'. Server Address Port IPSec
hccess Control Lists e chi ot
IPSec Certificotes 1 192,166.30.10 1812 Disabled
& Certificate |E| 3 192.168.30.10% 1812 Enabled

M Cerfinata

2. M RADIUS MH{Q| IP &4, ZE 1812 &l 28 &S E FHELICE IPSec Enable- EQIEHS
5t CIS ApplyE E=|EILICI&ED: SR 3=
O =

L

M=t T O|2{8 IPSec DH7HHAE T4

RADIUS MHHE Q15 3tE Ol AL E|0d IPSec Q152 QI8 AIH 8] 7I(PSK)2 AFE EILICH
ili SraTEME
MONITOR - WlLaNs CONTROLLER - WIRELESS  SECURITY: - MAMNAGEMER

Security Shared Secret |l"
LAA Confirm Shared |_"

Ganeral Secret

RADIUS Authantication

RADIUS Accounting Kay Wra

Local Met Lsers ¥ F D

MAC Filtering

Disabled Clients Port Number 1812

Ifser Login Policies

AF! Folicies Server Status Enabled &
fccess Control Lists
IPSec Certificates Support for RFC 3576 | Disabled v

CA Cartificate

i Cahn e Retransmit Timeout |__2____d' seconds
Weh Auth Certificate
Wireless Protection Metwork User Enable
Policies

Trusted &F Policies Management Enable

Rogue Palicies
Standard Signatures

Custome Signatures IPSec Enable
izlient Exclusion Policies

AP Authertication
IPsec Parameters

IPSec HMAC SHAL &

IPSEC Encryption 3DES !

(Shared Seceret will be used as the Preshared Key)

IKE Phase 1 Main v

Lifetime (seconds) 28800

IKE Diffie Hellman Group |_Graup 2 (1024 bits) v
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1. Win20030{|A{ IAS & 2|Xt2 0|&S3t04 A RADIUS E2I0|¢EE FIIEHLCt

+11] Remote Access Logging
+-2F Remote Access Pollcies
+-{] Connection Request Processng

2. HAEERHH FEEIP FL
4404 Properties

o
L Io:IF

=
—

Z RADIUS 2L

Sethingz |

Enendly name:
4404

Addrezz [IP or DWNS):
192.168.30.2

Werify...

If wou are uging remote access policies bazed on the clent vendor's
attribute, specity the vendor of the RADILUS clhent.

Chent-Yendor: RADIUS Standard j

™ BRequest must contain the Message Authenticator attribute

EhafE-'lj zecrek: EHHHHNE
Confirm shared zecret; pT———
Ok, I Cancel Saply

_~ Internet AuthentiCation Seevice - i [w B |
Eliee,;umma.uuelp
seaalllE e s T S e
% Internet Authentication Service (Local) Frigndly Name l Address | Protocal i Cherit-Vendor

) {3 RADIUS Cherits B 4404 192,168,30,2 RACILS RADILS Standard

3. ES {0 CHEH A 74 ML FMS B



s# Internet Authentication Service

Bl=  Action ?Em Help
R

%: Irfernet Authenkicabion Service (Local)
L) RADILIS Clerits
1 Remote Access Logaing

0] |:| Conmechion Request Frocessing

4. 7HEED] ¥ HMA HMo| £M48 HEELICH NAS ZE f8 - 4 - IEEE 802.112 =7}
SifoF BfLICH

4404 Properkies MAS-Port-Type i
Settngs | dwsilable types: Selected hpes:
ADEL-CAP - Bsypreneti = a0 Elheingt
Speciiy the cordilions that conneclion eguests must match, ADSLOMT - Aspromel | ‘—E—““J |
Az [Modem Tafileless - Ot
Policy e I:rle [ I <4 Hemove
MAS-Port-Tppe matches: "Ethernst OR Wirsless - |[EEE 202 11 OF Wisles FOOI
G.3Fax e
HOLLC Clear Channel
IDEL - 15D Diigital Su
150N Asyne 110
150N Asyne W 120
A ¥
I i = | s bt »
ag. | g | Bemowe |
lf cornection requests malch the cardilions specified in this poiicy, the [ ok ] coes |
aszocigted profie vl be apolied to the connechion

Edi Frefie... |

Urlerss ndividual sccess pemiszions are specihied i the wser profle, thiz
polcy conlils sccess to the netwok

I & cormection request matches the specifisd condilions:
" Dl remote access permizsion

' Grark remobe acoess pemission

0k,

]
g

5. Edit Profile(Z2E +%)2 Z2!5t 1 Authentication(@!&) B2 22/t CHZ MS-CHAP v20|
M olE8 MEdgLICt



Settings

Specify the condil

Policy conditions:
MAS-Part-T YO I

J

Agd.. | |

If connection req
azzociated profile

Edit Brofile... i

Unless individual .
paolicy contralz acs

If a connection re
™ Deny remate ¢

{* Grant remate .

Edit Dial-in Profile

21 x

Dial-in Canztraints ; IF i
Authentication ;

P uiltilink.

Encryphion i &dvanced

Select the authentication methods pou want to allow far this connection.

v Microzoft Encrypted Suthentication version 2 [MS-CHaAP +2)
[ User can change pazsword after it has expired

[ Microzoft Encrepted Authentication [MS5-CHARP)
i Usercan change password after it has evpired

{7 Encrypted authentication [CHAP]

7 Urencrypted authentication [PAP, SPAP)

r Unauthenticated access

r Allow clientz to connect without negatiating an authentication
rmethod.

ak. Cancel Sy

6. EAP Methods(EAP &'H)E 2 2I5l 1 EAP Providers(EAP M3 XHE MESH C}S PEAP
EAP S&8o 2 F7ehLct



Edit Dial-in Profile

Diakin Constraints | 1P ] Multilink

=i‘_:f'ii-'4f.t}'fﬁ-f."¢-i'3-3tf.':.'ﬁi I Enn:ry;iﬁn:u} I : Advanced

Select the authentication methads you want to allow for this connection.

EAP Methods

g Select EAP Providers
™ Microzoft Encrypl :

'.r-.fL-iser canc  EAP twpes are negatiated inthe arder in which they are listed.

I 'ﬂicmauft'E nerpl

I~ Usercanc [FEAP] - Movellp:
'ml "_E'r__'!g:ryFlted authet My B
T '!r‘renn:rg.?ptetl-auﬁl
Unauthenticated acc
— Allow clients o o
[ methiod.
add. | Edt. | Bemove | [i3 Cancel |

7. Select EAP Providers(EAP X3 At MEH) 0l M Edit(HE)E 22!t ECH2 Mol M Active
Directory At& Xt |1 & CALL 2 E! ME{(0: tme.tme.com)E MEAEILICt. EAP |3
MSCHAP v2& F7+gFL|ct

E4F types ate negoliabed in the i
This server identifias kself ko calars before the conneckion is complated,
EAF types; Select the: certficate that you wark it to use as proof of iderkity.

Predected EAP [PEAF]

Certficate sued !tma.tme.n:nm
Friendly rame:
Izsuer; wanbu

Expirakion da.bz: SJ'BEIFZJ;I]? J321 28 P

[ Enable Fast Reconnect
Eap Types

Secured password (EAP-MSCHAP v2) EAP MSCHAPwZ Properties

Mumber of authenkication retries: | 2

I¥ aliow client to change passwoed fter it has expirad

8. Encryption(2f 28} B2 225t 1 ¢ AMLof CiEt ZE 2538 RES H=ELIC



Edit Dial-in Profile - 7| x|

Dial-in Constraints i IF ; b ultilik:
Authentication Encryption i Advanced

The following encryption levels are supported by servers running Microzoft
Routing and Remate Accesz. If pou uze a different remote access server,
make sure the encryption level: pou zelect are supported by that zoftware.

[ Mo encryption iz the only option selected, then uzers cannot connect by
uzing data encryption.

3:'" Strong encieption [MPPE 56 bit]
W Strongest encryption [MPPE 128 bit)

¥ Mo encryption

ak. Cancel Lt

9. Advanced(ﬂ £ 22|51 Service-Type(AH|A £&)2 2 RADIUS
Standard/Framed(RADIUS EZ/ZHY)E FI7HELCt



Edit Dial-in Profile o - RIS

Dial-in Constraints | IF | M ultilik; |
Authentication I Encruption Advanced

Specify additional connection attibutes to be returned to the Remate
BCoess server.

Attributes:
M arne Yendor Value
Service-Type RADIUS Standard - Framed

' | i

pgd. | Ed. | Bemove |

ak. Cancel Lt

P &2 2|51 Client may request an IP address(E2t0IHET} IP FAE QLEE £+ US
)EB MEEFLICEH 0{7|HE AQ|X| EEE WinServero| A DHCPE & M3atsictn 7 stLICt



Edit Dial-in Profile ;§ e 2] ]

Authentication ; E ncyption i Advanced
Diakin Constraints P | Mutiink

—IF addrezs azzignment [Framed-|P-Address]

" Server must supply an P address

{s I:Ilent may request an |P addreszs

™ Server settings determine P address assignment

ffffffffffffffffffffffff

| 7 Assign a static IP address S B L L

If an IFP addrezz aszignment method iz zpecified in the user profile, it
| overrides these settings.

IF wour remote access gerver iz Microzoft Routing and Rermote Access,
| pou can define the filters to apply during this connection.

To contral the packets thiz interface receives,

i ! [rput Filkers. .
chick [nput Filkers. AP

T o contral the packets thiz interface sends, click
- Output Filters.

Dutput Filkers. .

ak. Cancel L
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Tﬂ'l Default Domain Security Settings

File Action Mew Help

_ﬁ Security Settings Marme
[-iEg Account Policies = LA Metwork Policy
. J_ﬂ Local Policies

= _;_ﬂ Event Log

fel-[_8 Restricted Groups

[ System Services

-8 Registry

Fel- [ File System

----- 1 wireless Metwork (IEEE 802,113 Policies

2. WLAN Network Policy Properties(WLAN HIE Q|3 M £ M)E Q1 Preferred Networks(7|
EAYUHESYI)E E2FLICH M 72 MHE WLANS F7H5E10 wireless2F 22 WLAN
SSIDO| O|&2 . M2 M5 st= UERXIE F H 2251 IEEE 802.1x Bl E=/&LICtH
EAP RE o PEAPE MEHEILCI

Gereral | Prefered Nebworks ; Edit sroller Properties

Metwork Properties  |EEE B02.1% ;

g:f Automatically conne

¥ Enable network access control uzsing IEEE 802.1%
. belaw.

EAPOL-Start meszage: ;Transmit

M etk z:

r~ Parameters [seconds]

o
Metwork Mame [55|D]i |EE Max stark: 13 Start period: 15|:|

1 sroller E

Held period: {60 Authentication penod: {30

EAP type: | Protected EAP [PEAP]

r Authenticate ag guest when user or computer information is
Lnavailable

v Authenticate as computer when computer information is available
Add. | Ea.

Computer authentication: $'wWith user re-authentication :_'_j

; ] i Cancel

3. PEAP Settings(PEAP AZ&)E 2 2!5t 1 Validate server certificate(MEH 15M HS)E M=
gt CtZ Certificate Authority(2!5 7|20l A X|El Trusted Root Cert(22[& = = FE Q1B

M)E MEELICH EHIAE &S 2 Automatically use my Windows login and password(LH




Windows 210! 2! H|Z15 RIS AF)0f CHEF MS CHAP v2 A Rto| MEHS F|ABHL|C)

Protected EAP Properties -

When connecting:

— v Malidake server cerkificate

i Conneck ko these servers:

Trusked Root Certification Authorities:

] werisign Trust Metwork
[ verigign Trust Metwork:
] werisign Trust Metwork
[ verisign Trust Metwork
] werisign Trust Metwork
] wnbu

wnbu

[ xcert EZ by DST

4

EAP MSCHAPYZ Properties

Select Authentication Method:

ISecured pasaword (EAP-MICHAP w2

[ Enable Fast Reconnect

When connecting:

- Automatically uze my Windows logon name and
pazzword [and domain iF any).

Cancel

4. Windows 2003 Default Domain Security Settings(Windows 2003 7|2 T H Q! £ o M&) &2
A+ Z oM 44042 ZH2 Active Directory AH0f| CHEH CHE A IP E0F HA 2 MLt

I:"ﬂ Default Domain Security Settings
File Action \iew Help

&+ OmiX?E @ A 83

Y wireless Metwerk (IEEE 802,11} Palicies
[+ Puiblic Key Palcies
[#+ 1] Software Restriction Policies

_@ Security Settings MWame ¢ | Description [ Policy Assigned
[#]- 559 Account Policies 4404 :

o =.- Local Palcles B server (Request Secw... For all IP kraffic, swavs req...  No

& ‘—'ﬁ EvonkLog B Clent (Respond Orily)  Communicate normally (uns... o

IE j Restricted GTUUM B secure sarver {Requir... Forall IP traffic, ahwavsreg...  No

(-8 System Services

[+ _8 Registry

#-_8 File System

48, IP Security Policies on Active Directory (tme,com)

5. M 4404 H2 £48 TESHT Rules B2 2

2SLICH M BE A 7} 1P Y S2(SH



), 2B HH(7I8 8F), 215(PsSK), EI4(8ig). MZ 48 5 728 F H 226t
MEdg

ﬂj‘ﬂ [P kratric

Rules ; GHeneral ;

a?ﬂ Security rules for communicating with other computers

|P Security rules:

I Filter List Filker Action Authentication... | Tu
£Dunarnics: Default Rezponze Freshared Key <M

Edit Rule Propetties : 21X

Secunty Methods | Authentication Methods

Offer these secunty methods when negotiating with anather computer.

Securty method preference order;

..1.1 Type - AH Integrity | ESP Confidential... | ES Add... 1
- Cuztomn  <Mones ADES SH
Custom — <Mone: ADES kL i dlti
B Cotor <HNomas nES oH i e
Cugtorn - <Mone: DES ML Bemave
Custom  SHAT <Mone: <M
Cugtorn MD5 <Mones <M =
1| | ﬂ Maove down

I Use session key perfect forward secrecy [PFS]

6. Edit Security Method(:20F &' +=8)E Z=!5t 1 Custom Settings(R*HFE M) 2iC|2 HE
S Z2srLict. o] MRS MEELICH A D: O[3 MEe ZIEER] RADIUS IPSec o A
Mt x|t ok gct



P traftic, always req..,
2| x| SR T

Secunty Method

" Integrity and encruotion i i
i ' Se o 21
unmodified.

Specify the zettings far thiz custom zecurity method.

" |ntegrity anly :
Data ol be e i iData and address integrity without encryphion [AH]

encrypted. | Etegntyealgentin:
% Custom ;?*?53":‘: _f___i
Settings . i v Data integrity and encryption [ESP);
[ntegrity algorithm:
SHA1 [
E ncrpption algorithm:
aDES |

 Session key zettings:

I Generate a new key even: v Generate a new key even:

ehattes iEEEDD seconds

] Cancel

]

7. Edit Rule Properties(T+ %! &4 %) of2 2| Authentication Method(2!& &'

gH) BiE R
Ct. ZIEE2{ RADIUS ZixZ|zef|o|Mof o|Hof| =8t Aot SUet 37 4= E LHELIC



{F Lrarric, always rer
2 x| Y

Securty Methods  Authentication Methods

Authentication methods specify how tust iz establizhed
;?E' between computers. These authentication methods are
E i‘ﬁ offered and accepted when negotiating secunty with another
compter,

Authentication method preference order:
Method | Details Add...

:jf T he authentication method zpecifies how trust iz establizhed
i ] %

between the computers.

™ Active Directory default [Kerberos W5 protocol)

" Use a certificate from thiz certification autharity [C4);

O] AIHOIM ZHEEE, IAS 2! THIQ 2o Mo Cist 2 E Zim|aelo|MHo| 22 ElLICH HEE D
o WinServer 250{ 2E ZII|Tef|0[dE XY stT ZE AlAEHES KHFEELICH HAEN AL
T]= WLAN 2210 EM R E QIS ME MXIStD WPA2/PEAPE F+/8&LICH ZE0|1EN F
E QIBME MRSt & ZCI0|UE AAHE RHEEFLICH 2E AARIO| AEEE|H ZEI0|HE
£ WLANOI| 9485t o|z{8t 21 o|HEE ZH&{EL|C}.

24 Seto|UE AZ 0]

[ls]

(@)
el

I

L

o

2t 3: ZAE E 249} WinServer RADIUS ZH0| IPSec @122 A%
CF.

Windows 2003 A|AE| 27 O|HIE

IPSec RADIUS7} &3l &l WPA2/PEAPO] CHaH 7 El 352l WLAN E2I0|¢E d42
WinServer0 A CIS A|AE O|HIEE MMHEFLICH

192.168.30.105 = WinServer



192.168.30.2 = WLAN Controller
B event Yiewer
File  #fiction  Wiew Help
& & D@ ®

] Exemnk Wiswer (Local) 'Systun 22 eyent(s)

E’ Application Type | Date | Tire | souece | category | Event | User
Securiky

i Swstem

Information 4/1 /20086

User TMEO\Administrator was granted access.
Fully-Qualified-User-Name = tme.com/Users/Administrator
NAS-IP-Address = 192.168.30.2

NAS-Identifier = Cisco_40:5f:23

Client-Friendly-Name = 4404

Client-IP-Address = 192.168.30.2
Calling-Station-Identifier = 00-40-96-A6-D4-6D
NAS-Port-Type = Wireless - IEEE 802.11

NAS-Port =1

Proxy-Policy-Name = Use Windows authentication for all users
Authentication-Provider = Windows

Authentication-Server = <undetermined>

Policy-Name = 4404

Authentication-Type = PEAP

EAP-Type = Secured password (EAP-MSCHAP v2)

ZAIEEB4 <> RADIUS IPSec 21Z20| 4335t WinServer 2104 A1 O| 2ot O|HIE I} MAElL|Ct

H event Yiewer
Ble  Action  Wiew Help
& = B | 8
| {i] Evenk Viewer (Local) | Security 484 evanb{s)
'é Apphcaton Diate Trie SOUrce Event | Liser

Lude -}Il III'.-" | 1 . ZaF 00 PM '-.F-|'||||I':_- Log airfl |'||:||'|ff 541

IKE security association established.
Mode: Data Protection Mode (Quick Mode)
Peer Identity: Preshared key ID.

Peer IP Address: 192.168.30.2

Filter:

Source IP Address 192.168.30.105
Source IP Address Mask 255.255.255.255
Destination IP Address 192.168.30.2
Destination IP Address Mask 255.255.255.255
Protocol 17

Source Port 1812

Destination Port 0

IKE Local Addr 192.168.30.105

IKE Peer Addr 192.168.30.2

IKE Source Port 500

IKE Destination Port 500

Peer Private Addr

Parameters:

ESP Algorithm Triple DES CBC

HMAC Algorithm SHA

AH Algorithm None

Encapsulation Transport Mode



InboundSpi 3531784413 (0xd282c0dd)
OutBoundSpi 4047139137 (0xf13a7141)
Lifetime (sec) 28800

Lifetime (kb) 100000

QM delta time (sec) O

Total delta time (sec) O

£ LAN ZHE E2{ RADIUS IPSec &2 C|H of

A

ek

1
30
o>

O| ZAxm|ag|o|ME =2lst7| €5l ZAEE {0l A debug pm ikemsg enable WES ALS
LICt. O|X| DDoS 3Z32| AN At E A mE &Lt

mjo

(Cisco Controller) >debug pm ikemsg enable

(Cisco Controller) >****** ERR: Connection timed out or error, calling callback
TX MM: 192.168.30.2 (Initiator) <-> 192.168.30.105 Icookie=0xaac8841687148dda Rc
00kie=0x0000000000000000

SA: doi=1 situation=0x1

Proposal 0, proto=ISAKMP, # transforms=1, SPI[0]
Transform#=0 TransformId=1, # SA Attributes = 6

EncrAlgo = 3DES-CBC

HashAlgo = SHA

AuthMethod = Pre-shared Key

GroupDescr =2

LifeType = secs

LifeDuration =28800

VID: vendor 1d[16] = 0x8f9cc94e 01248ecd £f147594c 284b213b
VID: vendor i1d[16] = 0x27babbdc 01eal0760 eade3190 ac27c0d0
VID: vendor i1d[16] = 0x6105c422 e76847e4 3f968480 1292aecd
VID: vendor 1d[16] = 0x4485152d 18b6bbcd 0be8a846 9579ddcc
VID: vendor i1d[16] = 0xcd604643 35df21f8 7cfdb2fc 68b6adds
VID: vendor 1d[16] = 0x90cb8091 3ebb696e 086381b5 ecd27blf
VID: vendor i1d[16] = 0x7d9419a6 5310ca6bf 2cl179d92 15529456
VID: vendor i1d[16] = 0x12f5f28c 457168a9 702d9fe2 74cc0100
RX MM: 192.168.30.2 (Initiator) <-> 192.168.30.105 Icookie=0xaac8841687148dda Rc
ookie=0x064bdcaf50d45£555

SA: doi=1 situation=0x1

Proposal 1, proto=ISAKMP, # transforms=1 SPI[O0]

Transform payload: transf#=1 transfId=1, # SA Attributes = 6
EncrAlgo= 3DES-CBC

HashAlgo= SHA

GroupDescr=2

AuthMethod= Pre-shared Key

LifeType= secs

LifeDuration=28800

VENDOR ID: data[20] = 0xle2b5169 05991c7d 7c96fcbf b587e461 00000004
VENDOR ID: data[l6] = 0x4048b7d5 6ebce885 25e7de7f 00d6c2d3
VENDOR ID: data[l6] = 0x90cb8091 3ebb696e 086381b5 ecd27blf

TX MM: 192.168.30.2 (Initiator) <-> 192.168.30.105 Icookie=0xaac8841687148dda Rc
ookie=0x064bdcaf50d45£555

KE: ke[128] = 0x9644afl3 bd275866 478d294f d5408dc5 e243fc58. ..

NONCE: nonce [16] = 0Oxede8dcl2 cllbe7a7 aa0640dd 4cd24657

PRV [payloadId=130]: datal[20] = 0x1628fd4af 61333b10 13390df8 85a0c0c2 93dbé6

c67

PRV [payloadId=130]: data[20]
378

RX MM: 192.168.30.2 (Initiator) <-> 192.168.30.105 Icookie=0xaac8841687148dda Rc
ookie=0x064bdcaf50d45£555

KE: ke[128] = 0x9f0420e5 bl3adb04 a48le9lc 8dlc4267 91c8b4s86. ..

NONCE: nonce[20] = 0x011a4520 04e31bal 6089d2d6 347549c3 260adl04

PRV payloadId=130: datal[20] OxcfObbdlc 55076966 94bccfdf e05el1533 191bl3

78

PRV payloadId=130: data[20] = 0x1628fd4af 61333b10 13390df8 85a0c0c2 93dbé6c

OxcfObbdlc 55076966 94bccfdf e05el1533 191bl
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TX MM: 192.168.30.2 (Initiator) <-> 192.168.30.105 Icookie=0xaac8841687148dda Rc
ookie=0x064bdcaf5045£555

ID: packet[8] = 0x01000000 cOa8le69

HASH: hash[20] = 0x04814190 5d87caal 221928de 820d9f6e ac2ef809

NOTIFY: doi=1 proto=ISAKMP type=INITIAL_CONTACT, spil[0]

NOTIFY: datalO0]

RX MM: 192.168.30.2 (Initiator) <-> 192.168.30.105 Icookie=0xaac8841687148dda Rc
ookie=0x064bdcaf5045£555

ID: packet[8] = 0x01000000 cOa8le69

HASH: hash[20] = 0x3b26e590 66651f13 2a86£f62d 1bldle7l1 064b43f6

TX QM: 192.168.30.2 (Initiator) <-> 192.168.30.105 Icookie=0xaac8841687148dda Rc
ookie=0x064bdcaf50d5£f555 msgid=0x73915967

HASH: hash[20] = 0x00000000 00000000 00000000 00000000 00000000

SA: doi=1 situation=0x1

Proposal 1, proto=ESP, # transforms=1, SPI[4] = 0xbb243261

Transform#=1 TransformId=3, # SA Attributes = 4

AuthAlgo = HMAC-SHA

LifeType = secs

LifeDuration =28800

EncapMode = Transport

NONCE: nonce [16] = 0x48a874dd 02d91720 29463981 209959bd
ID: packet[8] = 0x01110000 c0a81le02
ID: packet[8] = 0x01110714 c0a8le69

RX QM: 192.168.30.2 (Initiator) <-> 192.168.30.105 Icookie=0xaac8841687148dda Rc
ookie=0x064bdcaf50d5£555 msgid=0x73915967

HASH: hash[20] = 0x2228d010 84c60l4e ddO4ee05 4d15239a 32a9e2ba

SA: doi=1 situation=0x1

Proposal 1, proto=ESP, # transforms=1 SPI[4] = 0x7d117296

Transform payload: transf#=1 transfId=3, # SA Attributes = 4

LifeType= secs

LifeDuration=28800

EncapMode= Transport

AuthAlgo= HMAC-SHA

NONCE: nonce[20] = 0x5c4600e4 5938cbb0 760d47f4 024a59dd 63d7ddce

ID: packet[8] = 0x01110000 c0a81le02

ID: packet[8] = 0x01110714 c0a8le69

TX QM: 192.168.30.2 (Initiator) <-> 192.168.30.105 Icookie=0xaac8841687148dda Rc
ookie=0x064bdcaf50d5£555 msgid=0x73915967

HASH: hash[20] = 0x0e81093e bc26ebf3 d367297c d9f7c000 28a3662d

RX QM: 192.168.30.2 (Initiator) <-> 192.168.30.105 Icookie=0xaac8841687148dda Rc
ookie=0x064bdcaf50d5£555 msgid=0x73915967

HASH: hash[20] = 0xcb862635 2b30202f 83fc5d7a 2264619d b09faed2

NOTIFY: doi=1 proto=ESP type=CONNECTED, spi[4] = 0xbb243261

datal[8] = 0x434fdede 45435431

Ethreal Z4%]

CH2 2 Ethreal Capture Z QlL|C}.

192.168.30.105 = WinServer

192.168.30.2 = WLAN Controller

192.168.30.107 = Authenticated WLAN client

No. Time Source Destination Protocol Info

1 0.000000 Cisco_42:d3:03 Spanning-tree- (for-bridges)_00 STP Conf.
Root = 32769/00:14:29:76:d7:c0 Cost = 4 Port = 0x8003
.564706 192.168.30.2 192.168.30.105 ESP ESP (SPI=0x7d117296)
.591426 192.168.30.105 192.168.30.2 ESP ESP (SPI=0xbb243261)
.615600 192.168.30.2 192.168.30.105 ESP ESP (SPI=0x7d117296)
.617243 192.168.30.105 192.168.30.2 ESP ESP (SPI=0xbb243261)
.625168 192.168.30.2 192.168.30.105 ESP ESP (SPI=0x7d117296)
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7 1.627006 192.168.30.105 192.168.30.2 ESP ESP (SPI=0xbb243261)
8 1.638414 192.168.30.2 192.168.30.105 ESP ESP (SPI=0x7d117296)
9 1.639673 192.168.30.105 192.168.30.2 ESP ESP (SPI=0xbb243261)

10 1.658440 192.168.30.2 192.168.30.105 ESP ESP (SPI=0x7d117296)
11 1.662462 192.168.30.105 192.168.30.2 ESP ESP (SPI=0xbb243261)
12 1.673782 192.168.30.2 192.168.30.105 ESP ESP (SPI=0x7d117296)
13 1.674631 192.168.30.105 192.168.30.2 ESP ESP (SPI=0xbb243261)
14 1.687892 192.168.30.2 192.168.30.105 ESP ESP (SPI=0x7d117296)
15 1.708082 192.168.30.105 192.168.30.2 ESP ESP (SPI=0xbb243261)
16 1.743648 192.168.30.107 Broadcast LLC U, func=XID;

DSAP NULL LSAP Individual, SSAP NULL LSAP Command
17 2.000073 Cisco_42:d3:03 Spanning-tree- (for-bridges)_00 STP Conf.

Root = 32769/00:14:a9:76:d7:c0 Cost = 4 Port = 0x8003
18 4.000266 Cisco_42:d3:03 Spanning-tree- (for-bridges)_00 STP Conf.

Root = 32769/00:14:a9:76:d7:c0 Cost = 4 Port = 0x8003
19 5.062531 Cisco_42:d3:03 Cisco_42:d3:03 LOOP Reply
20 5.192104 192.168.30.101 192.168.30.255 NBNS Name query NB PRINT.CISCO.COM<00>
21 5.942171 192.168.30.101 192.168.30.255 NBNS Name query NB PRINT.CISCO.COM<00>
22 6.000242 Cisco_42:d3:03 Spanning-tree- (for-bridges)_00 STP Conf.

Root = 32769/00:14:a9:76:d7:c0 Cost = 4 Port = 0x8003
23 6.562944 192.168.30.2 192.168.30.105 ARP Who has 192.168.30.105? Tell 192.168.30.2
24 6.562982 192.168.30.105 192.168.30.2 ARP 192.168.30.105 is at 00:40:63:e3:19:c9
25 6.596937 192.168.30.107 Broadcast ARP 192.168.30.107 is at 00:13:ce:67:ae:d2
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