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Cisco NAC Guest Server= HAE, %-E—IP HAUX, ZAMEHE L= TH|A YA HERXT HA|
AE ME5te &t TEH|AMHY L B0 A|AEIQILICH HAE MEHE HAE HMAE et &
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St
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Cisco NAC Guest Serverg At&5tH™M HMEt2 71T 2 E ASXI7F LA HAE A™HE €A BHs
HLEE AZME = AU&LICH Cisco NAC Guest Server= AZ M, HAE A MMsHE A
Aol MA| CIE S s&etn, AEM7L £, O|HY E= SMSE Sall AAEN HAY ME HEE
M3E = UEE SSELICE ASR AE dEoiMd HAE HELT HMA0 0|2 T
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HAE 0472 E 7} M4 Z|™ Cisco NAC Appliance Manager(Clean Access Manager) LI Z 2
HIX 2 £/ 7{L} Cisco NAC Guest ServerQ| 7|£ A& IO|E{HIO|A 0| M ELICH HAE ME{o] LY
2% OIO|E{H|0|AE A8 Sl= B Cisco Wireless LAN Controllert Z2 2|8 HE T HMA
C|HFO|A & RADIUS(Remote Authentication Dial In User Service) Z2EZE AI83510{ HAE A
Hofl CHAH AFERHE Q1B S = USLICH

Cisco NAC Guest Servere= 0{7I2E7 M EE M X[HE AlZH S AAE O7IREE T2 H|X{L
grLICH o{7IRE 7l Bt2E|H HAE MEE Cisco NAC Appliance Manager0llA 21 o{7}REE
AFHISE7ALE NAD 7 AFZ RHE K781 7| Hofl 072 Eof Hot 9leE §& AlZHE NAD(L—”E SER" of
MIA ClHFO|A)0l & 2l= RADIUS MIA|X|E EHL|CH

Cisco NAC Guest Server= 5 #2| CIEHIO|AE Sl E1ME & = UEE HAE AH
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Cisco NAC Guest Servere= HAE HHAE KNS5t O e 748 QAE MBS = Ol 0481 &
O1E AL EL|CH.

HAE ALKt

HLAE MERtE HELIZ o HMASHT| s AAER A'Z 0| ERFF ArFlL|cH

FHx

AEME HAE MR AHHE WE5te AR ULICH Ol AR 2 Ti7) HIEXH T HHMAE MBste=

EESEe) ’5!'?:4?=!L—|EP LSt —?—%XPE £ -3- 54 AT g9l 7§l EE= Microsoft Actlve Directory
olx st

>
C
o
m\l
ro
fob
Pl
n
i
Hm
u
i
@

HE3 Al ClHFo|A&

O|2{8t CIHIO|A E HIER T HMAE NMSste HEXHZ Q=
Al ClHIO|lAE HAE MEXRIE BS _JEEE@ T 5tMH, 0{7/of
g = UELIcH AAET LAl AFE X} O] g 2i5tH HIERXT AI™ E|H+0|A7+ Al
AE MHOIM M5 HAE HEo CHaH 6H%* 4 ZBS Felghot

ot 7 @AQULICH EBH HEYS
IMAAE AN ME HE=S 924

HAE MH

Ol MHHE 2E HAE HMAE 2435} E Cisco NAC Guest ServerlL|Ct, HAE MHE HAE
OIZIREE MMSIE AZXM, HAEN MEEL|E OZIRE ME HE, HERT A|°” C|HFO| A0
CHEF HAE QIF, HAE ME{oi CiEt ALEQS| HERZ Al C|HIO|A &2l S &H AEE L



C}. EE3F Cisco NAC Guest Server= HIE 3 A|3H C|HFO|AC| 047l 2E! MEE 35510 EHQ K|
Mol HAE HMA ETME MSELIC.

NGSOi| CHet RtMIEH dEM= CCOMM &QlE = JU&LICH

http://www.cisco.com/en/US/docs/security/nac/guestserver/configuration _quide/10/nacquestserver
.html

e EEEX| IR

Guest opens Web browser

Web traffic is intercepted by
Wireless LAN Controller and
- redirected to login page
Clsco Guast :
Bonar (captive portal)
10.1.1.14 . Guest logs in with details
provided by sponsor

WLC authenticales user
against Guest Server using
RADIUS

Guest can now access the
intamet

Guest Access Recorded

Internat

10.10.51.2

WLC(Wireless LAN Controller) 744

WLCE Fdstedd oS B AHE s eLich

1. AEE L HMA ZOIEE X 7|SHELICH
2. HAEE D] QIE{HO|AE FdEFLICt.

3. RADIUSE T M&LICt

4, WLAN Mg FMd8ict

Z718

Z7| AnaolMoME SHO|HE{D|Hat 22 2& A2 A8t MY ZgZEo| et 2O
2l 2l OlE{m|o|A HEE A ZLICH reset system BT 0|28 TE T EE A[ZFFLICH

Wl conme to the Gisco Wzard Configuration Tool
Use the '-' character to backup
System Nane [Cisco_44:36:c3]: WLC
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Enter Administrative User Nane (24 characters max): admin
Enter Admi nistrative Password (24 characters nmax): admin
Service Interface | P Address Configuration [none][ DHCP]: <ENTER>
Enabl e Link Aggregation (LAG [yes][NJ :no

Managenent Interface |P Address: 10.10.51.2

Managenent | nterface Netmask: 255.255.255.0

Managenent |Interface Default Router: 10.10.51.1
Managenent |Interface VLAN Identifier (0O = untagged): 0
Management Interface Port Num[1 to 2]: 1

Managenent | nterface DHCP Server |P Address: 10.10.51.1
AP Transport Mode [l ayer2] [ LAYER3]: layer3

AP Manager Interface |P Address: 10.10.51.3

AP- Manager is on Managenment subnet, using sane val ues
AP Manager Interface DHCP Server (10.10.5<X>.1):<ENTER>
Virtual Gateway |P Address: 1.1.1.1

Mobi lity/ RF Group Nane: mobile-1

Enabl e Syrmmetric Mbility Tunneling: No

Net wor k Name (SSID): wireless-1

Allow Static | P Addresses [ YES][ no]: <ENTER>

Configure a RADIUS Server now? [ YES][no]: <ENTER>

Enter the RADIUS Server's Address: 10.1.1.12

Enter the RADIUS Server's Port [1812]: <ENTER>

Enter the RADIUS Server's Secret: cisco

Enter Country Code (enter 'help' for a list of countries) [US]:<ENTER>
Enabl e 802. 11b Networ k [ YES] [ no] : <ENTER>

Enabl e 802. 11a Network [ YES] [ no]: <ENTER>

Enabl e 802. 11g Network [ YES] [ no]: <ENTER>

Enabl e Aut o- RF [ YES] [ ho] : <ENTER>

Configure a NTP server now? [ YES][no]: no

Configure the systemtinme now? [ YES][no]: yes

Enter the date in M DD YY format: m dd/yy

Enter the time in HH MM SS format: hh: nm ss

Cisco NAC HAE MH

Cisco NAC Guest Server= HAE, HfAl St 22 ZCt0[HEN LA HELT HMAE NS
Sle Z2H|XME & 21 £F ML|Ct Cisco NAC Guest Server= Cisco Unified Wireless
Network E£= Cisco NAC Appliance &F M1t HAS g LICt 0| E A0 A= Cisco NAC Guest
Serverg Cisco WLCe &&fot= EHHE QtURLICEH O] EAHMME AAE ALEAL HHEHS A d3t
T HAES| YA HERT HMAE &QIFHL|Ct.
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1. Cisco NAC Guest ServerE WLCOI| Q15 MH{Z F I} LICHWLC(https://10.10.51.2,

admin/admin)2 0|&35t0{ 0|8 T & LICt Security(®2.2F) > RADIUS > Authentication(2!5
)= MEiEhLct
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CISCO MONITOR WLANs CONTROLLER WIRELESS SECLRITY MANMAGEMENT CDMMANDS HELP

Sacurity RADIUS Authentication Servers
v AAA Call Station ID Type | IP Address "

Use AES Key Wrap [ [Designed for FIFS customers and requires a key wrap compliant RADIUS. server]
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. 3 d Lmer Management Index Berver Address Part TPSec Admin Status
a b

- 5

1 10.1.0.12 1812 Desabded Enabled [~
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AytFenhcsbon
Accouriing
Falack
® TACACS+
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Lacal Mat Lisers
MALC Filterirsg
Digmbibied Clignts
Usir Login Palicies
AP Policies

F Local EAP
F Prigrity Ordaer
F Access Control Lists

Wireless Protection
Policies

b Web Auth
b Advanced

MONTTOR

WiaNs CONTROLLER

WIRELESS

RADIUS Authentication Sarvers > New

Sarver Index {Priority)
Server IPAddress
Shared Secret Format
Shared Secrat
Confirm Shared Secret
Key Wrap

Part Number

Sarver Status

Support for RFC 3576
Server Timeout
Network User
Managemant

IPSec

M8 MEgELIc

atfver]u
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MONITOR  WiANs CONTROLLER

SECQLRITY

[10.1.0.08
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[ [Designed for FIPS pusbomers and requines & key weap complant RADIUS serner)

(1812

Enabled =)
[Enabiea |

[1 seconds

v Enable

[+ Enabla

[T Emabile

WIRELESS

SECURITY MANAGEMENT

COMMANDS

HELP

Sacurity

- AR
General
= RANILS
Bithanbealicn
Accounting
Fallbaci
F TACACS+
LDWF
Locad Mt Lsers
MAL Fikmring
DidBind O
User Login Policies
AP Pobces

RADIUS Authentication Servers

Call Station ID Type | 1P Address

Use AES Key Wrap

Fetwrark Smrenr
User Management Index
b Ir 1
[+ I~ 2

Server fddredd

10.1.1.32
101134

=l

Part IPSe:
1812 Desabled
1812 Dezablod

| {Cesigned for FIPE oustosmers and requires a key wrap oo pliant RADIUS server)

Admin Sladus
Enabied = |
Enakied = |

2. Cisco NAC Guest Serverg WLCO| 017} 2% MHE F 7} LTt Security(2.2F) > RADIUS >

Accounting(Hd #2l)2 MEjgiLict



ol I i IIIq Sarge Conhgurshon png Logowt  Ewirarh

Security RADIUSE Accounting Servers Apply | Mew.. |

Hubwork User Sarver Index Surver Addross Port 1F¥sc  Admin Stafus

MZ BH= 7|8 MEYgtLICE.Cisco NAC Guest Server2| IP £4(10.1.1.14)8 FI}gLICH 28R
ASE FINEFLICLSR S E &HQIFLIct

e

CISCO MONITOR WiANs CONTROLLER W]IRELESS SECURITY MAMAGEMENT COMMANDS HELP
Security RADIUS Aceounting Servers > New
- AR Server Index T =

Ganaral (Priorty)
= RADIUS

Bt e o Sarvar IPAddrass Ilﬂ.l.l.l‘

Acgounting

Fallbaick =

¥ TACHCS+ Shared Sacret Farmat | ASEIT =+
LObF
Locad B Lisers Shared Secret |"""
MAL Fikaring
Cisabled Cherks Canfirm Sharad |¢nt¢n
User Lagin Policies Sacrat
AP Pobcies
v i i EAR Port Number |1813
¥ Priority Order Server Status [Enabied =
¢ Access Control Lists
Server Timeout [f~ seconds
b Wirsheas Probection
Palicies
Network User F Enable
¥ Web Auth
v Adwanced IPSec [T Enable

g2 MEgELCt

CISCO MONITOR. WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT CDOMMANDS HELP
Saecurity RADIUS Accounting Servers
= AAR Hubwnrk Surver Admin
General [T Index Bervier Addnress Part IPSas Bhabus
. = 1 10.1.1.12 1§11 [imobied Enabind -]

Autherdication
Aepauntig o i 10.1.1.14 1817  Disabled Enabied -]
Fallback

.NAC HAE MHE MESIEE WLAN(ereIess X)2 e LICHWLAN(wireless-x)2 H &g
LIt 2ot fig MEfstLCt gl 0152 AH& 5™ Layer 2 SecurityE NoneL 2 #1351
Layer 3 SecurityS ME48FL|C}
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CISCO MONITOR  WiANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS — HELP

WLANS WLAN= > Edit

e _ General | Security | Qo | Advanced
st Layer 2 Layer3 | AAA Servers

¥ Advanced

Larpsr 3 Scurity | Mone

B Wb Policy 7

= Autrertcation

" Passthrough

™ Eonditinnal Wab Badirect

" Spiash Pape Web Redirect
Preauthenteation ACL Nane ¥

Over-ride Global Corfig [ Enable

Security( &£ 9F) B0{ A AAA Servers(AAA MHH)E MEHEILICEH Server 1(AHH 1) & X0l M
RADIUS ME(10.1.1.14)8 ME4EFLICH Server 1(MEH 1) A XFoi| A Accounting Server(H|1% &t
2| AME)(10.1.1.14)8 Mgt Lict

alvenlns

CISCO HMONITOR  WiANs CDONTROLLER WIRELESS FECURITY HMANAGEMERNT COMHANDS HELF
WLANs WLANs > Edit
e | Beneral | Security | QoS | Advanced
o Layer2 | Layerd  AAA Servers
¢+ Agvanced [

Selecl AMA dereirs below o everide uae of defaull servirs on tha WLAN

Radius Semens LBAR Boreers
Authentication Sarvers Acrounting Sarvars Server 1 || Mone e |
 Enabiad Sever I | Nene i |
Servar 1 [1P:10.0.1.12, Port:1832 =) [EF:10.1.3.14, Pert-1819 | 7| Bever 1 | Mone i |
Serar 2 | Moo =] | ane =
e - hﬂnt"l

Local EAP Authentication

Lotal EAP Aunthenticalies | Enabled

12 B2 MENELICH Allow AAA Override(AAA K& 0| 5{8)& & M3t &fLict. ol st
NAC Guest Appliance0l|Al Z2t0[HET MM Alzt =1t E MHE = U&LCt

siei]is

CISCO MONITOR  WiANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP
WLAMS WLANS = Edit
A | Gemeral | Secusty | QeS| Advanced
ALA N
b Advancad Bl AAK Dverrige | Enabled oHCP
H-REAP Local Switching 4 [~ Baabled BHEP Earvar [T Overide
Erable Sesiien Timesut 7W
Bession Timeoot [seos) CHCP Agdr, Assignment [ Regquired
Miranet IE = Enabied Hanagemesi Frame Paoteciins [MFE)
Disgnostic C=annel T Enabied
IFuh Crabie Infrastracture MFP Protectian [
Overrde [nterface ACL  [Mone =] MFE Chart Prataction § | Octionsl =
PIP Biocking Achicn | Cinabiled L | BTTH Period [im besoon inbermls)
Clant Exclusion £ = Enabiad fea
Timeout Value [secs) g0zitafn (-2 [t

802.11kdgin (1 - 259) |t

A 1: SSIDO A AAA RHEQ 7| &St El B HAE AIEXE 201 Al MM AlZt AMEte 2
NGSOIM HAE AFERIO| H2 0| WLCO| F A|EILICHApply(X&)E AMEHEI04 WLAN A
rado|Mde XMEELICH




cISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP

WLANS WLAMs > Edit
il i Ganaral | Security | QoS5 | Advanced
WLANS
(R a—— Prafile Mame wireless-1
Type WLAN
S50 wireless-1
Shakus * Enabled
Security Policies Web-Auth

[Medifications done under security tab willl appear after applying the changes.)

Radio Policy &l |
Inite face management )
Broadcast 5510 F Enabled

4. ZAEE {7} Cisco NAC Guest Server0l|A{ Radius ECI0|HEZ FIIE|URE=X| &QIEHL|Ct

.NAC Guest Server(https://10.1.1.14/admin)Z 0|5 3t0{ O|& F4d&rL|C}t & 1: URLO]
/adming x| 3t Administration(22l) H O|X|7} LIEFLICH

il Cisco NAC Guest Server Administration

CISCO
Wain VWhait weeild you ke ba da:
«» Add/Edit Local User Accounts
A it e athon
« Add/Edit Administrator Accounts
+ Configure Active Directory Authantication
Guest Polloy « Configure MAC Appliance Settings
*assward Policy + Configure your Email Server Sattings
Hees . Select the User Interface Template to use
Ra L]
Ema - + Edit the User Intarface Templates
" .

Radius Clients® ME{#fL|C} Add Radius(Radius &7} & MEigLICt Radius 22H0|21E H
HE = #LCHO|&: WLC A|IAE] O|§ 2 BT LICHIP F4A: WLCS| IP T4

(10.10.51.2)8 UBILICI1E Ao Q248 WOt SUSt SR LS E LFLICLSF ¢35
E golgt|ch ME e l2dgtL|Ct Add Radius Client(Radius @2H0IHE. F71)E MefghL|ct



I Add Radius Client
CISCO

Mair Raders Chent Fors been sdded. &hanges will not take effect uniil Radess service has been resiarted

r Radius Client

o el

Address: [10.10.51.2
Guest Policy [ e —

evices

Add Radius Cland | Rasal Form

User imerface

Sarver

Cisco 2007 Wen

HZA AL S M & 35l2{™H Radius AHIAE CHA| A|ZHSH A A| 2 .Radius ClientsB& ME{EFL|CH
.Restart Radius & X}0{|A{ RestartE MEHEFL|C}

il Radius Clisnts
CISCO

Main ~ Radivs Clents

CAM
At et i tion Wi

Guest Policy

DEvices

A Fsdis Et Radius Ot Flacius

— Restart Ragius

User imerface i _
T affy CRENJEE e Made o e [Roius e pleass cick the Rasan Radiug hunon ¥

Ressn |

Sarver

Cisco 2007 Wersion 1

. Cisco NAC Guest Server0il M 2Z A& XL, & Lobby Ambassadorg M8 LICt Local
Users(2Z4 AF&XHE MEIEILICE Add User(AFS AL £I7HE MEHEILICHE D 2 E ZEE ¢
233t OF & L|Ct.First Name(O|&): lobby(2H[)E =gt &d: AmbassadorE &= gfLICt
.Username(At &%t O|F): lobby(ZH|)B 2I={EL|Ct Password(H|ZHE): HZHS E U{E
LICt2Eg 7|22t 2 §LICHO|HY FA(lobby@xyz.com)E U2{ELICH Add User(AH2 At
F=7hHE MEjgct




il Add a Local User Account

CISCO
Local User Aocounts can creade guest uasr accounts
Main
Firsi Mama: lobby
A Lhi e e Lasii Mama: Ambagsador
Jsername: flobby
Eassword: Feeeeee
Gisras Policy Repeal Password: ="
Group: [ DEFALLT =]
Davices
Email Adorass: Jobbisng m'“"l
Add User | ResetForm
User Inierisce

Sarver

B Clsoo 2007 Version 1.0.0

. Local User(2Z At XHE 21015t HAE A™ES HMELICE.NAC Guest
Server(https://10.1.1.14)2 0|& 3504 5EH A0 M M5t ALS At O|F/HIYHSZE 20015t
Ctg2 FoELIc

sl

CISCO Walcome {o the Cisco NAC Guest Server

Main
What wouikd pou Bke B da

« Craate a Gueast Usar Account
Lidar Af G oiifts

« Edit Guast Usar Account and Brme

Suspend Guest User Accounts
Rparting
« View Active Gueast User Accounts
+« Report on Guest Usar accounts
HAE ASK H™ol Chat 48S MEELch D 2E HEE A™slof gLCholES &
213fLICH A2 QRABILICH SIS U2ABLICHOIHIY R4S QRABLICHAD: OlHY FAE

HE &
MEXF O|FULICLAHE S&: AlZhE BB LICHAdd User(AHE X F=7HE M= EFLIC
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cISCO Create a Guest Usar Account

Main
Usar AcCounts

Pring Email | EMS |
Rieporiing

sl Address: [gueat! Gtistn com
& Phane Number: | +1 (W) | [BRROOCD
e[08 =|:[00 =|
Daie[15 »|[Jan =|[2008 »| B8

Time[23 = :[58 =]

e |18 =||Jan | [ 2008 '_-'jm
& | Amancailos_Angebes s

Add Lisar Rasat Fam |

HAE WLANO| 45t 1 HAE ALSAIE EOQIELICHLFM 2EI0[MEE HAE
WLAN(wireless-x)0ll 2422 LICH & HEIRKE Lo & 215 232 W o|X|2 2|C|= Mg
Ch&D: = https://1.1.1.1/login.htmI & 2/245t04 222! T|0|X|2 2|C|ZMetL|CteE Ao
MUME HAE AEXt OIEE YHELICLeEHMM RIS E WMHE HIUHS & =8
LICh 2 S S3l WLCOI| 23723t show client detail BE 22 MM Azt M &to| HHEEIRE
R EletL|ch dlad AlZh Z0p7t BFR2 2| HAE SEH0[AE S| AZ0| #7|1 ping0| SX|E
L|C}

[Cizco Controller) »&how client detail 89:13:ed:b7:5edd

Client MAC AQO@eEs. cuvisssssasananssasanansnnnnns BB13 a8 DT i5e i
Clierk USeImoms .cocosossnssisisanssssansnisdsdss podxdcisco.con
AP AL ARITEEE . cavanans s s nasa s ma s s s nam R [ Ll RO e g e s H = S H
Client SEObE. susansssnsnanansnsnnnsnsnsnsnnnsons Associabed
Wireless LAN Idesvavasssonssasanansnasanansnnnnns 1

= A1 7 :df joh es i f
L2l sa v rasasananansssnssasansnssasanansnnnnns &0

T . id.1.1.22
AEEociation [d. e vacsnannsasansnnsananannnanans 1

uthenticotion AlQOrikm. ... ocvcimvrvnsransennuss Opan Systen
REEE0N Codf . vssavanansssnssasananssasanansnnnnns a

Lo - L a

SAsEion TIMBOUL i sasasansnansnansnasnananananns 59

Cliert CLX v ion. cocasansrscanansssssnansnssans 4

Client EZE version. oveuanasasansnssananansnanans 1

M NG s s sarasasasasosanasisisansbasansnasdsdss Dizobled

005 Lavel e vasasanananssanasasanamsnasananannnnns Silvar

Diff Serw Code Point {DE0P) .. ..cicicscicsansnicans dischled

B9E 1P PTIOEILY TOQ.u s sausnsnsnansnannnnnnnnunns dizobled

[ I T 1 Enabilled

U=#Flr S0Pt sawanannssnssasanams o sanansnnnnns Dizobled
HoBLI1bY SEObE, susuvarananasssanansrsnsnansrsnans Local

—-Hore-- or {gjult
(Cisco Controller) =J

Wireless LAN Controller, WLCO|A NAC Guest Server(NGS)Z 2| ¥l 215 MA52{H &
M NGSOIM

CHAP7} X|HE|X| ete 22 215 0| AlmgfLc.
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. Cisco NAC Appliance - Clean Access Manager A %| 3! Z1X|380|M 710|E, EE|A 4.1(3)
. Cisco NAC Appliance 22|%| 3! £M LAN ZHEEH X|¥

. Cisco Wireless LAN Controller Z1Z|1280|M 7}0|E, BIE|A 7.0.116.0

. (H|C|2) Cisco ISE(Identity Services Engine)2} WLC(Wireless LAN Controller)2| St

- NAC(Clean Access): HAE HMA T4

. 5 MAHAM: Cisco Wireless LAN ControllerE Al &8t Cisco HAE ML, BEIA 4.1

. Z|& X|¥ X M - Cisco Systems
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